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1. icnonb3oBaHue NHTepgenca KOMaHAHO CTPOKU
(CLI)

YnpaBneHne KOMMYTaTOPOM MOXET OCYLEeCTBAATbCA yepe3 nocnepoBatesbHblii nopt, Telnet, SNMP unn
Web-nHTepdpeiic. VHTepdpeiic komaHgHoli cTpokum (CLI) MOXeT MCcnonb3oBaTbCA A1 HACTPOWkM U
yrnpas/ieHNs KOMMYTaTOPOM C MOMOLLbIO MOC/iefoBaTeNbLHOro nopra uam Telnet.

1-1 YnpaBneHve KOMMYTaTOpOM C NOMOLbLIO NOC/IeA0BaTe/IbHOIO nopra

HacTpoiiku nocnefosatesibHOr0 NopTa no yMon4aHuHo:
*  CkopocTb 115200 6ut/c
e 8 OUT AaHHbIX
* be3 6buta yetHoCTM
e OauH cTonoBbI 6UT

Heobxogmm KOMMbOTEP € nporpammon amynsauum TepmuHasia VT-100 m nocnegoBaTesibHbIM MOPTOM,
HaCTPOEHHbIM MO YyKa3aHHbIM Bbllle MapamMeTrpam, a Takke KOMMYTaTop, MNOAK/YEHHbIi C MOMOLLbHO
BK/1IOYEHHOr0 B KOMIJIEKT NOCTaBKu KOHBepTepa RS-232 B RJ-45.

Mocne ycnewHoro NoAK/MYEHNUs NOCNeA0BaTe/IbHOIO MOpTa K KOMIMbIOTEPY MOSIBUTCS CRedyownii aKpaH.
Ecnu akpaH He nosiBuncs, Haxmute Ctri+r gns 06HOBEHNA 3KpaHa TepMUHaa.

DGS-3000-28XMP Gigabit Ethernet Switch
Command Line Interface

Firmware: Build 4.00.010
Copyright(C) 2018 D-Link Corporation. All rights reserved.
UserName:
PassWord:

DGS-3000-28XMP: admin#

Mo ymonyaHuWio MMS Mosib30BaTeNlsi M Maposib He HacTpoeHbl. Haxmute knasuwy Enter gaxabl Ans
oTobpaxeHus kypcopa Beoga CLI — DGS-3000-28XMP:admin#. B gaHHO KOMaHAHOM CTPOKe BBOASTCS BCE
KOMaHAbl.

1-2 HacTtpoiika IP-agpeca kommyTaTtopa

Kaxxgomy komMmyTaTtopy Ao/xeH ObiTb HasHauyeH CO6CTBeHHbIA IP-agpec, vcnonb3yembli AN CBA3N C
ceteBbiM MeHemkepom SNMP u ¢ gpyrumu npunoxexHmamm TCP/IP (Hanpumep, BOOTP, TFTP). IP-agpec
KomMyTaTopa no ymonyanuto 10.90.90.90. Agpec MOXHO CMEHUTb B COOTBETCTBUM C CYLLECTBYIOLLIEN CXEMOIA
ceTu.

MpousBoanTeNb Takke HasHa4daeT KOMMYTaTopy YHuKasbHblii MAC-agpec. MAC-afpec Henb3s U3MEHUTb,
YBU/IETb €70 MOXHO HA HauYa/IbHOM 3KpaHe 3arpysku, Kak NnokasaHo HUXeE.
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Boot Procedure V4.00.001

Power On Self Test ... ... i v it taaanaaaas 100 %
MAC Address : FO-7D-68-15-10-00

H/W Version P B1

Please Wait, Loading ¥4.00.010 Runtime Image .............. 100 %
UART ANt .. e e i it e e 100 %
Starting runtime image

DEViCe DISCOVEIY .. uviiuivnninntnnionnrnnonasananasanassas 100 %
Configuration init ... ... . ... it i i e e |

MAC-agpec kommyTatopa MOXHO Tawkke HanTn B Web-nHTepdpeiice B okHe Switch Information (Basic
Settings) pasgena Configuration.

IP-agpec KommyTaTtopa AO/MKEH ObiTb HACTPOEH A0 TOro, Kak MM MOXHO OyaeT ynpaBnsTb C NOMOLLbIO
Web-nHTepdieiica. IP-agpec kommyTatopa MOXHO aBTOMAaTUYeCKM HACTPOMTb C MOMOLLbIO MPOTOKOMOB
BOOTP unn DHCP, npu 3T0M JO/MKEH ObITb N3BECTEH HA3HAYEHHbIV agpec.

B komaHzHol cTpoke BBegute KomaHay config ipif System ipaddress XXX.XXX.XXX.XXX/YYY.yyY.yyy.yyy,
rae x — IP-agpec, HasHavaewmsblii |IP-HTepdieiicy ¢ MMeHem System, a y — COOTBETCTByHLLAsA Macka
noaceTw.

Tawke moxHO BBecTV config ipif System ipaddress xxx.xxx.xxx.xxxl/z, rae x — IP-agpec, HasHa4aeMmbli
IP-nHTEpdhelicy ¢ nmeHem System, a z — COOTBETCTBYIOLLEE KOMYECTBO noaceTten B Hotauun CIDR.

IP-uHTEpdhelicy ¢ nmeHeMm System Ha KOMMyTaTope MOXET ObiTb HasHauyeH |P-agpec ¢ mackoli MoAaceTw,
KOTOpas BMOC/MeACTBMM MOXET WCNOMb30BaTbCA 415 MOAK/OUEHUS] CTaHuMu ynpaenieHust K Telnet wnu
Web-uHTepdeiicy.

DGS-3000-28XMP:admin# config ipif System ipaddress 10,24.22.100/255.0.0.0
Command: config ipif System ipaddress 10.24.22.100/8

Success.

DGS-3000-28XMP:admin#

B npvBegeHHOM Bbille NpuMMepe KoOMMyTatopy Obil HasHayeH IP-agpec 10.24.22.100 ¢ mackoli nogcetu
255.0.0.0. CuctemHoe coo6uUleHMEe Success O03HayaeT, 4YTO kKOMaHga Oblia YCnewHo BbIMOMHEHA.
YnpaBneHne KOMMyTaTOPOM Tenepb MOXET OCYLLEeCTBMATLCA Yepe3 Telnet, SNMP MIB-6pay3ep, CLI wnmn ¢
nomouso Web-uHtepdpeica ¢ ncnonb3oBaHNeM ykasaHHOro Boiwe IP-agpeca.

B CLI BK/OYEHO HECKOMLKO (PyHKLWIA, oBneryatolyx ynpasneHne koMmytatopoM. KomaHaa ? nossonsiet
0TO6Pa3nThb CMINCOK BCEX KOMAH/, BbICLLETO YPOBHSI.
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]
cabhle_diag ports

cd

cfm linktrace

cfm lock md

cfm loopback

clear

clear address_binding dhcp_snoop binding_entry ports
clear address_binding nd_snoop binding_entry ports
clear arptable

clear attack_log

clear cfm pkt_cnt

clear counters

clear dhcp binding

clear dhcp conflict_ip

clear ethernet_oam ports

clear fdb

clear igmp_snooping data_driven_group

clear igmp_snooping statistics counter

clear log

clear mac_based_access_control auth_state

Quit Next Page Next Entry B All

Mpn BBOAE KOMaHAbl 6e3 HeobxoauMMmbix napameTpoB CLI otobpasut noackasky: Next possible
completions.

DGS-3000-28XMP:admin#config account
Command: config account

Next possible completions:
<username>

DGS-3000-28XMP: admin#

B paHHOM cniyvae komaHga config account Gbinia BBefeHa ¢ napameTpom <username>. CLI otobpasut
noAckasky g/ BBoga <username> c coobuieHveM, Next possible completions. Kaxgaa komaHga 8 CLI
NoAAEPKUBAET AaHHYO OYHKLMIO, Y CIOXHBIX KOMaH[, HECKO/TbKO YPOBHEW NOACKA30K A1 NapamMeTpoB.

Takxe nocne BBoAa /0GOK [AaHHOW KOMaHAbl ¥ npo6ena nonb3oBaTe/lb MOXET NPOCMOTPETL BCe
cnefyrolime BO3MOXHbIE NMOAKOMaH/bl NocnefoBarenbHo, HaxuMas Tab.

[ns NoBTOpPHOrO BBOJA NpeAaplaylleil KomaHAbl B KOMaHAHOW CTPOKE HaXMUTE K/aBULLY «BBEpPX».
Mpeablaylas KoMaHaa NosBUTCS B CTPOKE BBOAA.

DGS-3000-28XMP:admin#config account
Command: config account

Next possible completions:
<usernames=

DGS-3000-28XMP:admin#config account




T-KOM Pykosodcmso nonb3osamerns (CLI ) ons ynpasnsemelx L2 kommymamopos TIK-300

B npuBegeHHOM Bbille npuMmepe kKoMaHga config account 6bi1a BBefeHa 6e3 napameTrpa <username>. CLI
oTtobpasuTt noackasky Next possible completions: <username>. [ns NoBTOpHOro BBOAA Npeablayliei
KomaHzabl (config account) npy NosiBNEHWM MOACKA3KN HaXMUTE KaBully «BBepX». [Mocsie 3T0ro Moxet
6bITb BBEAEHO Nnoaxoasilee ums nonb3osarens (username) v BbiNosiHeHa komaHga config account.

Bce komaHAbl MHTepdelica komaHgHoW cTpoku (CLI) paboTtatoT gaHHbiM obpasom. CuHTakcmuc nons help
TakoW e, Kak NpefcTaB/eH B PYyKOBOACTBE: YI/I0Bble CKOOKM < > 0603HA4aloT YMC/I0BOE 3HAYEeHWe Wiu
CTPOKY CMMBOMIOB, (OUIypHble ckobkn { } 0603HaAYalOT AOMNOMHUTENLHOE 3HAYEeHUE WM apryMeHT, a
KBagpartHble CKOOKM [ ] 0603HaYar0T HEO6X04UMbIE NapamMeTpbl.

Ecnu BBegeHa koMaHfa, He pacno3HaBaemasi CLI, komaHbl BbICLLErO YPOBHS ByAyT O0TOGpaxaTbCs B nosne
Available commands.

DGS-3000-28XMP: admin#the
Available commands:

? cable_diag cd
cfm clear config copy
create debug del delete
dir disable download enable
erase erps login logout
md move no ping
ping6 rd reboot reconfig
rename reset save show
smtp telnet traceroute traceroute6
upload
DGS-3000-28XMP : admin#

KomaHab! BbICLLErO YpoBHSA, Hanpumep, show nnu config, TpebytoT oamH nnmn 6onee napameTpos.

Hanpumep, npv BBoge KomaHabl show 6e3 gononHuTeNbHbIX NapametpoB CLI 0To6pasuT Bce BO3MOXHbIE
BAPUAHTbI.



T-KOM Pykoopactso nonb3oBatens (CLI) gns ynpasnsemsix L2 kommyTtaTopoB TIK-300

DGES-3000-28XMPadmningshow

arp_spoofing prevent
auth_client
auth_statisties

dhepve_local relay
dotlv_protocol group

igmp_snooping

Command : show

Next possible completions:
BBZ.1p BBZ. 1x
account accounting

ion
auth_diagnostics
authen

authen_policy authentication
autoconfig autoimage
bpdu_protection cfm

config cpu

ddm ddp
dhep_local relay dhep_relay

eee environment
ethernet_oam exec_banner
flex link flow_meter
gurp hol_prevention

aaa access_profile
acct_client address_binding
arpentry attack_log

auth_session_statistics

authen_enable
authorization
bandwidth_control
command
cpu_filter
device_status
dhep_server
dhepve_relay

ip_tcp_pmtu_discovery

authen_login
autobackup
boot_file
command_history
current_config
dhep

dos_prevention

ipif_ipw6_link local auto

ipveroute

led

1ldp
log_discriminator
log_software_module
mac_based_access_con
mac_based_wlan
mcast_filter profile
multicast

ntp
password_recovery
port_security

ports

pwid

rmon

scheduling

session

snmp
storage_media_info
syslog

tftp
traffic_segmentation
udp_helper
vlan_trunk

jumbo_frame

dsecp duld
erps error
fdb filter
gratuitous_arp greeting_message
host_name igmp

ipif
iproute ipve
1Zprotocol_tunnel  lacp_port

limited multicast_addr

11dp_med
log_monitor

trol
mac_notification

multicast_fdb

log
log_sawve_timing
loopdetect

link_aggregation
log conscole

mac_based access_control_local

max_mcast_group
mirror

outgoing_session_timeout

per_queue

port_security_entry

power_saving
ging
router_ports

scheduling_mechanism

sFlow
sntp

system_severity
time

utilization
volce wvlan

mld_snooping

name_server nlb
packet
poe port
port_wlan
pppoe private_wvlan
radius reset_button
rspan safeguard_engine
serial port
sim smtp
ssh ssl
stp switch
tech_support terminal
time_range traffic
trap trusted host
vlan vlan_translation
wac

DGS-3000-28XMP:admin#

B npuBeseHHOM Bbille MpuMepe OTOOGpaxeHbl BCE BO3MOXHble napameTpbl Ans komaHabl show. B
cnepytwouleli KomaHae cTpesnka BBepX UCNOMb3yeTcsa 415 NOBTOPHOrO BBOAA KOMaHAbl, 3a KOTOpbIM cregyet
napametp account. 3atem CLI oToGpaxaeT HacTPOEHHblE Ha KOMMYTATOPe MOMb30BaTe/IbCKME YYETHbIE
3anvcu.



T-KOM Pykosogctso nons3oBatens (CLI) ans ynpasnsembix L2 kommyTtaTtopos TIK-300

1-3 CMMBO/bI CUHTAKCUCA KOMaHA,

Kaxgas komaHga CLI, goctynHad Ha gaHHOM KOMMYTaTope, COAEPXWUT CUMBOJIbI, KOTOpble MOryT ObiTb
HEen3BeCTHbl HEOMbITHOMY MONb30BaTento. Kaxaplii CMMBO/T MMEET CBOE 3HauyeHve Mpu WUCNoJb30BaHUU B
KomaHze. Bce komaHabl 4yBCTBUTENbHbI K perucTpy. Mpu BBOAEe KOMaHapl ybegutecb, uto Caps Lock
OTK/TIOYEH W1 HMKaKne Apyrve HexenaresibHble PyHKUUWM HEe MEHAIOT PerncTp TeKCTa.

YcnoBHoe 0603HaYeHune OnucaHue

YrnoBbie CKOOKM < >

O603Ha4eHne NepeMeHHON BeNNUYNHbI MU 3HAYEHNs1, KOTOPOoe HeobXoaMMO
ykazaTb. Hanpumep, B KomaHge config command_prompt [<string 16> |
username | default] nonb3oBarento Heo06XoAUMO BBECTU HEMOCPELACTBEHHO
3HauyeHue cTpoku, a HE napameTtp <string 16>.

KBagpatHble ckobku [ ]

O603HaveHe HeO6GXOAMMOro 3HaueHus unmM Habopa aprymeHToB. [JO/mKHO
ObITb YKa3aHO TOMbKO OAHO 3HaYeHWe UnmM aprymeHT. Hanpumep, B KOMaHie
config command_prompt [<string 16> | username | default]
nonb3oBarento HeobxoaMMo BBECTU MO0 3HAYEHUE CTPOKKM, 160 BbiGpaTb
MMs  nonb3oBatens, sMbo Bbi6paTb ONUMID MO YMONYaHuw. BeoauTb
KBaZparHble CKOOKN He HYXHO.

BepTukasibHas nuHua

JononHnTenbHble 3HAYEHUSI UM apryMeHTbl 3ak/H4aloTcsl B KBagpaTHble
CKOOKV 1 pasfensioTcs BepTUKabHol nMHnein. Hanpumep, B komaHge reset
{[config | system]} {force_agree} nonb3osatenn Moryt BbibpaTb config
nnn system. BepTukasibHyH IMHMIO BBOAWUTb HE HYXHO.

®urypHble ckobku { }

O603HavYeHne LONOHUTENbHOIO 3HAYEHMS WX CNUCKa aprymMeHToB. MoxeT
6bITb yKa3aHO OOHO WM 6onee 3HavyeHve WM aprymeHTt. Hanpumep, B
komaHge reset {[config | system]} {force_agree} nonb3oBatesnb MOXeT
BblOpath config nnm system. Cko6K/ BBOOUTb HE HYXHO.

Kpyrnble ckobku ()

O603Ha4eHne MNo KpaiHein mMepe OAHOr0 WAN HECKOMbKUX 3HAYEeHWid unm
aprymeHToB, KOTOpble [O/MKHbI ObITb YyKasaHbl AN paHee BBeAeHHbIX
3Ha4YeHun B ourypHbix ckobkax. Hanpumep, B komaHge config dhcp_relay
{hops <int 1-16> | time <sec 0-65535>}(1) nosb30BaTe/Ib MOXET yKa3aTb
3HayeHne hops, time nam n 10, N gpyroe. (1) o3Ha4YaeT, YTO AO/DKHO ObITb
yKa3aHO Kak MUHVMYM OJHO 3HauyeHue WM apryMeHT U3 NpefcTaB/ieHHbIX B
dourypHbIx ckobkax. Kpyrnble CKO6kM BBOAUTL HE HYXHO.

ipif <ipif_name 12>

B gaHHOM npumMepe 3HadeHue 12 o3HavaeT, 4To ums IP-nHTepdelica moxet
cOCTOATb He 6onee, yem 13 12 cMMBOSIOB.

metric <value 1-31>

B gaHHOM npumepe 3HavyeHme 1-31 o3HauyaeT, YTO 3Ha4YeHWe metric MoXeT
COCTOSITb HE MeHee, YeM 13 1 1 He 6onee, Yem 13 31 cumBona.

1-4 dyHKUUUN pegakTUpoBaHusa

KnaBuwa OnucaHue

Delete YaansieT CMMBOM NOf KypCOPOM M MepeMeLlaeT OCTaBLIYCS 4YacTb CTPOKMU
BNIEBO.

Backspace YaanseT cYMBON C/ieBa OT Kypcopa W NnepemMeLlaeT OCTaBLUIYHCS YacTb CTPOKM
B/IEBO.

CTRL+R 3aMeHsIeT TEKCTOBbIE CUMBO/IbI HOBLIMMW WU/ BCTABSAET 3aHOBO BBEAEHHbIN TEKCT
B CYLLECTBYIOLLEE Npea/ioxeHne. Micnonb3yetcs kak knasuiia Insert.

10




T-KOM Pykosogctso nons3oBatens (CLI) ans ynpasnsembix L2 kommyTtaTtopos TIK-300

CTpenika BBepx MoBTOp BBEAEHHON paHee KOMaHAbl. Mpy KakAOM HakaTun CTPefiku BBepX
oToGpaxaeTcsi npeablaylias KoMaHfa, TakuM 06pasoM, BO3MOXEH MPOCMOTP
NCTOPVK KOMaH[, B TeKyllleli ceccun. Vicnonb3yitTe cTpenky BHIU3 A5 NpocMoTpa
CnefyoLmnx KOMaHa,

CTpesika BHU3 MoBTOp crefytoLeil BBeAeHHOW KoMaHAbl. [pn KaXKAOM HaXaTun CTPesiku BHU3
oToGpaxaeTcsi cnefylolias KOMaHAa, TakMM 06pa3oM, BO3MOXEH MPOCMOTP
MCTOPUM KOMaHZ, B TeKyLLell ceccuu. VIcnonbayiiTe CTpesnky BBEPX AJ1s1 NpocMoTpa
npeablayLLIMX KOMaHa,

CTtpersnka BneBso NepemeLlaeT Kypcop B/EBO.
Ctpenka Bnpaso lNepemellaeTt Kypcop BnNpaso.
Tab Mo3BonseT BbibpaTb COOTBETCTBYOLMIA CUMBO/I.

1-5 KnaBuLuun ynpaBneHns HeCKOIbKUMU CTpaHULaMun

Ecnu pna CLI BknoveHo pasbueHne Tekcta no ctpaHuuam (CLI paging enable), skpaH 6ygeT genatb nayasy,
Korga pesynbTaTtbl BbIBOAA KOMaHAbl AOCTUTHYT KOHLA CTPAHWULbI, KakK NOKa3aHo HUXe.

DGS-3000-28XMP:admin#show stp ports
Command: show stp ports

MSTP Port Information

Port Index 1 , Hello Time: 2 /2 , Port STP : Enabled ,

External PathCost : Auto/200000 , Edge Port : True /No , P2P : Auto /Yes
Port RestrictedRole : False, Port RestrictedTCN : False

Port Forward BPDU : Disabled

MSTI Designated Bridge Internal PathCost Prio Status Role

] N/A 200000 128 Forwarding NonStp

CTRL+C Quit Next Page [§ Previous Page [ Refresh

[ OCTyMHbI creaytoLLme KNaBuLLK YNpPaBAeHNs:

KnaBuwa OnucaHue

CTRL+C OcTaHaBNMBaeT OTOGpaKeHWe OCTaBLUMXCA CTpaHuL, ec/ny oTobpaxarbCs [AO/HKHO
HECKO/IbKO CTpaHuL,.

ESC OcTaHaBNMBaeT OTOOPaKEHME OCTaBLUMXCH CTPaHWUL, ec/nyn oTobpaxarbCA AO/MKHO
HECKO/IbKO CTpaHuL,

q OcTaHaBNMBaeT 0TOO6pPaXEeHMEe OCTaBLUMXCHA CTPaHWUL, ecnn OTobpaxarbCs [AOSHKHO
HECKO/IbKO CTpaHuL,

Mpo6en OToGpaxeHne criegyrowen CTpaHnLbI.

n OT06paxeHne cneayroLlein CTpaHuLbl.

p OTo6paxeHVe npeabiayLleli CTpaHnLbl.

r Wcnonb3yeTcsa ana 06HOBAEHNS TekyLleld CTpaHuLbI.

11
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p OTo6paxeHVe npeabiayLieli CTpaHnLbl.
a OTOo6pakeHe OCTaBLUMXCA CTpaHuL, 6e3 nay3 Mexay cTpaHuuamm.
Enter OTobpaxeHne crneayloLeli CTPOKM nav 3anvicu B Tabnuue.

BHumMaHue: nHdhopmaums B CKPUHLLIOTaX MOXET HECKO/IbKO OTIMYATLCA OT TEKYLLEN.

12
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2. ba3soBble KOMaHAbl

show session

show serial_port

config serial_port {baud_rate [9600 | 19200 | 38400 | 115200] | auto_logout [never | 2_minutes |
5 _minutes | 10_minutes | 15_minutes]}

enable clipaging

disable clipaging

login

logout

?

clear

show command_history

config command_history <value 1-40>

config greeting_message {default}

show greeting_message

config command_prompt [<string 16> | username | default]

config terminal width [default | <value 80-200>]

show terminal width

config ports [<portlist> | all] {medium_type [fiber | copper]} {speed [auto | 10 _half | 10 full | 100 _half |
100_full | 1000_full {{master | slave]} | 10g_full] | flow_control [enable | disable] | learning [enable | disable ]
| state [enable | disable] | mdix [auto | normal | cross] | [description <desc 1-100> | clear_description]}(1)

show ports {<portlist>} {[description | err_disabled | details | media_type]}

config exec_banner {default}

show exec_banner

config outgoing_session_timeout <value 0-1439> [console | telnet | ssh]

show outgoing_session_timeout

enable monitor

disable monitor

2-1 show session

OonucaHue
[JaHHas KomaHga ucnosb3yeTcs s NpocmMoTpa MHGopMaLUn 0 BCeX TEKYLLUX NOb30BaTensix.

CuHTakcuc
show session

13
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MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator nnm Operator MOryT BbINO/THATb AAaHHY0 KOMaHAY.

Mpumep
MpocMOTp cnucka aBTOPU30BaHHbIX Mosb3oBaTenei:

DGS-3000-28XMP:admin#show session
Command: show session

ID Live Time From Level Name
8 00:03:29.400 Serial Port admin Anonymous

Total Entries: 1

SRR M f Quit FFX¥S [ Next Page [§ Previous Page [ Refresh

2-2 show serial_port

OonucaHue
[JaHHasi KomaHga Ucnosb3yeTcs AN 0ToGpaKeHNsA HaCTpoekK NocneaoBaTe/ibHOro nopra.

CuHTtakcuc
show serial_port

MapameTpsbl
Her.

OrpaHuyeHus
HerT.

Mpumep
OT06paxeHVe HaCTpoeK Noc/ief0BaTeIbHOMo nopra:

DGS-3000-28XMP:admin#show serial_port
Command: show serial_port

Baud Rate 1 115200
Data Bits : 8
Parity Bits : None
Stop Bits i B
Auto-Logout : 10 mins

DGS-3000-28XMP: admin#

14



T-KOM Pykosogctso nonb3oBatens (CLI) ana ynpasnsiembix L2 kommyTtaTtopos TIK-300
2-3 config serial_port

OnucaHue
[JaHHasi komaHa ucnosnb3yeTcs A1 HACTPOIiKM NocneAoBaTe/lbHOro nopTa.

CuHTakcuc
config serial_port {baud_rate [9600 | 19200 | 38400 | 115200] | auto_logout [never | 2_minutes |

5_minutes | 10_minutes | 15_minutes]}

MapameTpbl

baud_rate — (onuuoHasIbHO) CKOPOCTbL Mepefayn faHHbIX, UCMoNb3yemas [/ COOOLWEHNsA C Y3/10M
ynpasneHus. No ymonyaHuio ncnonssyetca 115200. focTynHo 4 onumu: 9600, 19200, 38400, 115200.

auto_logout — (onymoHasibHO) yKa3biBaeT BpEMS aBTOMATUUYECKOIO BbIXOA4a U3 YYETHOW 3anncu.

never — HET OrpaHNYeHNs BPEMEHMN.

2_minutes — ceaHC TeKyLLEro nosib3oBaTesis Ha KOHCOoNN OyaeT 3aBepLUeH, eC/i OH He COBEPLUMT BBOJ B
TeYeHne 2 MUHYT.

5_minutes — ceaHC TeKyLLero nosb3oBaTesis Ha KOHCoNn ByaeT 3aBepLueH, eC/in OH He COBEPLUMT BBOJ B
TeyeHne 5 MUHYT.

10_minutes — ceaHC TekyLLEero nosb30BaTesnis Ha KOHCOMN ByAeT 3aBepLUEH, eC/IM OH HE COBEPLUUT BBOJ, B
TeyeHne 10 MUHYT.

15_minutes — ceaHC TekyLLEero nosb3oBaTesis Ha KOHCOMN ByAeT 3aBepLUeH, eC/i OH He COBEPLUMT BBOJ, B
TeyeHne 15 MUHYT.

OrpaHuyeHus
Tonbko nonb3oBarteny yposHa Administrator uiv Operator MOryT BbINO/THATL AaHHY0 KOMaHAy.

Mpumep
HacTpoiika ckopocTn nepegayn faHHbIX:

DGS-3000-28XMP:admin# config serial_port baud_rate 9600
Command: config serial_port baud_rate 9600

sSuccess.

DGS-3000-28XMP : admin#

2-4 enable clipaging
OnucaHune
JaHHaa komaHga ncnonb3yerca 14 nay3sbl NpY NPOKPYTKE 3KpaHa KOHCO/N, ec/iv KomaHga 0T06pa)KaETCFI

60/iee Yem Ha ofHoli cTpaHuue. Mo ymonyaHuio qyHKUMS BKIHOUEHa.

CuHTaKcuc
enable clipaging

MapameTpsbl
HerT.

OrpaHuyeHus
Tonbko nonb3oBarteny yposHa Administrator nav Operator MOryT BbINO/HATL AaHHYIO KOMaHAy.
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Mpumep
BkntoueHne naysbl Npu NPOKPYTKE 3KpaHa KOHCO/M, eCNM KOMaHAa oTobpaxaercsa 6osiee 4yemM Ha OfHOiA
CcTpaHuLe:

DGS-3000-28XMP:admin# enable clipaging
Command: enable clipaging

Success.

DGS-3000-28XMP: admin#

2-5 disable clipaging

OonucaHue
[aHHas KomaHga ucnonb3yetrca N8 OTKAHYEHUSA naysbl NPy MPOKPYTKE 3KpaHa KOHCOMWU, ecnu KomaHaa
oTobpaxaeTcs 6onee Yem Ha ofHoOl cTpaHuue. Mo ymonyaHuio yHKUNS BK/IKOYEHA.

CuHTakcuc
disable clipaging

MapameTtpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator uiv Operator MOryT BbINO/THATL AaHHY0 KOMaHAy.

Mpumep
OTmMeHa naysbl MpW NPOKPYTKe 3KpaHa KOHCOMW, ecny KoMaHfa oTobpaxaetcs 6ofee 4eM Ha OAHOW
CcTpaHuue:

DGS-3000-28XMP:admin# disable clipaging
Command: disable clipaging

Success.

DGS-3000-28XMP: admin#

2-6 login

OonucaHue
[JaHHas komaHOa Ucnonb3yeTcs A8 BXo4a B YYETHYIO 3anncb Ha KOMMyTaTope.

CuHTakcuc
login

MapameTtpbl
Her.

16
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OrpaHuyeHus
Her.

Mpumep
Bxopg B y4eTHyI0 3anmcb ¢ MMeHeM nonb3oBartesns dlink:

DGS-3000-28XMP:admin# login
Command: login

UserName:dlink
PassWord:****

DGS-3000-28XMP: admin#

2-7 logout

OonucaHue
[aHHas komaHZa Ucnosb3yeTcs A1 Bbixo4a U3 YYETHON 3anmMcy Ha KoMMyTaTope.

CuHTakcuc
logout

MapameTtpbl
Her.

OrpaHuyeHus
Her.

Mpumep
Bbixog 13 TekylLLein ceccuu:

DGS-3000-28XMP:admin# logout
Command: logout

kkhkkkkkkkkk

* Logout *

LR

DGS-3000-28XMP Gigabit Ethernet Switch
Command Line Interface

Firmware: Build 4.00.010
Copyright(C) 2018 D-Link Corporation. All rights reserved.
UserName:

2-8 ?

OonucaHue
[JaHHasi KomaHga Ucnosib3yeTcs Aas NPoCMoTpa OnUcaHus Ans BCeX KOMaH/ Uan yKa3aHHOW KoMaHapbl.
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CuHTakcuc
b

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
MpocmoTp onucaHus KoMaHabl «ping»:

DGS-3000-28XMP:admin#? ping
Command: ? ping

Command: ping
Usage: [<ipaddr> | <domain_name 255>] { times <value 1-255> | timeout <sec 1-99>}

Description: Used to test the connectivity between network devices.

DGS-3000-28XMP : admin#

2-9 clear

OnucaHue
[aHHasi KomaHga ucnonb3yeTcs Ans yaaneHnsa nHgopmaimm ¢ sKkpaHa.

CuHTakcuc
clear

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
YpaneHve nHcpopmaumu:

DGS-3000-28XMP:admin# clear
Command: clear

DGS-3000-28XMP: admin#

2-10 show command_history

OonucaHue
[JaHHas KomaHOa ucnosb3yeTcs Ans NpocMoTpa UCTOPUKN BBEAEHHbLIX KOMaH/.
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CuHTtakcuc
show command_history

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
MpocmoTp UCTOPUN BBEAEHHBLIX KOMaHA:

DGS-3000-28XMP:admin# show command_history
Command: show command_history

? ping

login

show serial_port
show session

? config bpdu_protection ports
? reset

? create account
? create ipif
show

the

?

DGS-3000-28XMP : admin#

2-11 config command_history
OnucaHue
ﬂ,aHHaFI KOMaH4a MCNnosb3yeTca O HaCTDOVIKM Ko/im4yecTBa KOMaH4, KOTopble 6y,c|,yT XPaHNUTbCA B NaMATU

KOMMYyTaTtopa. B namsartu KOMMYyTaropa MOXET XPaHNTbCA A0 40 KoMaHpf, BBeAEHHbIX paHee.

CuHTakcuc
config command_history <value 1-40>

MapameTpbl

<value 1-40> — KO/IMYECTBO KOMaHf, KOTOpble OyAyT XpaHWTbCA B NamsATM KomMmyTatopa. [OocTyneH
AmanasoH 3HadeHuii ot 1 go 40.

OrpaHuyeHus
Tonbko nonb3oBarteny yposHa Administrator uiv Operator MOryT BbINO/THATL AaHHY KOMaHAy.

Mpumep
HacTpoiika konnyecTsa KOMaHf, XpaHsALMXCSA B MaMSATU KOMMyTaTopa:
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DGS-3000-28XMP:admin# config command_history 25
Command: config command_history 25

Success.

DGS-3000-28XMP: admin#

2-12 config greeting_message

OonucaHue
[JaHHas komaHga ucnosb3yeTcs A5 HaCTPOolikn 6aHHepa NPUBETCTBUS.

CuHTtakcuc
config greeting_message {default}

MapameTtpbl

default — (onymoHanbHO) BEpHYTb GaHHEP NPMBETCTBUS K HACTPOMKaM No yMOMYaHuio.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator nnm Operator MOryT BbINO/HATb AAHHY0 KOMaHAY.

Mpumep
HacTtpolika 6aHHepa:

DGS-3000-28XMP:admin#config greeting_message
Command: config greeting_message

Greeting Messages Editor

DGS-3000-28XMP Gigabit Ethernet Switch
Command Line Interface

Firmware: Build 4.00.010
Copyright(C) 2018 D-Link Corporation. All rights reserved.

<Function Key> <Control Key>

Ctrl+C Quit without save left/right/

Ctrl+w Save and quit up/down Move cursor
Ctrl+D Delete line
Ctrl+x Erase all setting
Ctrl+L Reload original setting

2-13 show greeting_message

OonucaHue
[aHHasi KomaHga UCnosib3yeTcs, YToObl BK/IUNTbL OTOGpaXKeHNe 6aHHepa NpUBETCTBUS.
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CuHTakcuc
show greeting_message

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator nnmn Operator MOryT BbINO/THATb AAHHYK0 KOMaHAY.

Mpumep
BkntoyeHne otobpaxeHus baHHepa:

DGS-3000-28XMP:admin#show greeting_message
Command: show greeting_message

DGS-3000-28XMP Gigabit Ethernet Switch
Command Line Interface

Firmware: Build 4.00.010
Copyright(C) 2018 D-Link Corporation. All rights reserved.

DGS-3000-28XMP : admin#

2-14 config command_prompt

OonucaHue
[JaHHas komaHza Ucnosb3yeTcs A5 HACTPOKM NpUrnaleHnst KOMaH4HOW CTPOKN.

TekyLuee npurialeHme CoCTOMT U3 YeTbIpEX YacTeil: «product name» + «:» + «user level» + «#» (Hanpumep,
«DGS-3000-28XMP:admin#»). KomaHza ncnonb3yeTcs 415 U3MeHeHus nepsoii yactu («product name») Ha

apyroe HassaHune ,EI,I'II/IHOI\/‘I He 60n1ee 16 CMMBOOB UMK 014 3aMeHbl npurnaweHna Ha nMma nosib3oBarersis.

|_|pl/l BbIMONIHEHUM KOMaHAbl reset Tekyllee npurialieHue KOMaH,EI,HOIz CTPOKM OCTaHETCA TEM Xe. Ho npum

BbINO/IHEHNM KOMaH bl reset system, KOMaHHas CTPOKa BEPHETCHA K 3HAYEHWNIO MO YMOJTYaHUIO.

CuHTakcuc
config command_prompt [<string 16> | username | default]

MapameTpbl

<string 16> — BBO/], HOBOrO MPUIALLEHNst KOMaHHOV CTPOKYW A/INHOI He 60/1ee 16 CUMBO/IOB.

username — 1cnosib3oBaHne NMMeH Nnosib3oBaTtesia B Ka4yecTBe npurnalleHns KOMaH,D,HOVI CTPOKN.

default — Bo3BpaleHne npurnaweHms KOMaHgHOW CTPOKM K 3HAYEHMIO N0 YMO/TUYaHMIO.
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OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator nnm Operator MOryT BbINO/HATb AAHHY0 KOMaHAY.

Mpumep
HacTtpoiika npurnaweHns KoMaHaHOM CTPOKN:

DGS-3000-28XMP:admin# config command_prompt Prompt#
Command: config command_prompt Prompt#

sSuccess.

Prompt#:admin#

2-15 config terminal width

OonucaHue
[JaHHas komaHza Ucnosb3yeTcs A/151 HACTPOKK LUMPUHBI TEPMUHaNa s TeKyLLen ceccumn.

MCHOﬂb3OBaHMEKOMaHAbH

1. Ecnm nonb3oBateflb 3ajaeT 3HauyeHue LWMPWHbI TepMuHana Ao 120, HacTpoikm 6yayT
OelcTBUTENbHbI TOMbKO AN Tekyllel ceccun. Mpu BBOAE KOMaHAbl save, HACTPOKN COXPaHSITCA 1
OyayT MpUMEHeEHbl AN Mocregyrlwmx ceccuit. Mocne BbiIxoga MOMb3oBaTeNs K3 Ceccum U
NMOBTOPHOrO BXoJa LnMpunHa TepMuHania 6yaet pasHa 120.

2. Ecnu nonb3oBatenb He COXpaHUN HACTPOWKW, MpPU BXOAE APYroro nosib3oBaTesnis Ansa TepMuHania
OyaeT NPMMEHEHO 3Ha4YeHNe No yMOTHaHuio.

3. Ecnn ogHOBpeMEHHO MWCMOMb3YeTCA [ABE CecCun, NMpu COXPaHeHWN U3MEHEHWUS HaCTPOeK OJ/IUHbI
TEpMUHana B OHOW U3 HUX, K APYroii CECCUN OHW ByAyT NMPMMEHEHbI TOIbKO MOC/E CrieAytLLero
BX0[A B YYETHYIO 3aruchb.

CuHTakcuc

config terminal width [default | <value 80-200>]

MapameTtpbl

default — ykasbiBaeT UCNOMb30BaHNE 3HAYEHMS MO YMONYaHWIO O HACTPOEK TepMuHana. 3HadeHue no
ymonyaHuio — 80.

<value 80-200> — BBeANTe 3HAYEHMWE LWIMPUHBI TepMUHana. [lonyctnmel 3HadeHus ot 80 go 200.

OrpaHuyeHus

Her.

Mpumep
HacTpoiika WnpWHbl TepMyHana aas TekyLeii ceccuu:

DGS-3000-28XMP:admin# config terminal width 120
Command: config terminal width 120

Success.

DGS-3000-28XMP: admin#
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2-16 show terminal width

OnucaHue
[JaHHasi KomaHga Ucnosb3yetcs Ans NPoCMoTpa HacTpPOoeK LUMPUHLI TEPMUHaNa A/1a TeKyLLel ceccumn.

CuHTakcuc
show terminal width

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTOobpaxeHve LMPUHbI TepMUHANA 415 TEKYLLER ceccum:

DGS-3000-28XMP:admin# show terminal width
Command: show terminal width

Global terminal width ;80
Current terminal width : 80

DGS-3000 -28XMP: admin#

2-17 config ports

OnucaHue
[aHHasi KomaHga Ucnosb3yeTcs As HaCTPOWKM NOPTOB KOMMYyTaTopa.

A BHUMAHMUWE: cornacHo ctaHgapTHoii MIB gnvHa onmcanus nopta (port description) He
“\‘ [O/KHa npesbiwarb 64 cumeona.
CuHTakcuc

config ports [<portlist> | all]] {medium_type [fiber | copper]} {speed [auto | 10_half | 10_full | 100_half |
100_full | 1000_full {{master | slave]} | 10g_full] | flow_control [enable | disable] | learning [enable |
disable ] | state [enable | disable] | mdix [auto | normal | cross] | [description <desc 1-100> |
clear_description]}(1)

MapameTtpbl

<portlist> — cnMCoK NCnob3yembIX NOPTOB.

all — ncnonb3oBaHVe faHHON KOHUrypauun ansi Bcex nopToB..

medium_type — (onumMoHasibHO) YKa3biBaeT TUM Cpefbl, UCNOb3yeMbI 47151 KOMOO-MopTa.
fiber — ykasbiBaeT onTuueckuii Tun cpeapi.
copper — ykasblBaeT MeAHbIi TUN cpeabl.

speed — (ONuMOHasIbHO) YKa3blBaeT CKOPOCTb Nepefayun AaHHbIX 471 YKa3aHHbIX NOPTOB.
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auto — ykasblBaeT aBToCor/1lacoBaHne CKOpoCTu.
10_half — yka3biBaeT ckopocTb 10_half.
10_full — yka3biBaeT ckopocTb 10_full.
100_half — yka3biBaeT ckopocTb 100_half.
100_full — yka3biBaeT ckopoctb 100_full.
1000_full — yka3biBaeT ckopoctb 1000_full. Mpu HacTpoiike nmopta Ha ckopocTb 1000_full, pexumbl
Master nnm Slave gomkHbl 6bITb YkazaHbl 415 noptoB 1000Base-T, n octasneHbl npocto 1000_full 6e3
HacTpoek Master nnu Slave gns gpyrmx nopTos.
master — HacTpoiika pexuma Master 4719 0fHOro NN HECKONbKMX NOPTOB.
slave — HacTpolika pexuma Slave ans ogHoro nnm HeCKobKNX NOPTOB.
10g_full — ykasbiBaeT ckopocTb 10g_full.

flow_control — (onuuoHasibHO) BKNOYEHME UK OTK/IIOYEHME PYHKUUW YIIPaB/IEHNSA NOTOKOM Ha O4HOM W/
HECKONbKNX NnopTax.

enable — BKNtoYeHVe PYHKUUN YIPaB/IEHNSA NOTOKOM.

disable — oTkntoUeHne yHKUMK ynipaBneHUss NOTOKOM.

learning — (ONuUMOHas/IbHO) BK/IOYEHWE WU OTKNOYEHME (DYHKUMM n3ydeHns MAC-agpecoB Ha OLHOM Wx
HECKONbKNX NnopTax.

enable — BkntoyeHve yHKunn n3yyeHnss MAC-agpecos.

disable — oTkntoueHue yHkuMn n3yyeHns MAC-aapecos.

state — (ONUMOHa/ILHO) BK/IHOMEHWE W/ OTK/IHOUYEHUE YKa3aHHOro nopra. Ec/v ykasaHHbIA NOpPT HaxoauTes
B cocTtosHum error-disabled (oTkntoyeH wm3-3a  ownbku), NOC/E€ BKAYEHUA OH CHOBa Oyger
PYHKLMOHMPOBATb.

enable — BK1OUNTb yKa3aHHbI NOPT.

disable — oTKNIOUMTbL yKa3aHHbIN NOPT.

mdix — (onuuoHasnbHo) pexum MDIX.
auto — HacTpolika pexuma MDIX gns nopTta B COCTOsiHME auto.
normal — HacTpolika pexuma MDIX gna nopta B cOCTOsiHME normal. B gaHHOM pexume nNopT MOXET
ObITb NOAKNIOYEH K ceTeBOMY agantepy MK ¢ nomoLLbo npsmoro kabens nnu nopty (B pexume MDIX)
Opyroro KommyTaropa ¢ NOMOLLbIO NepekPecTHOro kabens.
cross — HacTpoiika pexuma MDIX ana nopta B coctosiHue cross. [NopT Haxogutcs B pexume MDI u
MOXeT ObITb MOAKMo4eH K nopTy (B pexume MDIX) gpyroro kommyTtaTopa C MOMOLLbIO MPSiMOro
Kabens.

description — (onuuoHanbHO) onmcaHve nHTepdeiica nopra.
<desc 1-100> — BBeguTe onucaHve uHTepgeiica noprta. OnucaHue MOXET cogepxartb go 100
CVMBOJIOB.

clear_description — (onuuoHansHO) yaaneHne nHopmauuy B nosne description (onucaxue).

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator nnmn Operator MOryT BbINO/HATb AAHHY0 KOMaHAY.

Mpumep
HacTtpolika nopToB:

DGS-3000-28XMP:admin# config ports all medium_type copper speed auto
Command: config ports all medium_type copper speed auto

Success.

DGS-3000-28XMP: admin#
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2-18 show ports
OnucaHue
[aHHasi KomaHga MCnonb3yeTcs A1 NpocMoTpa WHGopMaumy O TeKywmX HacTpoikax Ans Bcex unu

YKa3aHHbIX NOPTOB.

CuHTakcuc
show ports {<portlist>} {[description | err_disabled | details | media_type]}

MapameTpbl

ports — AnanasoH NopPTOB, /151 KOTOPbIX HEOBX0ANMO 0TO6Pa3nTb MHOPMaLNI0 O HACTPOIKaXx.
<portlist> — (onymMoHasbHO) AnanaszoH NOPTOB, AN KOTOPbIX HEOBXOAMMO 0TO6pPa3nTbL MHGIOPMAaLUIO
0 HacTpoWiKax.

description — (onunoHasnbHO) 0To6paXeHue nHdpopmauumn 06 onucaHum nopra.

err_disabled — (onuuoHansHO) oTo6paxeHue nHopMaLmM 06 OTKMHUYEHHbIX MOpTax C ykaszaHuem Tuna
OLLMBKN.

details — (onunoHanbHO) 0TOGPaKeHMEe NOAPO6HOIN NHAOPMaL MK O HacTpolikax nopra.

media_type — (onumoHabHO) 0TObpaXxeHne MHopmaLun o Tune cpedpl nepegayn gaHHbIX n SFP/SFP+.

OrpaHuyeHus
Her.
Mpumep
OTob6paxeHne nHhopmaumm o getansax nopra:
DGS-3000-28XMP:admin#show ports details
Command: show ports details
Port 1
Port Status ! Link uUp
Description
Hardware Type . Gigabits Ethernet
MAC Address . FO-YD-68-15-10-01
Bandwidth : 100000Kbit
Auto-Negotiation . Enabled
Duplex Mode ! Full Duplex
Flow Control : Disabled
MDI . Cross
Address Learning . Enabled
Last Clear of Counter : 2 hours 34 mins ago
BPDU Hardware Filtering Mode: Disabled
Queuing Strategy ¢ FIFO
TX Load : 0/100, 0 bits/sec, 0 packets/sec
RX Load : 0/100, 0 bhits/sec, 0 packets/sec
Quit Next Page [§ Previous Page [§ Refresh

OTob6paxeHne nHcopmaLmm o Trne cpeabl nepegadn aaHHbix 1 SFP/SFP+ ansa noptos 24-28:
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DGS-3000-28XMP:admin#show ports 24-28 media_type
Command: show ports 24-28 media_type

Compatibility: Single Mode (SM), 10300Mbd,
27 10GBase-R -

28 10GBase-R -

DGS-3000-28XMP: admin#

Port Type Vendor name/ PN/
ouIl Rev

24 1000Base-T - -

25 SFP LC FINISAR CORP./ FTLF8519P2BCL-EX/
0 :90:65 A

Compatibility: Multi-Mode,1300Mbd, 850nm

26 SFP LC FINISAR CORP./ FTLX8571D3BCL/

0 :90:65 A

850nm

SN/
Date Code

PGK3CVJ/
091106

ARK1CCO/
140507

2-19 config exec_banner

OonucaHue

[aHHasi koMaHga MCNonb3yeTcsl AN HacTpoiku 6aHHepa EXEC. Co3gaHHbIi 6aHHEP MOXHO COXpPaHWUTb B
DRAM c¢ nomoubto KombuHaumm CTRL+W. BbiNonHWTE KOMaHAy Ssave, 4Tobbl COXpaHUTb GaHHep B

NV-RAM.

CuHTtakcuc
config exec_banner {default}

MapameTpbl

default — (onuMoHaNbHO) BEPHYTLCA K 3HAYEHUIO MO YMONYAHUIO.
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OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator nnmn Operator MOryT BbINO/HATb AAHHY0 KOMaHAY.

Mpumep
HacTpolika 6aHHepa EXEC:

DGS-3000-28XMP:admin#config exec_banner
Command: config exec_banner

Exec Banner Editor

This is D-Link switch.

<Function Key> <Control Key>
Ctrl+C Quit without save left/right/
Ctrl+w Save and quit up/down Move cursor
Ctrl+D Delete line
Ctrl+Xx Erase all setting
Ctrl+L Reload original setting
Success.

DGS-3000-28XMP:admin#

2-20 show exec_banner

OnucaHue
[JaHHas komaHga ncnonb3yeTcs Ans npocmortpa 6aHHepa EXEC.

CuHTakcuc
show exec_banner

MapameTpsbl
Het.

OrpaHuyeHus
Tosnbko nosb3oBareny yposHa Administrator nnn Operator MOryT BbINO/THATL AAHHYIO KOMaHAY.

Mpumep
OTobpaxeHne 6aHHepa EXEC:
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DGS-3000-28XMP: admin#show exec_banner
Command: show exec_banner

This is D-Link switch.

DGS-3000-28XMP: admin#

2-21 config outgoing_session_timeout
OnucaHue
[aHHasi KomaHga 1cnosb3yeTcsa A8 HAaCTPOIKM 3HaYeHMs TaliM-ayTa A/1s1 3aBepLUEHMs yKa3aHHbIX CECCUA,

YCTaHOB/EHHbIX AJ151 BXOJa Ha [Ipyroe yCTpoiACTBO.

CuHTakcuc
config outgoing_session_timeout <value 0-1439> [console | telnet | ssh]

MapameTpbl

<value 0-1439> — 3HaueHue TailM-ayTa UcxogsLlein ceccuu. JocTynHbl 3HavyeHnst ot 0 go 1439. 0 o3HauaeT,
yTO TaliM-ayTa He BygerT.

console — YKa3blBa€eT Ha Tal7|M-ayT ceccun, yCTaHOBl'IEHHOVI yepes KOHCOJ/1b KoMmmyTartopa.

telnet — ykasbiBaeT Ha TalimM-ayT ceccuu, yCTaHOB/IEHHOI yepe3 Telnet.

ssh — ykasbiBaeT Ha Talim-ayT ceccuiu, yCTaHOBNEHHOR Yepe3 SSH.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator nnn Operator MOryT BbINO/THATL AAHHYIO KOMaHAY.

Mpumep
HacTpoiika 3HaueHus Taim-ayta SSH nexogsueli ceccum:

DGS-3000-28XMP:admin#config outgoing_session_timeout 200 ssh
Command: config outgoing_session_timeout 200 ssh

Success.

DGS-3000-28XMP:admin#

2-22 show outgoing_session_timeout

OnucaHue
[JaHHasi KomaHga Ucnosb3yeTcs AN NPoCMoTpa 3HAYEeHWUI TaliM-ayTa UCXOASLLNX CECCUA.

CuHTakcuc
show outgoing_session_timeout

MapameTpbl
Her.
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OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator nnmn Operator MOryT BbINO/HATb AAHHY0 KOMaHAY.

Mpumep
OTo6paxeHne 3HadyeHul TaillM-ayTa UCXoasaLmMX CECCUIA:

DGS-3000-28XMP:admin#show outgoing_session_timeout
Command: show outgoing_session_timeout

Outgoing session timeout:

From Timeout
Console O(Never)
Telnet O(Never)
SSH 200 minutes

DGS-3000-28XMP: admin#

2-23 enable monitor

OonucaHue

[aHHasi KomaH4a 1Ccnosb3yeTca AnA BKAKYEHUS COO06LLEHWI OT1adKM U CMCTEMHOTO XypHana (system log)

Ans Tekyuwmx ceccuii Telnet/SSH.

CuHTakcuc
enable monitor

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator nnmn Operator MOryT BbINO/HATb AAHHYK0 KOMaHAY.

Mpumep
BkntoueHune pexnma Monitor:

DGS-3000-28XMP: admin#enable monitor
Command: enable monitor

Success.

DGS-3000-28XMP : admin#

2-24 disable monitor

OonucaHue

[laHHas KomaHAa UCMOoNb3yeTcsl AN1A OTK/IHUEHNS COOBLLEHUIA OTNAMKM U CUCTEMHOTO XypHasa (system log)

Ans Tekywmx ceccuii Telnet/SSH.
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CuHTakcuc
disable monitor

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator nnmn Operator MOryT BbINO/THATb AAHHYK0 KOMaHAY.

Mpumep
BblkoueHne pexmma Monitor:

DGS-3000-28XMP: admin#disable monitor
Command: disable monitor

sSuccess.

DGS-3000-28XMP : admin#
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3. KomaHab! 802.1Q VLAN

create vlan <vlan_name 32> tag <vlanid 2-4094> {type [1g_vlan | private_vlan]} {advertisement}

create vlan vlanid <vidlist> {type [1g_vlan | private_vlan]} {advertisement}

delete vlan <vlan_name 32>

delete vian vlanid <vidlist>

config vlan <vlan_name 32> {[add [tagged | untagged | forbidden] | delete] <portlist> | advertisement
[enable | disable]}(1)

config vlan vlanid <vidlist> {[add [tagged | untagged | forbidden] | delete] <portlist> | advertisement
[enable | disable] | name <vlan_name 32>}(1)

config port_vlan [<portlist> | all] {gvrp_state [enable | disable] | ingress_checking [enable | disable] |
acceptable_frame [tagged_only | admit_all] | pvid <vlanid 1-4094>}(1)

show vlan {<vlan_name 32>}

show vlan ports {<portlist>}

show vlan vlanid <vidlist>

show port_vlan {<portlist>}

enable pvid auto_assign

disable pvid auto_assign

show pvid auto_assign

config gvrp [timer {join < value 100-100000> | leave < value 100-100000> | leaveall <value 100-100000>} |
nni_bpdu_addr [dotld | dotlad]]

show gvrp

enable gvrp

disable gvrp

config private_vlan [<vlan_name 32> | vid <vlanid 2-4094>] [add [isolated | community] | remove]
[<vlan_name 32> | vlanid <vidlist>]

show private_vlan {[<vlan_name 32> | vlanid<vidlist>]}

3-1 create vlan
OnucaHue
JaHHaa komaHga ucnonb3yetca ana co3gaHua VLAN Ha kommytartope. lMpu co3pgaHum VLAN Bcerga

Heobxoaumo ykasbieaTb VLAN ID.

CuHTakcuc
create vlan <vlan_name 32> tag <vlanid 2-4094> {type [1q_vlan | private_vlan]} {advertisement}

MapameTpsbl

<vlan_name 32> — nms cosgaBaemoit VLAN. MakcumanbHOe 4MC/10 [OMYCTMMbIX CUMBOJSIOB B VMIMEHMU
VLAN — 32.
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tag — VLAN ID co3gaBaemoii VLAN.
<vlanid 2-4094> — VLAN ID co3gaBaemoii VLAN. [locTyneH gnanasoH 3Ha4YeHuin ot 2 go 4094,

type — (onuymoHanbHo) TN co3gasaemoli VLAN.
1g_vlan — ykasbiBaeT Ha ucnosnb3osaHune Tuna VLAN Ha ocHoBe cTaHgapTta 802.1Q.
private_vlan — yka3biBaeT Ha ncnosnb3oBaHue Tuna Private VLAN.

OrpaHunyeHus
Tonbko nonb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AAaHHYH KOMaHAy.

Mpumep
CosgaHue VLAN c umeHem «v2» 1 VLAN ID 2:

DGS-3000-28XMP:admin# create vlan v2 tag 2 type 1q_vlan advertisement
Command: create wvlan v2 tag 2 type 1q_vlan advertisement

Success.

DGS-3000-28XMP:admin#

3-2 create vlan vianid

OnucaHue

JaHHaa komaHAa ucnosb3yetca Ana cosgaHna Heckosnbkux VLAN ogHoBpemeHHO. YHukasibHoe umsa VLAN
(Hanpumep, VLAN10) 6ygeT HasHa4deHO aBTOMaruMyecku. ABTOMAaTMyecKkoe HasHadeHne umeHm VLAN
noguuHsaeTca cnegyrowemy npasuny: «VLAN»+ID. Hanpumep, ans VLAN ID 100 mmsa VLAN 6yaet
VLAN100. Ecnn gaHHoe mms VLAN KOHMIMKTYEeT C MMEeHeM yxe cyulectsytowein VLAN, To oHO 6yaer
n3meHeHo no cneaywouiemy npasuny: «VLAN»+ID+«ALT»+3HaueHne cyetumka Konnmsuii. Hanpumep, ecnm
[OaHHbI KOHMIMKT ABMSETCS BTOPOit kKonnunsnei, nms yaet VLAN1OOALT2.

CuHTakcuc
create vlan vlanid <vidlist> {type [1q_vlan | private_vlan]} {advertisement}

MapameTpbl

<vidlist> — cnucok VLAN ID, koTopbIii ByA€eT co3gaH.

type — (onuymoHanbHO) TN cozgaBaemoii VLAN.
1g_vlan — yka3biBaeT Ha ucnosnb3oBaHune Tuna VLAN Ha ocHoBe cTaHgapTta 802.1Q.
private_vlan — yka3blBaeT Ha ncnosb3oBaHue Tuna Private VLAN.

advertisement — (onuMoHasIbLHO) BK/ItOYAET aHOHcMpoBaHue A/ VLAN.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
CospgaHue Heckonbknx VLAN ¢ ncnons3sosaHnem VLAN ID:
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DGS-3000-28XMP:admin# create vlan wvlanid 10-30
Command: create vlan vlanid 10-30

Success.

DGS-3000-28XMP : admin#

3-3 delete vian

OonucaHue
[aHHas komaHga ucnosb3yeTcs Ans yaaneHus paHee HacTpoeHHo VLAN Mo ee MMeHn Ha KOMMyTaTope.

CuHTakcuc
delete vlan <vlan_name 32>

MapameTtpbl

<vlan_name 32> — BBeaute ums VLAN, KOTOpyH Heo6xoAumo yaanntb. MakcMManbHO AonycTuMoe
KO/INYeCcTBO CMMBO/I0B B UMeHn VLAN — 32.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoBHa Administrator, Operator nnm Power-User MoryT BbINOAHATb AaHHYHO KOMaHay.

Mpumep
YpaneHve VLAN Cc UMeHeM «v1»:

DGS-3000-28XMP:admin# delete vlan vi1
Command: delete vlan vi1

Success.

DGS-3000-28XMP : admin#

3-4 delete vian vianid
OonucaHue
[aHHas komaHga ucnosb3yeTcs AN yaasieHUst OAHOM WNN HEeCKOSIbKMX paHee HacTpoeHHbix VLAN no

cnucky VID.

CuHTakcuc
delete vlan vlanid <vidlist>

MapameTpsbl

<vidlist> — BBegute cnucok VLAN ID, KoTopble HEO6X0AMMO YAANNTb.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOMHATb AaHHYHO KOMaH4y.
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Mpumep
YpaneHve VLAN 10-30:

DGS-3000-28XMP:admin# delete vlan vlanid 10-30
Command: delete vlan vlanid 10-30

Success.

DGS-3000-28XMP: admin#

3-5 config vian

OnucaHue
[aHHasi komaHga ucnonb3yetcs s HacTpolikm VLAN Ha OCHOBE UMEHM.

CuHTakcuc
config vlan <vlan_name 32> {[add [tagged | untagged | forbidden] | delete] <portlist> | advertisement
[enable | disable]}(1)

MapameTpbl

<vlan_name 32> — ums VLAN. MakcnmasnbHO A0onycTuMoe KOfiMyecTBO CMMBOMOB B MMeHn VLAN — 32,

add — yka3biBaeT Ha AobaBneHne TerMpoBaHHbIX, HETErMpoBaHHbIX K forbidden nopToB B paHee co3faHHyHo
VLAN.

tagged — ykasbiBaeT AOMNOMHUTE bHbIE NOPTbI B KAYECTBE TErMPOBaHHbIX.

untagged — ykasbiBaeT AONOMHUTE/bHbIE MOPTbl B KAYECTBE HETErMPOBAHHbIX.

forbidden — yka3biBaeT gonosiHUTENBHbIE NOPTLI B kadecTse forbidden.

delete — yka3bIBaeT, 4TO NOPTLI HEO6XOAMMO YaanuTb 13 VLAN.

<portlist> — cnucok nopToB, KOTOPble HEOOBXOAMMO A06aBUTbL UK yaanuTb n3 VLAN.

advertisement — ykasbiBaet ctatyc GVRP ansa gaHHoli VLAN.
enable — BkNtoUeHNEe aHOHCUPOBaHWA Ansa AaHHol VLAN.
disable — oTkt04eHne aHoOHCUpoOBaHWA ons gaHHol VLAN.

OrpaHunyeHus
Tonbko nosb3oBarenu ypoHs Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYH KOMaHAy.

Mpumep
[ob6aBneHne nopToB 4-8 Kak TermpoBaHHbIX B VLAN v2:

DGS-3000-28XMP:admin# config vlan v2 add tagged 4-8
Command: config vlan v2 add tagged 4-8

Success.

DGS-3000-28XMP: admin#

3-6 config vian vianid
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OnucaHue
[aHHasi KomaHga 1cnosb3yetcs Ans HacTpoliku Heckonbknx VLAN ogHOBpPEeMEHHO. pu 0gHOBPEMEHHOM
HaCTpolike MMeHN Heckonbkux VLAN MOryT 6bITb KOH(PIKTBI.

CuHTakcuc
config vlan vlanid <vidlist> {[add [tagged | untagged | forbidden] | delete] <portlist> | advertisement

[enable | disable] | name <vlan_name 32>}(1)

MapameTpbl

<vidlist> — cnucok VLAN ID, KoTopble HE06X0AMMO HACTPOUT.

add — yka3blBaeT, UTO TerMpoBaHHble, HeTernpoBaHHble 1 forbidden nopTel HeoGxoaUMO [O6aBUTL B paHee
cosgaHHyto VLAN.

tagged — yka3blBaeT AONOMHUTE/bHbIE MOPThLI B KAYECTBE TErMPOBAHHbIX.

untagged — yka3sblBaeT JOMONHUTESbHbIE NMOPTbI B KAYECTBE HETEIMPOBAHHbIX.

forbidden — yka3biBaeT gonosiHUTENbHbLIE NOPTLI B kKadecTse forbidden.

delete — ykasbIBa€eT, 4TO NOPTbI HEO6X0AMMO YaanuTb n3 VLAN.

<portlist> — cnucok nopToB, KOTOPble HEOOBXOAMMO A06aBUTb UK yaanuTb n3 VLAN.

advertisement — yka3biBaeT ctatyc GVRP ans gaHHoii VLAN.
enable — BktOYEHME aHOHCMPOBaHKA A/1a AaHHon VLAN.
disable — oTknoueHne aHoHcupoBaHma ansa gaHHol VLAN.

name — HoBoe nMsa VLAN.
<vlan_name 32> — Beegnte umsa VLAN. MakcMmMasibHO AOMYCTUMOE KO/IMYECTBO CYMBOJIOB B UMEHU
VLAN — 32.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AAaHHYHO KOMaHAy.

Mpumep
[Jo6aBneHne nopTtoB 4-8 B kavyecTBe TermposaHHbiX B VLAN ¢ VLAN ID 10-20:

DGS-3000-28XMP:admin# config vlan vlanid 10-20 add tagged 4-8
Command: config vlan vlanid 10-20 add tagged 4-8

Success.

DGS-3000-28XMP : admin#

3-7 config port_vlan

OnucaHue
[aHHaa komaHga ucrnonb3yeTcs A8 HACTPOWKM NPOBEPKM BXOAAWMX KaapoB, OTNpaBkM U nprvema
nudopmaumm GVRP.

CuHTakcuc

config port_vlan [<portlist> | all] {gvrp_state [enable | disable] | ingress_checking [enable | disable] |
acceptable_frame [tagged_only | admit_all] | pvid <vlanid 1-4094>}(1)
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MapameTpbl

<portlist> — anana3oH NOpPToB, A/19 KOTOPbIX HEOOXOAMMO HACTPOUTL MPOBEPKY BXOAALLMX KaapoB. CnnMcok
MopTOB yKa3blBAeTCA NMyTeM BBOAA HAYas/IbHOr0 HOMepa rnopta Ha KOMMyTaTope, pasfensercs ABOETOUNEM.
3arem ykasbiBaeTcsd HambonbluMii HOMep nopTa B AuanasoHe (Takke pasfensieTcs ABOeTOuMEM).
HauanbHblli 1 KOHEYHbI Arana3oHbl CNYCKa NOPTOB pasfensaTcsa Tupe.

all — yka3biBaeT NpoBepKy BXOAALLMX KaAPOB Ha BCEX NopTax.

gvrp_state — Bk/toyaeT unun otkaoyaet GVRP 514 nopTos, yKasaHHbIX B CNCKE.
enable — BkntoueHne GVRP /19 yKka3aHHbIX MOPTOB.
disable — oTkntoueHne GVRP g/19 yka3aHHbIX NOPTOB.

ingress_checking — Bknl4aeT u OTKNOYAET MPOBEPKY BXOAALMX KALPOB /15 MOPTOB, yKa3aHHbIX B
cnucke.

enable — Bk/ll0UeHVe NPOBEPKN BXOAALMX KAAPOB 47151 YKa3aHHbIX MOPTOB.

disable — oTkH04EHME NPOBEPKM BXOASALLMX KaAPOB A1 YKa3aHHbIX NOPTOB.

acceptable_frame — onpegeneHve Tvna gonycTUMbIX Kagpos Ass noprta. JocTynHo gga tuna:
tagged_only — yka3bIBaer, 4To A/18 nopTa MOryT 6bITb AOMYCTUMbI TOMIbKO TEMMPOBaHHbIE NAKETHI.
admit_all — yka3sbiBaeT, 4TO MOryT 6bITb 4OMNYCTUMbI BCE MAKEThI.

pvid — yka3sbiBaeT Port VLAN ID (PVID) noptos.
<vlanid 1-4094> — seeaute VLAN ID. fJocTtyneH ananasoH VLAN ID ot 1 go 4094.

OrpaHuyeHus
Tonbko nonb3oBareny yposHA Administrator nnmn Operator MOryT BbINO/THATL AAHHYI0 KOMaHAY.

Mpumep
HacTpoiika npoBepky BXOAALLMX KaapOoB, OTNPaBkM 1 npuema nHgopmaunm GVRP:

DGS-3000-28XMP:admin# config port_vlan 1-5 gvrp_state enable ingress_checking enable
acceptable_frame tagged_only pwvid 2

Command: config port_vlan 1-5 gvrp_state enable ingress_checking enable acceptable_frame
tagged_only pvid 2

Success.

DGS-3000-28XMP:admin#

3-8 show vlan
OnucaHue
[aHHasi KomaHaa Ucnonb3yeTcs An1s npocmoTpa MHgopmaumm o VLAN, BKoYas HaCTPOIiK1 napaMeTpoB U

3Ha4YeHuns.

CuHTakcuc
show vlan {<vlan_name 32>}

MapameTpbl

<vlan_name 32> - (onuuMoHasbHO) BBeauMTe umsA VLAN, WH(opmMaumMio O KOTOpOi HeobXoaAMMo
oT06pa3unTb. MMs VLAN MOXET CoCToSATb He 6onee, Yyem n3 32 CMBOJIOB.

OrpaHuyeHus
HeT.
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Mpumep
OTo6paxeHne HacTpoek VLAN:

DGS-3000-28XMP:admin¥# show vlan
Command: show vlan

VLAN Trunk State : Enabled
VLAN Trunk Member Ports : 1-5

VID 1 VLAN Name : default
VLAN Type ¢ Static Advertisement : Enabled
Member Ports 1 1-28
Static Ports 1 1-28

Current Tagged Ports

Current Untagged Ports: 1-28
Static Tagged Ports

Static Untagged Ports : 1-28
Forbidden Ports :

VID L2 VLAN Name Lov2

VLAN Type : Static Advertisement : Enabled
Member Ports 1 4-8

Static Ports i 4-8

Current Tagged Ports : 4-8
Current Untagged Ports:
Static Tagged Ports : 4-8

Quit Next Page Next Entry B All

3-9 show vlan ports

OnucaHue
[JaHHasi KomaHga ucnosb3yetcs Ans npocmoTtpa nHdpopmauun o VLAN Ha nopry.

CuHTakcuc
show vlan ports {<portlist>}

MapameTpbl

<portlist> — (onumoHasLHO) BBEAMTE CMUCOK MOPTOB, A1 KOTOPbIX HEOBXOAMMO 0TO6Pa3nTbL MHAPOPMALNIO

0 VLAN.

OrpaHuyeHus
HeT.

Mpumep
OTobpaxeHne HacTpoek VLAN ans nopra 6:

37



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

DGS-3000-28XMP:admin# show vlan ports 6
Command: show vlan ports 6

Port VID Untagged Tagged Dynamic Forbidden

DGS-3000-28XMP:admin#

3-10 show vlan vianid

OnucaHue
[JaHHas komaHga ucnonblyetcsa ans npocmotpa nHdpopmauum o VLAN Ha ocHoe VLAN ID.

CuHTakcuc
show vlan vlanid <vidlist>

MapameTtpbl

<vidlist> — VLAN ID, ans koToporo Heo6xoAMmMo 0To6pasnuTb MHhopMaLmIo.

OrpaHuyeHus
Her.

Mpumep
OTtob6paxeHne HacTpoek VLAN ansa VLAN ID 1:

DGS-3000-28XMP:admin# show vlan vlanid 1
Command: show vlan vlanid 1

VID - VLAN Name : default
VLAN Type : Static Advertisement : Enabled
Member Ports : 1-28
Static Ports : 1-28

Current Tagged Ports

Current Untagged Ports: 1-28
Static Tagged Ports

Static Untagged Ports : 1-28
Forbidden Ports

Total Entries : 1

DGS-3000-28XMP: admin#
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3-11 show port_vlan

OnucaHue

JaHHasi koMaHga wucnosb3lyetrca Ana npocmoTtpa aTpmbytoB VLAN Ha nopTax kommyTatopa. Ecnn

napameTpbl He ykasaHbl, CUCTeMa 0To6pa3nT UHdopmaLmio GVRP ansi Bcex Nnopros.

CuHTakcuc

show port_vlan {<portlist>}

MapameTpbl

<portlist> — (onuMoHanbLHO) AMana3oH NOPTOB, A5 KOTOPbLIX HEOGXOAVMO 0TOGPAa3UTL UHKDOPMALIIO.

OrpaHuyeHus

Her.

Mpumep

OTob6paxeHne HacTpoek nopta 802.1Q:

© 0 ~N o ;R W N

e e e = =
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20

PVID GVRP

F R RRPRPRRPRREBRRPRRERRRERNNNNDRN

1

Enabled

Enabled

Enabled

Enabled

Enabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

DGS-3000-28XMP:admin# show port_vlan
Command: show port_vlan

Ingress Checking
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Acceptable Frame

Only VLAN-tagged
Only VLAN-tagged
Only VLAN-tagged
Only VLAN-tagged
Only VLAN-tagged
All Frames
All Frames
All Frames
All Frames
All Frames
All Frames
All Frames
All Frames
All Frames
All Frames
All Frames
All Frames
All Frames
All Frames
All Frames

CTRL+C Quit SFEE [ Next Page EIEY Next Entry B All

Frames
Frames
Frames
Frames
Frames

3-12 enable pvid auto assign

OonucaHue

JaHHaa komaHaa ncnonb3yeTcs 419 BKIKYEHUS aBToMmaTuyeckoro HasHadeHnsa PVID.
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Ecnn paHHas onumst BkAodeHa, PVID MoxHO OyaeTr mM3MeHuTb npu HacTpoiike PVID mnm VLAN. Korga
nonb3oBaTe/lb HacTpamBaeT MOPT Kak HeTernpoBaHHbil Ans VLAN X, PVID nopta 6yaeTr 06HOBNATLCS C
VLAN X. B dopme komaHabl cnvcka VLAN, PVID 06HOBASIETCA BMECTe C MOC/AeAHMM MYHKTOM ChucKa
VLAN. Korga nonb3oBaTenb yaaant NopT M3 CNucka HeTernpoBaHHbIX NMOPTOB, eMy OyaeT HasHadeH PVID
«default VLAN» (VLAN no ymon4yaHuio), paBHblii 1.

Mo ymMonyaHuio gaHHasi onuusi BK/OYeHa.

CuHTakcuc
enable pvid auto_assign

MapameTpsbl
HeT.

OrpaHuyeHus
Tonbko nonb3oarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
BkntoyeHne aBTomMaTnyeckoro HasHavyeHus PVID:

DGS-3000-28XMP:admin# enable pvid auto_assign
Command: enable pvid auto_assign

success.

DGS-3000-28XMP:admin#

3-13 disable pvid auto assign

OnucaHue
JaHHaa KomaH4a ncnosib3yetca AN OTK/IHYEHMA aBTOMAaTUYeCcKoro HasHavyeHusa PVID.

CuHTakcuc
disable pvid auto_assign

MapameTtpbl
Her.

OrpaHuyeHus
Tonbko nonb3osBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYO KOMaHAy.

Mpumep
OTKMOYEHWE aBTOMAaTNYECKOro HasHavyeHus PVID:

DGS-3000-28XMP:admin# disable pvid auto_assign
Command: disable pvid auto_assign

Success.

DGS-3000-28XMP:admin#
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3-14 show pvid auto_assign

OnucaHue
[JaHHasi KomaH4a ucnosb3yeTcs Ans NnpocmoTpa MHdopmauumn 06 aBTomaTnyeckom HasHadeHun PVID.

CuHTakcuc
show pvid auto_assign

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHre NHhopmauum o cTatyce aBToMaTtMyeckoro HasHavyeHus PVID:

DGS-3000-28XMP:admin# show pvid auto_assign
Command: show pvid auto_assign

PVID Auto-assignment: Enabled

DGS-3000-28XMP:admin#

3-15 config gvrp

OnucaHue
[JaHHas komaHga ucnosb3yeTcs Ansi HacTpoiikm TaimepoB GVRP.

CuHTakcuc
config gvrp [timer {join < value 100-100000> | leave < value 100-100000> | leaveall <value 100-
100000>} | nni_bpdu_addr [dotld | dotlad]]

MapameTpbl

timer — ykaxxute ans HacTpoiikm TalimepoB GVRP.

join — (onumoHanbHO) ykasbiBaeT Taiimep Join ans GVRP.
<value 100-100000> — BBeauTe BpeMS B MUAAncekyHaax. [ocTyneH gnanasoH 3HadeHuii ot 100 go
100000. 3Ha4yeHure no ymonyaHuto coctasngaet 200.

leave — (onumoHasibHO) yKka3biBaeT Talimep Leave gnisa GVRP.
<value 100-100000> — BBeguTe BpeEMS B MUANUcekyHaax. [OCTyneH gnanasoH 3HadeHuid oT 100 go
100000. 3Ha4eHne no ymonyaHuio coctasnset 600.

leaveall — (onumoHanbHO) ykasbiBaeT Tamep Leave All ans GVRP Ha KommyTaTope.
<value 100-100000> — BBeaMTe BpeMsi B MUIMCeEKyHAAxX. [oCTyneH gnanas3oH 3HavyeHuin ot 100 go
100000. 3Ha4yeHure no ymonyaHuto coctasnget 10000.

nni_bpdu_addr — 3agaet agpec HasHaueHus npoTokona BPDU, ucnonb3syemoro GVRP Ha cTopoHe
npoeaigepa. MoxeT 6bITb Ucnonb3oBaH agpec 802.1d GVRP, 802.1ad GVRP-agpec nposanigepa unu
onpefeneHHbI nonb3oBaTenieM aapec MHOroagpecHol pacChiku.
JocTtyneH gmnanasoH nonb3oBartenbeknx agpecos ot 0180C2000000 go 0180C2FFFFFF.

dotld — yka3sbiBaert, 4To 3HaueHue agpeca npotokona NNI BPDU 6yaet Dotld.
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dotlad — yka3biBaeT, YTO 3Ha4YeHne agpeca npoTtokosa NNI BPDU 6yaet Dotlad.

OrpaHuyeHus

Tonbko nonb3oarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep

HacTpoiika Talimepa Join co 3HadyeHnem 200 MUINCEKYHA,

Command: config gvrp timer join 200
Success.

DGS-3000-28XMP: admin#

DGS-3000-28XMP:admin# config gvrp timer join 200

3-16 show gvrp

OonucaHue

[JaHHas komaHza ucnosb3yeTcs A1 NpocMoTpa o6Lmx Hactpoek GVRP.

CuHTaKcuc
show gvrp

MapameTpsbl
Her.

OrpaHuyeHus
HerT.

Mpumep
OTob6paxeHne obumx HacTpoek GVRP:

DGS-3000-28XMP:admin# show gvrp
Command: show gvrp

Global GVRP . Disabhled
Join Time ¢ 200 Milliseconds
Leave Time : 600 Milliseconds

LeaveAll Time : 10000 Milliseconds
NNI BPDU Address: dotid

DGS-3000-28XMP:admin#

3-17 enable gvrp

OonucaHue

JaHHaa komaHga ncnosb3yerca and skaoyveHna GVRP.
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CunHTtakcuc
enable gvrp

MapameTpbl
Her.

OrpaHuyeHus

Tonbko nonb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
Bkntouenne GVRP:

DGS-3000-28XMP:admin# enable gvrp
Command: enable gvrp

Success.

DGS-3000-28XMP: admin#

3-18 disable gvrp

OnucaHue
JaHHaa komaHga ncnosb3dyerca anda otkiaoyveHnsa GVRP.

CuHTtakcuc
disable gvrp

MapameTpsbl
HeT.

OrpaHuyeHus

Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
OTtkntoyeHne GVRP:

DGS-3000-28XMP:admin# disable gvrp
Command: disable gvrp

Success.

DGS-3000-28XMP: admin#

3-19 config private_vilan

OonucaHue

JaHHas komaHZa ucnosnb3yeTcs Ans fobasneHvs nnu ynaneHnss BTopocteneHHon (Secondary) VLAN u3

ocHoBHoi (Private) VLAN.
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VcnonbayiiTe komaHay create vlan <vlan_name 32> tag <vlanid 2-4094> type private_vlan gns cosgaHus
OocHoBHoI Private VLAN.

Private VLAN onpegensietcs ogHoit ocHoBHol (Primary) VLAN, ogHO AONOAHUTENbHOW M30/MPOBAaHHOW
(Isolated) VLAN 1 Heckonbkummn obuieaoctynHbiMm (Community) VLAN.

BtopocTteneHHast VLAN He MOXET 6bITb accoLmmpoBaHa C HECKO/IbKMMU OCHOBHbIMU VLAN.
HeTernpoaHHbliii (untagged) nopT ocHoBHOI VLAN Ha3blBaeTCs promiscuous-nopTom.

MopT ocHoBHOM VLAN He MOXET 04HOBPEMEHHO ObITb NOPTOM BTOpOcTeneHHo VLAN.

HeTernpoBaHHbIii NopT BTOpocTeneHHoi VLAN A0/mKeH ObiTb MO0 M30/IMPOBaHHbLIM, SIMGO 06LWEAOCTYMHbIM
NMOPTOM.

Ecnm VLAN accoummpoBaHa c¢ ocHoBHOli VLAN B kauecTtBe BTOpocTeneHHoli VLAN, promiscuous-nopT
ocHoBHoOI VLAN GyaeTt cuntaTbCs HETEMMPOBaHHLIM NOPTOM BTopocTeneHHoin VLAN, a trunk-nopT oCHOBHOM
VLAN 6yaeT cuntaTbCsl TErMpoBaHHbIM MOPTOM BTOpocTeneHHo VLAN.

BtopocTteneHHast VLAN He MOXET ObITb HACTPOEHa C aHOHCUPOBAHUEM.

Tonbko ocHoBHast VLAN MOXeET ObITb HaCTpOeHa B KauecTBe MHTepdeiica 3 ypoBHSI.

[nsa nopta Private VLAN He MOXeT 6bITb HACTpOeHa RYHKLMS CErMEHTaL MM Tpaduka.

CunHTtakcuc
config private_vlan [<vlan_name 32> | vid <vlanid 2-4094>] [add [isolated | community] | remove]

[<vlan_name 32> | vlanid <vidlist>]

MapameTpbl

<vlan_name 32> — seeaute ums Private VLAN.

vid — VLAN ID Private VLAN.
<vlanid 2-4094> — seeanTe VLAN ID. [locTyneH ananas3oH 3HadeHuid oT 2 ao 4094.

add — yka3biBaeT, UTo BTOpocTeneHHyto VLAN Heobxoaumo fo6asuTh B Private VLAN.
isolated — yka3biBaeT BTOopocTeneHHyto VLAN B kavecTBe Isolated VLAN.
community — yka3biBaeT BTopocTeneHHyo VLAN B kayectBe Community VLAN.

remove — yKkasblBaeT, YTO HeobxoaMMo yaanuTb BTopocTeneHHyto VLAN u3 Private VLAN.

<vlan_name 32> - BBegute umsA BTOpocTeneHHoi VLAN. MakcumanbHO gonycTumasi gavHa UMEHU
cocTasnifeT 32 cMMBona.

vlanid — gnanasoH BropocTteneHHbix VLAN, koTopble Heobxoammo fobasuTh B Private VLAN win yganuTs
n3 Hee.
<vlanid_list> — BBegute VLAN ID BTOpOCTENEHHbIX VLAN.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator nnmn Operator MOryT BbINO/HATb AAHHY0 KOMaHAY.

Mpumep
AccouunmnpoBaHue sTopocTteneHHol VLAN ¢ ocHoBHon VLAN p1l:

DGS-3000-28XMP:admin#config private_vlan pl add community vlanid 3
Command: config private_vlan pl add community vlanid 3

Success.

DGS-3000-28XMP:admin#
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3-20 show private_vlan

OnucaHue
[JaHHasi KomaHga ucnosb3yercs Ans npocmoTpa nHdpopmauun o Private VLAN.

CuHTakcuc
show private_vlan {[<vlan_name 32> | vlanid <vidlist>]}

MapameTpbl

<vlan_name 32> - (onuunoHasbHO) ykaxuTe ums Private VLAN unm ee BtopocTteneHHoii VLAN.
MakcumansHo gornyctumMas 4 iMHa UMeHU CoCTaB/seT 32 CMMBOSA.

vlanid — (onuyuoHanbHo) ykaxunTte VLAN ID Private VLAN unu ee BTtopocteneHHoin VLAN.
<vidlist> — BBegute VLAN ID.

OrpaHuyeHus
Tonbko nonb3oarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
OTob6paxeHne HacTpoek Private VLAN:

DGS-3000-28XMP: admin#show private_vlan
Command: show private_wlan

Primary VLAN 2

Promiscuous Ports

Trunk Ports :

Isolated Ports : Isolated VLAN : 3
Community Ports : Community VLAN 4

Total Entries: 1

DGS-3000-28XMP: admin#
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4. KomaHabl 802.1X

enable 802.1x

disable 802.1x

create 802.1x user <username 15>

delete 802.1x user <username 15>

show 802.1x user

config 802.1x auth_protocol [local | radius_eap]

config 802.1x fwd_pdu system [enable | disable]

config 802.1x fwd_pdu ports [<portlist> | all] [enable | disable]

config 802.1x authorization attributes radius [enable | disable]

show 802.1x {[auth_state | auth_configuration] ports {<portlist>}}

config 802.1x capability ports [<portlist> | all] [authenticator | none]

config 802.1x max_users [<value 1-448> | no_limit]

config 802.1x auth_parameter ports [<portlist> | all] [default | {direction [both | in] | port_control
[force_unauth | auto | force_auth] | quiet_period <sec 0-65535> | tx_period <sec 1-65535> | supp_timeout
<sec 1-65535> | server_timeout <sec 1-65535> | max_req <value 1-10> | reauth_period <sec 1-65535> |

max_users [<value 1-448> | no_limit] | enable_reauth [enable | disable]}(1)]

config 802.1x auth_mode [port_based | mac_based]

config 802.1x init [port_based ports [<portlist> | all] | mac_based ports [<portlist> | all] {mac_address

<macaddr>}]

config 802.1x reauth [port_based ports [<portlist> | all] | mac_based ports [<portlist> | all] {mac_address

<macaddr>}]

create 802.1x guest_vlan {<vlan_name 32>}

delete 802.1x guest_vlan {<vlan_name 32>}

config 802.1x guest_vlan ports [<portlist> | all] state [enable | disable]

show 802.1x guest_vlan

4-1 enable 802.1x

OnucaHue
KomaHpaa ncnonb3yetcs a8 BkaoyeHns oyHkumm 802.1X.

CuHTakcuc
enable 802.1x

MapameTpsbl
HeT.

OrpaHuyeHus

Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

46



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

Mpumep
BkntoveHune pyHkumm 802.1X:

DGS-3000-28XMP:admin# enable 802.1x
Command: enable 802.1x

sSuccess.

DGS-3000-28XMP: admin#

4-2 disable 802.1x

OnucaHue
KomaHga ncnonb3yeTcs Ans oTkAdeHns QyHkumm 802.1X.

CuHTakcuc
disable 802.1x

MapameTpbl
Her.

OrpaHunyeHus
Tonbko nonb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AAaHHYH KOMaHAy.

Mpumep
OTtkitoueHne doyHkumm 802.1X:

DGS-3000-28XMP:admin# disable 802.1x
Command: disable 802.1x

Success.

DGS -3000-28XMP : admin#

4-3 create 802.1x user

OnucaHue
KomaHpga ncnonb3yetcs ansa co3gaHns nonb3osarens 802.1X.

CuHTakcuc
create 802.1x user <username 15>

MapameTpbl

<username 15> — BBe/Te UMS NOSb30BaTENS, cogepxallee He 60n1ee 15 CMMBOMOB B [/IVHY.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.
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Mpumep
CospgaHue nonb3oBarend 802.1x ¢ UMeHeM «test»:

DGS-3000-28XMP:admin# create 802.1x user test
Command: create 802.1x user test

Enter a case-sensitive new password:****
Enter the new password again for confirmation:****
success.

DGS-3000-28XMP : admin#

4-4 delete 802.1x user

OnucaHue
KomaHpga ncnonb3yetca ansa yaaneHusa nons3osarend 802.1X.

CuHTakcuc
delete 802.1x user <username 15>

MapameTtpbl

<username 15> — BBeguTe MMSA Nosnb30BaTeNs, KOTOpOro H806X0,£|,I/IMO yoanuTb. Vmsa nonb3oBaTtens MOXeT
COCTOATb He 6oriee, Yem 13 15 cMmMBONOB.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb SAaHHY KOMaHAY.

Mpumep
YpaaneHve nonb3osarens ¢ UMeHeMm «test»:

DGS-3000-28XMP:admin# delete 802.1x user test
Command: delete 802.1x user test

Success.

DGS-3000-28XMP:admin#

4-5 show 802.1x user

OnucaHue
KomaHpga ncnonb3yetca A/1a npocmMoTpa nHdopmauum o nonb3osartesne 802.1X.

CuHTakcuc
show 802.1x user

MapameTpsbl
HeT.
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OrpaHuyeHus
Her.

Mpumep
OTob6paxeHune nHcopmaumm o nosb3osarene 802.1X:

DGS-3000-28XMP:admin# show 802.1x user
Command: show 802.1x user

Current Accounts:
Username Password

Total Entries:1

DGS-30008-28XMP : admin#

4-6 config 802.1x auth_protocol

OonucaHue

KomaHaa ucnonb3yeTcs AN HACTPOWKU NpoTokona ayTeHTudmnkaumm 802.1X.

CuHTtakcuc
config 802.1x auth_protocol [local | radius_eap]

MapameTtpbl

local — onpegenset npotokon ayTeHTUdukauum local.

radius_eap — onpegenset npotokon ayteHtudukauum RADIUS EAP.

OrpaHunyeHus

Tonbko nonb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYH KOMaHAy.

Mpumep
HacTpoliika npotokona ayteHTudmkaumm 802.1X kak RADIUS EAP:

DGS-3000-28XMP:admin# config 802.1x auth_protocol radius_eap
Command: config 802.1x auth_protocol radius_eap

success.

DGS-3000-28XMP: admin#

4-7 config 802.1x fwd_pdu system

OonucaHue
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KomaHga wucnonb3yetcsa ans obuero ynpaeneHus nepegadein EAPOL PDU Ha kommyTartope. Ecnu
doyHKUMoHan 802.1X OTKNKYEH Ha KOMMYTaTope uUnmn Ha nopty, a yHkumnsa 802.1X fwd_pdu BkouveHa 1 Ha
KOMMyTaTope, 1 Ha NopTy, TO NOCTYNUBLUWIA Ha nopT nakeT EAPOL 6yaeT oTnpasfieH Ha BCe NOPTbl B 3TOW
xe VLAN, rae BkntoveHa doyHkums 802.1X fwd_pdu, a 802.1X oTkitoueHa (Ha KOMMyTatope Wan TOIbKO Ha
nopTy). Mo ymonyaHuio pyHKLMA OTKIOUEHA.

CuHTtakcuc
config 802.1x fwd_pdu system [enable | disable]

MapameTpbl

enable — BkntoyeHve nepegayun EAPOL PDU.

disable — oTknoyeHne nepegaum EAPOL PDU.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
BkntoueHune nepepaun EAPOL PDU:

DGS-3000-28XMP:admin# config 802.1x fwd_pdu system enable
Command: config 802.1x fwd_pdu system enable

Success.

DGS-3000-28XMP : admin#

4-8 config 802.1x fwd_pdu ports

OnucaHue

KomaHga vcnonb3yeTcs ans ynpaeneHus nepegadvein EAPOL PDU. Ecnin doyHkumoHan 802.1X OTK/IYEH Ha
KomMyTatope unu Ha nopty, a cyHkuua 802.1X fwd_pdu Bk/YeHa M Ha KOMMyTaTope, U Ha nopty, To
nocTynuelwniA Ha nopT nakeT EAPOL 6yper 6yaeT paccbiiatbCs Ha BCe noptbl B 3T0W xe VLAN , rge
BK/ItoYeHa oyHKuma 802.1X fwd_pdu, a 802.1X oTknwuveHa (Ha KomMyTatope WanM TOMbKO Ha nopty). Mo
YMO/TYaHUIO (DYHKLUMA OTKNIOYEHA.

CuHTakcuc
config 802.1x fwd_pdu ports [<portlist> | all] [enable | disable]

MapameTpbl

<portlist> — BBeAMTE CNMCOK NOPTOB, NCMO/b3YEMbIA AN AAHHOW KOHUTypaumu.

all — ykaxxute 4519 HACTPOIKM Ha BCEX MOpTax.

enable — BkitoueHne nepegaun EAPOL PDU Ha ykasaHHbIX nopTax.

disable — otknoueHne nepegaun EAPOL PDU Ha yka3aHHbIX nopTax.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoBHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AAaHHYHO KOMaHay.
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Mpumep
HacTtpoliika 802.1X fwd_pdu gns noptoB 1-2:

DGS-3000-28XMP:admin# config 802.1x fwd_pdu ports 1-2 enable
Command: config 802.1x fwd_pdu ports 1-2 enable

Success.

DGS-3000-28XMP: admin#

4-9 config 802.1x authorization attributes radius

OnucaHue

KomaHga vcnonb3yetca A8 BKIYEHUS WU OTK/IIOYEHUSA NMPUMEHEHUS HacTpoek npu asTopusauuu. Ecnu
aBTopu3auus BknoyeHa ana RADIUS-ayTteHTMdmkaummn 802.1X, atpmbyTel aBTopusaummn (Hanpuvep, VLAN,
npuopuTeT no ymondaxuio 802.1p, ACL) Ha3HauyeHHble RADIUS-cepBepoM, ByayT NPUHATHI.

CuHTakcuc
config 802.1x authorization attributes radius [enable | disable]

MapameTpbl

enable — ykaxnTe 4na BKIOYEHMA aTpubyTOB aBTopmsauun. Mpu BKAOYEHUM aTpubyTbl aBTOpM3aLnK,
(Hanpumep, VLAN, npuoputeT no ymonyaHuwo 802.1p, ACL) HasHayeHHble RADIUS-cepBepom, OyayT
NPUHATLI. JaHHOe 3HaYeHne UCMNOMb3YETCH N0 YMOTYaHUIO.

disable — ykaxxute gns otknoveHus atpnbyToB aBTopm3aLmn.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYIO KOMaHAy.

Mpumep
OTK/lo4eHMe NPUMEHEHNS HACTPOoeK, Ha3HaveHHbIX RADIUS-cepsepom npu aBTopusauun:

DGS-3000-28XMP:admin# config 802.1x authorization attributes radius disable
Command: config 802.1x authorization attributes radius disable

Success.

DGS-3000-28XMP:admin#

4-10 show 802.1x

OnucaHue
KomaHga ncnonb3yetcs 418 npocMoTpa nHdhopmanmm o ctatyce nam Hactporikax 802.1X. Ecnv napameTpsl
He ykasaHbl, 6ygyT 0TO6paXKeHbl CUCTEMHbIE HAcTpolikn 802.1X.

CuHTakcuc
show 802.1x {[auth_state | auth_configuration] ports {<portlist>}}
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MapameTpbl

auth_state — (onuvoHasbHO) YyKaxuTe ANA oTobpaxeHUs cTatyca ayTeHTUdukauum 802.1X ans

onpeaesieHHbIX Nan BCexX NnopToBs.

auth_configuration — (onuuoHasibHO) YkaxuTe ANs oTobpaxeHust HacTpoek 802.1X ans onpefeneHHbIX

nnn BCcex NOpPToB.

ports — (ONUMOHa/ILHO) YKa3bIBaET AManasoH NopToB, A5 KOTOPbIX 6yAeT oTo6paxeHa MHopmauus. Ecnn

nopT He yKasaH, To ByaeT oTobpaxaTbecs UHhopMaums Ans Bcex NopToB..
<portlist> — BBeANTE CNUCOK NOPTOB.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne HacTpoek 802.1X ypoBHA nopra:

DGS-3000-28XMP:admin# show 802.1x auth_configuration ports 1
Command: show 802.1x auth_configuration ports 1

Port Number 1
Capability : None
AdminCrlDir : Both
OpenCrlDir ¢ Both

Port Control : Auto
QuietPeriod . 60 sec
TxPeriod : 30 sec
SuppTimeout 1 30 sec
ServerTimeout : 30 sec
MaxReq v 2 times
ReAuthPeriod : 3600 sec

ReAuthenticate : Disabled
Forward EAPOL PDU On Port : Enabled
Max User On Port : 16

Quit Next Page [ Previous Page [§ Refresh

4-11 config 802.1x capability ports

OnucaHue
KomaHga ncnonb3yeTcs A/ HaCTPOWKM doyHKUMOHaa nopra.

CuHTakcuc
config 802.1x capability ports [<portlist> | all] [authenticator | none]
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MapameTpbl

<portlist> — BBegnTe CNNCOK HaCTpanBaeMbIX NMOPTOB.

all — ykaxxute ans HACTPOViKM BCEX MOPTOB.

authenticator — ykasbiBaeT OfMH W/ HECKO/ILKO MOPTOB B KA4YECTBE ayTeHTUdMKaTopa, npuHyauTeNbHO
HasHavaloLWero ayTeHTugKaumio A8 4ocTyna K cepeucam nopra.

none — OTK/IOYEHNE ayTEHTUINKALMM HA YKa3aHHbIX NopTax.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYO KOMaHAy.

Mpumep
HacTpoiika yHKunoHaa nopra:;

DGS-3000-28XMP:admin# config 802.1x capability ports 1-10 authenticator
Command: config 802.1x capability ports 1-10 authenticator

Success.

DGS-3000-28XMP : admin#

4-12 config 802.1x max_users

OnucaHue

KomaHaa ucnonb3yercs A5 orpaHuyYeHusi MakCMMaslbHOro KosiMyecTBa Nosib30BaTtesieil, KoTopble MOoryT
ObITb @ayTEHTU(ULMPOBaHbI C NomMoLLblo 802.1X. MNMoMUMO O6LLEero OrpaHMyYeHuss Ha KOMMYTaTop, MOXET
ObITb TaKXkKe OrpaHUYeHo KOMYECTBO MOoJib30BaTenieli Ha MOPT, KOTOPOE YKa3biBAeTCs C NOMOLLLI0 KOMaHApbl
config 802.1x auth_parameter.

CuHTakcuc
config 802.1x max_users [<value 1-448> | no_limit]

MapameTpsbl

<value 1-448> — BBeaNTE MaKCUMaslbHOE KO/IMYECTBO Nosib3oBaTtesnieii. [JocTyneH gnanasoH 3HavyeHuin ot 1
0o 448.

no_limit — ykaxuTe MakcMmMasibHOe KO/IMYECTBO NoJib30oBaTenei — 448,

OrpaHuyeHus
Tonbko nonb3oBartenu ypoBHa Administrator, Operator nnm Power-User MoryT BbINOAHATb AaHHYHO KOMaHay.

Mpumep
HacTpoiika makcumasibHOro KonimuecTsa nosb3oBarenei ans 802.1X, pasHoro 200:
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DGS-3000-28XMP:admin# config 802.1x max_users 280
Command: config 802.1x max_users 200

Success.

DGS-3000-28XMP: admin#

4-13 config 802.1x auth_parameter ports

OonucaHue
KomaHga wvcnonb3yeTcs A/ HaCTPOMKM napaMeTpoB, KOTOpble ynpaBasoT paboToii ayTeHTMdmKatopa,
accouMnMpoBaHHOrO € NOPTOM.

CuHTtakcuc

config 802.1x auth_parameter ports [<portlist> | all] [default | {direction [both | in] | port_control
[force_unauth | auto | force_auth] | quiet_period <sec 0-65535> | tx_period <sec 1-65535> |
supp_timeout <sec 1-65535> | server_timeout <sec 1-65535> | max_req <value 1-10> | reauth_period
<sec 1-65535> | max_users [<value 1-448> | no_limit] | enable_reauth [enable | disable]}(1)]

MapameTpsbl

<portlist> — BBeanTe CNMCOK HaCTpanBaeMbIX NOPTOB.

all — yka3biBaeT Bce NopTbl.

default — ykasbiBaeT HacTpoiiky BCex napaMeTpoB Mo yMOIHaHMIO.

direction — yka3sbiBaeT HanpasneHve ynpasneHnsa AOCTYMNOM.
both — yka3biBaeT AByHanpaBneHHoOe yrnpaB/ieHne 4OCTYyNoM.
in — yKka3blBaeT ynpasfieHne fOCTYNOM B OAHOM HanpaBieHUN.

port_control — no3BonseT HacTpPOUTb ONpefesieHHbIli NOPT Kak NPUHYAUTEIbHO aBTOPW30BaHHbIA WNn
HeaBTOPWN30BaHHbI, YCTaHOBMB 478 napameTpa port_control 3HauyeHue force_authorized wnwn
force_unauthorized. [Ons HacTpoeHHOro nopta OyAeT BK/AW4YEHa ayTeHTudmkaums, ecnm port_control
HacTpoeH kak auto.

force_unauth — yka3sbiBaeT onpegeneHHblil NOPT Kak NPUHYAUTENIbHO HEaBTOPU30BaHHbI.

auto — yKasbIBaeT, YTO KOHTPOMMPYeMbIii MOPT BYAET OTpaxaTb pesy/nbTar ayTeHTumkaumuu.

force_auth — yka3biBaeT onpefeneHHbli NOPT Kak NPUHYAMTENbHO aBTOPU30BaHHbIN.

quiet_period — onpegenseT 3HayeHne MHULManM3aLmmn nepmogda 6e3gelictems (quiet timer).
<sec 0-65535> — BBeauTE 3Ha4YeHWe nepuoga 6e3gelicTBusA. [JOCTyneH AMana3oH 3HadeHuid ot 0 go
65535 cekyHA. 3HaveHVe No yMo14aHuio — 60 CekyHA.

tx_period — onpegenser 3HaueHve nHUuuanusaumm nepuoga nepegayu (transmit timer).
<sec 1-65535> — BBeguTe 3Ha4eHue nepuoga nepegaum (TX). JocTyneH gnanasoH 3HavyeHuii ot 1 o
65535 cekyHA. 3HaveHne no ymonyaHuio — 30 CekyHA.

supp_timeout — onpefenset 3HavyeHWe nHULMann3aLum 4719 BPEMEHU B CEKyHOAX, B TEYEeHWe KOTOpOoro
KOMMYyTaTop 6yAeT XAaTb OTBET OT 3anpallunBatoLLero yCTponcTaa.
<sec 1-65535> — BBeguTe 3HaueHve Talimepa. [JocTyneH gnanasoH 3HadeHuii oT 1 go 65535 cekyHa.
3HadeHue no ymonyaHuio — 30 CeKkyHA.

server_timeout — onpegenseT 3HauYeHne MHULMaIN3aLUn ANl BPEMEHN B CEKyHAAX, B TEYEHME KOTOPOro
6yOeT OX1AATbCS OTBET OT CepBepa ayTeHTU(MKaLMMN.
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<sec 1-65535> — BBeguTe 3HaYeHVWEe BPEMEHU OXMAaHUA OTBeTa C cepsBepa. [ocTyneH AuanasoH
3HaueHuit oT 1 go 65535 cekyHg,. 3HayeHne no ymonyaHuio — 30.

max_req — onpefenser MakCuMasibHOe KO/IMYecTBO pas, Korga ayteHTudmkartop PAE 6yaeT oTnpaBnatb
naket EAP-3anpoca 3anpatunBaroleMy YCTPOCTBY.
<value 1-10> — yKaxuTe MakCMMasibHOe 3HayeHue. [ocTyneH Aguanas3oH 3HadeHuin ot 1 go 10.
3HayeHure no ymonyaHumo — 2.

reauth_period — onpegenset Talimep NOBTOPHOI ayTeHTUMKaLMN B CEKYHAX.
<sec 1-65535> — BBeAuTe 3Ha4YeHWE, MO WUCTEYEHUN KOTOPOro HEeob6XOAUMO NPOWTU MOBTOPHYH
ayTeHTUbmkaumo. JocTyneH ananasoH 3HadeHuin ot 1 4o 65535 cekyHa. 3HayeHue No yMoI4YaHuo —
3600.

max_users — yka3blBaeT MakCyMasibHOe KOMMYeCTBO MNosib3oBateneli Ha nopTy. 3HayeHre No ymonyaHuio
—16.
<value 1-448> — ykaxute MakCUMasibHOe KOJIMYEeCTBO Nonb3oBartesneil. JocTyneH Anana3oH 3HaYeHWi
oT 1 no 448.
no_limit — yka3biBaeT 0TCYyTCTBME OrPaHNYEHN MakCMasibHOro KONM4YecTBa nosnb3oBareseil.

enable_reauth — ykasbiBaeT BK/OUYEHWE WM OTK/IHOYEHME MEXaHW3Ma NOBTOPHOW ayTeHTudmkauum gns
onpegeneHHoro nopra.

enable — Bk/lloueHe MexaH3Ma NOBTOPHOW ayTeHTUdIMKaLMK O/151 ONpeLesieHHoro nopra.

disable — BbikNtoOUEHNE MEXaHM3Ma MOBTOPHOR ayTeHTUdMKaLUM ANs onpeaeneHHoro nopra.

OrpaHuyeHus
Tonbko nonb3oarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
HacTpoiika napameTpoB ynpasneHns ayTeHTU(MKATOPOM, aCCOLUMPOBAHHbBIM C NMOPTOM:

DGS-3000-28XMP:admin# config 802.1x auth_parameter ports 1-20 direction both
Command: config 802.1x auth_parameter ports 1-20 direction both

Success.

DGS-3000-28XMP : admin#

4-14 config 802.1x auth_mode

OnucaHue
KomaHaa ncnonb3yeTcs A/is1 HaCTPOWKK pexunma ayTeHTudmkauum 802.1X.

CuHTakcuc
config 802.1x auth_mode [port_based | mac_based]

MapameTpbl

port_based — yka3biBaeT pexum ayteHTUdmkaumm port-based (Ha ocHoBe nopTa).

mac_based — yka3biBaeT pexum ayteHTudmkauun MAC-based (Ha ocHoBe MAC-agpeca).

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYIO KOMaHAy.
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Mpumep
HacTtpoliika pexuma ayTeHTudmkauun:

DGS-3000-28XMP:admin# config 802.1x auth_mode port_based
Command: config 802.1x auth_mode port_based

Success.

DGS-3000-28XMP : admin#

4-15 config 802.1x init

OnuncaHue
KomaHga ncnonb3yeTcs Ans nHMuuanusaumm craryca ayteHTudinkaumm onpegeneHHbiX UM Bcex nopTos.

CuHTakcuc
config 802.1x init [port_based ports [<portlist> | all] | mac_based ports [<portlist> | all] {mac_address

<macaddr>}]

MapameTpbl

port_based ports — ykasbiBaeT HAaCTPOKY pexrnma ayTeHTudnkaumm port-based (Ha ocHoBe nopTa).
<portlist> — BBeguTe CNMCOK NOPTOB, CNONbL3YEMbIX 4151 KOHCbUrypaumm.
all — ykaxute gnsi 1CNONb30BaHUS 15 BCEX NOPTOB.

mac_based ports — ykasblBaeT HaACTpPOiKy pexuma ayTeHTudukauun MAC-based (Ha ocHoBe
MAC-agpeca).

<portlist> — BBeauTe CNNCOK NOPTOB, UCMOMb3YEMbIX A1 KOHDUrypaumm.

all — ykaxute gnsi 1CNONb30BaHUS A1 BCEX NOPTOB.

mac_address — (onunoHanbHO) ykasbiBaeT MAC-agpec KneHTa.
<macaddr> — Beegnte MAC-agpec.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator, Operator nnu Power-User MOryT BbINO/HATb AAHHYO KOMaHAY.

Mpumep
WHuumanusaums ctaryca ayTeHTUdmKauum ans Bcex nopTos:

DGS-3000-28XMP:admin# config 802.1x init port_based ports all
Command: config 802.1x init port_based ports all

Success.

DGS-3000-28XMP : admin#

4-16 config 802.1x reauth

OonucaHue
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KomaHga ucnonb3yetcst 4151 NOBTOPHOI ayTeHTUMKaLMM YCTPOICTBa, NOAK/IIOYEHHOIO K MOPTY. B TeueHune
nepuoaa noBTOPHONM ayTeHTudmKauum cTatyc nopra ocTaeTrcs aBTopu3oBaHHbIM (authorized) go Tex nop,
noka B NMOBTOPHOI ayTeHTUMKauumn He 6yAeT OTKasaHo.

CunHTtakcuc
config 802.1x reauth [port_based ports [<portlist> | all] | mac_based ports [<portlist> | all]

{mac_address <macaddr>}]

MapameTpbl

port_based ports — yka3biBaeT HaCTPOKYy pexunma ayTeHTudmkauum port-based (Ha ocHoBe noprta).
<portlist> — BBeANTE CNNCOK NOPTOB, NCMO/Mb3YEMbIX A1 KOHUrypaumm.
all — ykaxxnuTe 4na ucnosb3oBaHUs A4s1si BCEX NOPTOB.

mac_based ports — ykasbiBaeT HACTPOiKy pexuma ayTeHTudmkauunm MAC-based (Ha ocHoBe
MAC-agpeca).

<portlist> — BBeguTe cnMcok NopToB, UICNONb3YEMbIX A1 KOHbUrypaumm.

all — ykaxxuTe Ana ucnonb3oBaHUs A5t BCEX NOPTOB.

mac_address — (onuuoHanbHO) ykasbiBaeT MAC-agpec KneHTa.
<macaddr> — BBegute MAC-agpec.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
MoBTOpHasa ayTeHTUdIMKaLNSA YCTPONCTBA, NOAK/TOUEHHOIO K NOPTY:

DGS-3000-28XMP:admin# config 802.1x reauth port_based ports all
Command: config 802.1x reauth port_based ports all

Success.

DGS-3000-28XMP : admin#

4-17 create 802.1x guest_vlan

OnucaHue

KomaHga mncnonb3yetcs Ans HasHadeHus ctatmyeckoir VLAN B kayectBe Guest VLAN. YkasaHHas VLAN,
HasHauyaemass kak Guest VLAN, pgo/mkHa ObiTb 3apaHee co3gaHa. YkaszaHHas VLAN, HasHavaemas B
KayectBe Guest VLAN, He MOXeT ObITb yaaneHa.

CuHTakcuc
create 802.1x guest_vlan {<vlan_name 32>}

MapameTpsbl

<vlan_name 32> — (onunoHasibHo) ykaxxute VLAN, KOTOpyto HeobxoammMo 3aaatb B kadectBe Guest VLAN.
Vmsa VLAN MOXET coCcTosTb He 6osiee, Yem 13 32 CUMBOJIOB.

OrpaHunyeHus
Tonbko nosb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AAaHHYH KOMaHAy.
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Mpumep
Co3pgaHue VLAN c umeHem «guestVLAN» B kayecTBe 802.1X Guest VLAN:

DGS-3000-28XMP:admin# create 802.1x guest_vlan guestVLAN
Command: create 802.1x guest_vlan guestVLAN

Success.

DGS-3000-28XMP : admin#

4-18 delete 802.1x guest_vlan

OnucaHue

KomaHpga vcnonb3yetca ans yganeHuns Hactpoek Guest VLAN, kpome ctatuudeckolii VLAN, Ha3Ha4eHHOW B
Guest VLAN. lMNpu yganeHun Guest VLAN, Bce nopTbl, HazHavyeHHble Guest VLAN, 6yayT nepeHasHayeHbl B
ncxogHyto VLAN (Original VLAN).

CuHTakcuc
delete 802.1x guest_vlan {<vlan_name 32>}

MapameTpbl

<vlan_name 32> — (onuuoHasibHOo) BBeauTe umsa Guest VLAN. Vima VLAN MoXeT cocTosATb He 6onee, yem
13 32 cMBOJIOB.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
YaaneHue Guest VLAN ¢ umeHem «guestVLAN»:

DGS-3000-28XMP:admin# delete 802.1x guest_vlan guestVLAN
Command: delete 802.1x guest vlan guestVLAN

Success.

DGS-3000-28XMP : admin#

4-19 config 802.1x guest_vilan

OnucaHue

KomaHga ncnonb3yetcs Ans HacTpoliku napameTpoB Guest VLAN. Ecnn ctaTyc ykazaHHOro nopta MeHsieTcs
C BK/OUeHHoro (enable) Ha BbiktoYeHHbIN (disable), To nopT 6yaet Bo3BpalleH B ncxogHyto VLAN (Original
VLAN).

CuHTtakcuc
config 802.1x guest_vlan ports [<portlist> | all] state [enable | disable]
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MapameTpbl

ports — ykasblBaeT Auanas3oH MOpTOB, AJ/1 KOTOPbIX HEOOXOAMMO BKOUUTL WM OTKOUAUTL (DYHKLMIO
Guest VLAN.

<portlist> — BBeguTe cnMcok NoOpToB 418 AaHHON KOH(MUrypaLmn.

all — ykaxxuTe, 4UTo6bl BCe MOPThI ObI/IM BK/IHOYEHDLI B 3Ty KOHUrypauumio.

state — yka3biBaeT ctaTyc nopta Guest VLAN ans HactpamsaeMmbix NOPTOB.
enable — ykaxuTe gnsa npucoeanHeHus nopta k Guest VLAN.
disable — ykaxute ansa yganexnus noprta n3 Guest VLAN.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
BkitoueHune noptoB 2 — 8 ania 802.1X Guest VLAN:

DGS-3000-28XMP:admin# config 802.1x guest_vlan ports 2-8 state enable
Command: config 802.1x guest vlan ports 2-8 state enable

Warning, The ports are moved to Guest VLAN.
Success.

DGS-3000-28XMP : admin#

4-20 show 802.1x guest_vian

OnucaHue
KomaHpga ncnonb3syetcs ass npocmotpa nHgopmauumn o Guest VLAN.

CuHTtakcuc
show 802.1x guest_vlan

MapameTpbl
Her.

OrpaHunyeHus
Her.

Mpumep
OTto6paxeHne 802.1X Guest VLAN Ha KommyTaTope:

DGS-3000-28XMP:admin# show 802.1x guest_wvlan
Command: show 802.1x guest_vlan

Guest VLAN Setting

Guest VLAN : guestVLAN
Enabled Guest VLAN Ports : 2-8

DGS-3000-28BXMP: admin#
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5. KomaHgbl AAA

create accounting method_list_name <string 15>

config accounting [default | method_list_name <string 15>] method {tacacs+ | radius | server_group
<string 15> | none}(1)

delete accounting method_list_name <string 15>

show accounting [default | method_list_name <string 15> | all]

config accounting service [network | shell | system] state [enable {[radius_only | method_list hame
<string 15> | default_method_list]} | disable]

config accounting service command {administrator | operator | power_user | user} [method_list_name
<string 15> | none]

show accounting service

create tacacs server_host [<ipaddr> | <ipv6addr>] {port <int 1-65535> | timeout <int 1-255> | retransmit
<int 1-20>}

config tacacs server_host [<ipaddr> | <ipv6addr>] {port <int 1-65535> | timeout <int 1-255> | retransmit
<int 1-20>}
create xtacacs server_host [<ipaddr> | <ipvb6addr>] {port <int 1-65535> | timeout <int 1-255> | retransmit
<int 1-20>}

config xtacacs server_host [<ipaddr> | <ipv6addr>] {port <int 1-65535> | timeout <int 1-255> | retransmit
<int 1-20>}

create tacacs+ server_host [<ipaddr> | <ipv6addr>] {port <int 1-65535> | key [<key_string 254> | none] |
timeout <int 1-255> }

config tacacs+ server_host [<ipaddr> | <ipv6addr>] {port <int 1-65535> | key [<key_string 254> | none] |
timeout <int 1-255>}

create radius server_host [<ipaddr> | <ipv6addr>] {auth_port <int 1-65535> | acct_port <int 1-65535> |
key [<key_string 254> | none] | timeout <int 1-255> | retransmit <int 1-20>}

config radius server_host [<ipaddr> | <ipv6addr>] {auth_port <int 1-65535> | acct_port <int 1-65535> |
key [<key_string 254> | none] | timeout <int 1-255> | retransmit <int 1-20>}

delete aaa server_host [<ipaddr> | <ipv6addr>] protocol [tacacs | xtacacs | tacacs+ | radius]

show aaa server_host

create aaa server_group <string 15>

config aaa server_group [tacacs | xtacacs | tacacs+ | radius | group_name <string 15>] [add | delete]
server_host [<ipaddr> | <ipv6addr>] protocol [tacacs | xtacacs | tacacs+ | radius]

delete aaa server_group <string 15>

show aaa server_group {<string 15>}

show aaa

5-1 create accounting method_list_name

OnucaHue
[aHHasi koMaHga wucnonb3yeTcsa AN Cco3[aHus Mo/b30BaTe/IbCKOr0 CrMCKa METOAO0B  akKayHTUHra.
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MakcumasibHoe 4Yncio CnmckoB MeTonoB — 8.

CuHTakcuc
create accounting method_list_name <string 15>

MapameTpbl

<string 15> — BBEANTE NMA NO/b30BATE/IbCKOTO CNMCKa MeToa0B.

OrpaHuyeHus
Tonbko nosb3oBareny yposHA Administrator MOryT BbIMOMHATL JaHHYI0 KOMaH4y.

Mpumep
Co3pgaHue nosib30BaTesibCKoro cnvucka metofos «shell_acct»:

DGS-3000-28XMP:admin#create accounting method_list_name shell acct
Command: create accounting method_list_name shell_acct

Success.

DGS-3000-28XMP : admin#

5-2 config accounting

OonucaHue
[JaHHas KomaHga WCnonb3yeTcs [ANnsi HACTPOMKM MNO/b30BAaTe/bCKOrO CMMCKa WM ClMcKka MEeToA0B
akKKayHTUHra no yMmon4aHuio Ha KOMMyTaTope.

CuHTakcuc
config accounting [default | method_list_name <string 15>] method {tacacs+ | radius | server_group

<string 15> | none}(1)

MapameTpsbl

default — ykasbiBaeT HacTpoOiiKy cnncka METO40B akKayHTUHra N0 YMOMYaHMI.

method_list_name — ykasblBaeT HaCTPOIiKy NOMNb30BATENbCKOIO CMMCKA METOAOB aKKkayHTUHra.
<string 15> — BBeAuUTE UMS CMMCKa METOAOB.

method — ykaxute MeTo/, akkayHTUHra.
tacacs+ — ykasbIBaeT UCMNOMb30BaHNE BCTPOEHHO rpynnbl cepBepoB TACACS+.
radius — ykasbIiBaeT UCNOJ/Ib30BaHMe BCTPOEHHOI rpyninbl cepeepoB RADIUS.
server_group — yka3blBaeT MCMosib30BaHve nonb3osarenem rpynnbsl CepBepos.
<string 15> — BBeANTE MM rpynnbl CEPBEPOB.
none — yKaxuTe [/19 OTK/IIOYEHNS aKKayHTUHra.

OrpaHuyeHus
Tonbko nonb3oBareny ypoBHa Administrator MOryT BbINO/HATL AAaHHYIO KOMaHAy.

Mpumep

HacTpoiika nonb3oBatenibckoro cnvcka metogoB «shell_acct» ¢ mncnonb3oBaHWEM BCTPOEHHON Tpynmbl
cepeepoB TACACS+ n criegytoLleli 3a Heli BCTPOeHHO rpynnsl cepeepoB RADIUS:
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DGS-3000-28XMP:admin#config accounting method_list_name shell_acct method tacacs+ radius
Command: config accounting method list name shell acct method tacacs+ radius

success.

DGS-3000-28XMP:admin#

5-3 delete accounting method_list_name

OonucaHue
[JaHHas KkomaHga ncnonb3yercs AN yaaneHns nonb30Bare/IbCKoro Cnucka MeTofloB akkayHTUHra.

CuHTakcuc
delete accounting method_list_name <string 15>

MapameTpsbl

<string 15> — BBeguTE UMSA CNUCKaA METOAO0B.

OrpaHuyeHus
Tonbko nosb3oBareny yposHA Administrator MOryT BbINOMHATL AaHHYIO KOMaH4y.

Mpumep
YpaneHne nonb3oBaTe/bCKOro cnmcka Metofos «shell_acct»:

DGS-3000-28XMP:admin#delete accounting method_list_name shell_acct
Command: delete accounting method_list_name shell_acct

Success.

DGS-3000-28XMP : admin#

5-4 show accounting

OnucaHue
[aHHasi KomaHga Ucnosb3yeTcs A/1s NPoCMoTpa CnMcka METOA0B akKayHTUHra.

CuHTakcuc
show accounting [default | method_list_name <string 15> | all]

MapameTpbl

default — YKaxXute anA OTOﬁpa)KeHI/IFl Cfncka MeToA0B akKkayHTUHra no ymosil4aHuio.

method_list_ hame — ykaxuTe g/19 0TO6paKeHUs No/Ib30BaTE/IbCKOr0 CMMCKa METOA0B akKayHTUHra.

<string 15> — BBeaNTE UMSA CUCKa METOAOB.

all — 0To6pa>|<eH|/|e BCEX CMNMCKOB METO40B.

OrpaHuyeHus
Tonbko nonb3osBareny yposHA Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.
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Mpumep
OTob6paxeHne 3a4aHHOro Nosb3oBatesieM cnmcka metogoB «shell_acct»:

DGS-3000-28XMP: admin#show accounting method_list_name shell_ acct
Command: show accounting method_list_name shell_acct

Method List Name Priority Method Name Comment
shell acct 1 tacacs+ Built-in Group
2 radius Built-in Group

DGS-3000-2BXMP : admin#

5-5 config accounting service

OonucaHue
[aHHasi KomaHga Ucnosb3yeTcs A/1s1 HAaCTPOWKK cTaTyca YKasaHHOro CepBmuca akkayHTUHra.

CuHTakcuc

config accounting service [network | shell | system] state [enable {[radius_only | method_list_name

<string 15> | default_method_list]} | disable]

MapameTpbl

network — ykasblBaeT CEPBUC akKayHTMHIa Af1a ynpaeneHuss goctynom 802.1X Ha nopTy. Mo ymonyaHuio

,El,aHHbIVI CepBunC OTKJIHOHYEH.

shell — yka3biBaeT cepBuC akkayHTUHra ans cobbiTuii shell. Korga nonb3oBatenb BXOAUT UKW BbIXOAWT K3
YUYETHOI 3anucu Ha KoMmMmyTaTope (Yepe3 KoHcosb, Telnet nan SSH) 1 nponcxoguT TaliM-ayT, nHdopmaums
akkayHTUHra 6yget cobupartbca uM oTnpaBnsatbesa Ha RADIUS-cepsep. Mo yMOn4YaHUO AaHHbIA cepBuc

OTK/TOYEH.

system — yKa3blBaeT CepBUC aKKayHTUHra A/ CUCTEMHbIX cobbIThiA: reset n reboot. Mo yMON4aHuto

[JaHHbIi CEPBUC OTK/THYEH.

state — yka3bIiBaeT cTaTyC YKa3aHHbIX CEPBUCOB.
enable — ykaxuTe ON19 BK/IIOYEHUS YKA3aHHOTO CepBMCa akKayHTUHIa.

radius_only — (onunoHanbHO) yKa3biBaeT Ucnosb3oBaHue Tonbko RADIUS-cepBepa, co3gaHHOro

komaHzoi config radius add.

method_list_ name — (onyMoHasibHO) yKaxknTe, YTOObl UCMO/b30BaTh TOIBKO MOIb30BATE/IbCKUIA

CMUCOK METOLO0B akKayHTUHra, Co3faHHblii KOMaHAon create accounting method_list_name.

<string 15> — BBeAUTE UMSA CNMUCKa METOAOB.

default_method_list — (onuMoHanbHO) ykaxuTe, 4TOObI MCMNONb30BaTb CMAMCOK METOAOB MO

YMOT4aHMIO.
disable — oTkMHOUNTL YKa3aHHbI CEpPBUC aKKayHTUHTA.

OrpaHuyeHus

Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
BkntoueHune cnvcka metofoB akkayHTMHTra AAA «shell_acct» gnsa cobeituii shell:

63



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

DGS-3000-28XMP:admin#config accounting service shell state enable method_list_name shell_acct
Command: config accounting service shell state enable method list name shell acct

Success.

DGS-3000-28XMP: admin#

5-6 config accounting service command

OonucaHue
[aHHasi koMaHAa MCMNosb3yeTcsa A/11 HACTPOMKM BO3MOXHOCTU NIOTMPOBaHUSA KOMaH[, YKa3aHHOro YpPOBHS
CEPBUCOM aKKkayHTUHra. Ecnmn ypoBeHb KOMaH/bl He yKa3aH, BbIOpaHHbIMU CUMTAOTCS BCE YPOBHMU.

CuHTakcuc
config accounting service command {administrator | operator | power_user | user}

[method_list_name <string 15> | none]

MapameTpbl

administrator — (onyMoHanbHO) NCNONbL30BaTb KOMaHabl YpoBHs Administrator.

operator — (onuUMoHaNIbHO) UCMO/b30BaTh KOMaH bl YpoBHs Operator.

power_user — (ONLUMOHa/LHO) UCMOb30BaTb KOMaHAbl ypoBHS Power-User.

user — (OnuMoHabHO) NCMOMb30BaTh KOMaHbl YpoBHS User.

method_list_name — ncnonb3oBaTb TO/IbKO MOMb30BATENLCKNIA CMIMCOK METOA0B akKayHTMHra, CO3[aHHbIi
KoMaHzoi create accounting method_list_name.

<string 15> — BBeAgnTE MMSs CNMCKa METOAOB.

none — OTK/TYUTb JaHHYI0 (DYHKLMIO.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIHO KOMaHAy.

Mpumep
HacTpoiika BbINO/THEHMS KOMaHA, ypoBHSA Administrator ons cnucka MeTogoB akkayHTUHra AAA «shell_acct»:

DGS-3000-28XMP:admin#config accounting service command administrator method_list name
shell_acct

Command: config accounting service command administrator method_list_name shell_acct
sSuccess.

DGS-3000-28XMP: admin#

5-7 show accounting service

OnucaHue
[JaHHasi KomaHga Ucnosb3yeTcs Ans NpocMoTpa ctaTyca CEPBUCOB akKayHTUHra.
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CuHTakcuc
show accounting service

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne nHopmaummn o cepencax akkayHTuHra RADIUS:

DGS-3000-28XMP: admin#show accounting service
Command: show accounting service

Accounting State Method

Network : Disabled
Shell . Enabled shell_acct
System : Enabled

DGS-3000-28XMP : admin#

5-8 create tacacs server host

OnucaHue

JaHHaa komaHpa ucnonb3yetrca ana cosgaHusa cepBepa TACACS. lMpu cosgaHun AAA-cepBepa ero
IP-agpec 1 npoTokon sBASAKTCA MHAEKcOM. Ha ogHOM hbusmyeckom MOpTy MOXET ObiTb 3anyuieHo 6onee
OZHOro cepsuca NPOTOKOM0B. MakcMMasibHOe KOIMYECTBO NOALEPXKMBAEMbIX CEPBEPOM Y3/10B — 16.

CunHTtakcuc
create tacacs server_host [<ipaddr> | <ipv6addr>] {port <int 1-65535> | timeout <int 1-255> |

retransmit <int 1-20>}

MapameTpsbl

<ipaddr> — ykaxuTe IP-agpec cepsepa.

<ipv6addr> — ykaxuTe IPv6-agpec cepsepa.

port — (onunoHanebHo) HoMep nopta cepsepa TACACS.
<int 1-65535> — ykaxuTe Homep nopra. 3HayeHue no ymonyaHuo — 49.

timeout — (onuMoHasibHO) BpeMs OXuaaHNs OTBETA OT cepBepa.
<int 1-255> — ykaxute Bpems B CekyHAax. 3Ha4yeHne no yMon4yaHuio — 5 cekyHn,

retransmit — (ONUWOHAIBHO) CYETUMK KO/IMYECTBa NOBTOPHbLIX 3arMpOCoB.
<int 1-20> — ykaxute 3Ha4yeHne. 3Ha4yeHne no yMon4yaHuw — 2.

OrpaHuyeHus
Tonbko nosb3oBarenu ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpumep
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CospaHue cepsepa TACACS:

DGS-3000-28XMP:admin#create tacacs server_host 10.1.1.222 port 15555 timeout 18
Command: create tacacs server_host 10.1.1.222 port 15555 timeout 10

Success.

DGS-3000-28XMP : admin#

5-9 config tacacs server_host

OnucaHue
[JaHHasi KomaHga ucnonblyetcs Ans HacTpoliku cepeepa TACACS.

CuHTtakcuc
config tacacs server_host [<ipaddr> | <ipv6addr>] {port <int 1-65535> | timeout <int 1-255> |

retransmit <int 1-20>}

MapameTpbl

<ipaddr> — ykaxuTe IP-agpec cepsepa.

<ipv6addr> — ykaxuTte IPv6-agpec cepsepa.

port — (onunoHanbHo) HoMep nopta cepeepa TACACS.
<int 1-65535> — ykaxuTe HoMep nopTta. 3HayeHve no ymonyaHuio — 49.

timeout — (onNuMoHaNbLHO) BpeMs OXnAaHVs OTBETA OT CepBepa.
<int 1-255> — ykaxuTe BpemMs B CEKyHAAxX. 3HAUEHWE N0 YMOMYaHWo — 5 ceKyH.

retransmit — (OMUMOHa/IbHO) CUYETUUK KOSTIMYECTBA MOBTOPHLIX 3aMnpoCoB.
<int 1-20> — ykaxxute 3HayeHne. 3HayeHne no ymonyaHuio — 2.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep
HacTpoiika KonmyecTsa NOBTOPHbIX 3anpocos a5 cepepa TACACS B Buge 5:

DGS-3000-28XMP:admin#config tacacs server_host 10.1.1.222 retransmit 5
command: config tacacs server_host 10.1.1.222 retransmit 5

Success.

DGS-3000-28XMP : admin#

5-10 create xtacacs server host

OnucaHue

JaHHaa komaHga ucnosnb3yetca ansd cosgaHua cepsepa XTACACS. lMpu cos3gaHun AAA-cepsepa ero
IP-agpec 1 NpPOTOKOA SABAAKOTCA MHAEKCOM. Ha ogHOM hu3MyeckoM MopTy MOXET ObiTb 3anyLieHo 6onee
OfIHOr0 cepsuca NPOTOKOM0B. MakcMMaibHOe KOMIMYECTBO MNoALePXMBAEMbIX CEPBEPOM Y3/10B — 16.
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CuHTtakcuc
create xtacacs server_host [<ipaddr> | <ipv6addr>] {port <int 1-65535> | timeout <int 1-255> |
retransmit <int 1-20>}

MapameTpbl

<ipaddr> — ykaxuTe IP-agpec cepsepa.

<ipv6addr> — ykaxuTte IPv6-agpec cepsepa.

port — (onunoHasnbHO) HoMep nopTa cepeepa XTACACS.
<int 1-65535> — ykaxuTe HoMep nopTta. 3HayeHve No ymonyaHuio — 49.

timeout — (onNuMoHaNbLHO) BpeMs OXnAaHWs OTBETA OT CepBepa.
<int 1-255> — ykaxuTe BpemMs B CEKyHAAX. 3HAUEHME N0 YMOMYaHWO0 — 5 CeKyH.

retransmit — (ONUUOHaILHO) CYETUMK KOSIMYECTBa MOBTOPHbIX 3arMpOCOoB.
<int 1-20> — ykaxXute 3Ha4yeHue 34ecCb. 3Ha4eHue rno yMoyaHuo — 2.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep
Co3paHue cepsepa XTACACS:
DGS-3000-28XMP:admin#create xtacacs server_host 10.1.1.222 port 15555 timeout 10

Command: create xtacacs server_host 10.1.1.222 port 15555 timeout 10
sSuccess.

DGS-3000-28XMP : admin#

5-11 config xtacacs server_host

OnucaHue
[JaHHasi KomaHga ucnonb3yetcs Ans HacTpolikm cepepa XTACACS.

CuHTtakcuc
config xtacacs server_host [<ipaddr> | <ipvb6addr>] {port <int 1-65535> | timeout <int 1-255> |

retransmit <int 1-20>}

MapameTpbl

<ipaddr> — ykaxuTe IP-agpec cepsepa.

<ipv6addr> — ykaxuTte IPv6-agpec cepsepa.

port — (onunoHasnbHO) HoMep nopTa cepeepa XTACACS.
<int 1-65535> — ykaxuTe HoMep nopTta. 3HayeHue No ymonyaHuio — 49.

timeout — (onuMoHaNbLHO) BPeMsi OXWAaHWs OTBETA OT cepBepa.
<int 1-255> — ykaxuTe Bpems B CEKyHAax. 3HaUeHWE Mo YMOMYaHWo — 5 ceKyH .

retransmit — (ONUWOHaILHO) CYETYMK KOSIMYECTBa MOBTOPHbIX 3arMpOCOoB.
<int 1-20> — ykaxXute 3Ha4yeHne 34ecCb. 3Ha4eHue rno yMmoyaHuo — 2.
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OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpumep
HacTpoliika konnyectsa NOBTOPHbIX 3anpocoB ans cepsepa XTACACS B Buge 5:

DGS-3000-28XMP:admin#config xtacacs server_host 10.1.1.222 retransmit 5
Command: config xtacacs server_host 10.1.1.222 retransmit 5

Success.

DGS-3000-28XMP:admin#

5-12 create tacacs+ server host

OnucaHue

JaHHaa komaHga uvcnonb3yetca Ona cosgaHus cepsepa TACACS+. TMpu cosgaHun AAA-cepsepa ero
IP-agpec 1 npoTokon sBNSATCA MHAekcoM. Ha ogHOM husmyeckom MopTy MOXET ObiTb 3anyuieHo 6onee
OZIHOro cepBuca NPOTOKOM0B. MaKkCcMMaibHOe KOIMYECTBO MNOALEPXKMBAEMbIX CEPBEPHbLIX Y3/10B — 16.

CuHTtakcuc
create tacacs+ server_host [<ipaddr> | <ipv6addr>] {port <int 1-65535> | key [<key_string 254> |

none] | timeout <int 1-255>}

MapameTpsbl

<ipaddr> — ykaxuTe 3anucb ans IP-agpeca cepsepa.

<ipv6addr> — ykaxuTte 3anucb ansa IPv6-agpeca cepsepa.

port — (onumoHasbHO) HoMep nopTa AN 3anucu cepsepa TACACSH.
<int 1-65535> — ykaxuTe HoMep nopTta. 3HayeHve no ymonyaHuio — 49.

key — (onumMoHaNbLHO) YKaXuTe K4 B DOPMe 06bIYHOro TeKCTa.
<key_string 254> — BBeanTe K/tO4.
none — yka3blBaeT Ha oTcyTcTBUE WndpoBaHusa ana TACACS+.

timeout — (onuMoHasibHO) BpeMs OXuaaHNs OTBETA OT cepBepa.
<int 1-255> — ykaxute BpeMs B CekyHAax. 3HauyeHne no yMmon4aHuio — 5 cekyHn,

OrpaHuyeHus
TonbKo nosb3oBarteny ypoBHa Administrator MOryT BbINO/HATL AAaHHYIO KOMaHAy.

Mpumep
CospgaHue 3anvcu gna cepsepa TACACS+:

DGS-3000-28XMP:admin#create tacacs+ server_host 10.1.1.222 port 15555 timeout 1@
Command: create tacacs+ server_host 10.1.1.222 port 15555 timeout 10

Success.

DGS-3000-28XMP : admin#
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5-13 config tacacs+ server_host

OnucaHue
[JaHHasi KomaHga ucnosb3yeTcs Ans HacTpoliku 3anncn ans cepsepa TACACS+,

CuHTakcuc
config tacacs+ server_host [<ipaddr> | <ipvb6addr>] {port <int 1-65535> | key [<key_string 254> |

none] | timeout <int 1-255>}

MapameTpbl

<ipaddr> — ykaxxuTe 3anucb gns IP-agpeca cepsepa.

<ipv6addr> — ykaxute 3anucb ans IPv6-agpeca cepsepa.

port — (onumoHabLHO) HoMep nopTa Ans 3anucy cepeepa TACACSH.
<int 1-65535> — ykaxuTe HoMep nopTa. 3HayeHue No ymMonyaHuo — 49.

key — (onunoHasibHO) KoY B hopMe 06bIYHOIO TeKcTa.
<key_string 254> — BBeuTE K/HOY.
hohe — yka3blBaeT Ha oTcyTcTBMe WwndposaHua onsd TACACS+.

timeout — (onuMoHanbLHO) BpeMs OXnaaHVs OTBETA OT CepBepa.
<int 1-255> — ykaxuTe BpeMs B CEKyHAAX. 3HAUEHME MO YMOYAHWIO — 5 CeKyH.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpumep
HacTpolika 3anncu gns cepsepa TACACS+ co 3Ha4YeHneM Ktova «abcl23»:

DGS-3000-28XMP:admin#config tacacs+ server_host 10.1.1.222 key "abc123"
Command: config tacacs+ server_host 10.1.1.222 key "abc123"

Success.

DGS-3000-28XMP: admin#

5-14 create radius server _host

OnucaHue

JaHHaa komaHpa ncnonb3yetca ana co3gadua 3anncu gnsa RADIUS-cepsepa. Korga co3gaerca 3anvch g/is
AAA-cepBepa, ero IP-agpec n NpoToKoN SAABNAIOTCA MHAEKCOM. Ha ogHOM dimn3nyeckoM MOpTYy MOXET ObiTb
3anyLlieHo 6onee 04HOTO cepBuca NPOTOKO/I0B. MakcMmasibHOe KONMYeCcTBO NOAAEPKMBAEMbIX 3anunceil ans
cepsepa — 16.

CuHTakcuc
create radius server_host [<ipaddr> | <ipv6addr>] {auth_port <int 1-65535> | acct_port <int 1-65535> |

key [<key_string 254> | none] | timeout <int 1-255> | retransmit <int 1-20>}

MapameTpsbl

<ipaddr> — ykaxuTe 3anuce Ansa IP-agpeca cepsepa.
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<ipv6addr> — ykaxute 3anucb g5 IPv6-agpeca cepsepa.

auth_port — (onuvoHanbHo) ykaxxkute Homep nopta a1 RADIUS-ayTeHTUmkaumn.
<int 1-65535> — ykaxuTe HoMep nopTta. 3HayeHue no ymonyaHuo — 1812.

acct_port — (onuMoHasibHO) yKaxknTe HoOMep nopTa Ans yyeTHol 3anmcm RADIUS.
<int 1-65535> — ykaxuTe Homep nopTa. 3HavyeHne no ymonyaHuo — 1813.

key — (onunoHasibHO) yKaxknte K/itod B hopme 06bIYHOTO TeKCTa.
<key_string 254> — BBeuTE K/HOY.
none — yka3blBaeT Ha OTCyTCTBMe WwndposaHusa ana RADIUS.

timeout — (onuMoHasibHO) BpeMs OXuAaHWsa OTBETa OT cepBepa.
<int 1-255> — ykaxute BpeMs B ceKyHAax. 3HaueHue rno yMonyaHuio — 5 cekyHz,

retransmit — (ONUWOHaIBHO) CYETUMK KO/IMYECTBa NOBTOPHbLIX 3arpOCoB.
<int 1-20> — ykaxXute 3HayeHue 34ecb. 3Ha4eHue rno yMmoayaHuo — 2.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpumep
CospgaHue 3anncu gna cepesepa RADIUS:

DGS-3000-28XMP:admin#create radius server_host 10.1.1.222 auth_port 15555 timeout 110
Command: create radius server_host 10.1.1.222 auth_port 15555 timeout 110

Success.

DGS-3000-28XMP : admin#

5-15 config radius server_host

OnucaHue
[JaHHas komaHga ncnonb3yeTcs Ans HacTpoiikm 3anucn ans RADIUS-cepsepa.

CuHTakcuc

config radius server_host [<ipaddr> | <ipv6addr>] {auth_port <int 1-65535> | acct_port <int 1-65535> |

key [<key_string 254> | none] | timeout <int 1-255> | retransmit <int 1-20>}

MapameTpsbl

<ipaddr> — ykaxuTe 3anuce ans IP-agpeca cepsepa.

<ipv6addr> — ykaxute 3anucb gns IPv6-agpeca cepsepa.

auth_port — (onumoHanbHO) ykaxxmte Homep nopta ans RADIUS-ayTeHTudmkaumm.
<int 1-65535> — ykaxnte Homep nopTa. 3Ha4yeHne no ymonyaHuo — 1812.

acct_port — (onumoHanbHO) yKaXuTe HOMep nopTa ansa yvyeTHoi 3anucn RADIUS.
<int 1-65535> — ykaxute Homep nopTa. 3HavyeHne no ymonyaHuo — 1813.

key — (onumnoHasibHO) yKaxknTe K/itod B dopme 00bIYHOTO TEKCTA.
<key_string 254> — BBeuTE K/ItO4.
none — yka3blBaeT Ha OTCyTCTBME WwndposaHma ons RADIUS.

timeout — (onunoHasibHO) BpeMs OXNAaHNSA OTBETa OT cepBepa.
<int 1-255> — ykaxute BpeMs B CEKyHAax. 3Ha4YeHMe Mo yMOoN4aHui — 5 cekyHa.
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retransmit — (OMUMOHa/IbHO) CUETUMK KOSIMYECTBA MOBTOPHbIX 3anpoCcoB.
<int 1-20> — ykaxxute 3HayeHue 34ecb. 3Ha4YeHne no ymonyaHuio — 2.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYIO KOMaHAy.

Mpumep
HacTpoliika 3anncu gnsa cepeepa RADIUS co 3HaueHneM Kioda «abcl23»:

DGS-3000-28XMP:admin#config radius server_host 10.1.1.222 key "abc123"
Command: config radius server_host 10.1.1.222 key "abc123"

Success.

DGS-3000-28XMP : admin#

5-16 delete aaa server_host

OnucaHue
[JaHHasi KomaHga ucnonb3yeTcs Ans yaaneHnsa ykasaHHon sanmcn AAA-cepeepa.

CuHTakcuc
delete aaa server_host [<ipaddr> | <ipv6addr>] protocol [tacacs | xtacacs | tacacs+ | radius]

MapameTpbl

<ipaddr> — ykaxuTe 3anucb Ansa IP-agpeca cepsepa.

<ipv6addr> — ykaxute 3anucb g5 IPv6-agpeca cepsepa

protocol — ykaxute npoToKo/, NCNoNb3yeMmblii ¢ AAA.
tacacs — ykasbiBaeT npotokosn TACACS.
xtacacs — ykasbiBaeT npotokos1 XTACACS.
tacacs+ — ykasbiBaet npotokon TACACS+.
radius — yka3biBaeT npotokon RADIUS.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpumep
YpaneHve npotokona TACACS+, ncnosnb3yemoro ¢ cepsepom AAA c IP-agpecom 10.1.1.222:

DGS-3000-28XMP:admin#delete aaa server_host 108.1.1.222 protocol tacacs+
Command: delete aaa server_host 10.1.1.222 protocol tacacs+

Success.

DGS-3000-28XMP : admin#

5-17 show aaa server_host
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OnucaHue
[aHHasi KomaHga ucnosb3yeTcs Ans NnpocmoTpa nHdopmauun o 3anmcsax AAA-cepeepa.

CuHTakcuc
show aaa server_host

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpumep
OTo6paxeHne nHcopmaumm o 3anmcsax AAA-cepeepa:

DGS-3000-28XMP: admin#show aaa server_host
Command: show aaa server_host

IP Address Protocl Port Acct Time Retry Key
Port out

10.1.1.222 RADIUS 15555 1813 110 2 abc123

10.1.1.222 TACACS 15555 - 5 2 -

10.1.1.222 TACACS+ 15555 - 5 - abc123

10.1.1.222 XTACACS 15555 - 5 2 -

Total Entries : 4

DGS-3000-28XMP : admin#

5-18 create aaa server_group

OnucaHue

JaHHaa komaHga ucnonb3yeTca 419 COo34aHuA rpynnbl Nosib3oBaTesibCkxX cepsepoB AAA. MakcumasibHO
[OCTYynHO 8 rpynn CepBepoB, Bk/I4Yas BCTPOEHHble. B Kaxgol rpynne cepeBepoB MOXET ObiTb A0 8
CepBepHbIX Y3/10B.

CuHTakcuc
create aaa server_group <string 15>

MapameTpbl

<string 15> — 1Ma rpynnbl CEPBEPOB.

OrpaHuyeHus
Tonbko nonb3osBareny yposHA Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep
CospgaHuve nNosb3oBaTesibCKoii rpynnbl cepepoB AAA «group_1»:
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DGS-3000-28XMP:admin#create aaa server_group group_1
Command: create aaa server_group group_1

sSuccess.

DGS-3000-28XMP : admin#

5-19 config aaa server_group

OnucaHue
[aHHasi KomaHga ucnonb3yeTca Ans aobaeneHns unu ypaneHuns sanucnm AAA-cepBepa U3 YKasaHHOW
rpynmnbl cepBepos.

CuHTakcuc
config aaa server_group [tacacs | xtacacs | tacacs+ | radius | group_name <string 15>] [add | delete]

server_host [<ipaddr> | <ipv6addr>] protocol [tacacs | xtacacs | tacacs+ | radius]

MapameTpbl

tacacs — yka3bIBaeT Ha 1CMo/b30BaHe BCTPOEHHOW rpynnbl cepeepoB TACACS.

xtacacs — ykasblBaeT Ha UCNO/b30BaHne BCTPOEHHO rpynnbl cepeepoB XTACACS.

tacacs+ — ykasbIBaeT Ha UCMO0/b30BaHNe BCTPOEHHOI rpynnbl cepepoB TACACS+.

radius — yka3sblBaeT Ha MCMONb30BaHNe BCTPOEHHOM rpynmnbl cepeepos RADIUS.

group_name — yKaxuTe UMs NoMb30BaTe/IbCKOM rpynnbl.
<string 15> — ykaxuTe “Msi rpynnbl CEPBEPOB.

add — no6aBunTbL cepsep B rpynny CepBepos.

delete — yganuTb cepeep 13 rpynnbl CEPBEPOB.

server_host — yka3biBaeT cepBsep.
<ipaddr> — yka3biBaeT |IP-agpec cepsepa.
<ipv6addr> — yka3biBaeT IPv6-agpec cepsepa.

protocol — yka3blBaeT NPOTOKO/, NCNONb3yeMbI ¢ AAA.
tacacs — ykasbiBaeT npotokon TACACS.
xtacacs — yka3biBaeT npotokos1 XTACACS.
tacacs+ — ykasbiBaeT npotokon TACACS+.
radius — ykasbiBaeT npotokon RADIUS.

OrpaHuyeHus
Tonbko nosb3oBarenu ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpumep
Job6aBneHune cepeepa AAA c IP-agpecom 10.1.1.222 B rpynny cCepBepoB «group_1»:
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DGS-3000-28XMP:admin# config aaa server_group group_name group_1 add server_host 10.1.1.222
protocol tacacs+

Command: config aaa server_group group_name group_1 add server_host 10.1.1.222 protocol
tacacs+

Success.

DGS-3000-28XMP : admin#

5-20 delete aaa server_group

OnucaHue
JaHHaa komaHaa ncnonb3yeTca 414 yaaneHus rpynnbl Nosb3oBaTesibCknx cepsepos AAA.

CuHTakcuc
delete aaa server_group <string 15>

MapameTpbl

<string 15> — ykaxwuTe yMs rpynrbl CEPBEPOB.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep
YpaneHvne nosib30BaTebCKoi rpynmnbl cepBepoB AAA «group_1»:

DGS-3000-28XMP:admin#delete aaa server_group group_1
Command: delete aaa server_group group_1

Success.

DGS-3000-28XMP : admin#

5-21 show aaa server_group

OnucaHune
JaHHaa koMmaHaa ncnosib3yetca A4 npocMoTpa rpynn cepsepoB AAA.

CuHTtakcuc
show aaa server_group {<string 15>}

MapameTpsbl

<string 15> — (ONUMOHa/ILHO) YKaXXWUTE NMSs TPyMnnbl CEPBEPOB.

OrpaHuyeHus
Tonbko nosb3oBarenu ypoBHs Administrator MOryT BbINO/IHATb AAaHHYIO KOMaHAy.
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Mpumep
OTo6paxeHune Bcex rpynn cepepoB AAA:

DGS-3000-28XMP: admin#show aaa server_group
Command: show aaa server_group

Group Name IP Address Protocol
g w222 TACACS+
radius 10.1.1.222 RADIUS
tacacs 10.1.1.222 TACACS
tacacs+ 10.1.1.222 TACACS+
xtacacs 10.1.1.222 XTACACS

Total Entries : 5

DGS-3000-28XMP : admin#

5-22 show aaa

OnucaHue
[JaHHas komaHza ucnosb3yeTcs A5 NpocMoTpa 06Lmx HacTpoek AAA.

CuHTakcuc
show aaa

MapameTpsbl
HeT.

OrpaHuyeHus
HeT.

Mpumep
OTob6paxeHne 06Lmx HacTpoek AAA:;
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DGS-3000-28XMP:admin#show aaa
Command: show aaa

Authentication Policy: Disabled

Accounting Network Service State: Disabled
Accounting Network Service Method:
Accounting Shell Service State: Disabled
Accounting Shell Service Method:

Accounting System Service State: Disabled
Accounting System Service Method:
Accounting Admin Command Service Method:
Accounting Operator Command Service Method:
Accounting PowerUser Command Service Method:
Accounting User Command Service Method:

DGS-3000-28XMP:admin#
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6. KomaHabl ayTeHTUhUKaumm

enable password encryption

disable password encryption

enable authen_policy

disable authen_policy

show authen_policy

create authen_login method_list_name <string 15>

config authen_login [default | method_list_ name <string 15>] method {tacacs | xtacacs | tacacs+ | radius
| server_group <string 15> | local | none}

delete authen_login method_list_name <string 15>

show authen_login [default | method_list_ name <string 15> | all]

create authen_enable method_list_name <string 15>

config authen_enable [default | method_list_ name <string 15>] method {tacacs | xtacacs | tacacs+ |
radius | server_group <string 15> | local _enable | none}

delete authen_enable method_list_name <string 15>

show authen_enable [default | method_list_name <string 15> | all]

config authen application [console | telnet | ssh | http | all] [login | enable] [default | method_list_name
<string 15>]

show authen application

create authen server_group <string 15>

config authen server_group [tacacs | xtacacs | tacacs+ | radius | <string 15>] [add | delete] server_host
[<ipaddr> | <ipv6addr>] protocol [tacacs | xtacacs | tacacs+ | radius]

delete authen server_group <string 15>

show authen server_group {<string 15>}

create authen server_host [<ipaddr> | <ipv6addr>] protocol [tacacs | xtacacs | tacacs+ | radius] {port <int
1- 65535> | key [<key_string 254> | none] | timeout <int 1-255> | retransmit <int 1-20>}

config authen server_host [<ipaddr> | <ipv6addr>] protocol [tacacs | xtacacs | tacacs+ | radius] {port <int
1- 65535> | key [<key_string 254> | none] | timeout <int 1-255> | retransmit <int 1-20>}

delete authen server_host [<ipaddr> | <ipv6addr>] protocol [tacacs | xtacacs | tacacs+| radius]

show authen server_host

config authen parameter response_timeout <int 0-255>

config authen parameter attempt <int 1-255>

show authen parameter

enable admin

config admin Iocalienable {encrypt [plain _text | sha 1] <password>}

77



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

6-1 enable password encryption

OnucaHue

[JaHHas koMaHAa WCnonb3yeTrcs AN BKAKYEHWs CAyx6bl wudpoBaHus naponeii. Nonb3oBartenbckuie
HaCTPOWKM ByayT COXpaHEeHbl B KOHUIypauMoOHHOM ddainie 1 no3xe MOoryT ObiTb NPUMEHEHbI K CUCTEME.
Mocne NpMMeHeHns KoMaHabl Naposib ByAeT XpaHNTbLCA B 3allnpoBaHHOM BUAe.

CuHTakcuc
enable password encryption

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3osBareny yposHA Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep

BkoveHue wintpoBaHns Nnapons:
DGS-3000-28XMP:admin# enable password encryption
Command: enable password encryption

Success.

DGS-3000-28XMP : admin#

6-2 disable password encryption

OonucaHue
[aHHas KomaHga WChonb3yeTcsi AN OTK/IYEHUS CAyXObl LWndpoBaHusa naponeit. Nonb3oBaTtesnbckue
HaCTpOiKM ByayT COXpaHeHbl B KOHUIYpaLMoHHOM dhaiisie n Mo3XKe MOryT ObITb MPUMEHEHbI K CUCTEME.

Mocne nNpuMMeHeHWs KoMaHAbl Naposib 6yAeT XPaHUTbCS B OObIMHOM TEKCTOBOM BUAE, €C/lM 3TO ObIIo
ykasaHo nosnb3oatesnieM. OfHaKo, ec/v Nonb3oBaTe/lb Ykasas naposib B 3amdgpoBaHHOM BUAE WUnM ecnu
npeaBapuTesibHO Gblna MCMnonb3oBaHa koMaHaa enable password encryption, To Bua napons yxe He
MOXET ObITb BO3BPALLEH K TEKCTOBOMY.

CuHTakcuc
disable password encryption

MapameTpsbl
Her.

OrpaHuyeHus
Tonbko nonb3osBareny yposHa Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep

OTKNYEeHMe WnpoBaHUS Naposns:
DGS-3000-28XMP:admin# disable password encryption
Command: disable password encryption

Success.

DGS-3000-28XMP : admin#
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6-3 enable authen_policy

OnucaHue

[JaHHas komaHZa vcnosb3yeTcsa O BKAOYEHMSA cepBuca ayTeHTudmkaumm. MNocne npumeHeHns kKomaHabl
YCTpOiCTBO Byner ayTeHTMuumMpoBaTh MOMb30BaTeNs C MOMOLLID METOLO0B, yKasaHHbIX B crucke login
method list, 1 ayteHTUdMUMpoBaTL AN NOBLILWEHMS MpaB AOCTyNa C MOMOLLbH0 METOAO0B, YKa3aHHbIX B
cnucke enable method list.

CunHTtakcuc
enable authen_policy

MapameTpsbl
Her.

OrpaHuyeHus
Tonbko nonb3osBareny yposHa Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep

BknroueHne ayTeHTMdunKaummn:
DGS-3000-28XMP:admin# enable authen_policy
Command: enable authen_policy

Success.

DGS-3000-28XMP : admin#

6-4 disable authen_policy

OnucaHue

[JaHHas KoMaHga ncnosb3yeTcsa 418 OTKIYEHUS cepBuca ayTeHTudmkauun. Nocne npumMeHeHns KoMmaHzabl
YCTPONCTBO OyaeT ayTeHTMdnUMpoBaTb Nob3oBaTens ¢ NOMOLLbI0 NOKaNIbHOM 6asbl YYETHbIX 3anuncein u
Ha3HayaTb MOBbILEHHbIE NPUBUIETMN MPU BBOAE 3apaHee 3afaHHOro napons.

CunHTtakcuc
disable authen_policy

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nosb3oBarenn ypoBHs Administrator MOryT BbINO/IHATb AAHHYIO KOMaHAy.

Mpumep

OTK/IHo4EHME ayTeHTUMKaALUK:
DGS-3000-28XMP:admin# disable authen_policy
Command: disable authen_policy

Success.

DGS-3000-28XMP : admin#
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6-5 show authen_policy

OonucaHue
[aHHas komaHga ucnosb3yeTcs 4751 NPoCMoTpa MHA)opMauum 0 cTatyce ayTeHTUdMKauum.

CuHTtakcuc
show authen_policy

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny ypoBHa Administrator MOryT BbINO/HATL AAaHHYIO KOMaHAy.

Mpumep
OTo6paxeHve cTaryca ayTeHTUdmKaumu:

DGS-3000-28XMP:admin# show authen_policy
command: show authen_policy

Authentication Policy : Enabled

DGS-3000-28XMP : admin#

6-6 create authen_login method_list_name

OnucaHue
JaHHas komaHga ucnosb3yeTcs A5 CO34aHus MNO/b30BaTeNlbCKOro Crnucka MEeTOA0B ayTeHTudukaumm
(method list). MakcmasnibHO AONYCTMMOE KOIMYEeCTBO CNINCKOB METOAO0B ayTeHTudumkaumm — 8.

CuHTakcuc
create authen_login method_list_name <string 15>

MapameTtpsbl

<string 15> — BBeAWTe WMS MNOML30BATE/LCKOTO CMMCKA METOAOB ayTeHTudmKaumn. MakcumasibHO
JIONYyCTUMOE KONMYEeCTBO CUMBOJIOB B UMeHM — 15.

OrpaHuyeHus
Tonbko nonb3oBareny ypoBHa Administrator MOryT BbINO/HATL AAaHHYI0 KOMaHAy.

Mpumep

Co3zfaHue cnucka MeTofloB ayTeHTUMKaUUM 418 OCTyna K KOMMyTaTopy:
DGS-3000-28XMP:admin# create authen_login method_list_name login_list_ 1
command: create authen_login method_list_name login_list_1

Success.

DGS-3000-28XMP : admin#

6-7 config authen_login

OnucaHue
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[JaHHas KomMaHga UCnonb3yeTcs A1 HACTPONKM MONb30BaTENbCKOIO CN1cKa METOA0B ayTeHTU(INKALMN UK
crnucka MeToAOB MO YMOYaHMI0 NS focTyna K KommyTtaTtopy. ocnegoBaTenibHOCTb METOA0B BAMSIET Ha
pesynstat. Hanpumep, ecnv nepeoit nget rpynna cepeepoB TACACS+, 3atem TACACS u fanee nokasbHas
6asa local enable, To 3anpoc Ha ayTeHTudmkaumio O6yaeT OTNpPaBNeH Ha MepBblii cepBep U3
npeaBapuTesibHO HacTpoeHHoW rpynnbl cepBepoB TACACS+. Ecnm oH oTcyTcTBYeT, TO 3anpoc 6yget
OoTnpaBfieH Ha BTOPOW cepBep 3TOM rpynnbl U Tak Jasiee. Ecnu oTCyTCTBYKOT BCE cCepBepbl B rpynne
TACACS+, To 3anpoc 6yaeT oTnpaBfiATbCA yXe Ha nepsblii cepep rpynnbl TACACS u Tak ganee. Ecnn
OTCYTCTBYIOT BCe cepBepbl TACACS, TO O ayTeHTUbuKaumm nonb3oBatensa 6yaeT MCnosb30BaTbCs
NokasibHasa 6a3a faHHbiX. [locne ycnewHo ayTeHTUgINKaLMn ¢ NOMOLLbI0 NPefBapuTelbHO HACTPOEHHbIX
nnu nonb3osatensckux rpynn cepsepos TACACS/XTACACS/TACACS+/RADIUS (unu ¢ rcnosib30BaHUEM
napameTpa hone) nonb3oBarento OyaeT HaszHayvyeH ypoBeHb npuBuaernin «User». [ONs nosyyvyeHust YpOBHS
«Administrator», Hy>XHO BBecTM KomaHZy enable admin. Ho ecnu pna astopu3aumu KUCMNOMbL30BaUICA
NoKasIbHbIA MeToA, TO YPOBEHb MpuBUAErniA GyAeT 3aBUCETb OT YPOBHSA MNPWBW/ETNA, COXPaAHEHHOM Ha
NoKasIbHOM YCTPOICTBE.

CuHTtakcuc
config authen_login [default | method_list_name <string 15>] method {tacacs | xtacacs | tacacs+ |
radius | server_group <string 15> | local | none}

MapameTpbl

default — yka3biBaeT ncnonb3oBaHWe CnmMcka MeTOA0B MO YMO/IYaHUIO.

method_list_name — yka3bIBaeT UCMNO/Ib30BaHNE MO/b30BATENbCKOr0 CNMCKa METOAO0B.
<string 15> — BBeguTe MMs cCrnmMcka MeTofoB. MakcMMasibHO [0MNyCTMMOE KO/IMYeCcTBO CMMBOJIOB B
nmenHu — 15.

method — yka3biBaeT, kakoi 6bl/1 UICNOMb30BaH METOA, ayTeHTudmkaymu.
tacacs — (OnuMoHasIbHO) YKa3blBaeT UCno/b3oBaHue rpynnel cepsepoBTACACS.
xtacacs — (onuuoHasbHO) yKkasblBaeT NCMnonb3oBaHune rpynmnbl cepsepos XTACACS.
tacacs+ — (ONuMoHasIbHO) yKasbIBaeT UCNo/b30BaHWe rpynnbl cepsepos TACACSH.
radius — (oNuMoHaIbHO) yKa3bIBaeT UCNO/b30BaHWe rpynnbl cepsepos RADIUS.
server_group — (ONu1oHasIbHO) YKa3bIBAEeT NCMNO/Ib30BaHME MOSb30BaTeIbCKON FPyNMbl CEPBEPOB.
<string 15> — BBeAuTe UMS rpynnbl cepsepoB. MakcMasibHO AONyCTUMOE KOMMYeCcTBO CMMBOJIOB B
nMeHun — 15.
local — (onuuoHasibHO) yKa3biBaeT NCMOMb30BaHNE /TI0Ka/IbHOM 6a3bl JaHHbIX KOMMYyTaTopa.
none — (OMuUMOHa/IbHO) YKa3blBaeT OTCYTCTBUE ayTeHTUdmKaumn.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator MOryT BbINO/HATL AAaHHYI0 KOMaHAy.

Mpumep
HacTtpoiika cnucka MeTofoB ayTeHTUdmnkaumm ans 4ocTyna K KOMMyTaTopy:

DGS-3000-28XMP:admin# config authen_login method_list_name login_list_1 method tacacs+ tacacs
local

Command: config authen_login method_list_name login_list_1 method tacacs+ tacacs local

Success.

DGS-3000-28XMP: admin#

6-8 delete authen_login method_list nhame

OonucaHue
[JaHHas KomaHga ucnonb3yetcsa AN yaaneHns nonb30BaTe/IbCKoro Cnmcka MeTofloB ayTeHTudmkauuu.
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CunHTtakcuc
delete authen_login method_list_name <string 15>

MapameTtpsbl

<string 15> — BBeguTe MMs MN0/1b30BATE/LCKOIO CrMcKa MeTofoB. MakCMasibHO OOMYCTUMOE KO/IMYeCcTBO
CMMBOJIOB B UM€EHU — 15.

OrpaHuyeHus
Tonbko nosnb3oBarteny ypoBHa Administrator MOryT BbINO/HATL AAaHHYIO KOMaHAy.

Mpumep

YpaneHve cnucka MeTofoB ayTeHTudmKauum Ansa 4octyna K KOMMyTaTopy:
DGS-3000-28XMP:admin# delete authen_login method_list_name login_list_1
Command: delete authen_login method_list_name login_list_1

Success.

DGS-3000-28XMP : admin#

6-9 show authen_login

OnucaHue

[aHHasi koMaHfa WCnonb3yeTcsl ANs npocMoTpa WHopMaumMm O CYWECTBYIOLWMX CrMCKax MEeTOoA0B
ayTeHTUduUKauum ans goctyna Kk KoMmyTaTopy.

CuHTakcuc
show authen_login [default | method_list_name <string 15> | all]

MapameTtpbl

default — ykasbiBaeT oTo6paXkeHne cnmMcka MeToA0B ayTeHTUUKALMM NO YMOMYaHWIO.

method_list_name — ykasbiBaeT oTOOGpaeHMe MOoMb30BaTeNIbCKOr0 Cnucka METOAO0B ayTeHTUdMKaumu,
CO34aHHOro komaHaoi create authen_login method_list_name.
<string 15> — BBeAuMTEe WUMSA M0/Ib30BATE/ILCKOrO Chucka MeTofoB. MakcumanbHO [JonycTUmoe
KO/IMYeCTBO CMMBO/I0B B UMEHU — 15.

all — ykasbIiBaeT 0TOGpaXkeHNe BCE CMUCKM METOA0B ayTeEHTUIMKALUN.

OrpaHuyeHus
Tonbko nonb3oBareny yposHA Administrator MOryT BbINO/THATL 3Ty KOMaHAy.

Mpumep
OTOob6paxeHre No/b30BaTENLCKOrO CNcka METOA0B ayTeHTUmkaumm ans goctyna Kk KoMmyTaTopy:
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DGS-3000-28XMP:admin# show authen_login method_list_name login_list_1
Command: show authen_login method_list_name login_list_ 1

Method List Name Priority Method Name Comment

login_list 1 1 tacacs+ Built-in Group
2 tacacs Built-in Group
3 mix_1 User-defined Group
= local Keyword

DGS-3000-28XMP : admin#

6-10 create authen_enable method_list_ nhame

OnuncaHune

[aHHasi KoMaHAa MCNoMb3yeTcs A Co34aHMs Nob30BaTeNIbCKOro CrmMcka MeToAoB ayTeHTudmkaumm ans
noslydeHns AocTyna K ypoBHIO «Administrators.

CuHTakcuc
create authen_enable method_list_name <string 15>

MapameTtpbl

<string 15> — BBeAuTe MMs N0/1b30BaTE/ILCKOIO CNMcKa MeToA0B. MakCcMasibHO AOMYCTUMOE KO/IMYeCTBO
CMMBOJ1I0B B UMeHU — 15.

OrpaHuyeHus
Tonbko nosb3oBareny yposHA Administrator MOryT BbINOMHATL AaHHYIO KOMaH4y.

Mpumep
Co3faHve nonb30BaTe/IbCKOro Crucka MeToA0B ayTeHTUdMKauun O18 NofydeHus [A0CTyna K YPOBHHO
«Administrator»:

DGS-3000-28XMP:admin# create authen_enable method_list name enable list 1
Command: create authen_enable method_list_name enable_list_1

Success.

DGS-3000-28XMP ; admin#

6-11 config authen_enable

OnucaHue

[JaHHas komaHga mcnosb3yeTcs A1 HACTPOMKU MONb30BaTENbCKOTO CNMcKa METOAOB ayTeHTudmkaumm ¢
noslydeHMem focTtyna K ypoBHHO «Administrator». MocnegoBatenibHOCTb METOLOB B/AMSET Ha pesynbrar
Hanpumep, ecnum nepBoit maet rpynna cepsepoB TACACS+, 3atem TACACS wu nokasibHas 6asa
local_enable, To 3anpoc Ha MOBbIWEHNE YPOBHA NPUBWAErWA OyaeT OTnpaBfeH Ha MNepBbli cepBep U3
npenBapuTenbHO HacTpoeHHoW rpynnbl cepsepoB TACACS+. Ecnum OH OTCYTCTBYET, TO 3anpoc 6yger
OTMpaB/ieH Ha BTOPOI cepBep 3TOW rpynnbl M Tak ganee. Ecnv OTCYTCTBYKOT BCE CEPBEPbLI B rpymnne
cepBepoB TACACS+, To 3anpoc 6yaeT oTnpaBisTbCs yxKe Ha nepBblil cepBep rpynnbl TACACS 1 Tak ganee.
Ecnn otcytcTtByloT Bce cepBepbl TACACS, T0 gna ayTeHTUdprkaumm napons nonb3oBarens oyaet
ncnonb3oBaTbcA naposs local enable.
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CuHTakcuc
config authen_enable [default | method_list_name <string 15>] method {tacacs | xtacacs | tacacs+ |
radius | server_group <string 15> | local _enable | none}

MapameTtpsbl

default — yka3biBaeT ncnosb3oBaHWe CnmMcka MeTOA0B MO YMO/IYaHI0.

method_list_nhame — yka3blBaeT UCMO/Ib30BaHNE M0J1b30BATE/IbCKOr0 CrMcka MeTo0B.

<string 15> — BBeguTe MM Cnucka MeTofoB. MakcMmasibHO [0MyCTUMOE KO/IMYeCcTBO CYMMBOJSIOB B
MMeHn — 15.

method — yka3biBaeT, kakoi 6bl/1 UICNOMb30BaH METOA, ayTeHTudmkaymu.
tacacs — (OnuMoHasIbHO) YKa3blBa€eT UCNosb3oBaHue rpynnel cepsepoBTACACS.
xtacacs — (onuuoHasibHO) yKkasbIBaeT NCMnonb3oBaHune rpynmnbl cepsepos XTACACS.
tacacs+ — (ONuMoOHasIbHO) yKa3bIBaeT UCNo/b30BaHWe rpynnbl cepsepos TACACSH.
radius — (oNuMoHaIbHO) yKa3blBaeT UCNO/b30BaHWe rpynnbl cepsepos RADIUS.
server_group — (ONu1oOHasIbHO) YKa3bIBAET HA NCMO/Ib30BaHNEe N0b30BaTEeNbCKON rPpynMbl CEPBEPOB.
<string 15> — BBeAuTe UMS rpynnbl cepsepoB. MakcMasibHO A0NyCTUMOE KONMNMYeCTBO CMMBOJIOB B
nMeHun — 15.
local — (onumoHanbHO) yKa3biBaeT Ucnonb3oBaHWe napons local enable.
none — (OMuUMOHa/IbHO) YKa3blBaeT OTCYTCTBUE ayTeHTUdmKaumun.

OrpaHuyeHus
Tonbko nosb3oBareny yposHs Administrator MOryT BbINOMHATL AaHHYI0 KOMaH4y.

Mpumep
HacTpoiika nonb30BaTeNbCKOro CnmMcka MEeToAoB ayTeHTUdMKaumm Aas NoSyYeHus A0CTyna K YPOBHIO
«Administrator»:

DGS-3000-28XMP:admin# config authen_enable method_list_name enable_list_1 method tacacs+
tacacs local_enable

Command: config authen_ enable method_list_name enable_list_1 method tacacs+ tacacs
local enable

Success.

DGS-3000-28XMP:admin#

6-12 delete authen_enable method_list name

OonucaHue

[aHHasi kKomaHga ucnonb3yeTcsa AN yAasieHus Nosb30BaTelbCKoro CnMcka MeTofoB ayTeHTMdnkaumm ans
noslydeHns AocTyna K ypoBHIO «Administrators.

CuHTakcuc
delete authen_enable method_list name <string 15>

MapameTtpbl

<string 15> — BBeauTe MMs MN0/1b30BaTE/ILCKOIO CNMcka MeTofoB. MakCcMasibHO 4OMYCTUMOE KO/IMYeCTBO
CMMBO/I0B B UM€EHU — 15.

OrpaHuyeHus
Tonbko nosb3oBareny yposHA Administrator MOryT BbINOMHATL AaHHYIO KOMaH4y.
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Mpumep
YaaneHne nonb30BaTeNbCKOro CAMCKa METOAO0B ayTeHTMdMKaumm Ana NoayydeHust AocTyna K YPOBHHO
«Administrator»:

DGS-3000-23XMP:admin# delete authen_enable method_list_name enable_list_1
Command: delete authen_enable method_list_name enable_list_1

Success.

DGS-3000-28XMP : admin#

6-13 show authen_enable

OnuncaHune

[JaHHasi koMaHAga WCNoMb3yeTcsl AN npocMoTpa WHopMaumMm O CyWEeCTBYHOLMX CrMCKax MEeTOoAo0B
ayTeHTUrKaumm, NoBbILIAKLWMX YPOBEHb NPUBUIETIA.

CuHTakcuc
show authen_enable [default | method_list_name <string 15> | all]

MapameTtpbl

default — ykasbiBaeT oOTOOpaKeHMe cnucka METOAO0B ayTeHTudmKaumy, MOBbILWAKLWKMX YPOBEHb
NpVBUAETWIA.

method_list_name — yka3biBaeT oTOOGpaeHMe MOob30BaTeNIbCKOr0 Cnucka METOAO0B ayTeHTUdMKauumu,

MoBbILIAKLWMX YPOBEHb NPUBUAETWIA, CO30aHHOr0 KOMaHAoM create authen_login method_list_name.
<string 15> — BBeAWTEe WUMSA M0/Ib30BATE/ILCKOrO Chucka MeTofoB. MakcumanbHO [JonycTUmoe
KO/IMYeCTBO CMMBO/10B B UMEHU — 15.

all — ykasbiBaeT oTOoOpaxeHue BCEX CMUCKOB METOA0B ayTeHTMdIMKauMnW, MOBbIWALWNX YPOBEHb
npuBUIErnia.

OrpaHuyeHus
Tonbko nonb3osBareny yposHa Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep

OT06pa>KeH|/|e BCEX CNMCKOB MeTo40B ayTeHTVId)I/IKaU,I/IVI, NoBbILWAKLWNX YPOBEHb I'IpVIBI/IerFI/IVIZ
DGS-3000-28XMP:admin# show authen_enable method_list_name enable_ list 1

Command: show authen_enable method list name enable list 1

Method List Name Priority Method Name Comment

enable_list_1 1 tacacs+ Built-in Group
2 tacacs Built-in Group
3 mix_1 User -defined Group
4 local Keyword

DGS-3000-28XMP : admin#

6-14 config authen application

OnucaHue
[JaHHas komaH4a Mcnonb3yeTcs A1 HacTPoikM cnuckoB MeTogoB login method list n enable method list gns
BCEX W/ ONpeAesieHHbIX TUNOB AOCTyna.
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CuHTakcuc
config authen application [console | telnet | ssh | http | all] [login | enable] [default |
method_list_name <string 15>]

MapameTtpsbl

console — yka3blBaeT KOHCO/bHbI A0CTYM.

telnet — ykasbiBaerT telnet-goctyn.

ssh — yka3sbiBaeT SSH-gocTyn.

http — yka3biBaeT web-goctyn.

all — yka3biBaeT KOHCO/bHBIN, telnet-, SSH- 1 web-gocTyn.

login — yka3bIBaeT CNMCOK METOAOB AJ15 [OCTyNa K KOMMYTaTopy.

enable — yka3biBaeT cnucok METOAO0B /15 NOJSyYeHuUsa AOCTyna K ypoBHIO «Administrator»

default — yka3biBaeT cnnMcok METOA0B MO YMOJTHAHUIO.

method_list_name — YKa3bIBa€T NMA NOJIb30BaTE/IbCKOIo Crnncka MeTogoB.
<string> — BBEgUTE NMA cnucka. MakcumasibHO gonyctumoe Konm4yecTtso CMMBOJ10B B UMEHU — 15.

OrpaHuyeHus
Tonbko nosb3oBarenu ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpumep

HaCTpOﬁKa Cnncka MeTogos OnA telnet-,q,OCTyrla:

DGS-3000-28XMP:admin# config authen application telnet login method_list_name login_list_1
Command: config authen application telnet login method_list name login_ list 1

Success.

DGS-3000-28XMP : admin#

6-15 show authen application

OnucaHue
[JaHHasi KomaHga ucnosb3yeTcs Ans NnpocmoTpa MHdopmauumn o cnmckax MeTooB A/1si BCex TUMOB AOCTyna.

CunHTtakcuc
show authen application

MapameTpbl
HeT.

OrpaHunyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpumep
OTOob6paxeHne CnUcKoB METOA0B:
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DGS-3000-28XMP:admin# show authen application
Command: show authen application

Application Login Method List Enable Method List

Console default default
Telnet login_list_1 default
SSH default default
HTTP default default

DGS-3000-28XMP : admin#

6-16 create authen server_group

OonucaHue

[aHHasi KomaHga Wucnonb3yeTcs A5 COo3[4aHUSA MO/b30BaTe/IbCKON TPynnbl cepBepoB. MakCumasibHO
[ONyCcTUMOE KOMIMYECTBO rPYnn cepBepoB (BKNOYas NpeaBapuTenibHO HACTpPOeHHbIe) — 8. Kaxpasa rpynna
MOXET NoAAepXusarb MakCumMym 8 cepBepoB.

CuHTakcuc
create authen server_group <string 15>

MapameTtpsbl

<string 15> — BBeAMTE UMS NOMIb30BATE/LCKOI rpynnbl cepepoB. MakcumasibHO A0MNYCTUMOE KOIMYECTBO
CMMBOJI0B B UMEHN — 15.

OrpaHuyeHus
Tonbko nonb3osBareny yposHa Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep
Co3pgaHuve nosb30BaTerbCKol rpynnbl CEPBEPOB:
DGS-3000-28XMP:admin# create authen server_group mix_1

Command: create authen server_group mix_1
success.

DGS-3000-28XMP : admin#

6-17 config authen server_group

OnucaHune

[JaHHaa komaHga ucnonb3dyercsa 418 fobasneHus Wan yAasieHUs OfHOT0 U3 CepBepoB ayTeHTudukauum
onpeaeneHHo rpynnbl cepBepoB. B npeaBaputenbHO HacTpoeHHble rpynnbl cepBepoB TACACS, XTACACS,
TACACS+, nnn RADIUS MoXHO g06aBUTb TO/IbKO CEPBEP, UCMO/Mb3YIOWMIA TOT Xe NPOTOKO/, YTo U BCA
rpynna. Hanpumep, rpynna cepBepoB RADIUS 6yaeT nogaepxuBaTb TOMIbKO TOT CepBep, KOTOPbIit
ncnons3yetr npotokon RADIUS. lNonb3oBarensckue rpynnbl CEPBEpPOB MOryT NOALEPXUBATL CepBepbl
pa3HbIX MPOTOKONOB.

CuHTakcuc

config authen server_group [tacacs | xtacacs | tacacs+ | radius | <string 15>] [add | delete]
server_host [<ipaddr> | <ipv6addr>] protocol [tacacs | xtacacs | tacacs+ | radius]
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MapameTpbl

tacacs — ykasbiBaeT HacTpoliky rpynmnbl cepeepoB TACACS.

xtacacs — ykasbiBaeT HacTpoliky rpynnbl cepeepoB XTACACS.

tacacs+ — ykasbIBaeT HaCTpoiiKy rpynnbl cepeepoB TACACS+.

radius — yka3biBaeT HacTpoliky rpynnbl cepeepos RADIUS.

<string 15> — BBeAMTE UMS NOb30BATE/LCKOI rpynnbl CEpBEPOB. MakcUMasibHO AOMYCTUMOE KOMIMYECTBO
CMMBO/10B B UMeHU — 15.

delete — ykasbiBaeT yaaneHue cepsepa ayTeHTUMKALMM U3 FPYNbl CEPBEPOB.

server_host — yka3biBaeT cepBsep.
<ipaddr> — BeBegute IP-agpec cepsepa.
<ipv6addr> — BeeauTte IPv6-azpec cepsepa.

protocol — yka3sbiBaeT UCnonb3yemblii NPOTOKON ayTeHTUUKaLuW.
tacacs — ykasbiBaeT nportokon TACACS.
xtacacs — ykasbiBaeTt npotokon XTACACS.
tacacs+ — ykasbiBaet nporokon TACACS+.
radius — yka3biBaeT npotokon RADIUS.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator MOryT BbINOMHATL 3TY KOMaHAy.

Mpumep

JobasneHne cepeepa ayTeHTUGUKaLMK B TPYNNy CEPBEPOB:

DGS-3000-28XMP:admin# config authen server_group mix_1 add server_host 10.1.1.222 protocol
tacacs+

Command: config authen server_group mix_1 add server_host 10.1.1.222 protocol ta

cacs+

Success.

DGS-3000-28XMP : admin#

6-18 delete authen server_group

OonucaHue
[JaHHasi KomaHga ucnosb3yeTcs Ans yaaneHns nonb30oBaTelbCKoW rpynnbl CEPBEPOB.

CuHTakcuc
delete authen server_group <string 15>

MapameTtpbl

<string 15> — BBeAMTE UMS NOSIb30BATE/LCKOI Ipynnbl CEPBEPOB. MakCUMasibHO AOMNYCTUMOE KOMIMYECTBO
CMMBO/10B B UM€eHU — 15.

OrpaHuyeHus
Tonbko nosb3oBareny yposHA Administrator MOryT BbINOMHATL AaHHYIO KOMaH4y.

Mpumep
YnaneHne nonb30BaTebCKOW rpynbl CEPBEPOB:

88



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

DGS-3000-28XMP:admin# delete authen server_group mix_ 1
Command: delete authen server_group mix_1

Success.

DGS-3000-28XMP : admin#

6-19 show authen server_group

OonucaHue
[JaHHas KkomaHga ncnonb3yetcs Ana npocMoTpa MHdopmaumm o rpynnax cepBepos.

CunHTtakcuc
show authen server_group {<string 15>}

MapameTtpsbl

<string 15> — (onuyoHasIbHO) BBEAUTE VMMSI NPEABAPUTENILHO HACTPOEHHOW rpynMbl CEPBEPOB WW TPyNMbI
CEPBEPOB N0 YMOYaHUI. MaKkCMMasibHO JOMYCTUMOE KOJIMYECTBO CYMBOJ/IOB B UMEHM — 15.

OrpaHuyeHus
Tonbko nonb3oBaTteny yposHa Administrator MOryT BbINO/THUTL 3Ty KOMaHAY.

Mpumep

OTO06pakeHre BCeX Nob30BaTENbCKUX TPy CEPBEPOB:
DGS-3000-28XMP:admin# show authen server_group
Command: show authen server_group

Group Name IP Address Protocol
mix_1 10.1.1.222 TACACS+
16.1.1.223 TACACS
radius 10.1.1.224 RADIUS
tacacs 10.1.1.225 TACACS
tacacs+ 10.1.1.226 TACACS+
xtacacs 16.1.1.227 XTACACS

Total Entries : 5

DGS-3000-28XMP:admin#

6-20 create authen server_host

OnucaHue

[aHHasi KomaHga Ucnonb3yeTcs Ans co3aaHns cepeepa ayTeHTudmkauun, Nocne npuMeHeHnst KomaHAap! |P-
aZipec 1 NPOTOKO/ CBA3LIBAKOTCA C MHAEKCOM. 3TO 3HAYUUT, YTO HA OAHOM (PM3NYECKOM cepBepe MOXET ObiTb
3anyweHo 6o0/blle OAHOIO MNpoToKoNa ayTeHTudpmkauum. MakcumanibHO  AOMYCTUMOE  KOIMYEeCTBO
cepsBepoB — 16.

CuHTtakcuc
create authen server_host [<ipaddr> | <ipv6addr>] protocol [tacacs | xtacacs | tacacs+ | radius] {port
<int 1- 65535> | key [<key_string 254> | none] | timeout <int 1-255> | retransmit <int 1-20>}

89



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

MapameTpbl

<ipaddr> — BBeguTe IP-agpec cepeepa ayTeHTUdnKaLnu.

<ipv6addr> — BBeguTe IPv6-aapec cepepa ayTeHTUMKaLnu.

protocol — yka3blBaeT NPOTOKON ayTeHTUMKaLmmn cepsepa.
tacacs — yka3biBaeT npotokosn TACACS.
xtacacs — yka3sbiBaeTt npotokos XTACACS.
tacacs+ — yka3biBaet npotokon TACACS+.
radius — ykasbiBaeT npotokosn RADIUS.

port — (onuuoHasiIbHO) YyKasblBaeT HOMep nopta [ANnd MpoTokosna  ayTeHTudpmkaumn.  [Ans
TACACS/XTACACS/TACACS+3HauveHue no ymonyanuio — 49. ina RADIUS — 1812.
<int 1-65535> — BBegMTe HOMEP MopTa NPOTOKo/Aa ayTeHTudmkaumm. JOCTyneH gvanasoH 3Ha4YeHwi
ot 1 fo 65535.

key — (onumoHasnbHO) yKkasbiBaeT kKN4 ansa ayteHtugukaumn TACACS+ n RADIUS. Ecnn 3Ha4eHne paBHO
HY/10, WndpoBaHMe He NpUMeEHsieTcs. 3To 3HadeHne 6ecnonesHo ans TACACS n XTACACS.
<key_string 254> — BeeguTe koum TACACS+ unn RADIUS. MakcuMasibHO A0NyCTUMOE KONMYecTBO
CYMBO/OB — 254.
hohe - yka3biBaeT Ha otcytcTBve wwndpoBaHua ana TACACS+ m RADIUS. 310 3HayeHue
6ecnonesHo ansa TACACS n XTACACS.

timeout — (onuuoHasbLHO) yKa3blBaeT BPEMSA OXMAAHWA OTBETa OT cepBepa. 3HayeHue Mo ymonyaHuwo — 5
CEKYHA.
<int 1-255> — BBeauTe BpeMs B cekyHaax. [JocTyneH Anana3oH 3Ha4veHuid ot 1 ao 255.

retransmit — (ONUWOHANIBHO) CYETUMK KOSIMYECTBA MOBTOPHbLIX 3anpocoB. DTO 3HavyeHue 6ecnosie3Ho A/
TACACS+. 3HayeHure no ymonyaHuio — 2.
<int 1-20> — BBeauTeE 3HaYEHUE 34echb. [JOCTyneH AnanasoH 3HaveHuii ot 1 go 20.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYIO KOMaHAy.

Mpumep

Cospganue cepeepa TACACS+ (Homep nopta — 15555, 3HauyeHune Talim-ayta — 10 cekyHa):
DGS-3000-28XMP:admin# create authen server_host 10.1.1.222 protocol tacacs+ port 15555
timeout 10

Command: create authen server_host 10.1.1.222 protocol tacacs+ port 15555 timeout 10

Key is empty for TACACS+ or RADIUS.
Success.

DGS-3000-28XMP : admin#

6-21 config authen server_host

OonucaHue
[aHHasi KomaHAa Ucnonb3yeTcs AN HaCTPOIiKK cepBepa ayTeHTudmkaumn.

CuHTakcuc
config authen server_host [<ipaddr> | <ipv6addr>] protocol [tacacs | xtacacs | tacacs+ | radius] {port
<int 1-65535> | key [<key_string 254> | none] | timeout <int 1-255> | retransmit <int 1-20>}

MapameTtpsbl

<ipaddr> — BBeguTe IP-agpec cepsepa ayTeHTUdMNKaL K.
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<ipv6addr> — BBeguTte IPv6-agpec cepepa ayTeHTUMKaLnm.

protocol — yka3blBaeT NPOTOKON ayTeHTUUKaLMKN cepBepa.
tacacs — ykasbiBaeT npotokon TACACS.
xtacacs — yka3biBaeT npotokos1 XTACACS.
tacacs+ — ykasbiBaet npotokon TACACS+.
radius — yka3biBaeT npotokon RADIUS.

port — (onuMoOHa/NIbHO) YKa3blBaeT HOMep mnopTa MpPOoTOoKOoMa ayTeHTudmkauun Ans cepsepa. Ans
TACACS/XTACACS/TACACS+ 3HaueHue no ymonyaHuio — 49. ina RADIUS — 1812.
<int 1-65535> — BBegMTe HOMEP MopTa NPOTOKo/Aa ayTeHTudmkaumm. JOCTyneH gvanasoH 3Ha4YeHwi
ot 1 go 65535.

key — (onumoHasnbHO) yKkasbiBaeT KN4 ansa ayteHtudukauun TACACS+ n RADIUS. Ecnn 3Ha4eHne paBHO
HY/H0, WndpoBaHMe He NpUMeEHsieTcs. ITo 3HadeHne 6ecnonesHo ansa TACACS n XTACACS.
<key_string 254> — BeeguTe ktoun TACACS+ mnm RADIU. MakcumasibHO onyCTUMOE KO/IMYECTBO
CUMBOJI0B — 254,
nohe — ykasblBaeT oTcyTCcTBME WwndpposaHnsa ansa TACACS+ n RADIUS. 310 3HauyeHue 6ecrnonesHo
ana TACACS n XTACACS.

timeout — (oNuUMOHa/IbHO) yKa3blBAET BPEMS OXMIaHWUA OTBETA OT cepBepa. 3HavyeHue No ymosnyaHuio — 5
CEKYH/.
<int 1-255> — BBeauTE BpeMs B cekyHaax. [JocTyneH AnanasoH 3HaveHuid ot 1 ao 255.

retransmit — (ONUWOHA/TLHO) CYETUUK KONMMYECTBA NMOBTOPHbLIX 3aMpoCcoB. ITO 3HayeHuWe 6ecnosie3Ho AN
TACACS+. 3HaveHune no ymonyaHuw — 2.
<int 1-20> — BBeauTeE 3HaYEHNE 34echb. [JOCTyneH AnanasoH 3HadeHuii ot 1 go 20.

OrpaHunyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpumep
HacTpoiika kntoya cepepa TACACS+:

DGS-3000-28XMP:admin# config authen server_host 10.1.1.222 protocol tacacs+ key "This is a
secret."

Command: config authen server_host 10.1.1.222 protocol tacacs+ key "This is a secret."

Success.

DGS-3000-28XMP :admin#

6-22 delete authen server_host

OonucaHue
[JaHHas KomaHga ucnonb3yeTcsa A1 yoaneHusa cepsepa ayTeHTudmkauun.

CuHTtakcuc
delete authen server_host [<ipaddr> | <ipv6addr>] protocol [tacacs | xtacacs | tacacs+| radius]

MapameTpbl
<ipaddr> — BBeguTe IP-agpec cepsepa ayTeHTUdnKaLnu.

<ipv6addr> — BBeguTe IPv6-aapec cepepa ayTeHTUmKauum.

protocol — yka3blBaeT NPOTOKON ayTeHTUMKaLmmn cepsepa.
tacacs — yka3biBaet npotokosn TACACS.
xtacacs — yka3sbiBaeTt npotokos XTACACS.
tacacs+ — ykasbiBaeT npotokos1 TACACS+.
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radius — ykasbiBaeT npoTtokon RADIUS.

OrpaHuyeHus
Tonbko nosb3oBarenu ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpumep

YpaneHvie cepepa ayTeHTUUKaLUn:

DGS-3000-28XMP:admin# delete authen server_host 10.1.1.222 protocol tacacs+
Command: delete authen server_host 10.1.1.222 protocol tacacs+

Success.

DGS-3000-28XMP : admin#

6-23 show authen server_host

OonucaHue
[JaHHas KomaHga ucnonb3yetcs Ans npocMoTpa MHdpopmauum o cepeepax ayTeHTudmkauuu,

CuHTakcuc
show authen server_host

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny ypoBHa Administrator MOryT BbINO/HATL AAaHHYIO KOMaHAy.

Mpumep

OTob6paxeHne CyLLECTBYIOLLMX CEPBEPOB ayTEeHTU(INKALNN:
DGS-3000-28XMP:admin# show authen server_host
Command: show authen server_host

IP Address Protocol Port Timeout Retransmit Key
10.1.1.222 TACACS+ 155565 1@  e==--- This 1s a secret.
Total Entries : 1

DGS-3000-28XMP : admin#

6-24 config authen parameter response_timeout

OnucaHune

[JaHHaa komaHZa WCMONb3yeTcs A1 HACTPOWKM BPEMEHW OXWAAHUSA BBOAMMON MONb30BaTENEM
WHhopmaumm B KOHcoNM kommyTatopa, Telnet unu SSH.

CuHTakcuc
config authen parameter response_timeout <int 0-255>

MapameTpbl
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<int 0-255> — BBeAMTe BpeMs OXUAaHWA B cekyHaax. [LocTynHbl 3Ha4yeHus ot 0 go 255. 0 o3Havaer, 4yTo
TaiiM-ayTa He 6yaeT. 3Ha4eHne no ymonyanuo — 30 CEeKyHA,

OrpaHuyeHus
Tonbko nonb3osarenu yposHs Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep

HacTtpolika BpemMeHn oxuaaHmsa 60 cekyHa;

DGS-3000-28XMP:admin# config authen parameter response_timeout 60
Command: config authen parameter response_timeout 60

Success.

DGS-3000-28XMP : admin#

6-25 config authen parameter attempt

OonucaHue
[aHHas koMaHAa UCnosib3yeTes AN YyCTaHOBMEHUSA [ONYCTUMOro KO/iMYecTBa NomnbITOK aBTOPM30BaTbCA NN
MOBbLICUTb YPOBEHb NPUBUMETAI YYETHOI 3anMcy B KOHCO/M KOMMyTaTopa, Telnet unn SSH.

CuHTakcuc
config authen parameter attempt <int 1-255>

MapameTpbl

<int 1-255> — BBegMTE AOMYCTMMOE KO/IMYECTBO MONbITOK. [lOCTyneH gmanas3oH 3HaveHwid oT 1 go 255.
3HayeHue no ymonyaHuo — 3.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator MOryT BbINO/IHATL AAHHYI0 KOMaHAy.

Mpumep
HaCTpOﬁKa OnAa yctaHoBneHna oonyctuMoro KosmnyectBa MNomnbITOK aBTOPM30BaTbCA UIN NOBbICUTL YPOBEHb
npUBUAETUIA:

DGS-3000-28XMP:admin# config authen parameter attempt 9
Command: config authen parameter attempt 9

Success.

DGS-3000-28XMP : admin#

6-26 show authen parameter

OonucaHue
[aHHasi KomaHga ncnosb3yeTcs 4151 NPOCMOoTPa HaCTPoeK ayTeHTUdINKaLNN.

CuHTtakcuc
show authen parameter

MapameTtpbl
Her.
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OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator MOryT BbINOMHATL AaHHYIO KOMaH4Yy.

Mpumep
OTOo6paxeHVe HaCTPoeK ayTeHTUdMKaLNN:
DGS-3000-28XMP:admin# show authen parameter
Command: show authen parameter

Response Timeout : 60 seconds
User Attempts 9

DGS-3000-28XMP : admin#

6-27 enable admin

OnucaHue

[JaHHas KkomaHga ucnonb3yeTca A1A noslyvyeHua AocTyna K npasam agmuHucTparopa. KomaHaa nosbilLaeT
YPOBEHb MpUBMAErUiA C YpoBHSA «User» Ao ypoBHS «Administrator». QNS ayTeHTUMKaLMM NoMb3oBaTens
6yayT ncnonb3oBatbed TACACS, XTACACS, TACACS +, nonb3oBaTefibCkme rpynnbl CEPBEPOB, SI0Ka/IbHas
6a3a «local_enable» nav H1M ognH nepedncneHHbix MeTogoB. Mockonbky TACACS, XTACACS n RADIUS He
nogaepxveatoT OyHKUMIO «enable», ecnn nosb3oBaTeslb XOY4eT UCMNOMb30BaTb OAMH M3 3TUX Tpex
NPOTOKO/OB /151 BK/IOYEHUS ayTEHTUIMKALMKN, OH AO/MKEH CHaYas1a co3faTb cneunasibHyo YUeTHY0 3anuch
C nmeHem «enable» Ha cepBepe, a 3aTeM CKOH(urypmposaTb Naposib enable password ansi nogaepXku
hyHKLMM «enable.

JaHHyl0 KOMaHAy Hesb3s UCNO/b30BaTh, KOrga ayTeHTUdnKkaumsa oTKIdYeHa.

CuHTakcuc
enable admin

MapameTpbl
HeT.

OrpaHuyeHus
Her.

Mpumep

Mony4yeHne pgoctyna K npasamMm agMnUHUCTpaTopa:
DGS-3000-28XMP: puser# enable admin
Command: enable admin

PassWord: *****#
Success.

DGS-3000-28XMP:admin#

6-28 config admin local_enable

OonucaHue
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[aHHasi KomaHga ucnonb3yeTcsl Ans HacTpoliku napons local enable password ans yydeTHoid 3anucu
«Administrator». Korga nonb3oBatenb /19 MOBbIWEHUS YPOBHA NpuBUAeruii ncnonb3yet metog «local
enable», To Heobxoaum naposnb local enable password. Eciv naponb He ykasaH B KOMaHAe, TO CMCTeMHas
noackaska npeasiokuT nonb3oBaTesiio BBECTU €ro B 06bIMHOM TEKCTOBOM Buge. B cnyuyae, ecnm B komaHae
yKkaszaH naposb, Mo/b30BaTeNlb MOXET BBECTM €70 Kak B TEKCTOBOM, Tak M B 3awMdIpoOBaHHOM BuJe.
Anroputm WndpoBaHna ocHoBaH Ha SHA-1.

CuHTakcuc
config admin local_enable {encrypt [plain_text | sha_1] <password>}

MapameTpbl

encrypt — (onunoHasibHO) yKa3biBaeT BU/ Napons.

plain_text — yka3sbiBaeT naposib B 066I4YHOM TEKCTOBOM BUE.

sha_1 — yka3blBaeT naposb, 3alumMdpoBaHHbIn Ha 0OcHoBe SHA-1.
<password> — (onuMoHasIbHO) BBEAWTE Napo/b AJ/18 MOBbILEHUSA YPOBHA NpuBuaernin. JnvHa napons B
TEKCTOBOM U 3alLuMdpPoBaHHOM BMAax oTnnyaetcs. [ns TeKCTOBOro Buaa AocTyneH agnanal3oH ot 0 go 15
CMMBOJIOB. Y 3almncpoBaHHOro napons ukcnupoBaHHas gsimHa — 36 6anToB. Tak Xe 3alndpoBaHHbIN
naposib YyBCTBUTESIEH K PETUCTPY.

OrpaHuyeHus
Tonbko nosb3oBarenu ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpumep
HacTpoiika naposnis y4eTHoi 3anucu «Administrator:

DGS-3000-28XMP:admin# config admin local_enable
Command: config admin local_enable

Enter the old password:

Enter the case-sensitive new password:***>**

Enter the new password again for confirmation:******
Success.

DGS-3000-28XMP : admin#
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7. KomaHgbl ACL (Cnucok ynpaBsieHUs1 4OCTYNoOM)

create access_profile profile_id <value 1-512> {profile_name <name 32>} [ethernet{vlan {<hex OxO-
0xOfff>} | source_mac <macmask 000000000000-ffffffffffff> | destination_mac <macmask 000000000000-
fiffffffffff> | 802.1p | ethernet_type}l|lip {vlan {<hex Ox0-0xOfff>} | source_ip_mask <netmask> |
destination_ip_mask <netmask> | dscp | [icmp {type | code} | igmp {type} | tcp {src_port_mask <hex0x0-
Oxffff> | dst_port_ mask <hex O0x0-Oxffff> | flag_mask [all | {urg | ack | psh | rst | syn | fin}]} | udp
{src_port_mask <hex Ox0-0xffff> | dst _port_mask <hex 0x0-Oxffff>} | protocol id_mask <hex Ox0-0xff>
{user_define_mask <hex Ox0-O0xffffffff>}]} | packet_content_mask {offset_chunk 1 <value 0-31> <hex 0xO-
Oxffffffff> | offset_chunk_2 <value 0-31> <hex OxO-Oxffffffff> | offset_chunk_3<value 0-31> <hex O0xO-
Oxffffffff> | offset_chunk_4 <value 0-31> <hex Ox0-Oxffffffff>} | ipv6 {class |flowlabel | source_ipv6_mask
<ipvémask> | destination_ipv6_mask <ipvémask> | [tcp {src_port_mask <hex 0x0-Oxffff> | dst_port_mask
<hex 0x0-Oxffff>} | udp {src_port_mask <hex Ox0-Oxffff> | dst_port_mask <hex 0x0-Oxffff>} | icmp {type |
code}]}]

delete access_profile [profile_id <value 1-512> | profile_name <name 32> | all]

config access_profile [profile_id <value 1-512> | profile_name <name 32>] [add access_id [auto_assign |

<value 1-128>] [ethernet {[vlan <vlan_name 32> | vlan_id <vlanid 1-4094>] {mask <hex 0x0-OxOfff>} |
source_mac <macaddr> {mask <macmask>} | destination_mac <macaddr> {mask <macmask>} | 802.1p
<value 0-7> | ethernet_type <hex 0x0-0xffff>} | ip {[vlan <vlan_name 32> | vlan_id <vlanid 1-4094>] {mask
<hex 0x0-OxOfff>} | source_ip <ipaddr> {mask <netmask>} | destination_ip <ipaddr> {mask <netmask>} |
dscp <value 0-63> | [icmp {type <value 0-255> | code <value 0-255>} | igmp {type <value 0-255>} | tcp
{src_port <value 0-65535> {mask <hex 0x0-Oxffff>} | dst_port <value 0-65535> {mask <hex 0x0-Oxffff>} |
flag [all | {urg | ack | psh | rst | syn | fin}]} | udp {src_port <value 0-65535> {mask <hex 0x0-0xffff>} | dst_port
<value 0-65535> {mask <hex 0x0-Oxffff>}} | protocol_id <value 0-255> {user_define <hex OxO-Oxffffffff>
{mask <hex 0x0-0xffffffff>}}]} | packet_content {offset_chunk_1 <hex 0x0-0xffffffff> {mask <hex Ox0-0xffffffff>}
| offset_chunk_2 <hex 0x0-Oxffffffff> {mask <hex Ox0-Oxffffffff>} | offset_chunk_3 <hex OxO-Oxffffffff> {mask
<hex O0x0-Oxffffffff>} | offset_chunk_4 <hex Ox0-Oxffffffff> {mask <hex Ox0-Oxffffffff>}} | ipv6 {class <value O-
255> | flowlabel <hex OxO0-Oxfffff> | source ipv6 <ipv6addr> {mask<ipvémask>} | destination_ipv6
<ipv6addr> {mask <ipvémask>} | [tcp {src_port <value 0-65535> {mask <hex 0x0-0xffff>} | dst_port <value
0-65535> {mask <hex0x0-0xffff>}} | udp {src_port <value 0-65535> {mask <hex 0x0-Oxffff>} | dst_port
<value 0-65535> {mask <hex OxO0-Oxffff>}} | icmp {type<value 0-255> | code <value 0-255>}]}] [port
[<portlist> | all] | vlan_based [vlan <vlan_name 32> | vlan_id <vlanid 1-4094>]] [permit {priority <value 0-7>
{replace_priority} |[replace_dscp_with <value 0-63> | replace_tos_precedence_with <value 0-7>] | counter
[enable | disable]} | mirror | deny] {time_range <range_name 32>} | delete access_id <value 1-128>]

show access_profile {[profile_id <value 1-512> | profile_name <name 32>]}

config flow_meter [profile_id <value 1-512> | profile_name <name 32>] access_id <value 1-128> [rate
[<value 1-10485760>] {burst_size [<value 1-262144>]} rate_exceed [drop_packet | remark_dscp <value O-
63>] | tr_tcm cir <value 1-10485760> {chs <value 1-262144>} pir <value 1-10485760> {pbs <value 1-
262144>} {[color_blind | color_aware]} {conform [permit | replace_dscp <value 0-63>] {counter [enable |
disable]}} exceed [permit {replace_dscp <value 0-63>} | drop] {counter [enable | disable]} violate [permit
{replace_dscp <value 0-63>} | drop] {counter [enable | disable]} | sr_tcm cir <value 1-10485760> cbs <value
1-262144> ebs <value 1-262144> {[color_blind | color_aware]} {conform [permit | replace_dscp <value 0-
63>] {counter [enable | disable]}} exceed [permit {replace_dscp <value 0-63>} | drop] {counter [enable |
disable]} violate [permit {replace_dscp <value 0-63>} | drop] {counter [enable | disable]} | delete]

show flow_meter {[profile_id <value 1-512> | profile_name <name 32>] {access_id <value 1-128>}}

config time_range <range_name 32> [hours start_time <time hh:mm:ss> end_time <time hh:mm:ss>
weekdays <daylist> | delete]

show time_range

show current_config access_profile
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7-1 create access_profile

OnucaHue

[JaHHas komaHza ucnosnb3yeTcs ans cosgaHms npodunein ACL.

Mpwn co3gaHmum ACL kaxaplih npodnnib MOXeT umetb 128 npasun/vaeHtudmkaropoB goctyna (Access ID).
Ho npu cospgaHum ACL tuna Ethernet nnu IPv4 B nepBblil pas, As1s CUCTEMbI 3ape3epBrpoBaHo 62 npasuna.
B gaHHOM crniyyae Ans HaCTPOMKM OCTalTcA AOCTYMHbI TO/IbKO 66 npasusi. MOXHO MCNONb30BaTb KOMaH4y
show access_profile ans npocmoTpa AOCTYMHbLIX NpaBua.

MpoeHtngukatop npodmnsa (Profile ID) 1 3apesepsBupoBaH ans npocmnsa Ethernet, Profile ID 2
3apesepBupoBaH ana npocmns IPv4. O6a naeHTndmkaTopa He MoryT 6bITb YAasieHbl C KOMMYyTaTopa.

KommyTatop noggepxmsaeTt cnegyowme Tunbl npognne:

1. MAC DA, MAC SA, Ethernet Type, Outer VLAN Tag

2. Outer VLAN Tag, Source IPv4, Destination IPv4, DSCP, Protocol ID, TCP/UDP Source Port, TCP/UDP
Destination Port, ICMP type/code, IGMP type, TCP flags

3. Source IPv6 Address, Class, Flow Label, IPv6 Protocol (Next Header)

4. Destination IPv6 Address, Class, Flow Label, IPv6 Protocol (Next Header)

5. Class, Flow Label, IPv6 Protocol (Next Header), TCP/UDP source port, TCP/UDP destination port, ICMP
type/code, Outer VLAN Tag

6. Packet Content, Outer VLAN Tag

7. MAC SA, Ethernet Type, Source IPv4/ARP sender IP, Outer VLAN Tag

8. LLC Header/SNAP Header, Outer VLAN Tag

9. Source IPv6 Address, Class, IPv6 Protocol (Next Header), Outer VLAN Tag

10. Destination IPv6 Address, Class, IPv6 Protocol (Next Header), Outer VLAN Tag

CuHTakcuc
create access_profile profile_id <value 1-512> {profile_name <name 32>} [ethernet{vlan {<hex 0x0-
0x0fff>} | source_mac <macmask 000000000000-ffffffffffff> | destination_mac <macmask

000000000000-ffffffffffff> | 802.1p | ethernet_type}lip {vlan {<hex 0x0-0x0fff>} | source_ip_mask
<netmask> | destination_ip_mask <netmask> | dscp | [icmp {type | code} | igmp {type} | tcp
{src_port_mask <hex0x0-0xffff> | dst_port_mask <hex 0x0-0xffff> | flag_mask [all | {urg | ack | psh |
rst | syn | fin}]} | udp {src_port_mask <hex O0x0-Oxffff> | dst_port_mask <hex O0x0-Oxffff>} |
protocol_id_mask <hex 0x0-0xff> {user_define_mask <hex 0xO0-Oxffffffff>}]} | packet_content_mask
{offset_chunk_1 <value 0-31> <hex 0x0-0xffffffff> | offset_chunk_2 <value 0-31> <hex 0x0-Oxffffffff> |
offset_chunk_3<value 0-31> <hex 0x0-0xffffffff> | offset_chunk_4 <value 0-31> <hex 0x0-Oxffffffff>} |
ipv6 {class | flowlabel | source_ipv6_mask <ipvémask> | destination_ipv6_mask <ipvémask> | [tcp
{src_port_mask <hex 0x0-0xffff> | dst_port_mask <hex 0x0-0xffff>} | udp {src_port_mask <hex 0x0-
Oxffff> | dst_port_mask <hex 0x0-0xffff>} | icmp {type | code}l}]

MapameTpbl

<value 1-512> — Beegute Profile ID. locTyneH gnana3oH 3HaveHuii ot 1 go 512.

profile_nhame - (onuvoHanbHO) YykasbiBaeT uMA npodunia. MakcumasibHO JonycTumas A/iMHa —
32 cumBona.
<name 32> — BBeguTe UMS nNpoduns.

ethernet — ykasbiBaeT macky Ethernet.
vlan — (onuuoHanebHO) ykasbiBaeT Macky VLAN. YuuTbiBaTbCA OyAyT TOMLKO NocnegHe 12 6uT macku.
<hex 0x0-0x0fff> — BBeguTe 3HaYeHne macku VLAN.
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source_mac — (onuMoHasIbHO) yka3blBaeT macky A1 MAC-agpeca UCTOYHYMKA.
<macmask> — BBegute MAC-apec UCTOUYHNUKA.

destination_mac — (onunoHancHo) ykasbiBaeT Macky ansa MAC-agpeca HasHayeHus.
<macmask> — sBegute MAC-agpec HazHayeHus.

802.1p — (onumoHasIbHO) YKasblBaeT Mmacky npuoputeta 802.1p.

ethernet_type — (onunoHanebHO) ykasbiBaeT macky Tuna Ethernet.

ip — ykasbiBaeT macky IPv4.
vlan — (onunoHanbHO) ykasbiBaeT Macky VLAN. YunTbiBaTbCA OyayT TOMLKO NocneaHne 12 6uT macku.
<hex 0x0-0x0fff> — BBeanTe 3Ha4eHne mackn VLAN.
source_ip_mask — (onumoHanbHO) yKka3biBaeT Macky IP-agpeca NCTouHuKa.
<netmask> — BBegnTe macky IP-agpeca NcTo4HUKa.
destination_ip_mask — (onunoHasnibHO) yka3biBaeT Mmacky IP-agpeca HazHavyeHus.
<netmask> — BBeguTe macky IP-agpeca Ha3HauyeHus.
dscp — (onuuoHanbHO) ykasbiBaeT Macky DCSP.
icmp — (onuMoHaNIbHO) yKasblBaeT NpuMeHeHne npasuna k Tpadmnky ICMP.
type — ykasbiBaeT Tun Tpagurka ICMP.
code — yka3biBaeT ko Tpacuka ICMP.
igmp — (onuMoHaibHO) yKa3blBaeT npuMeHeHne npasuna K Tpaguky IGMP.
type — Tun Tpadumka IGMP.
tcp — (onumMoHabHO) YKa3blBaeT NpMMeHeHue npasuna K Tpaguky TCP.
src_port_mask — (onunoHasibHO) yKasblBaeT Macky nopta ncrouHmka TCP.
<hex 0x0-0xffff> — BBegnuTe Macky nopta ncrtouHmka TCP.
dst_port_mask — (onunoHasibHO) yKasblBaeT Macky nopta HasHa4yeHus TCP.
<hex 0x0-0xffff> — BBegnTe macky nopta HazHayeHus TCP.
flag_mask — (onunoHansbHo) ykasbiBaeT macky nonsa TCP Flag.
all — ykasbiBaeT Ha ucnonb3oBaHue Bcex oiaros Asa macku TCP.
urg — (OMyMoHasIbHO) yKa3blBaeT HACTPOIKY 3HaYeHus “urg” gns nons TCP flag.
ack — (onuunoHasIbHO) yKasbIBaeT HACTPOIAKY 3HaueHus “ack” pns nonsa TCP flag.
psh — (onuuoHasbHO) yKa3biBaeT HACTPOIKY 3HauveHus “psh” ans nona TCP flag.
rst — (ONUMOHaNbHO) YKa3bIiBaEeT HACTPOVKY 3HadeHus “rst” gnsa nonsa TCP flag.
syn — (ONUMOHasIbHO) YKa3blBaeT HACTPOIiKy 3HavyeHus “syn” ansa nons TCP flag.
fin — (onuMoHanbHO) yKa3blBaeT HacTpoliky 3HavyeHus “fin” ans nona TCP flag.
udp — (onumoHasIbHO) YKa3blBaeT NnpMMeHeHne npasuna kK Tpaguky UDP.
src_port_mask — (onumoHanbHO) ykasbisaeT Macky UDP-nopra UCTOYHMKA.
<hex 0x0-0xffff> — BBeguTe macky UDP-nopTta NCTOYHUKA.
dst_port_mask — (onynoHanbHO) ykasbiBaeT Macky UDP-nopTa HazHavyeHus.
<hex 0x0-0xffff> — BBeguTe macky UDP-noprta Ha3HauyeHus.
protocol_id_mask — (onumoHasibHO) yKa3biBaeT MpPUMEHeHVe npaBuia K 3HaYeHuto napametpa
protocol ID B IP-Tpadiuke.
<0x0-0xff> — BBeagnTe macky Protocol ID.
user_define_mask — (onunoHasibHO) yKa3bIiBaeT NpPYMEHEHWE NpaBu/ia K 3Ha4eHUI0 napameTpa
protocol ID B IP-Tpadhuke, a Takxe Ha TO, YTO OJIMHA ONUUKN Macku 3a 3arofioBkoM IP coctaBnser
4 Gavita.
<hex 0x0-0xffffffff> — BBeAMTE 3HAUEHNE NONL30BATENLCKOWN MaCKN.

packet_content_mask — ykasbiBaeT Macky COAEPXUMOro nakera. MoOXeT ObITb CO34aH TO/IbKO OAUH
npocusnb packet content_mask.
offset_chunk_1 — (onunoHanbHO) ykasbiBaeT Ha ucnosb3oBaHme offset chunk 1.
<value 0-31> — BBeauTe 3HauyeHue ans offset chunk 1. JocTyneH gmManasoH 3HayeHuin ot 0 Ao
31.
<hex 0x0-0xffffffff> — BBegnuTe macky offset chunk 1.
offset_chunk_2 — (onynoHanbHO) ykasbiBaeT Ha ucnosb3oBaHue offset chunk 2.
<value 0-31> — BBeauTe 3Ha4yeHune ans offset chunk 2. JocTyneH anana3oH 3HaveHuii ot 0 o 31.
<hex 0x0-Oxffffffff> — BBeguTe macky offset chunk 2.
offset_chunk_3 — (onunoHanbHO) yKasbiBaeT Ha ucnosns3osaHue offset chunk 3.
<value 0-31> — BBeguTe 3Ha4eHue ans offset chunk 3. JloctyneH gnanasoH 3HaveHuin ot 0 go 31.
<hex 0x0-0xffffffff> — BBegmTe macky offset chunk 3.

98



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

offset_chunk_4 — (onunoHanbHO) ykasbiBaeT Ha ucnonb3oBaHue offset chunk 4.
<value 0-31> — BBeauTe 3Ha4yeHune ans offset chunk 4. JocTyneH anana3oH 3HavyeHuii ot O o 31.
<hex 0x0-0xffffffff> — BBeguTe macky offset chunk 4.

ipv6 — yka3blBaeT Macky IPv6.
class — (onuuoHanbHO) ykasbiBaeT knacc IPv6.
flowlabel — (onuyoHanbHO) ykasbiBaeT meTky notoka (Flow Label) IPv6.
source_ipv6_mask — (onunoHanbHO) onpeaensieT nogmacky IPv6-agpeca NCTouHuka.
<ipvémask> — BBeguTe 3HaueHne Mackun IPv6-agpeca UCToYHUKa.
destination_ipv6_mask — (onumoHanbHO) onpeaensiet nogMmacky IPv6-agpeca HazHavyeHusl.
<ipvémask> — BBeguTe 3HaueHne Mackun IPv6-agpeca HasHauyeHus.
tcp — (onuroHaNbHO) yKasblBaeT Ha NpuMeHeHue npasua K Tpaduky TCP.
src_port_mask — (onuynoHanbHO) macka IPv6 TCP-nopTa MCTOYHUKA.
<hex 0x0-0xffff> — BBeguTe macky TCP-nopTa UCTOYHUKA.
dst_port_mask — (onuuoHanbHO) Mmacka IPv6 TCP-nopTa Ha3HavyeHus.
<hex 0x0-0xffff> — BBeguTe macky TCP-noprta Ha3HauyeHus.
udp — (onumMoHasibHO) yKasbiBaeT Ha NpuMeHeHue npasuna K Tpaduky UDP.
src_port_mask — yka3biBaeT Macky UDP-nopTa NCTOUYHUKA.
<hex 0x0-0xffff> — BBeguTe macky UDP-nopta ncrtoyHuka.
dst_port_mask — ykasbiBaeT macky UDP-nopTa HazHa4yeHusl.
<hex 0x0-0xffff> — BBeguTe macky UDP-nopta HasHa4yeHus.
icmp — (onuuoHasibHO) yKasbiBaeT Macky ans domnstpauun ICMP.
type — (onumoHasibHO) yKa3biBaeT Ha Bk/toveHne nons ICMP type.
code — (onynoHanbHO) yKasbIBaeT Ha BkAoYeHne nonsd ICMP code.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYIO KOMaHAy.

Mpumep
CoszgaHve Tpex npoduneit goctyna:

DGS-3000-28XMP:admin# create access_profile profile_id 1 profile_name t1 ethernet vlan
source_mac 00-00-00-00-00-01 destination_mac 00-00-00-00-00-02 802.1p ethernet_type

Command: create access_profile profile_id 1 profile_name 1 ethernet vlan source_mac 00-00-00-
00-00-01 destination_mac 00-00-00-00-00-02 802.1p ethernet_type

Success.

DGS-3000-28XMP:admin# create access_profile profile_id 2 profile_name 2 ip vlan
source_ip_mask 20.0.0.0 destination_ip_mask 10.0.0.0 dscp icmp type code

Command: create access_profile profile_id 2 profile_name t2 ip vlan source_ip_mask 20.0.0.0
destination_ip_mask 10.0.0.0 dscp icmp type code

Success.

DGS-3000-28XMP:admin# create access_profile profile_id 4 profile_name 4 packet_content_mask
offset_chunk_1 3 OxFFFF offset_chunk_2 5 OxFFO0 offset_chunk_3 14 OxFFFFOO00 offset_chunk_4
16 OXFFOOOOOO

Command: create access_profile profile_id 4 profile_name 4 packet_content_mask offset_chunk_1
3 OXFFFF offset_chunk_2 5 OXFFOO offset_chunk_3 14 OXFFFFOO00 offset_chunk_4 16 OxFFOOEEEO

Success.

DGS-3000-28XMP: admin#
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7-2 delete access_profile

OnucaHue
[aHHasi komaHga ucnonbdyetrcsa Ans yganenus npodmnein ACL. MaeHtudmkaropsl npocmnsa ACL (ACL
Profile ID) 1 n 2 He moryT 6bITb yaaneHbl. Ecnn komaHga BbinonHsetcs ansa ID 1 n 2, Bce HACTPOWKM B
JaHHbIX npodmnsax 6yayT yaaneHsl. Ecnv komaHga BeinonHsetca ans ID 3 n 6onee, yaaneH 6yaet Becb
npocunnb.

CuHTakcuc
delete access_profile [profile_id <value 1-512> | profile_name <name 32> | all]

MapameTpbl

profile_id — yka3biBaeT ngeHtudumkarop npodpuns (Profile ID) cnucka gocTyna.
<value 1-512> — BeeguTe Profile ID. JocTyneH gnanas3oH 3HavyeHuin oT 1 go 512.

profile_name — yka3biBaeT nms npogunns.
<name 32> — BBeguTe UMA npopuis. MakcumansHo gonyctuMas gavHa — 32 cMMBona.

all — ykasbiBaeT Ha ygasnieHme Bcex Npodouseid cnucka goctyna.

OrpaHuyeHus
Tonbko nonb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOMHATb AAaHHYH KOMaHAy.

Mpumep
YpaneHue npasuia cnmucka goctyna c Profile ID 1;

DGS-3000-28XMP:admin# delete access_profile profile_id 1
Command: delete access_profile profile_id 1

Success.

DGS-3000-28XMP : admin#

7-3 config access_profile

OnucaHue

JaHHas KomMaHga MCMnoNb3yeTcs A1 HACTPOMKM 3anMcu cnucka goctyna. ®yHkums 3epkanmpoBanus ACL
HauvHaeT paboTaTb Noc/ie BK/OYEHUS 3ePKa/IMPOBaHNS U HACTPOIKM NopTa 3epKasIMpoBaHns NMpu NOMOLLN
KOMaHAb! mirror.

Mpy npvMeHeHnn npaBuna focTyna HacTpolikv nons VLAN He BCTynsAT B CWy, ecav npasuio JocTyna
npumeHsercsa K VLAN.

CuHTtakcuc

config access_profile [profile_id <value 1-512> | profile_name <name 32>] [add access_id
[auto_assign | <value 1-128>] [ethernet {[vlan <vlan_name 32> | vlan_id <vlanid 1-4094>] {mask <hex
0x0-0x0fff>} | source_mac <macaddr> {mask <macmask>} | destination_mac <macaddr> {mask
<macmask>} | 802.1p <value 0-7> | ethernet_type <hex 0x0-Oxffff>} | ip {[vlan <vlan_name 32> |
vlan_id <vlanid 1-4094>] {mask <hex 0x0-0x0fff>} | source_ip <ipaddr> {mask <netmask>} |
destination_ip <ipaddr> {mask <netmask>} | dscp <value 0-63> | [icmp {type <value 0-255> | code
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<value 0-255>} | igmp {type <value 0-255>} | tcp {src_port <value 0-65535> {mask <hex 0x0-0xffff>} |
dst_port <value 0-65535> {mask <hex 0x0-0xffff>} | flag [all | {urg | ack | psh | rst | syn | fin}]} | udp
{src_port <value 0-65535> {mask <hex 0x0-Oxffff>} | dst_port <value 0-65535> {mask <hex 0xO0-
0xffff>}} | protocol_id <value 0-255> {user_define <hex 0x0-0xffffffff> {mask <hex 0x0-0xffffffff>}}]} |
packet_content {offset_chunk_1 <hex 0x0-0xffffffff> {mask <hex 0x0-0xffffffff>} | offset_chunk_2 <hex
0x0-Oxffffffff> {mask <hex O0x0-Oxffffffff>} | offset_chunk_3 <hex O0x0-Oxffffffff> {mask <hex O0xO-
Oxffffffff>} | offset_chunk_4 <hex 0x0-Oxffffffff> {mask <hex 0x0-Oxffffffff>}} | ipv6 {class <value O-
255> | flowlabel <hex 0x0-0xfffff> | source_ipv6 <ipv6addr> {mask<ipvémask>} | destination_ipv6
<ipvb6addr> {mask <ipvémask>} | [tcp {src_port <value 0-65535> {mask <hex 0x0-Oxffff>} | dst_port
<value 0-65535> {mask <hex0x0-0xffff>}} | udp {src_port <value 0-65535> {mask <hex 0x0-0xffff>}

| dst_port <value 0-65535> {mask <hex 0x0-0xffff>}} | icmp {type<value 0-255> | code <value 0-
255>}1}] [port [<portlist> | all] | vlan_based [vlan <vlan_name 32> | vlan_id <vlanid 1-4094>]] [permit
{priority <value 0-7> {replace_priority} | [replace_dscp_with <value 0-63> |
replace_tos_precedence_with <value 0-7>] | counter [enable | disable]} | mirror | deny] {time_range
<range_name 32>} | delete access_id <value 1-128>]

MapameTpbl

profile_id — yka3biBaeT ngentundukarop npocpunsa (Profile ID)cnvcka goctyna
<value 1-512> — Beegute Profile ID. [locTyneH gnanasoH 3HaveHwuii ot 1 go 512.

profile_name — yka3biBaeT nms npogunns.
<name 32> — BBeguTe UMSA nNpopuin. MakcumansHo gonyctuMas gnamHa — 32 cuMBona.

add — yka3biBaeT Ha fobasneHne npouia nnm npasuna.
access_id — yka3blBaeT MHAEKC 3anucy cnmncka goctyna.
auto_assigh — yka3blBaeT Ha aBTOMaTu4yeckoe HasHaudeHue uaeHTudmkaropa goctyna (Access
ID).
<value 1- 128> — BeBeauTe ngeHtTudmkarop gocrtyna (Access ID). [JocTyneH gnanasoH 3Ha4YeHuii
oT 1 go 128.

ethernet — ykasbiBaeT HacTpoiiky npodomnsa goctyna Ethernet.
vlan — (onuuoHansbHO) ykasbiBaeT umsa VLAN.
<vlan_name 32> — Beeante umsa VLAN. MakcumanbHO gonyctumasi AnvHa — 32 cMMmBosa.
vlan_id — (onuymoHanbHOo) ykasbiBaeT VLAN ID.
<vlanid 1-4094> — Beeante VLAN ID. locTyneH anana3oH 3HavyeHunii ot 1 o 4094,
mask — (0nuMoHasIbHO) yKa3sblBaeT AOMOSHUTENBHO HacTpavBaeMblii napaMeTp Macku.
<hex 0x0-0x0fff> — BBeguTE 3HAUEHNE MACKN.
source_mac — (onumoHanbHO) ykasbiBaeT MAC-agpec NCTOUHMKA.
<macaddr> — Beegute MAC-agpec NCTOUYHMKA, NCNONb3YEMbIA 4718 AaHHON KOHJIMrypaumu.
mask — (0NuMoHasIbHO) yKa3blBaeT AOMOSHUTENbHO HAacCTpavBaeMblii napaMeTp Macku.
<macmask> — sBegnte Mmacky MAC-agpeca UCTOYHMKA.
destination_mac — (onunoHanbHO) ykasbiBaeT MAC-afpec HazHaueHus.
<macaddr> — BBegute MAC-agpec HasHa4YeHusi, UCNOJb3yeMbIiA AN AaHHOW KOHUIypauum.
mask — (onumMoHanbHO) ykasbiBaeT AOMOHUTENIbLHO HAcTpanBaeMblil napameTp Macku.
<macmask> — Beegute macky MAC-agpeca Ha3Ha4YeHus.
802.1p — (onumoHasbHO) YKa3blBaeT 3HavyeHme npuoputeta 802.1p.
<value 0-7> — BBegunTe 3HaueHue npuoputeta 802.1p. JocTyneH gManas3oH 3Ha4YeHuin ot 1 go 7.
ethernet_type — (onunoHanbHO) ykasbiBaeT Tun Ethernet.
<hex 0x0-0xffff> — BBeguTe macky Tuna Ethernet.

ip — ykasbiBaeT HacTpoiiky npocuns goctyna IP.
vlan — (onuuoHansbHo) ykasbiBaeT nms VLAN.
<vlan_name 32> — Beeaute umsa VLAN. MakcumansHo gonyctumas anvHa — 32 cumBosna.
vlan_id — (onumoHanbHO) ykasbisaeT VLAN ID.
<vlanid 1-4094> — Beegute VLAN ID. [locTyneH agnanasoH 3HavyeHuid ot 1 go 4094,
mask — (onumMoHanbHO) ykasbiBaeT AOMOHUTENIBLHO HAcTpanBaeMblil mapameTp Macku.
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<hex 0x0-0x0fff> — BBegnTE 3HAUEHNE MACKM.
source_ip — (onumMoHasibHO) ykasbiBaeT IP-agpec ncTovHuka.
<ipaddr> — BBeguTe IP-agpec NCTOUHUKA, UCMOSb3YEMbI AN AaHHOWN KOHUTypaLmu.
mask — (0NuMoHasIbHO) yKa3blBaeT AOMOSHUTENbHO HACTpavBaeMblii napaMeTp Macku.
<netmask> — BBef/Te CETEBYIO MaCKy UCTOYHUKA.
destination_ip — (onunoHanbHO) ykasbiBaeT IP-aapec Ha3HavyeHus .
<ipaddr> — BBeguTe IP-agpec Ha3Ha4YeHUs1, UICNOJIb3YEMbIA A5 AaHHOW KOHQIUIypaLun.
mask — (onuuoHanbHO) yKasbiBaeT AONOHUTENBbHO HAacTpanBaeMblii NapameTp Macku.
<netmask> — BBeVTe ceTeBYIO0 Macky Ha3Ha4YeHus.
dscp — (onuuoHanbHO) ykasbiBaeT 3Ha4eHne DCSP. locTyneH guana3oH 3Ha4veHuii ot 0 go 63.
<value 0-63> — BBeguTe 3HauyeHne DCSP.
icmp — (onuMoHaIbHO) yKa3bIBa€eT Ha HACTpPoliky napameTpoB ICMP.
type — (onuMoHasibHO) yKa3blBaeT Ha NpUMEeHeHWe npasua K 3HadeHunto napametpa ICMP Type B
Tpaduke.
<value 0-255> — BBeguTe 3HauyeHVe napametpa ICMP Type B Tpaduke. JocTyneH Ananas3oH
3HaueHuii ot 0 go 255.
code — (onuMoHasIbHO) yKa3blBaeT Ha NpMMeHeHue npasuna K 3HadyeHuto napametpa ICMP Code
B Tpaguke.
<value 0-255> — BeeauTe 3HayeHne napameTtpa ICMP Code B Tpadmke. JocTyneH ananasoH
3Ha4veHwuin ot 0 go 255.
igmp — (OnuMoHasIbHO) yKa3bIBaeT Ha HacCTpOliKy napameTpos IGMP.
type — (onumoHasnbHO) yKa3blBaeT Ha NPUMEHEHME NpaBuna K 3HadyeHuto napametrpa IGMP Type B
Tpadgmke.
<value 0-255> — BeeauTe 3HaueHve napameTpa IGMP Type B Tpaduke. [ocTyneH ananasoH
3HaueHwuii ot 0 go 255.
tcp — ykasbiBaeT Ha HacTpoliky napameTtpos TCP.
src_port — (onuMoHasibHO) yKasblBaeT Ha MpUMeHeHWe npasu/a K AvanasoHy MopToB MCTOYHUKA
TCP.
<value 0-65535> — BBeanTE 3Ha4eHMe nopta UcTouHnka TCP. locTyneH gnana3oH 3Ha4YeHWi
ot 0 o 65535.
mask — (onuuoHanbHO) yKa3biBaeT AOMONHUTE/IbHO HACTPaMBaeMblil napamMmeTp Macku.
<hex 0x0-0xffff> — BBegnTE Macky nopta MCTOYHMKA.
dst_port — (onynoHasibHO) yKasbiBaeT Ha NPUMEHEHWe npasuia K Auana3oHy NopToB Ha3HaYeHus
TCP.
<value 0-65535> — BBeguTe 3HayeHue nopTa HasHadyeHuss TCP. [ocTyneH AuanasoH
3HaueHwit ot 0 oo 65535.
mask — (onumoHasIbHO) yKa3biBaeT AOMNOMHUTENbHbIA HACTpanBaeMblii NapameTp Macku.
<hex 0x0-0xffff> — BBeguTEe Macky noprta HazHa4eHus.
flag — (onumoHansHo) ykasbiBaeT nons TCP Flag.
all — ykasbiBaer, uto Bce TCP Flag 6yayT ncnonb3oBatbcs B AaHHOW KOHUIypaLuu.
urg — (ONyMoHasIbHO) HacTpoiika 3Ha4veHus “urg” ans nons TCP flag.
ack — (onymoHanbHO) HacTpoiika 3HaveHus “ack” gnsa nons TCP flag.
psh — (onumoHanbHO) HacTpolika 3HaveHns “psh” ans nons TCP flag.
rst — (onuMoHasIbHO) HacTpoiika 3HauyeHus “rst” gns nonst TCP flag.
syn — (onuMoHabHO) HacTpoika 3HadeHus “syn” ans nonst TCP flag.
fin — (onumoHanbHO) HacTpoiika 3HavyeHus “fin” ans nonsa TCP flag.
udp — ykasblBaeT Ha HacTpoliky napametpos UDP.
src_port — (onunoHasibHO) yKasblBaeT gnana3oH NopToB UcTouHnka UDP.
<value 0-65535> — BBeguTe 3HaveHWe nopta uctouHrka UDP. locTyneH gnanasoH 3Ha4eHwul
ot 0 go 65535.
mask — (OnuuMoHabHO) yKa3biBaeT AONOMHUTE bHbI HACTPaMBaeMbIil NapamMmeTp Macku.
<hex 0x0-0xffff> — BBeguTe Macky nopta UCTOUYHMKA.
dst_port — (onuuoHasnbHO) yKasblBaeT auanasoH noptos HasHaveHus UDP.
<value 0-65535> — BBeguTe 3HauyeHuMe nopta HasHavyeHusa UDP. JocTtyneH auanasoH
3HayeHun ot 0 go 65535.
mask — (onuMoHasnibHO) yKasbIBaeT AOMNONHUTE/bHbI HACTpanBaeMblii NnapameTp Macku.
<hex 0x0-0xffff> — BBegnuTE Macky nopta HasHa4YeHus.
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protocol_id — yka3biBaeT Ha NnpuMeHeHne npasu/a K 3HaveHuto napametpa protocol ID B IP-Tpadiuke.
<value 0-255> — BeeguTe Protocol ID.
user_define — (onuuvoHanbHO) ykasblBaeT Ha MPUMEHEeHVEe npaBuna K 3HaYeHuo napamerpa
protocol ID B IP-Tpaduke v onuusiM Macku 3a nepsbiMy 4 6anTamm nosesHbIX AaHHbIX |P-nakeTa.
<hex 0x0-0xffffffff> — BBegMTE Nonb3oBaTENLCKOE 3HAYEHNE MACKW.
mask — yka3blBaeT AONOMHUTE/bHbI HacTpavBaeMblii napaMeTp Macku.
<hex 0x0-0Oxffffffff> — BBeguTE 3HAUYEHME MaCKMW.

packet_content — ykasbiBaeT cmelleHmne (offset). Kaxaoe cmelleHmne (offset) onpeaenset 4 6aiita gaHHbIX,
KOTOpble NAEHTUUUMPYIOTCA B KavyecTBe ogHoro nons UDF.
offset_chunk_1 - (onumoHanbHO) onpegensieT 3HavyeHue 6aliToB nNakeTa A1 COMOCTaB/IEHUS.
Mcnonb3oBatbes byget offset chunk 1.
<hex 0x0-Oxffffffff> — BBeguTe macky ans offset chunk 1.
offset_chunk_2 - (onuuoHasbHO) onpegensier 3HadeHMe 6aillTOB NakeTa A1 COMOCTaB/EHUS.
Mcnonb3oBatbes byaet offset chunk 2.
<hex 0x0-0xffffffff> — BBeauTe Mmacky ans offset chunk 2.
offset_chunk_3 — (onunoHanbHO) onpegensieT 3HaueHue 6aliTOB nNakeTa A1 COMOCTaB/IEHUS.
Mcnonb3oBatbes byaet offset chunk 3.
<hex 0x0-0xffffffff> — BBeauTe macky ana offset chunk 3.
offset_chunk_4 - (onumoHanbHO) onpegensieT 3HavyeHue 6aliToB NakeTa A/ COMOCTaB/IEHNS.
Vcnonb3oBatbes byaet offset chunk 4.
<hex 0x0-0xffffffff> — BBeauTe macky gns offset chunk 4.

ipv6 — yka3blBaeT Ha NpuMeHeHre npasuia K nonsam IPve.
class — (onuuoHasibHO) yKa3blBaeT 3Ha4YeHne knacca IPv6.
<value 0-255> — BBeguTe 3HaueHune knacca IPv6. [JocTyneH gManasoH 3HavyeHuin ot 0 go 255.
flowlabel — (onunoHanbHO) ykasbiBaeT 3Ha4yeHne IPv6 Flow Label.
<hex 0x0-0xffff> — BBeguTe macky IPv6 Flow Label.
source_ipv6 — (onuMoHasibHO) yKasblBaeT 3HavyeHue IPv6-aapeca NCTOYHUKA.
<ipv6addr> — BBegute IPv6-agpec NCTOYHMKA, UCMONb3YeMbIi 418 AaHHOWN KOHdMrypaumu.
mask — (onuuoHasibHO) yKa3biBaeT A0MNOMNHUTELHO HACTpanBaeMblii NapamMmeTp Macku.
<ipvémask> — BBegute Macky IPv6-agpeca NcTo4HuKa.
destination_ipv6 — (onunoHanbHO) yKasbiBaeT 3HaYeHne IPv6-agpeca HasHauYeHus.
<ipv6addr> — BBeguTte IPv6-agpec HazHaueHWs, UCNONb3yeMbI 4715 [aHHON KOHurypaumn.
mask — (onuuoHasibHO) yKasbIiBaeT [OMOMHUTE/IbHO HACTpanBaeMblili napameTp Macku.
<ipvémask> — BBegute macky IPv6-anpeca HasHauyeHus.
tcp — (onumoHanbHO) onpedensieT HacTpoliku napameTpos TCP.
src_port — yka3biBaeT 3HadeHue IPv6 TCP-nopta UcTovHuka.
<value 0-65535> — BBeauTe 3HauyeHume TCP-nopTa ucTOYHMKA. [OCTyneH pAmanasoH
3HayeHuin ot 0 go 65535.
mask — ykasblBaeT AOMNO/HUTENbHO HAacTpanBaeMblii napameTp Macku.
<hex 0x0-0xffff> — BBeguTe 3HauyeHne mackn TCP-nopTa NCTOYHUKA.
dst_port — (onunoHanbHO) ykasbiBaeT 3HadeHue |IPv6 TCP-nopta HasHayeHus.
<value 0-65535> — BBeauTe 3HauyeHune TCP-nopta Ha3HadeHus. [OCTyneH AmanasoH
3HaueHuin ot 0 go 65535.
mask — ykasbiBaeT 40NO/IHUTEbHO HaCTpanBaeMblii NapaMeTp Macku.
<hex 0x0-0xffff> — BBeguTe 3HauyeHne mackm TCP-noprta Ha3HayeHus.
udp — (onNuMoHanbHO) onpefensieT HacTpolikn napameTpos UDP.
src_port — ykasbiBaeT 3HavyeHune |IPv6 UDP-nopTa ncroyHumka.
<value 0-65535> — BBeguTe 3HauyeHne UDP-nopTa WUCTOYHMKA. [OCTyneH AmanasoH
3HayeHun ot 0 go 65535.
mask — yka3biBaeT AONOHUTESBHO HacTpamBaeMblii napaMeTp Macku.
<hex 0x0-0xffff> — BBeguTe 3HauyeHne macku UDP-noprta NCTovHuKa.
dst_port — (onunoHanbHO) ykasbiBaeT 3HadeHue IPv6 UDP-nopTta HazHavyeHus.
<value 0-65535> — BBeauTe 3HauyeHve UDP-nopta HasHayeHuA. [JoOCTyneH pauanasoH
3HaueHwit ot 0 go 65535.
mask — ykasbiBaeT JONONHUTENbHO HacTpanBaeMblii napameTp Mackm.
<hex 0x0-0xffff> — BBeguTe 3HaueHne macku UDP-nopta Ha3HayeHus.
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icmp — (ONuMoHaIbHO) yKa3bIBaeT Ha HaCTpoliky napameTpoB ICMP.
type — (onuroHanbHO) yKasblBaeT Ha NpUMMeHeHue npasuna K 3HadyeHunto napametpa ICMP Type
B Tpaduke.
<value 0-255> — BBeauTe 3HadeHue napametpa ICMP Type B Tpadmke. JocTyrneH Avana3oH
3Ha4veHwuin ot 0 go 255.
code — (OnNuUUOHa/IbHO) yKa3blBaeT Ha MNpYMeEHeHue npasuna K 3HadeHuto napamerpa ICMP
Code B Tpacuke.
<value 0-255> — BBeguTe 3HayeHume napameTpa ICMP Code B Tpadmke. [ocTyneH
AnanasoH 3HadeHuii ot 0 o 255.

port — yka3sbIBaeT CN1COK NOPTOB, UCMNOMb3YEeMbIA ANS JaHHON KOHUrypaumn.
<portlist> — BBeguTe cnmcok NopToB, MCMOMNb3YyEMbIA 4719 AaHHON KOHJUIypaLmn.
all — ykasbIBaeT Ha UCnonb3oBaHNe BCeX NOPTOB A1 AaHHON KOHJIMrypaumu.
vlan_based — yka3sbiBaeT, 4To npaBuno 6yaet ocHoBaHo Ha VLAN.
vlan — ykasbiBaeT ums VLAN 15 gaHHoW KoHmrypauuu.
<vlan_name> — BBeguTe nms VLAN g/18 AaHHOW KOHburypaumm.
vlan_id — ykasbiBaeT VLAN ID gns gaHHoi KoHguUrypauumn.
<vlanid 1-4094> — Beegute VLAN ID gns paHHOR koHcurypaumm. LocTyneH AmnanasoH
3Ha4veHuin ot 1 go 4094,

permit — ykasblBaeT, YTO NakeTbl, NonagatLuve nog npasunao goctyna, 6yayT paspeLleHbl KOMMYTaTOPOM.
priority — (onuMoHa/IbHO) yKasbiBaeT Ha U3MEHEHUE MPUOPUTETA MakeTa, ecny naket nonagaeT nofg
npaBwso goctyna.
<value 0-7> — BBeguTe 3Ha4eHme npuoputeTa. JocTyneH guanasoH 3Ha4yeHuin ot 0 go 7.
replace_priority — (onumMoHanbHO) yKasbiBaeT Ha M3MeHeHue npuoputeta 802.1p MCXOAsLWEro
naketa.
replace_dscp_with — (onunoHanbHO) yKka3biBaeT Ha n3MeHeHne 3HavyeHnss DSCP ncxoasiwero nakera.
Ecnu pgaHHoe peiictBue npoussoautca 6e3 npuopuTeTa AelicTBUs, nakeTy 6yaeT HasHadeHo TC no
YMOMYaHMI.
<value 0-63> — BBeanTe HOoBOe 3HayeHne DSCP Ha cmeHy. [JlocTyneH AnanasoH 3HauyeHuli ot 0
0o 63.
replace_tos_precedence_with — (onuuoHanbHO) ykasbiBaeT, 4uTO 3HaveHue IP npuoputeta (IP
Precedence) ncxopswero naketa 6yger M3MEHEHO Ha HOBOE 3HayeHuwe. Ecnn gaHHbIi napaMeTp He
yKasaH, To NakeTy OyAeT HazHa4yeHOo 3Ha4eHne TC no ymosyaHmio.
<value 0-7> — BBeauTe 3Ha4YeHne npuoputeta ToS Ha 3ameHy. [JoCcTyneH AnanasoH 3Ha4YeHuii oT
O0po7.
counter — (ONUMOHA/IbHO) BK/IIOMEHNE WAN OTKOUYeHMe yHKUMM cyetumka ACL. Mo ymonuaHuio
onuusa oTknoveHa. Ecnv npaBuno He cBszaHo ¢ flow_meter, Bce coBnagawuwue naketbl OyayT
cuntatbes. Ecnv npasuno ceasaHo ¢ flow_meter, «counter» nepesanucbiBaeTcs.
enable — BkitoueHve doyHKUMM cyetumka ACL.
disable — oTknoyeHne yHKumm cyeTumka ACL.

mirror — nakeTbl, NonagaoLlue nog NpasuIo focTyna, 6yayT OTNpaB/eHbl Ha MOPT 3epKa/IMPOBaHUS.

deny - ykasblBaeT, 4yTO nNakeTbl, MonajawliyMe nod nNpasuao [A0CTyna, 6yayT OTUILTPOBaHbI
KOMMYTaTOPOM.

time_range — (OnuMoHasibHO) yKa3bIlBaeT MMS 3anncu gmanasoHa BpeMeHu.
<range_nhame 32> — BBeAuTe WMA [uana3oHa BpemMeHu. MakcvmasibHO fonyctMmas givHa —
32 cumBona.

delete — yka3biBaeT Ha yaasieHne npodunnsa uiv npasuna.
access_id — ykasblBaeT MHAEKC 3anncu cnucka goctyna.
<value 1- 128> — BBeauTe ugeHTudurkarop goctyna (access ID). [JocTyneH gnanasoH 3HAYEHWi
or 1 go 128.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb SAaHHY KOMaHAY.
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Mpumep
HacTpoiika 3anucu npasuia 418 Nnpoguas Macky COAEePXMMOro nakeTa:

DGS-3000-28XMP:admin#config access_profile profile_id 4 add access_id auto_assign
packet_content offset_chunk_3 @xFO port all deny

Command: config access_profile profile_id 4 add access_id auto_assign packet_content
offset_chunk_3 ©xF® port all deny

sSuccess.

DGS-3000-28XMP :admin#

7-4 show access_profile

OonucaHue
[aHHasi KomaHga ucnosb3yeTcs A1 NPoCMoTpa TekyLle Tabnuupl CNMCKOB AoCTyna.

CuHTtakcuc
show access_profile {[profile_id <value 1-512> | profile_name <name 32>]}

MapameTpbl

profile_id — (onunoHanbHO) ykasbiBaeT nHgekc npodguns (Profile ID) cnucka goctyna
<value 1-512> — BeeguTe Profile ID. [JocTyneH gnana3oH 3Ha4yeHuin ot 1 go 512.

profile_name — (onu1oHasibHO) yKa3sbiBaeT UM NPoOuns.
<name 32> — BBeguTe UMA Npouas. MakcumansHo gonyctuMas gamHa — 32 cumBona.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne TekyLeii Tabnmubl CNMCKOB AOCTyna:
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DGS-3000-28XMP:admin#show access_profile
Command: show access_profile

Access Profile Table
Total User Set Rule Entries : 1

Total Used HW Entries ;125
Total Available HW Entries : 899

Profile ID: 1 Profile name: t1l Type: Ethernet
MASK on
VLAN . OxFFF
Source MAC . 00-00-00-00-00-01
Destination MAC : 00-00-00-00-00-02
802.1p

Ethernet Type

Available HW Entries : 66

Profile ID: 2 Profile name: 2 Type: IPv4

Quit Next Page Next Entry  ALL

B cnepytowiem npvmepe nokazaH npodusb AocTyna, MNofafaepXuBarowmii Macky 3anucu Ans Kaxaoro
npasuna:

DGS-3000-28XMP :admin#show access_profile profile_id 1
Command: show access_profile profile_id 1

Access Profile Table

Profile ID: 1 Profile name: t1 Type: Ethernet
MASK on
VLAN : OXFFF
Source MAC . 00-00-00-00-00-01
Destination MAC : 00-00-00-00-00-02
802.1p

Ethernet Type

Available HW Entries : 66

DGS-3000-28XMP: admin#
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B cnepytouem npumepe nokasaH npodunsib Macku cCoaepXumMoro naketa ansa npoduns ¢ 1D 4:

DGS-3000-28XMP:admin#show access_profile profile_id 4
Command: show access_profile profile_id 4

Access Profile Table

Profile ID: 4 Profile name: 4 Type: User Defined
MASK on
offset_chunk_1 : 3 value : OxOOOOFFFF
offset_chunk_2 : 5 value : OxOOOOFFOO
offset_chunk_3 : 14 value : OxXFFFFOOOO
offset_chunk_4 : 16 value : OXFFOOEOEOO

Available HW Entries : 127

Rule ID : 1 (auto assign) Ports: 1-28
Match on

offset_chunk_3 : 14 value : Ox00000000
Action:

Deny

Quit Next Page Next Entry f All

7-5 config flow_meter

OnucaHue

[aHHasi KomaHaa ucnonb3yeTcs AN HacTpoikn dyHkumm flow meter. dyHkymsa flow meter nogaepxvsaet
Tpu pexmma: Single rate two color, Single rate three color n Two rate three color. NpaBnno goctyna Ao/MHKHO
ObITb CO3aHO A0 NPUMEHEHMS NAapPaMeTPOB AAHHOW (OYHKLNN.

Ona pexuma Single rate two color nonb3oBarensm AOCTyMHa HACTpoOWka npeanoynTaemMoli Nnosochl
nponyckaHusa (preferred bandwidth) gnsa storo npasuna B Kéut/c. Mpy NpeBbIWEHNN NOAOCHI NPOMYCKaHWs B
3aBUCUMOCTM OT NOMNb30BaTE/NIbCKMX HACTPOEK NNLLIHME MakeTbl 6yayT Nn6o oTbpolleHbl, NnMb6o um byaet
Ha3HayeH NPMopUTET OTOpPaChIBaAHUS.

[Onsa pexuma Single rate three color nonb3oBaTensiM HEOH6XOAMMO HACTPOUTb rapaHTMPOBaHHYH CKOPOCTb
nepegaun (committed rate) B K6ut/c, rapaHTMpOBaHHbI pa3mep Bcrniecka (committed burst size) n
[ONOMHUTENbHBIN pa3mep Bennecka (excess burst size).

Ana pexvma Two rate three color nonb3oBatensam Heo6XOAMMO HACTPOWUTb FapPaHTUPOBAaHHYK CKOPOCTb

nepegaun (committed rate) B Kout/c, rapaHTMpoBaHHbIii pasmep Bcnnecka (committed burst size), nMkoByto
cKopocTb (peak rate) n NnKoBbI pasmep Bennecka (peak burst size).
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MapKknpoBKa LiBeTa naketa MOXeT Npou3BoAMTbLCA B ABYX pexumax: Color-blind n Color-aware. B pexume
Color-blind onpegenenne uBeta npu 06paboTke nakeTa 3aBUCUT OT pesynbrata dyHkumm flow meter. B
pexume Color-aware onpegeneHve UBeTa npy ob6paboTke nakeTa 3aBUCUT OT pesynbrata dyHkuumn flow
meter n xogsiiero DSCP.

Ecnun pexum He ykasaH, No ymon4aHuo ncnosnbayetcsi Color-blind.

[nsa Green color packet npumeHsietca geiictBue conform, ans yellow color packet — geiictBue exceed, a
ans red color packet — geiicteue violate.

[OeincTeue replace (3ameHa) DSCP moxeT 6bITb BbiNoSHEHO ANnA naketoB GREEN, a Takke and gpyrux
naketoB (YELLOW u RED). Ecnu Bbi6paHo pgelictBue drop (ot6pocutb) ans YELLOW/RED, To 3ameHa
DSCP He 6yAeT BbINOMHEHA.

CuHTtakcuc

config flow_meter [profile_id <value 1-512> | profile_name <name 32>] access_id <value 1-128> [rate
[<value 1-10485760>] {burst_size [<value 1-262144>]} rate_exceed [drop_packet | remark_dscp
<value 0-63>] | tr_tcm cir <value 1-10485760> {cbs <value 1-262144>} pir <value 1-10485760> {pbs
<value 1-262144>} {[color_blind | color_aware]} {conform [permit | replace_dscp <value 0-63>]
{counter [enable | disable]}} exceed [permit {replace_dscp <value 0-63>} | drop] {counter [enable |
disable]} violate [permit {replace_dscp <value 0-63>} | drop] {counter [enable | disable]} | sr_tcm cir
<value 1-10485760> cbs <value 1-262144> ebs <value 1-262144> {[color_blind | color_aware]}
{conform [permit | replace_dscp <value 0-63>] {counter [enable | disable]}} exceed [permit
{replace_dscp <value 0-63>} | drop] {counter [enable | disable]} violate [permit {replace_dscp <value
0-63>} | drop] {counter [enable | disable]} | delete]

MapameTpbl

profile_id — yka3biBaeT ngentndukarop npocpuns (Profile ID).
<value 1-512> — Beegute Profile ID. [locTyneH gnanasoH 3HavyeHnii ot 1 go 512.

profile_name — yka3biBaeT nms npoguns.
<name 32> — BBeguTEe UMA Npouan. MakcumansHo gonyctuMas gamHa — 32 cumBona.

access_id — yka3biBaeT ngeHtudumkarop gocryna (Access ID).
<value 1-128> — BeegnTe Access ID. [locTyneH ananasoH 3HavyeHuii ot 1 go 128.

rate — yka3blBaeT CKOpPOCTb An1s pexuma Single rate two color. Yka3blBaeT rapaHTUpOBaHHY M0Jocy
nponyckaHua B KGuT/c ansa notoka.
<value 1-10485760> — BBeauTe CKOpPOCTb ANnd pexuma Single rate two color. JocTyneH avanas3oH
3Ha4veHun ot 1 o 10485760.
burst_size — (onunoHasbHO) ykasbiBaeT pasmep Bcnnecka (burst) ana pexuma Single rate two color.
EpunHnua nsmepenns — KéaiiT.
<value 1-262144> — BBeanTe pa3mep Bcnsecka. JocTyneH gnanasoH 3Ha4eHuin oT 1 go 262144.
rate_exceed — yka3blBaeT AeliCTBME /19 NaKeTOB, MPEBbIWAKLNX MOMNOCY NPONyCKaHus B pexume
Single rate two color.
drop_packet — ykasbiBaeT HeMe//IEHHO OTOPOCUTL NakerT.
remark_dscp — nometuTb nmakeT ykasaHHbiM DSCP. lMakeTy Ha3Ha4aeTcs BbICOKWIA npuopuTeTt
oTbpacbiBaHUS.
<value 0-63> — BBeguTe 3HayeHne DSCP Remark. [ocTyneH gmanasoH 3HauyeHuii oT 0 Ao
63.

tr_tcm — ykasbiBaeT pexum «Two rate three color»
cir — yKka3blBaeT rapaHTMpOBaHHY CKOpPOCTb nepesayun nHpopmaumm (Committed Information Rate).
EpnHnua nsmepenns — Kéut/c. CIR Bcerga gomkHa bbiTe paBHa i MeHbLlle PIR.
<value 0-10485760> — BBeanTe 3Ha4yeHne CIR. [JocTyneH ananasoH 3HavyeHuin ot 0 go 10485760.
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cbs — (onumoHanbHO) yKasbiBaeT rapaHTUpOBaHHbIA pasmep Bcrsiecka (Committed Burst Size).
EavHuua nsmepenns — Kbaiit, rae 1 o3Havaet 1 K6aiit. 3HaueHme no ymonyaHuio — 4*1024.
<value 1-262144> — BeegnTe 3Ha4eHne CBS. [locTyneH ananas3oH 3HaveHuin oT 1 no 262144.
pir — ykasblBaeT MNUKOBYK CKOpOCTb nepefayun uHdopmaumm (Peak Information Rate). EgnHuua
n3mepeHus — Kéut/c. PIR Bcerga fomxHa obiTb paBHa nnu 6osnblie CIR.
<value 1-10485760> — BeeauTe 3HaueHue PIR. JocTyneH guanas3oH 3HaveHuin ot 1 go 10485760.
pbs — (onunoHanbHO) yKka3biBaeT NMKOBLIN pasmep Bensecka (Peak Burst Size). EanHuua nsmepeHns
— K6aliit. 3HaueHune no ymonuaHumio — 4*1024.
<value 1-262144> — BeeanTe 3HavyeHne PBS. [JocTyneH Ananas3oH 3HavyeHuii oT 1 o 262144.
color_blind — (onuuoHanbHO) ykasbiBaeT pexunm paboTbl yHKUMM meter kak Color-blind. To
YMOMYaHUIO HacCTPoeH pexunm Color-blind.
color_aware — (ONUMOHA/IBHO) YyKa3blBaeT pexum paboTbl (yHKUMM meter kak Color-aware.
OKoHuaTesbHbIA LBET NakeTa OnpeaensieTcs HadaslbHbIM LIBETOM NakeTa M pesynsratoM paboThbl
hyHKUMN meter.
conform — (onuuoHasnbHO) onpegenser AelicTBMe, €eCnM NakeT 0603HayeH LBETOM «green»
(3eneHbiin).
permit — paspewnTb NakeT.
replace_dscp — 3ameHa 3HauyeHua DSCP nakeTa.
<value 0-63> — BBeguTe 3HayeHne DSCP gi1a 3ameHbl. [JOoCcTyneH gnanasoH 3HavyeHuin ot 0
[0 63.
counter — (OonuMoHanbHO) YyKasbiBaeT cyeTunk ACL. 3HayeHue no ymonyaHutwo — «disable»
(oTkntoueHo). Pecypcbl MOryT ObiTb OrpaHW4YeHbl, M3-3a YEero CYETUYMK WHOrga He MOXET ObITb
BK/IHOUEH. [py OTKIOYEHUN (DYHKLMM CHETUUKM ByayT COPOLLUEHDI.
enable — BkntoueHve cuetumka ACL.
disable — oTknoueHne cuetunka ACL.
exceed — onpegenset gelicteme, ec/im naket 0603HaueH LBeToM «yellow» (KenTbli).
permit — pa3peLlunTb NakeT.
replace_dscp — (onunoHanbHO) 3ameHa 3HadyeHus DSCP nakeTta.
<value 0-63> — BBegunTe 3HayeHne DSCP gns 3ameHbl. [JOCTyneH ananasoH 3HavyeHuin ot 0
[o 63.
drop — oT6poCUTL NakeT.
counter — (onuMoHas/lbHO) YyKasbiBaeT cyeTunk ACL. 3HauyeHne no ymonuyaHuw - «disable»
(oTkNtOYeHo). Pecypcbl MOryT ObITb OFpPaHW4YeHbl, U3-3a YEero CUETYMK WHOrAa HEe MOXET ObITb
BK/IHOUEH. [pKn OTKIUYEHUN OYHKLNM CHETUMKN ByAyT COPOLLEHbI.
enable — BkntoyeHve cyetumnka ACL.
disable — oTkntoueHne cuetunka ACL.
violate — onpepgensiet geiictere, ecnmn NakeT 0603HaYEH LBETOM «red» (KpacHbIii).
permit — paspeLlunTb NakeT.
replace_dscp — (onuuoHansbHO) 3aMeHa 3HavyeHus DSCP nakeTa.
<value 0-63> — BBeguTe 3HauyeHne DSCP gnia 3aMeHbl. [JoCcTyneH guanasoH 3HavyeHuin ot 0
[0 63.
drop — oT6poCUTL NakeT.
counter — (onuuoHanbHO) ykasbiBaeT cyeTunmk ACL. 3HaueHue no ymonyaHuiwo — «disable»
(oTkitoueHo). Pecypcbl MOryT ObiTb OrpaHW4Y€eHbl, M3-3a Yero CYETUYMK WHOrga He MOXET ObITb
BKJ/IHOUEH. [pKN OTKIOUEHUN GOYHKLNM CHETUMKIN ByayT COPOLLEHbI.
enable — BkntoyeHve cyetumnka ACL.
disable — oTkntoueHne cuetunka ACL.

sr_tcm — ykasbIBaeT pexum «Single rate three color.

cir — yka3blBaeT rapaHTMpOBaHHY CKOPOCTb nepefdayn nHopmaumm (Committed Information Rate).
EnnHuua nsmepenns — Kout/c.

<value 0- 10485760> — BeeanTe 3HavyeHune CIR. [ocTyneH gmanasoH 3Ha4yeHuit ot 0 go 10485760.
cbhs — ykasbiBaeT rapaHTMpoBaHHbI pa3mep Bcniecka (Committed Burst Size). EaMHuua namepeHus
— K6aliT.

<value 1-262144> — BBeguTe 3Ha4eHve CBS. [locTyneH avanasoH 3Ha4yeHuii oT 1 0o 262144,
ebs — yka3sbiBaeT AONOAHUTENBHLIA padmep Bcnnecka (Excess Burst Size). EanHmMua namepeHns —
Kbair.
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<value 1-262144> — BeeanTe 3HaveHne EBS. JocTyneH avanasoH 3HadyeHuii oT 1 go 262144,
color_blind — (onuuvoHanbHO) ykasbiBaeT pexum paboTbl yHKUMM meter kak Color-blind. Mo
yMON4YaHUIo HacTpoeH pexmm Color-blind.
color_aware — (onuuMoHaslbHO) YyKasblBaeT pexum paboTbl QyHkUMM meter kak Color-aware.
OkoHuYaTesbHbIi LUBET MakeTa OMpefesnisieTcs HadasibHbIM LBETOM MakeTa W pe3ynbTatoM paboTbl
hyHKUMN meter.

conform — (onuuMoHanbHO) onpegenseT [eilcTBue, ecnn nakeT 0603Ha4YeH LBETOM «green»

(3eneHbliin).

permit — paspelnTb NakeT.
replace_dscp — 3ameHa 3HavyeHus DSCP nakeTa.
<value 0-63> — BBeauTe 3HadyeHne DSCP gnsa 3ameHbl. JoCTyneH gvanasoH 3HadyeHuii ot 0
[0 63.
counter — (OnuMoHanbHO) yKasbiBaeT cyeTunk ACL. 3HauyeHue no ymonyaHuwo — «disablex»
(oTknto4eHO). Pecypcbl MOryT 6bITb OrpaHUYeHbl, U3-3a Yero CYETYMK UHOr4a He MOXET ObiTb
BK/tOUEH. [py OTK/OUEHNM (PYHKLMKN CHETUUKM BYAYyT COPOLLEHDI.
enable — BkntoyeHve cyetunka ACL.
disable — otkntoueHune cuetunka ACL.
exceed — onpegensier geiicterne, ecnun nNakeT 0603Ha4YeH LBETOM «yellow» (KenTblit).
permit — pa3peLunTb NakeT.
replace_dscp — (onunoHanbHO) 3aMmeHa 3HavyeHuss DSCP nakeTa.
<value 0-63> — BBeauTe 3Ha4eHne DSCP ans 3ameHbl. [JOCTyneH AnanasoH 3Ha4yeHwuin ot
0 po 63.
drop — oT6pOCKTbL Naker.
counter — (OnuyMoHasnibHO) yKasblBaeT cyeTunk ACL. 3HayeHue no ymonyaHuoo — «disablex»
(oTkntoYEeHO). Pecypcbl MOryT 6bITb OrpaHUYeHbl, U3-3a Yero CYETUMK UHOr4a HEe MOXET ObiTb
BK/tOUEH. [py OTK/OUEHNM (PYHKLMKN CHETUUKM BYAYyT COPOLLEHDI.
enable — BkntoyeHve cyetunka ACL.
disable — oTknoueHne cuetunka ACL.
violate — onpepensiet geiictere, ecnu NakeT 0603Ha4YEH LBETOM «red» (KpacHbIi).
permit — pa3peLunTb NakeT.
replace_dscp — (onuuoHansHO) 3amMeHa 3HavyeHus DSCP nakeTa.
<value 0-63> — BBeauTe 3Ha4yeHne DSCP ans 3ameHsbl. [JOCTyneH AnanasoH 3Ha4YeHwuin ot
0 po 63.
drop — oT6pOCKTbL Naker.
counter — (OnuMoHasNIbHO) yKasblBaeT cyeTunk ACL. 3HauyeHue no ymonyaHuwo — «disablex»
(oTknto4EHO). Pecypcbl MOryT 6bITb OrpaHUYeHbl, U3-3a Yero CYETUMK UHOr4a HEe MOXET ObiTb
BK/tOUEH. [py OTK/OUEHNM PYHKLMKN CHETUUKM BYAYT COPOLLEHDI.
enable — BkntoyeHve cyetunka ACL.
disable — oTknoueHne cuetunka ACL.

delete — yka3biBaeT ynaneHue ykazaHHoro flow_meter.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
Hactpoiika dyHkumm flow meter «Two rate three color»:

DGS-3000-28XMP:admin# config flow_meter profile_id 1 access_id 1 tr_tcm cir 1000 chs 2000 pir
2000 pbs 2000 color_blind conform permit counter enable exceed permit replace _dscp 60 counter
enable violate drop

Command: config flow_meter profile_id 1 access_id 1 tr_tcm cir 1000 chs 2000 pir 2000 pbs
2000 color_blind conform permit counter enable exceed permit replace_dscp 60 counter enable
violate drop

Success.
DGS-3000-28XMP: admin#
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7-6 show flow meter

OnucaHue
[aHHasi KomaHga ucnonb3yeTcs As1s npocmoTpa nHdopmauun o pyHkumm ACL Flow Metering.

CuHTakcuc
show flow_meter {[profile_id <value 1-512> | profile_name <name 32>] {access_id <value 1- 128>}}

MapameTpbl

profile_id — (onynoHanbHO) ykasbiBaeT Profile ID.
<value 1-512> — BeeguTe Profile ID. JocTyneH gnana3oH 3HaveHuin oT 1 go 512.

profile_name — (onunoHasibHO) yKkasbiBaeT UMSA NPouns.
<name 32> — BBeguTe UM npopuis. MakcumansHo gonyctuMas gavHa — 32 cMMBona.

access_id — (onymoHanbHO) ykasbiBaeT Access ID.
<value 1- 128> — BBeauTe Access ID. [locTyneH gnanasoH 3HaveHuin ot 1 go 128.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne nHgopmaumm o HacTpokax doyHkumm flow meter:

DGS-3000-28XMP:admin# show flow_meter
Command: show flow_meter

Flow Meter Information

Profile ID:1 Access ID:1 Mode : trTCM / ColorBlind
CIR(Kbps):1000 CBS(Kbyte) :2000 PIR(Kbps):2000 PBS(Kbyte):2000
Action:
Conform : Permit Counter: Enabled
Exceed : Permit Replace DSCP: 6@ Counter: Enabled
violate : Drop Counter: Disabled

Total Entries: 1

DGS-3000-28XMP : admin#

7-7 config time_range

OnucaHue

[aHHasi kOMaHda ucnonb3yeTcs AN yKasaHus onpefeneHHOoro AmanasoHa BpeMeHW ANns akTusauum
OYHKL M1 Ha KOMMYyTaTope. HeobxoaMMo yKasaTb Yachl U AHW HeAenn. YKasaHHbIn gnana3oH onpeaensieTcs
no BpemeHn SNTP unn paHee HacTPOeHHOMY BpemeHu. Ecnn gaHHoe BpeMsi HeAOCTYNHO, BPEMEHHOI
AnanasoH He ByaeT HaCTPOEH.

CuHTakcuc

config time_range <range_name 32> [hours start_time <time hh:mm:ss> end_time <time hh:mm:ss>
weekdays <daylist> | delete]
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MapameTpbl

<range_name 32> — BBeAuTe NUMA [uana3oHa BpemeHW. MakcvmasibHO onyctumas AJjiMHa COCTaB/iferT
32 cnumBona.

hours — yka3biBaeT BpemMs CyTOK.

start_time — yka3biBaeT HauyaslbHOe BpeMs AnanasoHa.
<time hh:mm:ss> — BBeauTe HavanbHoe BpeMsA (B 24-yacoBom chopmare). Hanpumep, 19:00
O3HayaeT 7 4acoB Beyepa. 3HadyeHue 19 Tawkke AonycTumMo. Bpems, ykaszaHHOe B napametpe
start_time, 4O/MKHO 6bITb MEHbLLE BPEMEHM, yKa3aHHOro B napameTpe end_time.

end_time — yka3blBaeT KOHEYHOE Bpems auanasoHa.
<time hh:mm:ss> — BBeaute koHeuyHoe Bpems (B 24-yacoBoMm cpopmare). Hanpumep, 19:00
O3HayaeT 7 yacoB Beyepa. 3HadyeHne 19 Takke gonyctumo. Bpems, ykasaHHOe B napamertpe
start_time, O/MKHO 6bITb MEHbLLE BPEMEHW, YKa3aHHOro B NnapameTpe end_time.

weekdays — yka3biBaeT CNMCOK AHEN, BXOAALMX BO BpEMEHHOM AnanasoH. Micnonbayiite Tupe, 4YTobbl

yKa3aTb HECKO/IbKO AHeil. Vicnonb3yiiTe 3anATyio AN pasfeneHns AHeil B ananasoHe.
<daylist> — BBeaguTe AHW HeOeNu, KOTOpble HEOBXOAMMO BK/IOUNTL B KOHGUrypaumio. Hanpumep,
mon-fri (NOHefeNnbHUK — NATHWULA). sun, mon, fri (BockpeceHbe, NOHeAENbHUK U NATHULA).

delete — yaaneHue npodmns gnanasoHa BpeMeHn. Ecnn npodune time_range accouumnpoBaH € 3anvcamm
ACL, ero yganeHue 6yaeTr HEBO3MOXHO.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
HacTpoiika gvanasoHa BpeEMEHM C MMEHeM «1», HauMHatowerocs kaxgapli noHegensHuk B 01:01:01 un
3akaHumsarowlerocs B 02:02:02:

DGS-3000-28XMP:admin# config time_range 1 hours start_time 1:1:1 end_time 2:2:2 weekdays mon
Command: config time_range 1 hours start_time 1:1:1 end_time 2:2:2 weekdays mon

Success.

DGS-3000-28XMP: admin#

7-8 show time_range

OonucaHue
[JaHHas komaHga ucnosb3yeTcs A8 NpocMoTpa TeKYLUMX HACTPOEK Anana3oHa BpeMeHuU.

CuHTakcuc
show time_range

MapameTtpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTOobpaeHVe TEKYLLUX HACTPOEK AnanasoHa BPeEMEHN:
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DGS-3000-28XMP:admin# show time_range
Command: show time_range

Time Range Information

Range Name i1
Weekdays : Mon
Start Time : 01:01:01
End Time : 92:01:01

Total Entries :1

DGS-3000-28XMP: admin#

7-9 show current_config access_profile

OnucaHue

[JaHHas komaHga ncnosb3yeTcs onsa npocmoTtpa Yactn ACL B TEKyLLER KOHurypauum npyu BXO4€E B YYETHYIO
3anuvch yposHsa User.

MonHocTbIo TEKYLLYHO KOHJourypauuio MOXHO NMPOCMOTPETL c NMoMOLLbI0 KOMaHAbl
show config current_config, goctynHoi nonb3osatento yposHsa Administrator.

CuHTakcuc
show current_config access_profile

MapameTpsbl
HeT.

OrpaHuyeHus
HeT.

Mpumep
OTo6paxeHne Yactn ACL TekyLieli KoHdurypauum:

DGS-3000-28XMP:admin# show current_config access_profile
Command: show current_config access_profile

# ACL

create access_profile ethernet vlan profile id 1
config access_profile profile_id 1 add access_id 1 ethernet vlan default port 1 permit

create access_profile ip source_ip_mask 255.255.255.255 profile_id 2
config access_profile profile_id 2 add access_id 1 ip source_ip 10.10.10.10 port 2 deny

DGS-3000-28XMP : admin#
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7-10 show access_profile hw_info

OnucaHue
[aHHasi KomaHga ucnosb3yeTcs s NpocmoTpa MHdopmauun 06 ncnosb3oBaHun annapartHbix ACL.

CuHTakcuc
show access_profile hw_info

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTob6paxeHne nHhopmaumm 06 ncnonb3osaHUM annapatHbIx ACL:

DGS-3000-28XMP:admin#show access_profile hw_info
Command: show access_profile hw_info
Slice ID/
Priority Profile ID Owner Number of Rules
1/4094 1 System 62
Used 62
Available 66
2/4093 2 System 62
Used 62
Available 66
3/0
Used 0]
Available 128
4/08
Used 0]
Available 128
CTRL+C| uit FXYE [ Next Page ENEER Next Entry § All

114



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

8. KomaHabl Address Resolution Protocol (ARP)

create arpentry <ipaddr> <macaddr>

delete arpentry [<ipaddr> | all]

config arpentry <ipaddr> <macaddr>

config arp_aging time <value 0-65535>

clear arptable

show arpentry {ipif <ipif_name 12> | ipaddress <ipaddr> | static | mac_address <macaddr>}

8-1 create arpentry

OnucaHue
KomaHga ncnonb3yetcs ansa co3gaHns cratuyeckoin ARP-3anncn B ARP-Tabnuue KommyTtaTopa.

CuHrtakcuc
create arpentry <ipaddr> <macaddr>

MapameTpbl

<ipaddr> — BeeguTe IP-agpec 3anpalunBaeMoro y3na uiv ycTpoicTea.
<macaddr> — BBegute MAC-agpec, COOTBETCTBYIOLMIA BbiLleyKkaszaHHOMY |IP-agpecy.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYIO KOMaHAy.

Mpumep

Cospganue ctatuyeckon ARP-3anncu gns IP- agpeca 10.48.74.121 n MAC-agpeca 00-50-BA-00-07-36:
DGS-3000-28XMP:admin# create arpentry 10.48.74.121 00-50-BA-00-07-36

Command: create arpentry 10.48.74.121 00-50-BA-00-87-36

Success.

DGS-3000-28XMP :admin#

8-2 delete arpentry

OnucaHue
KomaHga mncnonb3yercsa ans yaaneHus ARP-3anucu, COOTBETCTBYHOLLEN ykazaHHOMY IP-agpecy, nnmn Bcex
ARP-3anucel.

CuHTakcuc
delete arpentry [<ipaddr> | all]

MapameTpbl
<ipaddr> — BBeauTe IP-agpec 3anpaluvMBaemoro ysaa uav ycTponcTaa.

all — ynaneHune Bcex ARP-3anucel.
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OrpaHuyeHus
Tonbko nonb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
Ypanexue n3 ARP-Tabnuupbl 3anncu, cooTBeTcTBytoulein IP-aagpecy 10.48.74.121:

DGS-3000-28XMP:admin# delete arpentry 10.48.74.121
Command: delete arpentry 10.48.74.121

Success.

DGS-3000-28XMP : admin#

8-3 config arpentry

OnucaHue
KomaHga mncnonb3yercs gnsa HacTtpoiiku MAC-agpeca ctatudeckoih 3anmcu B ARP-Tabnuue. YkasbiBaeTcs
IP-agpec n MAC-agpec 3anucu.

CuHTtakcuc
config arpentry <ipaddr> <macaddr>

MapameTtpbl
<ipaddr> — BBeguTe IP-agpec 3anpalinBaemoro y3na uimv yCcTpoicTBa.
<macaddr> — BBegute MAC-afpec, COOTBETCTBYIOLMIA BbiLueyKaszaHHOMY |IP-aapecy.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AAaHHYHO KOMaHAy.

Mpumep
HacTpoiika MAC-agpeca 00-50-BA-00-07-37 gnsa ctatudeckoii 3anvcu ¢ IP-agpecom 10.48.74.121:

DGS-3000-28XMP:admin# config arpentry 10.48.74.121 00-50-BA-00-07-37
Command: config arpentry 10.48.74.121 00-50-BA-00-07-37

Success.

DGS-3000-28XMP :admin#

8-4 config arp_aging time
OnucaHune
KomaH,qa NCMNONb3yeTca ansd HaCTpOﬁKM MakCMMasIbHOIo KosmyectBa BpPEMEHU B MUHYTaX, B TeyeHue

KoToporo AnHamuyeckasd ARP-3anvMcb MOXeT xpaHuTbca B ARP-Tabnvue koMMmyTaTopa [0 yaasIeHUs.

CuHTtakcuc
config arp_aging time <value 0-65535>
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MapameTpbl

<value 0-65535> — BBeaMTe BpeMs B MUHyTax, N0 UCTEYEHWM KOTOPOro 3anucb OyaeT yganeHa (aging
time). JlocTyneH AnanasoH 3HavyeHuin ot 0 Ao 65535. 3Ha4yeHne nNo ymondaHuo — 20.

OrpaHuyeHus
Tonbko nonb3oarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
HacTpoiika 3HaueHus aging-time gna ARP-3anuncu, paBHbiM 30 MUHyTaMm:

DGS-3000-28XMP: adnin# config arp_aging time 30
command: config arp_aging time 30

Success.

DGS-3000-28XMP : admin#

8-5 clear arptable

OonucaHue
KomaHga ncnosnb3yeTcs Ans yaaneHus BCex AMHaMnyeckmx 3anvceii us ARP-tabnmubl.

CuHTtakcuc
clear arptable

MapameTtpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
YpaneHue 3anucei ns ARP-tabnuupi:

DGS-3000-28XMP:admin# clear arptable
Command: clear arptable

Success.

DGS - 3000-28XMP :admin#

8-6 show arpentry
OnucaHune
KomaHga ucnonb3syetca ana npocmotpa ARP-tabnuupl. JocTynHa dwmnstpauns tabnuubl: no IP-agpecy,

MAC-agpecy, UMeHu nHTepgpeiica nnu cTaTnyeckum 3arnmcsim.

CuHTtakcuc
show arpentry {ipif <ipif_name 12> | ipaddress <ipaddr> | static | mac_address <macaddr>}
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MapameTpbl
ipif — (onumoHanbHO) ykasbiBaeT umsA IP-vHTepdielica, rge HaxoguTcsa 3anpalnBaemblii y3en unm
YCTPOWCTBO, A/151 KOTOPOro 6bl1a co3gaHa ARP-3anuce.
<ipif_name 12> — Beegnte ums IP-nHTepdeiica. MakCcumasibHO AONYCTMMOE KO/IMYEeCTBO CUMBOJIOB
—-12.
ipaddress — (onuMoHanbHO) yka3biBaeT |IP-agpec 3anpallimBaemoro y3sa uav ycTpoicTea.
<ipaddr> — BBeguTe IP-agpec.
static — (onuMoHanbHO) yKasbIBAET OTOOPaXeHMe cTatnyeckux 3anncein B ARP-Tabnumue.
mac_address — (onynoHanbHO) oTobpaxaeT ARP-3anucy no ykazaHHomy MAC-agpecy.
<macaddr> — Beeante MAC-aapec.

OrpaHuyeHus
Her.

Mpumep
OTob6paxeHne ARP-Tabnmubi:

DGS-3000-28XMP:admin# show arpentry
Command: show arpentry

ARP Aging Time : 20

Interface IP Address MAC Address Type

System 10.0.0.0 FF-FF-FF-FF-FF-FF Local/Broadcast
System 10.1.1.1 0D-02-03-04-05-06 Static

System 10.1.1.2 0D-02-03-04-05-06 Dynamic

System 10.1.1.3 00-02-03-04-05-06 Static

System 10.90.90.90 0P-01-02-03-04-00 Local

System 10.255.255.255 FF-FF-FF-FF-FF-FF Local/Broadcast

Total Entries: 6

DGS-3000-28XMP : admin#
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9. KomaHabl npegoTBpaleHua atak ARP Spoofing

config arp_spoofing_prevention [add gateway_ip <ipaddr> gateway_mac <macaddr> ports [<portlist> |
all] | delete gateway _ip <ipaddr>]

config arp_spoofing_prevention syslog state [enable | disable]

show arp_spoofing_prevention

9-1 config arp_spoofing_prevention

OnucaHue

KomaHga npegHasHadeHa gns HacTpoiikm ARP-3anucun, mcnonb3yemoi gns npegotepalweHms atak ARP
Spoofing ¢ nogmeHoin MAC-agpeca wnt3a. [ocne co3gaHmsa Takoi 3anmcu cuctema Byger otbpachkiBaTtb
ARP-naketbl, y Kotopbix IP-agpec wcTtouHuka cosnagaetr c IP-agpecom ww3a, HO He coBnagakor
MAC-agpec nctouHuka u MAC-agpec wno3a.

CuHTakcuc
config arp_spoofing_prevention [add gateway_ip <ipaddr> gateway_mac <macaddr> ports [<portlist>

| all] | delete gateway_ip <ipaddr>]

MapameTpsbl

add — yka3biBaeT Ha fobasneHue 3annucun ARP Spoofing Prevention.

gateway_ip — ykasblBaeT HacTpoiiky IP-agpeca wnto3a.
<ipaddr> — BBegute IP-agpec.

gateway_mac — yka3sbiBaeT MAC-agpeca wwnto3a.
<macaddr> — Beeaute MAC-agpec.

ports — yka3bIiBaeT AnanasoH HacTpanBaeMbIX MOPTOB.
<portlist> — BBeanTE CNUCOK NOPTOB.
add — ykasbIBaeT HaCTpOiiky BCEX NMOPTOB.

delete — yka3biBaeT Ha ynaneHue 3anucu ARP Spoofing Prevention.
gateway_ip — yka3sbiBaeT IP-agpeca wnio3a.
<ipaddr> — BBegute IP-agpec.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nnn Power-User MOryT BbINOMHATb AAaHHYHO KOMaHAY.

Mpumep
HacTtpoiika 3anncu ARP Spoofing Prevention:

DGS-3000-28XMP:admin# config arp_spoofing_prevention add gateway_ip 10.254.254.251
gateway_mac 00-00-00-11-11-11 ports 1-2

Command: config arp_spoofing_prevention add gateway_ip 10.254.254.251 gateway_ma

c 00-00-00-11-11-11 ports 1-2

Success.

DGS-3000-28XMP : admin#

119



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

9-2 config arp_spoofing_prevention syslog state
OnucaHue
KomaHga ucnonb3yeTca Ansi HacTpPOMKM cTatyca cUCTeMHOro XypHana (syslog) ans ARP  Spoofing

Prevention.

CuHTakcuc
config arp_spoofing_prevention syslog state [enable | disable]

MapameTpbl

enable — BknoyeHne normpoeaHns MAC-aapeca atakyoLlero, ecnv IP-aapec ataku CoBnajaeT ¢ afjpecom
wo3a.

disable — oTknioueHne noruposaHus MAC-adpeca atakylollero, ecnm IP-agpec ataku cosnagaer c
afjpecom Lunto3a.

OrpaHuyeHus
Tonbko nonb3oarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
BknroueHue cucteMHoro xypHana ana ARP Spoofing Prevention:

DGS-3000-28XMP:admin#config arp_spoofing_prevention syslog state enable
Command: config arp_spoofing_prevention syslog state enable

Success.

DGS-3000-28XMP : admin#

9-3 show arp_spoofing_prevention

OnucaHue
KomaHpga ncnonb3syetca as1a npocmotpa 3anucu ARP Spoofing Prevention.

CuHTakcuc
show arp_spoofing_prevention

MapameTtpsbl
HeT.

OrpaHuyeHus
Het.

Mpumep
OTobpaxeHne 3anmcein ARP Spoofing Prevention:
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DGS-3000-28XMP:admin#show arp_spoofing_prevention
Command: show arp_spoofing prevention

Log State: Enabled
Gateway IP Gateway MAC Ports

10.254.254.251 00-00-00-11-11-11 1-2

Total Entries: 1

DGS-3000-28XMP : admin#
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10. KomaHAabI aBTOMaTn4yeckoro pe3epBHOro
KonupoBaHuA

enable autobackup

disable autobackup

config autobackup path [tftp [<ipaddr> | <ipv6addr> | <domain_name 255>] dest file <path_filename
64> | ftp [ftp: <string 128>] | none]

config autobackup mode [save_config | time_period | all]

config autobackup time_schedule [interval <min 1-525600> | periodic <time hh:mm:ss> {mon | tue |
wed | thu | fri | sat | sun | weekdays | weekends | every day}(1) | none]

config autobackup log state [enable | disable]

config autobackup trap state [enable | disable]

enable autobackup_encryption

disable autobackup_encryption

config autobackup file_template [<desc 64> | none]

show autobackup

10-1 enable autobackup

OonucaHue
[aHHasi KomaHga ucnosb3yeTcs Ans BKAYEHUST DYHKLMM aBTOMATMYECKOTO PE3EPBHON0 KOMMPOBaHWS.

CuHTakcuc
enable autobackup

MapameTpsbl
Her.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator, Operator nnu Power-User MOryT BbINO/HATE SAaHHYH KOMaHAYy.

Mpumep

BkntoueHne yHKLMM aBTOMATUYECKOro PE3EPBHOI0 KONMPOBaHUS:
DGS-3000-28XMP:admin#enable autobackup

Command: enable autobackup

Success.

DGS-3000-28XMP:admin#

10-2 disable autobackup

OonucaHue
[JaHHas KomaHga ncnonb3yetcs ANA OTKIYEHNA PYHKLMM aBTOMaTUYeCKOro pe3epBHOro KonvpoBaHus.

CunHTtakcuc
disable autobackup

MapameTpsbl
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Her.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AaHHYHO KOMaHAy.

Mpumep

OTKNOYEHME (DYHKLMM aBTOMATUYECKOTO Pe3epBHOro KONMpoBaHWs:
DGS-3000-28XMP:admin#disable autobackup

Command: disable autobackup

Success.

DGS-3000-28XMP: admin#

10-3 config autobackup path

OnucaHue
[JaHHasi KomaHga Ucnosb3yeTcs ANs HaCTPOMKX NyTU aBTOMATUUYECKOro Pe3epBHOI0 KONMPOBAaHUS.

CuHTakcuc
config autobackup path [tftp [<ipaddr> | <ipv6addr> | <domain_name 255>] dest_file <path_filename
64> | ftp [ftp: <string 128>] | none]

MapameTpbl
tftp — ykasbiBaeT pe3epBHOE KONMPOBaHUE TEKYLLEN KOHhUIypaunm Ha yaaneHHblli cepsep vyepe3 TFTP.
<ipaddr> — BeeguTte IP-agpec TFTP-cepBepa.
<ipv6addr> — BeeauTte IPv6-agpec TFTP-cepBepa.
<domain_name 255> — BBe/TEe JOMEHHOE UMS cepBepa.
dest_file — ykasbiBaeT nmsa koHeuHoro haina (pathname), koTopblii 6yLeT CNO/Ib30BaTLCS.
<path_filename 64> — BBeAnTE OTHOCUTE/bHBIV UM aBCOMOTHBIN NyThb K thaiiny.

ftp — yka3biBaeT kONMpoBaHUe TEKYLLEeNn KoHmrypauum Ha yaasieHHblli cepsep vepes FTP.

ftp: — ykasbiBaet FTP-kaTtanor.
<string 128> — Beegunte FTP-CcTpoKy B OObIYHOM TEKCTOBOM WM 3alMdpPOBaHHOM BUAE.
MakcumasibHO [onycTUMOe KOofiMyecTso cumBosioB — 128. CTpoka B TEKCTOBOM BUAe O0/KHA
BbIMNAAETb cneayoLwmm obpasom: user:password@ipaddr:tcpport/path_filename.
3awmdpoBaHHasa CTpoka MOXET 6bITb BBeAEHA TO/IbKO MOC/Ie UCMO/b30BaHUsA KomaHabl enable
autobackup_encryption. Ecnn wudgpoBaHme aBTOMaTUYECKOro pPe3epBHOr0 KonupoBaHUs
BK/IOYEHO, 1 cTpoka FTP BBOAMTCS B BMAE OObIYHOrO TekcTa, nocne Beoga FTP-cTpoka 6yaer
coxpaHeHa B (haiine KoHurypauum B 3aliMpoBaHHOM BUAE.

none — yka3blBaeT OTCYTCTBME MYTW aBTOMATUYECKOrO PE3ePBHON0 KOMMPOBAaHUS.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep

HacTtpoiika nyT aBToMaTU4e€CKOro pe3epBHOro KonmpoBaHus yepe3 TFTP:
DGS-3000-28XMP:admin#config autobackup path tftp 10.48.74.121 dest_file backup.txt
Command: config autobackup path tftp 10.48.74.121 dest_file backup.txt

Success.

DGS-3000-28XMP: admin#
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HacTtpoiika nyTun aBToMaTU4e€CKOro pe3epBHOro KonmpoBaHus yepes FTP:

DGS-3000-28XMP:admin#config autobackup path ftp ftp: user:12345@10.90.90.1:21/backup.txt
Command: config autobackup path ftp ftp: user:12345@10.90.90.1:21/backup. txt

Success.

DGS-3000-28XMP : admin#

10-4 config autobackup mode

OonucaHue
[JaHHas komaHga WCMonb3yeTcs A9 HaCTPONKM pexrMa aBTOMAaTMYEeCKOrO PEe3EepPBHOIO KOMMPOBAHWUS.
TekyLasn koHhurypaums 3arpy>aeTtcsa Ha yaaneHHblil CepBep B yKazaHHOM pPeXuMe.

CuHTakcuc
config autobackup mode [save_config | time_period | all]

MapameTpbl
save_config — 3arpyska Tekywero daiisia KoHurypaumm Ha yaaseHHbIi cepBep Npu COXpaHeHun. 31O
3Ha4YeHre Mo YMOMYaHuIo.

time_period — 3arpy3ka TekyLiero daiisia KoHUrypaumm Ha yaaseHHbli CepBep Ha OCHOBE pacnvcaHus,
yKasaHHOro komaHgoi config autobackup time_schedule.

all — 3arpy3ka Tekywero arina KoHdurypaumm Ha yaaneHHblii cepBep nMpu 060MX YKa3aHHbIX Bbllle
YC/I0BUSIX.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb SAaHHYK KOMaHAY.

Mpumep

HaCTpOﬁKa pexnma aBTOMaTn4eCckoro pe3epBHOro KonnpoBaHUA:
DGS-3000-28XMP:admin#config autobackup mode save_config
Command: config autobackup mode save_caonfig

Success.

DGS-3000-28XMP:admin#

10-5 config autobackup time_schedule

OnucaHue
JaHHasi KomaHga WCMnosb3yeTcs A7 HaCTPOMKM pacnvcaHusi CeaHCOB aBTOMATUYECKOro Pe3epBHOr0
KonmpoBaHus. TekyLasi KOHUIypauus 3arpy>XaeTcsl Ha yAasieHHblii cepBep 6e3 coxpaHeHns B NVRAM.

CuHTakcuc
config autobackup time_schedule [interval <min 1-525600> | periodic <time hh:mm:ss> {mon | tue |

wed | thu | fri | sat | sun | weekdays | weekends | every_day}(1) | none]

MapameTpsbl

interval — ykasblBaeT BpEMEHHOI UHTEPBaT MEXAY 3arpy3Koi TekyLen KoHdurypayuu,
<min 1-525600> — BBeAMTE BPEMEHHOW MHTEPBA/ B MMHYTaxX. 3Ha4eHne no ymoavanuo — 1440.

periodic — yka3bIBaeT onpeaeneHHoe BPeMs A5 BbIrPy3KM TEKYLLEN KOHpurypaumm.
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<time hh:mm:ss> — BBegMTE BpeEMS B Yacax, MUHyTax N CEKyHAAX.

mon — pe3epBHOE KONupoBaHue 6yaeT NPOBOANTLCS MO NOHeAeTbHMKaM.
tue — pe3epBHOE KONMpoBaHue 6yaeT NPOBOAUTLCS MO BTOPHMKAM.

wed — pe3epBHOe KonNupoBaHue 6yAeT NPOBOAUTLCA MO cpefam.

thu — pesepBHOe konMpoBaHue ByaeT NPOBOAUNTLCS MO YETBEPram.

fri — pesepBHOE KONUpoBaHMe 6yaeT NPOBOANTLCS MO NSATHULLAM.

sat — pe3epBHOe KONMpoBaHWe GyAeT NPOBOAUTLCS No cy660Tam.

sun — pe3epBHOe KonupoBaHue ByaeT NPOBOAUTLCS MO BOCKPECEHbSIM.
weekdays — pe3epBHOe KonupoBaHue 6y4eT NPOBOANTLCS NO BYAHUM LHSM.
weekends — pe3epBHOe KonupoBaHue ByaeT NPOBOAUTLCS MO BbIXOAHbLIM.
every_day — pesepBHOe KONMpoBaHue GyAeT NPOBOAUTLCS eXXeAHEBHO.

none — ykasbIBAET HA OTCYTCTBME PACNMUCAHNSI CEAHCOB PE3EPBHOM0 KOMYPOBAHWSI.

OrpaHuyeHus

Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
HacTpoiika BpEMEHHOIo MHTEpBasia Mexay ceaHcamy pe3epBHOro KONMPOBaHWS:

DGS-3000-28XMP:admin#config autobackup time_schedule interval 1440
Command: config autobackup time_schedule interval 1440

Success.

DGS-3000-28XMP: admin#

10-6 config autobackup log state

OonucaHue

ﬂaHHaﬂ KOMaH4a WMCNnosb3yeTCA A1 BKKOYEHUA N BbIK/IHOHEHUA JTOTMpoBaHUA Aﬂﬂ(pyHKMMM pe3epBHOro

KOnmpoBaHus.

CuHTtakcuc
config autobackup log state [enable | disable]

MapameTtpbl

enable — Bk/loYeHVE JflOTMPOBaHUA A1s  (OYHKUMKM PE3EPBHOMO KOMMPOBaHUS. JTO 3HaueHue
YMOJTHaHWIO.

no

disable — oTk/0YEHME NOTMPOBaAHUSA A5 PYHKUUN PE3EPBHOIO KONMPOBaHUS.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoBHa Administrator, Operator nnm Power-User MoryT BbINOSHUTL 3TY KOMaHAy.

Mpumep
OTKNOYEHME NOTMPOBaHNSA A4/18 (PYHKUUM aBTOMATUYECKOTO Ppe3epBHOr0 KONUPOBaHUS:

DGS-3000-28XMP:admin#config autobackup log state disable
Command: config autobackup log state disable

Success.

DGS-3000-28XMP:admin#
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10-7 config autobackup trap state
OnucaHue
[JaHHasi komaHAa WCMoNb3yeTcsa A7s HaACTPOMKM trap-coo6LeHWA Ansi aBTOMAaTMYECKOro pPe3epBHOr0

KonmpoBaHus.

CuHTtakcuc
config autobackup trap state [enable | disable]

MapameTpsbl

enable — Bk/itoueHne trap-coobLLeHnii ANs aBTOMaTMYECKOro pe3epBHOro KONMpoBaHus. 3TO 3HaYEeHne no
YMOMYaHMH.

disable — oTkntoueHme trap-coo6LIEHNI AN AaBTOMATUYECKOTO PE3ePBHOIO KONMPOBAaHUSI.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb AAHHYHO KOMaHAy.

Mpumep
OTK/ItoUeHME trap-Co06LLEHWI 415 aBTOMATUYECKOTO Pe3epBHOMO KONMPOBAHUS:

DGS-3000-28XMP:admin#config autobackup trap state disable
Command: config autobackup trap state disable

sSuccess.

DGS-3000-28XMP: admin#

10-8 enable autobackup_encryption
OnucaHue
,U,aHHaFI KOMaHOa WUCNoNb3yeTca A4 LIJVICprBaHI/IFI FTP-I‘IyTI/I npn aeBToOMaTtn4eCKoOM pe3epBHOM

KonupoBaHuu TekyLleli KoHpurypauum yepes FTP.

CuHTakcuc
enable autobackup_encryption

MapameTtpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYIO KOMaHAy.

Mpumep
BkoueHue windppoBaHna 418 PyHKUUM aBTOMATUYECKOTO Pe3epBHOr0 KOMUPOBAaHUSA:
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DGS-3000-28XMP:admin#enable autobackup_encryption
Command: enable autobackup_encryption

sSuccess.

DGS-3000-28XMP: admin#

10-9 disable autobackup_encryption

OnucaHune
[JaHHasa komaHga ucnonb3yetca anga gewwndposaHusa FTP-nyTM BO Bpems aBTOMaTUYECKOro pes3epBHOro
KonupoBaHus TekyLlleli KoHdurypauum yepes FTP.

CuHTakcuc
disable autobackup_encryption

MapameTtpbl

HerT.

OrpaHuyeHus
Tonbko nosnb3oBareny yposHA Administrator, Operator unu Power-User MOryT BbINO/THUTE 3Ty KOMaHAY.

Mpumep
JewwmcpoBaHne hyHKLUN aBTOMaTUYECKOTO Pe3epBHOIO KOMMPOBaHUS:

DGS-3000-28XMP:admin#disable autobackup_encryption
Command: disable autobackup_encryption

Success.

DGS-3000-28XMP : admin#

10-10 config autobackup file_template

OonucaHue

JaHHas KomaHga wucnonb3yeTcs ANs HacTpolikv wabnoHa daina ana (yHKLMM aBTOMAaTUYECKOro
pesepBHOro KonuposaHus. Mpy HAcTpolike UMeHU dhaiina Heo6XoAMMO YUNUTLIBATb CrIEAYIOLLME NPaBuia:

[aHHbIi napamMeTp AO0MKEH SIBNATbLCA CTPOKO. ITO MOXET ObiTb MO0 CUMBO/, 3aK/IOUYEHHbIN B
[OBOWHbIE kaBbIvkK (" "), Hanpumep "switch”.
CTpoka go/mkHa 6bITb NepeBefeHa nepes Ucnosib30BaHNEM B KavyecTBe MMeHu doalina. OHa AomkHa
BbIMAAETb Cnefyowmm obpasom: "%"+"keyword"+":"
0 % — yKasbIBaeT, YTO CTPOKa Nocsie 3T0ro CMMBO/A ABNSAETCA OT(hopMaTVpoBaHHOW CTPOKOMA.
0 keyword — yka3blBa€eT, UTO K/HO4EBOE COBO OyAeT nepesBefeHO Ha OCHOBEe (PaKkTUYeCcKoro
3HaueHusa cuctemMbl. KomaHga 6yaeT OTK/I0HeHa, ecnim 6yaeT 06HapyXXeHO HEW3BECTHOE WK
He noAAepXMBaemoe Ka4veBoe C/10BO. HeobxoAMMO yuuTbiBaTh Credyloline 3HaueHus
K/II0YEBbIX C/OB:

» d: ykasblBaeT AeHb Mecsua. ITO AO/MKHbI 6bITb ABe LMdpbl B gnanasoHe ot 01 o

31.
"  m: yKasblBaeT Mecsil,. ITO AO/MKHbI ObITb ABE LMdPbI B AManasoHe ot 01 go 12.
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" y: yKasblBalT ABe nocregHve undpbl roga. 910 A0MKHbI ObiTb ABe uudpbl B

Anana3soHe ot 00 go 99.

= Y:yKasblBaeT rof. 370 A0/MKHbI 6bITb 4 Undpbl, Hanpumep 2016

= H: yKasblBa€eT Yac. 3TO AO/MKHbI ObITb ABe Undpbl B gnanasoHe ot 00 go 23.

= M: yKasblBaeT MUHYTbI. DTO AO/KHbI ObIThb ABe Uundpbl B gnanasoHe ot 00 go 99.

= S yKasblBa€eT CeKyHAbl. ITO AO/MKHbI ObITb ABe undpbl B guanasoHe ot 00 go 59.
0 :— YKasblBaeT KoHeLl, CTpoku. Ecnu 3To nocnegHuii napameTp KOMaHAbl, 3TOT CUMBOJT MOXHO

onyctutb. Mpobensl mexay "%" n":" B cTpoke 6yayT UTHOPUPOBATLCS.

CTpoka MOXeT cogepxaTtb /obble creayoume cumeonbl: 0T 0 o 9, oT a go z, ot A o Z, '@#3$%"&()_+-=[]
{}'.,<>"

B cTpoke cumBon "\" ucnosb3yeTcs B KayecTBe escape-CUMBO/A.

CneunasnbHble cuMBOsblI nocne "\" 6yayT BOCMPUHUMATLCS Kak caM cumBos. Hanpumep, "\%" nossonset
1cnosb3oBaTb CUMBOA "%" cam No cebe, a He Kak MHAMKATOp Havyana CTPOKMU.

Mpo6enbl BHE CTPOKM GyayT MHKANCYMPOBaHbI.

CuHTakcuc
config autobackup file_template [<desc 64> | hone]

MapameTpbl
<desc 64> — BBeguTeE CNOCO6 reHepaLmn 3arpy>eHHoro nveHn daiina.

none — MO3BOMSAET OUUCTUTL WAabMoH halina M BEepHYTbCA K WabnoHy no ymonyaHuto. La6noH no
ymon4aHuio: "%d:-%m:-%Y: %H:-%M:-%S:".

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb AAHHYO KOMaHAY.

Mpumep
HacTtpoiika wabnoHa ons yHKLMN aBTOMATNYECKOro pe3epBHOro KOMMPOBaHNS:

DGS-3000-28XMP:admin#config autobackup file_template “switch_%d:%m:%y:_%H:%M:"
Command: config autobackup file_template "switch_%d:%m:%y:_%H:%M:"

Success.

DGS-3000-28XMP : admin#

10-11 show autobackup
OnucaHue
[aHHasi KomaHga Mcnonb3yeTcs Ans npocMoTpa MHGopMauumn 0 HacTpoiikax aBTOMaTU4YeCKoro pe3epBHOro

KonmpoBaHus.

CuHTtakcuc
show autobackup

MapameTpbl
Her.

OrpaHuyeHus
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Her.

Mpumep

OTobpaxeHne HacTpoek B pexume «save configuration» (pe3epBHOe KonvpoBaHWe MpPOBOAMUTCS Noc/e

COXpaHeHs):

DGS-3000-28XMP:admin#show autobackup
Command: show autobackup

Autobackup Settings

State : Enabled
Path : tftp://10.48.74.121/backup. txt
Mode : Save configuration

Time schedule:
File Template: "switch_%d:%m:%y:_%H:%M:"

Log State : Enabled
Trap State : Enabled
Encryption : Enabled

DGS-3000-28XMP: admin#

OTobpaxeHne HacTpPoek B pexume «time period» (pe3epBHOE KOMMPOBaHWE MNPOBOAWUTCA COrNacHo

pacnucaHuio):

DGS-3000-28XMP: adming#show autobackup
Command: show autobackup

Autobackup Settings

State . Enabled
Path : Ftp://user:123@192.168.0.1/backup. txt
Mode : Time period

Time schedule: 12:30 Weekends
File Template: "switch_%d:%m:%Y:_%H:%M:"

Log State : Enabled
Trap State ¢ Enabled
Encryption : Disabled

DGS-3000-28XMP: admin#

OTo6paxeHne HacTpoek B pexume «all» (pe3epBHOE KONMpPOBaHWE NMPOBOAMTCS BO BCEX YKa3aHHbIX BbILUE

cny4yasx):
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DGS-3000-28XMP:admin#show autobackup
Command: show autobackup

Autobackup Settings

State . Disabled
Path : Ftp://user@l92.168.0.1/backup.txt
Mode  All

Time schedule: 12:38 Mon
File Template: "switch_%d:%m:%Y: %H:%M:"

Log State ¢ Enabled
Trap State : Enabled
Encryption . Disabled

DGS-3000-28XMP:admin#

OTOo6paxeHne HaCcTPOeK B c/lydyae WCMOMb30BaHUS KOMaHAbl
WwndpoBaHnm):

enable autobackup_encryption (npu

DGS-3000-28XMP:admin#show autobackup
Command: show autobackup

Autobackup Settings

State . Enabled
Path o ftp xrerrr
Mode ;o All

Time schedule: 12:38 Mon
File Template: "switch_%d:%m:%Y: %H:%M:"

Log State ¢ Enabled
Trap State : Enabled
Encryption : Enabled

DGS-3000-28XMP : admin#
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11. KomaHabl aBTOKOHpUrypauum

enable autoconfig

disable autoconfig

show autoconfig

config autoconfig timeout <value 1-65535>

11-1 enable autoconfig

OnucaHue

[JaHHas KoMaHfa WChonb3yeTcs A5 BKIYEHUS aBTOKOHurypaumm. KommyTarop nonyuut mmsa daina
KOHchurypaumm un IP-agpec TFTP-cepBepa ¢ DHCP-cepBepa. Mocne 3Toro KommyTartop 3arpy3uT aiin
KOHcpurypaumm ¢ TFTP-cepBepa 1 Npov3BeaeT HAaCTPONKY CUCTEMBI.

CunHrtakcuc
enable autoconfig

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny yposHs Administrator unn Operator MOryT BbINOHATL AAaHHYIO KOMaHAy.

Mpumep
Bk/toueHne aBToOKOHUIypauum:

DGS-3000-28XMP:admin# enable autoconfig
Command: enable autoconfig

Success.

DGS-3000-28XMP : admin#

11-2 disable autoconfig
OnucaHue
[JaHHas koMaHga ucnosb3yeTcs A/18 OTK/IHYEHNS aBTOKOH(IUIypauun. B ciydae ee OTK/IHOYEHNS HACTpoika

KomMMyTaTopa 6yfeT npov3BeAeHa ¢ NOMOLLbH JIOKaIbHOTO dhaiina KoHdurypauuu.

CuHTakcuc
disable autoconfig

MapameTtpbl
HeT.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator nnn Operator MOryT BbINO/HATL AAHHYIO KOMaHZy.
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Mpumep
OTKNoYEHME aBTOKOHGUTypaLmn:

DGS-3000-28XMP:admin# disable autoconfig
Command: disable autoconfig

Success.

DGS-3000-28XMP : admin#

11-3 show autoconfig

OonucaHue
[aHHasi KomaHga ucnosb3yeTcs A1 NPoCMOoTpa cTaTyca aBTOKOHUIypaumm.

CuHTtakcuc
show autoconfig

MapameTpbl
Her.

OrpaHunyeHus
Her.

Mpumep
OTo6paxeHne nHopmaumm o6 aBTOKOHGMrypauuu:

DGS-3000-28XMP:admin# show autoconfig
Command: show autoconfig

Autoconfig State: Disabled
Timeout 1 50 sec

DGS-3000-28XMP: admin#

11-4 config autoconfig timeout

OnucaHue

JaHHas KomaHza WUCnosnb3yeTcs A4S HaCTPOWKM 3HavyeHus TaliMm-ayTa. OTOT TallMep UCnosnb3yeTca Ans
orpaHuMyeHnss ANUTeNbHOCTU 3arpysku paiina koHdurypauun. o uCTeYeHUn yKasaHHOTO BpPeMeEHM
aBTOKOH(pUrypaumsi 6yaeT npuMocTaHOB/IEHA M HACTPOKa KommyTaTopa 6yAeT npov3BedeHa C NOMOLLbH
NokanbHoro haiina KoHdurypaumm.

CuHTakcuc
config autoconfig timeout <value 1-65535>

MapameTpbl

<value 1-65535> — ykaxute Bpems B cekyHAax. JocTyneH ananasoH 3HadeHuin ot 1 o 65535. 3HavyeHne
no ymosi4aHunio cocrtasnset 50 cekyHu,.
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OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator nnn Operator MOryT BbINOMHATL AaHHYI KOMaHay.

Mpumep
HacTpolika 3Ha4eHus TaiiM-ayTa 4151 aBTOKOHGMrypauuu:

DGS-3000-28XMP:admin# config autoconfig timeout 60
Command: config autoconfig timeout 60

Success.

DGS-3000-28XMP : admin#
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12. KomaHabl aBTOMAaTUUYECKOW 3arpy3Kku nporpaMmmMHoOro
oGecneyeHus

enable autoimage

disable autoimage

config autoimage timeout <value 1-65535>
show autoimage

12-1 enable autoimage

OonucaHue

JaHHas koMaHga UCnosib3yeTcs A1 BKAKYEHWS aBTOMAaTMYECKON 3arpy3ky nporpaMMHOro obecneveHus
(MO). Mpwn BKIOYEHUN KOMMYTaTOpP aBTOMaTu4eckn o6HoBUT MO npu cneayowem 3anycke. Nockosbky aTa
yHKUMA AENCTBYET NO TOWM Xe cXeme, YTo U yHKUMSA aBTokoHdurypauun, DHCP-cepeep n TFTP-cepsep
LO/MKHbI ObITb MOAKMKOYEHbl K ceTu. [locrnie 3arpysku koMmMmyTaTopa WM BKYeHUs yHKLMKM auto-image,
KOMMyTaTop aBToMaTtuyecku ctaHoButcss DHCP-knMeHToM. KoMMyTaTop NOsy4nuT HaCTPOMKM CeTU, BK/OYas
nvs dpaiina obpasa n agpec TFTP-cepsepa, o DHCP-cepsepa. C ykazaHHoro TFTP-cepBepa kommyTaTop
3arpyxaert MO. Nocne 3arpy3ky NporpamMHOro obecneyeHUs KOMMyTaTop nepesarpysunTcs.

CuHTtakcuc
enable autoimage

MapameTtpbl
Her.

OrpaHuyeHus
Tonbko nosb3oBareny yposHA Administrator MOryT BbINOMHATL AaHHYHO KOMaHAY.

Mpumep
BkitoueHne aBTOMaTMyeCKOl 3arpy3kn NporpaMMHOro o6ecneyeHus:

DGS-3000-28XMP:admin#enable autoimage
Command: enable autoimage

Success,

DGS-3000-28XMP : admin#

12-2 disable autoimage
OnucaHue
ﬂ,aHHaFI KOMaHga MUCnosb3yeTca OJ1A OTKHYEeHNA aBTOMaTUYECKOA 3arpyskum Nno. B Cnyyae ee OTK/TinYeHUA

3anyck KommyTtaTtopa 6yaeT Npon3BeieH C NOMOLLLIO NTOKa/IbHOro ob6pasa NporpamMmMHoOro obecneveHus.

CuHTtakcuc
disable autoimage
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MapameTpbl
Her.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINOHATb AAaHHYHO KOMaHAy.

Mpumep
OTk/IloUeHMe aBToMaTU4eckoli 3arpysku MNo:

DGS-3000-28XMP:admin#disable autoimage
Command: disable autoimage

Success.

DGS-3000-28XMP : admin#

12-3 config autoimage timeout

OnucaHue

JaHHas KoMaHga No3BO/ISIET yKa3aTb 3HAYEHME TailM-ayTa Ans nonyvyeHus dpaiina obpasa NporpaMMHOI0
obecneyeHus 4yepes ceTb. Ecnn obpas dhaiina He GyAeT 3arpykeH Mo UCTEYEHUU yKa3aHHOTO BPEMEHWU,
HacTpoiika KoMmmyTaTopa OygeT Npov3BegeHa ¢ NOMOLLbIO JIOKaSIbHOTO 06pasa NporpamMmmHOro obecneyeHms.

CuHTakcuc
config autoimage timeout <value 1-65535>

MapameTpbl

<value 1-65535> — ykaxunte Bpems TaliM-ayTa B cekyHAax. [ocTyneH gmanas3oH 3HadeHuii ot 1 go 65535.
3HayeHue no ymonyaHuio — 50 cekyHa.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAay.

Mpumep

HacTtpolika 3Ha4yeHuns Taiim-ayTa:
DGS-3000-28XMP:admin#config autoimage timeocut 60
Command: config autoimage timeout 6@

Success.

DGS-3000-28XMP : admin#

12-4 show autoimage
OnucaHue
[aHHasi KomaHga Wucnosb3yeTrcs [Ans MpPoCMOTpa HACTPOEK aBTOMAaTUYEeCKOl 3arpy3ks nporpammHoro

obecneyeHus.

CunHTtakcuc
show autoimage
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MapameTpbl
Her.

OrpaHuyeHus
Tonbko nosb3oBarenu ypoHs Administrator, Operator nnam Power-User MOryT BbINO/HATb AaHHY0 KOMaHay.

Mpumep
OTob6paXxeHune cTatyca aBTomaTnyeckon sarpysku Mo:

DGS-3000-28XMP:admin#show autoimage
command: show autoimage

Autoimage State: Enabled
Timeout : BO sec

DGS-3000-28XMP : admin#
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13. OCHOBHbIe KOMaHAbl

create account [admin | operator | power_user | user] <username 15> {encrypt [plain_text | sha 1]
<password>}

config account <username> {encrypt [plain_text | sha_1] <password>}

show account

delete account <username>

show switch

enable telnet {<tcp_port_number 1-65535>}

disable telnet

enable web {<tcp_port_number 1-65535>}

disable web

reboot {force_agree}

reset {[config | system]} {force_agree}

config firmware image <path_filename64> boot_up

create ipif <ipif_name 12> <network_address> <vlan_name 32> {state [enable | disable]}

config ipif <ipif_name 12> [{ipaddress <network_address> | vlan <vlan_name 32> | state [enable |
disable]} | bootp | dhcp | ipv6 [ipv6address <ipv6networkaddr> | state [enable | disable]] | ip_mtu <value
512-1712> | ipv4 state [enable | disable] | dhcpv6_client [enable | disable] | dhcp_option12 [hostname
<hostname 63> | clear_hostname | state [enable | disable]]]

delete ipif [<ipif_name 12> {ipv6address <ipv6networkaddr>} | all]

enable ipif [<ipif_name 12> | all]

disable ipif [<ipif_name 12> | all]

show ipif {<ipif_name 12>}

enable ipif_ipv6_link_local_auto [<ipif_name 12> | all]

disable ipif_ipv6_link_local_auto [<ipif_name 12> | all]

show ipif_ipv6_link_local_auto {<ipif_name 12>}

enable ip_tcp_pmtu_discovery

disable ip_tcp_pmtu_discovery

config ip_tcp_pmtu_discovery age_timer [<min 1-30> | infinite]

show ip_tcp_pmtu_discovery

13-1 create account

OnucaHue
KomaHga ucnonb3yeTca 718 CO34aHUS HOBbIX YYeTHbIX 3anuceil nonb3osarteneii. VimMa nonb3osatens
(username) moxeT coctoAaTb K3 1-15 cumBonos, naposnb (password) — u3 0-15 cumBonos. Bce

NCMoJIb3yeMble CUMBO/bl UYyBCTBUTE/bHbI K PErucTpy. MakcumasibHOe KOMMYECTBO YYETHbIX 3anuceli
(Bkntouasi nonb3oBareneii admin n user) — 8.
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CunHTtakcuc
create account [admin | operator | power_user | user] <username 15> {encrypt [plain_text | sha_1]
<password>}

MapameTpbl

admin — yka3bIBaeT 1Ms y4eTHoI 3anucy ypoBHs Administrator.

operator — yka3bliBaeT UMsl yUeTHOI# 3anuncu ypoBHsi Operator.

power_user — ykKa3blBaeT MmMA yHETHOﬁ 3anuncu yposHa Power-User.

user — ykasblBaeT UMs yYeTHOl 3anncu yposHsi User.

<username 15> — BBeauTe UMA Nosib3oBaTenia. IMA He MOXET CoAepXaTb 6onee 15 cMMBO/OB.

encrypt — (onuMoHabHO) YKa3blBaeT NpMMeHeHne WngPoBaHMs K y4eTHON 3anuncu.
plain_text — yka3blBaeT naposib B BUAE 06bIYHOrO TEKCTA.
sha_1 — yka3biBaeT naponb B 3amgdpoBaHHoi oopme SHA-1.
<password> — BBegMTe Maponb A8 YYETHON 3anucu nonb3osatens. [AavHa napons B 06bIYHOM
TEKCTOBOM U 3aliMdpoBaHHOM BuAe pa3/imyaerca. B 06bIMHOM TEKCTOBOM BUAE OHa MOXET
coctaBnate oT 0 go 15 cumBonOoB; B 3awwucpoBaHHOM BuAe AnvHa coctasBnset 35 6ait. Maponb
YyBCTBUTESIEH K PErnCTpY.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator MOryT BbINOMHATL AaHHYIO KOMaH4Yy.

Mpumep
CosgaHune nonb3oBaTens ypoBHSA Administrator ¢ umeHem «dlink»:

DGS-3000-28XMP:admin# create account admin dlink
Command: create account admin dlink

Enter a case-sensitive new password:****
Enter the new password again for confirmation:****

Success.

DGS-3000-28XMP : admin#

Co3spgaHue nonb3oBarens yposHsa User ¢ umeHeM «Remote-Manager»:

DGS-3000-28XMP:admin# create account user Remote-Manager
Command: create account user Remote-Manager

Enter a case-sensitive new password:****
Enter the new password again for confirmation:****

Success.

DGS-3000-28XMP : admin#

13-2 config account

OonucaHue
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KomaHaa wvcnonb3yeTcsl Asi HacTPOWKM YyYeTHbIX 3anuceli nosib3oBaTeneii. Ecnn naponb He ykasaH B
KoMaHAae, cucTeMHas Mofckaska 3anpocuT Nosb3oBaTesis BBECTU Naposib B 06bIYHOM TEKCTOBOM BUfE.

Ecnv naponb ykasaH B KOMaHfZe, MNOMb30BaTe/lb MOXET BBECTW €ro B O0OblMHOM TEKCTOBOM WM B
3almcpoBaHHOM Buae. AropuTm WMGpoBaHMs ocHoBaH Ha SHA-1.

CuHTtakcuc
config account <username> {encrypt [plain_text | sha_1] <password>}

MapameTpbl

<username> — BBeguUTe NMsI NMoJsib3oBaTens yHETHOﬁ 3anumcu.

encrypt — (OnyMoHasIbHO) yKa3blBaeT NPMMEHEHMWE LWNGPOBaHUA K Naposio.
plain_text — yka3biBaeT naposib B 06bIYHOM TEKCTOBOM BUJE.
sha_1 — ykasbiBaeT 3alumMdpoBaHHbIii Naponb Ha ocHoBe SHA-1.
<password> — BBeAMTe Mapofnb AN18 YYETHON 3anucu nonb3osatens. [AavHa napons B 06bIYHOM
TEKCTOBOM W 3aliMdpoBaHHOM BuAe pas3/imyaercd. B 06bIMHOM TEeKCTOBOM BMAE OHa MOXET
coctaBiAaTe oT 0 go 15 cMmBO/OB; B 3alWMdpoOBaHHOM Buae A/iMHa coctaenset 35 6aiit. Maposb
YyBCTBUTENEH K PETUCTPY.

OrpaHuyeHus
Tonbko nonb3oBareny ypoBHa Administrator MOryT BbINO/HATL AAaHHYIO KOMaHAy.

Mpumep

HacTpoiika napons ans yydeTtHoii 3anmcu «dlink»:
DGS-3000-28XMP:admin# config account dlink
Command: config account dlink

Enter a old password:****
Enter a case-sensitive new password:****
Enter the new password again for confirmation:****

Success.

DGS -3000-28XMP : admin#

HacTtpoliika napons ans y4yetHol 3anucu «administrators:

DGS-3000-28XMP:admin# config account administrator encrypt sha_1
*@&CRDtpNCeBiqloK0QsKVYrABSALCIZQwg

Command: config account administrator encrypt sha_1 *@&cRDtpNCeBigl5KO0QSKVyrAOSAICIZQwq
Success.

DGS-3000-28XMP : admin#

13-3 show account

OonucaHue
KomaHaa nucnonb3yetcs a1 npocmMoTpa MHopmMauumn 0 Co34aHHbIX YYETHbIX 3anuncsx.
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CuHTakcuc
show account

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHay.

Mpumep
MpocMOTp MHpopMaLMK 0 CO34aHHbIX YHETHbIX 3anncsXx:

DGS-3000-28XMP:admin# show account
Command: show account

Current Accounts:

Username Access Level
admin Admin

oper Operator
power Power_user
user User

Total Entries : 4

DGS-3000-28XMP: admin#

13-4 delete account

OonucaHue
KomaHaa ncnonb3yeTcs s yaaneHus CyLecTBYoLel YH4eTHOM 3anmcu.

CuHTakcuc
delete account <username>

MapameTpbl

<username> — BBeUTE VMsi NO/b30BATENSA YUETHOIN 3anncu, KOTOpYH HEOGXOAMMO YAANNTb.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator MOryT BbINOMHATL AaHHYI0 KOMaH4y.

Mpumep
YnaneHue yyeTHOW 3anucu «Systems:

DGS-3000-28XMP:admin# delete account System
Command: delete account System

Success.

DGS-3000-28XMP :admin#
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13-5 show switch

OnucaHue

KomaHza ncnonb3yercsi An1si NPoCMoTpa UHGOPMaLIMK 0 KOMMYTaTope.

CuHTakcuc
show switch

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep

MpocMOoTp MHPOPMALMM O HACTPOIiKax KoMMyTaTopa:

Device Type

MAC Address

IP Address

VLAN Name

Subnet Mask
Default Gateway
Boot PROM Version
Firmware Version
Hardware Version
Serial Number
System Name
System Location
System Uptime
System Contact
Spanning Tree
GVRP

IGMP Snooping
MLD Snooping
VLAN Trunk
Telnet

Web

SNMP

DGS-3000-28XMP:admin#show switch
Command: show switch

DGS-3000-28XMP Gigabit Ethernet Switch
FO-7D-68-15-10-00

10.90.90.90 (Manual)

default

255.0.0.0

0.0.0.0

Build 4.00.001

Build 4.00.010

B1

DGS-3000-28XMP

0 days, 2 hours, 35 minutes, 11 seconds

Disabled
Disabled
Disabled
Disabled
Disabled
Enabled (TCP 23)
Enabled (TCP 80)
Disabled

CTRL+C Quit SFA¥E [ Next Page ENIER Next Entry B All

13-6 enable telnet

OonucaHue

KomaHga ncnosb3syetcst ansi BkAtoueHus Telnet n HacTpolikn Homepa nopra.

CuHTakcuc
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enable telnet {<tcp_port_number 1-65535>}

MapameTpbl

<tcp_port_number 1-65535> — (onuuoHansHo) Homep TCP-nopta. Ansa TCP-nopToB AOCTYNEH AManasoH
3HayeHun ot 1 go 65535. Kak npaBuno, ansa Telnet HazHa4vaeTca TCP-nopt 23.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator nnn Operator MOryT BbINO/THATL AAHHYIO KOMaHAY.

Mpumep
BkntoueHue Telnet n HacTpoiika Homepa nopTa:

DGS-3000-28XMP:admin# enahle telnet 23
Command: enable telnet 23

Success.

DGS-3000-28XMP: admin#

13-7 disable telnet

OonucaHue
KomaHga nucnonb3syetcs s otkatodeHns Telnet.

CuHTakcuc
disable telnet

MapameTpsbl
HerT.

OrpaHuyeHus
Tonbko nonb3oBarteny yposHa Administrator nav Operator MOryT BbINO/THATL AaHHY0 KOMaHAy.

Mpumep
OTkntoyeHune Telnet:

DGS-3000-28XMP:admin# disable telnet
Command: disable telnet

Success.

DGS-3000-28XMP: admin#

13-8 enable web

OnucaHue
KomaHga ncnonb3yetcs ans BkaoydeHns HTTP 1 HacTporiku Homepa nopTra.

CuHTakcuc
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enable web {<tcp_port_number 1-65535>}

MapameTpbl

<tcp_port_number 1-65535> — (onunoHasibHO) Homep TCP-nopTta. Ansa TCP-nopToB AOCTYNeH Avana3oH
3HayeHun ot 1 go 65535. Kak npasuno, ans npotokona HTTP HasHavaeTcss TCP-nopt 80.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator nnn Operator MOryT BbINO/THATL AAHHYIO KOMaHAY.

Mpumep
BkntoueHne HTTP 1 HacTpoiika Homepa nopra:

DGS-3000-28XMP:admin# enable web 80
Command: enable web 80

Note: SSL will be disabled if web is enabled.
Success.

DGS-3000-28XMP:admin#

13-9 disable web

OnucaHue
KomaHga ncnosnb3yetca ansa otknodeHns HTTP.

CuHTakcuc
disable web

MapameTpsbl
HeT.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator nnm Operator MOryT BbINO/THATb AAHHYIO KOMaHAY.

Mpumep
OTknoyeHne HTTP:

DGS-3000-28XMP:admin# disable web
Command: disable web

sSuccess.

DGS-3000-28XMP: admin#

13-10 reboot

OnucaHue
KomaHga ncnonb3yeTcs asia nepesarpyskm kommyTaropa.
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CunHTtakcuc
reboot {force_agree}

MapameTpbl

force_agree — (onuuoHasbHO) YyKasblBaeT MPUHYAMTENbHYIO Mepesarpy3ky KommyTatopa 6e3
[IONONHUTENBHOTO NOATBEPXKACHUS.

OrpaHuyeHus
Tonbko nonb3oBareny yposHA Administrator MOryT BbINO/THATL AaHHYI0 KOMaHAy.

Mpumep

Mepe3arpy3ka koMmyTaropa:
DGS-3000-28XMP:admin# reboot
Command: reboot

Are you sure to proceed with the system reboot?(y/n)
Please wait, the switch is rebooting.

13-11 reset

OnucaHue

KomaHga ncnonb3yetcs Ans cbpoca HacTpoek KommyTaTtopa. HacTpoiku KoHurypaumm MoxHo copocuTb K
HacTpoiikaM MO YMO/YaHui0 C Momolbio KoMaHAabl reset config. Mpu BBOAE KOMaHAbl reset system
npoun3oiigeT copoc yCcTpoicTBa, coxpaHeHne HacTpoek B NVRAM n nepesarpyska cuctembl. KomaHga reset
He ygansieT IP-agpec, XypHasibl, Y4ETHbIE 3aMUCK NOMb30BaTesNen n 6aHHepP NPUBETCTBUS.

CunHTtakcuc
reset {[config | system]} {force_agree}

MapameTpsbl

config — (onunoHanbHO) ykasbiBaeT CHpOC BCEX NapaMeTpoB KOHUIypaLum K HacTpoikam no yMoYaHuio.
YcTpoicTBO He coxpaHuT HacTpoiiku B NVRAM 1 He 6yfeT nepesarpy>eHo.

system — (ONuUMOHa/IbHO) yKa3blBAET COPOC BCEX MapaMeTpoB K HACTPOIiKaMm Nno ymonyaHuto. KommyTaTtop
OCYLLECTBMUT BO3BPAT K 3aBOACKNM HacTpoikaMm, coxpaHnTt nx B NVRAM u nepesarpysuTcs.

force_agree - (OnMuMOHA/ILHO) YKa3blBAET NPUHYAMTENbHBIA COPOC K 3aBOACKMM HacTpolikam 6e3
[LOMONTHUTE/NBHOTO NOATBEPXAEHUS.

OrpaHuyeHus
Tonbko nosb3oBareny yposHs Administrator MOryT BbINONHATL AaHHYIO KOMaH4y.

Mpumep
C6poc KommyTaTopa K 3aBOACKMM napameTpam:
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DGS-3000-28XMP:admin# reset system
Command: reset system

Are you sure you want to proceed with system reset?(y/n)
y-(reset all include configuration, save, reboot )
n-(cancel command) y

Reboot & Load Factory Default Configuration...

Saving configurations and logs to NV-RAM...... Done.
Please wait, the switch is rebooting...

13-12 config firmware image

OnucaHue

KomaHga ncnonb3yetcs A5 Bbibopa obpasa daitna nporpaMMHOro o6ecneyeHmns B KaUecTBe 3arpy304Horo.
[JaHHas koMaHga Heobxoguma, ecny KOMMyTaTop NOAAepXWMBAET HECKONbKO 06pa3oB MpPOrpaMMHOro
obecneyeHus.

CuHTakcuc
config firmware image <path_filename64> boot_up

MapameTpsbl

<path_filename64> — BBegnte ums gpaiina NO B chainoBoii cucteme ycTpoiicTsea.

boot_up — ykasbiBaeT NO B kauecTBe 3arpy304Horo caiina.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep
HacTpoiika c:/DES3200_Run_4_00_014.had B ka4ecTBe 3arpy304HOro obpasa:

DGS-3000-28XMP:admin# config firmware image c:/DES3200_Run_4_02_004.had boot_up
Command: config firmware image c:/DES3200_Run_4_02_0804.had boot_up

Success.

DGS-3000-28XMP: admin#

13-13 create ipif

OnucaHune
KomaHaa ucnonb3yetcs gns cosganus IP-nHtepdeiica.

CunHTtakcuc
create ipif <ipif_name 12> <network_address> <vlan_name 32> {state [enable | disable]}

MapameTpsbl
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<ipif_name 12> — BBeaunTe ums IP-uHTepgelica, coctosiee He 6onee, Yyem us 12 cMMBONOB.

<network_address> — BBeguTe ceTeBoi agpec IPv4 (XX.XX.XX.XX/XX) — afgpec y3na u ganHy CeTeBOl
Macku.

<vlan_name 32> — seeaute umsa VLAN, cocTosilee He 6onee, yeM 13 32 CMMBOJIOB.

state — (onuuoHanbHO) yKasbiBaeT cTaTtyc IP-nHTepgeiica.
enable — yka3biBaeT BktoueHune IP-uHTepgelica.
disable — yka3biBaeT oTkoueHmne IP-uHTepdeiica.

OrpaHuyeHus
Tonbko nonb3oBarenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep

CospgaHue IP-nHTepdieiica:

DGS-3000-28XMP:admin# create ipif Inter2 192.168.16.1/24 default state enable
Command: create ipif Inter2 192.168.16.1/24 default state enable

Success.

DGS-3000-28XMP: admin#

13-14 config ipif

OonucaHue
KomaHpga ncnonb3yeTcs Ans HacTpoiikn IP-nHTepdielica.

CuHTtakcuc

config ipif <ipif_name 12> [{ipaddress <network_address> | vlan <vlan_name 32> | state [enable |
disable]} | bootp | dhcp | ipv6 [ipv6address <ipvénetworkaddr> | state [enable | disable]] | ip_mtu
<value 512-1712> | ipv4 state [enable | disable] | dhcpv6_client [enable | disable] | dhcp_option12
[hosthame <hosthame 63> | clear_hostname | state [enable | disable]]]

MapameTpsbl

<ipif_name 12> — Beegnte nms IP-nHTepdeiica, coctosiee He 6onee, 4em 13 12 CMMBOJIOB.

ipaddress — yka3sbiBaeT ceThb ipif. B agpece Heob6xoAMMO ykasaTb ajpec y3na u AJIMHy CETeBOl Macku. Y
ipif MOXeT 6bITb TONLKO 0AuH IPv4-agpec, B crlyyae ero n3aMeHeHusl, nepBoHavyaibHO HaCTPOEHHbI aapec
6yfeT 3aMeHeH Ha HOBbIA.
<network_address> — yka3biBaeT ceTeBoii agpec IPv4 (XX.XX.XX.XX/XX) — agpec y3na u AJMHYy
CETeBOW MacKwm.

vlan — (onuuoHanbHO) ykasbiBaeT umsa VLAN
<vlan_name 32> — Beegute nms VLAN, cocTosiwiee He 6onee, yem n3 32 CMMBO/IOB.

state — (onuuoHasbHO) yKasbiBaeT cTaryc IP-nHTepgeiica.
enable — yka3biBa€eT Bk/loUeHNe IP-nHTepgeiica.
disable — ykasbiBaeT oTkoueHne IP-uHTepgeiica.

bootp — yka3biBaeTt ncnonb3oBaHne BOOTP gnsa nony4venus IPv4-agpeca.

dhcp - ykasbiBaeT ncnonbsosaHne DHCP ana nonydeHus IPv4-agpeca.

ipv6 — yka3bIBaeT HacTpoiiky IPv6.
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ipv6address — ykasbiBaet IPv6-agpec. B agpece Heo6xo4MMO yKasatb afpec y3na 1 ovHYy CeTeBoro
npedukca. Ansa uHtepdelica MOXeT 6biTb yKasaHO Heckonbko IPv6-agpecoB. Kaxablil HOBbIV agpec
pobaenseTtcsa B AaHHbIN ipif.

<ipv6énetworkaddr> — BBegute IPv6-agpec.
state — ykasbiBaeT cTatyc IPv6-uHtepdeiica.

enable — yka3biBaeT Bk/loUeHne IPv6-nHTepgierica.

disable — yka3biBaeT oTknoueHue IPv6-nHTepdelica.

ip_mtu — ykasbiBaeT HacTpoiky IP Maximum Transmission Unit (MTU) ana nHtepdeiica.
<value 512-1712> — BBeaunTe 3Ha4eHne MTU. Mo ymonyaHuo 3HavyeHme coctaBnset 1500 6aliT.

ipv4 — yka3biBaeT HacTpoliky IPv4.
state — ykasbiBaeT ctatyc |IPv4-untepdeiica.
enable — ykasbiBaeT Bk/oueHne IPv4-uHtepdeiica.
disable — yka3biBaeT oTkAoueHne IPv4-uHtepdeiica.

dhcpv6_client — ykasbiBaeT ctatyc DHCPV6-knneHTa gns uHTepgelica.
enable — yka3biBaeT BktoueHne DHCPV6-kveHTa ans nHtepdeiica.
disable — yka3biBaeT oTktoueHne DHCPV6-knneHTa an1s nHtepdeiica.

dhcp_option12 — ykasbiBaeT DHCP Option 12.
hosthame — ykasbiBaeT pJo6aBneHne uWMeHW y3na B coobuweHne DHCPDISCOVER wu
DHCPREQUEST.
<hosthame 63> — BBeguTe MMS, HauMHawoleecs ¢ OykBbl U 3akaHuMBalolleecs OGYKBON wan
undopoii. s MoxeT cofiepXaTb TONbKO GyKBbI, Ldpbl 1 Aedurckl. MakcumanbHasa AnMHa MMeHN
— 63 cnmBona.
clear_hostname — ykasblBaeT ygasieHne HacTpoek mmeHun y3na. Ecnv vmsa y3na He ykasaHo, ans
WwmndppoBaHus Option 12 6ygeT ncnonb3oBaHO UMS cuctemMbl. Ecnvm gnvHa umeHn cnuctemMbl 6osbLue 63
CVMMBO/IOB, JINLIHWE CMMBOJbI OyayT OTOpoLWeHbl. Ecnm OTCyTCTBYeT Takke UMS CUCTEMbI, O1S
lwndgpoBaHmsa Option 12 6yaeT UCNoMb30BaTbCsl HA3BaHUE MOAENN YCTPONCTBA.
state — ykasbiBaeT cTaryc pgob6aeneHna Option 12 B coobueHne DHCPDISCOVER wu
DHCPREQUEST.
enable — Option 12 6yaet aobasneHa B coobuweHne DHCPDISCOVER n DHCPREQUEST.
disable — Option 12 He 6yaeT go6aBneHa B coobuieHne DHCPDISCOVER n DHCPREQUEST.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
HacTpoiika IPv4-agpeca nHtepdelica:

DGS-3000-28XMP:admin# config ipif System ipaddress 192.168.69.123/24 vlan default
Command: config ipif System ipaddress 192.168.69.123/24 vlan default

Success.

DGS-3000-28XMP: admin#

13-15 delete ipif

OnucaHue
KomaHga ncnonb3syetcsa gnsa yganenus IP-nHtepdeiica.

CuHTakcuc
delete ipif [<ipif_name 12> {ipv6address <ipv6networkaddr>} | all]
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MapameTpbl

<ipif_name 12> — BeeaunTe ums IP-uHTepgelica, coctosiee He 6onee, 4yem u3 12 cMMBOMOB.
ipv6address — (onuuoHanbHO) ykasbiBaeT IPv6-anpec. B agpece Heo6xoaMMo yKasaTtb aZpec y3na u
ONVHY ceTeBoro npedmkea. [ns nitepgieiica MOXeT ObITb yKazaHO HECKO/IbKO IPv6-aapecos.
<ipv6networkaddr> — BBegute IPv6-aapec.

all — ykasbiBaeT Bce IP-uHTepdeiichl.

OrpaHuyeHus
Tonbko nosb3oBarteny ypoHsa Administrator, Operator nnm Power-User MOryT BbINOMHATb AaHHYHO KOMaH4y.

Mpumep

Ypanexue IP-uHtepgeiica:
DGS-3000-28XMP:admin# delete ipif newone
Command: delete ipif newone

Success.

DGS-3000-28XMP: admin#

13-16 enable ipif

OnucaHue
KomaHga ncnonbsyetcs ans skaveHuns IP-nHtepgeiica.

CuHTakcuc
enable ipif [<ipif_name 12> | all]

MapameTpsbl

<ipif_name 12> — BBegnTe ums IP-uHTEepgeiica, coctosiee He 6onee, Yyem us 12 cMMBOOB.

all — ykasbiBaeT BKtoueHne Bcex IP-uHtepdeicos.

OrpaHuyeHus
Tonbko nonb3osBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYHO KOMaHAy.

Mpumep
BkntoueHune IP-uHTepdelica:

DGS-3000-28XMP:admin# enable ipif newone
Command: enable ipif newone

Success.

DGS-3000-28XMP: admin#

13-17 disable ipif
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OnucaHue
KomaHga ncnonb3yeTcs Ans oTkadeHns IP-uHtepgeiica.

CunHTtakcuc
disable ipif [<ipif_name 12> | all]

MapameTpbl

<ipif_name 12> — BBeaunTe ums IP-uHTepgelica, coctosiee He 6onee, 4yem u3 12 cMMBONOB.

all — ykasbiBaeT oTk/t0ueHne Beex IP-nHTepdheiicos.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
OTtkntoyeHmne IP-uHTepdeiica:

DGS-3000-28XMP:admin# disable ipif newone
Command: disable ipif newone

Success.

DGS-3000-28XMP : admin#

13-18 show ipif

OnucaHue
KomaHga ncnonb3yeTcs A/ npocmoTpa HacTpoek IP-nHTepdelica.

CuHTakcuc
show ipif {<ipif_name 12>}

MapameTpbl

<ipif_name 12> - (onuumoHanbHO) BBEAMTe uMSA |IP-nHTepdielica, cocTosiwee He 6Gonee, yem u3 12
CMMBOJIOB.

OrpaHuyeHus
Her.

Mpumep
MpocmoTp HacTpoek IP-nHTepdelica:
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DGS-3000-28XMP: admin#show ipif
Command: show ipif

IP Interface : System

VLAN Name : default

Interface Admin State : Enabled

DHCPv6 Client State : Disabled

Link Status ! Linkup

IPv4 Address : 10.90.90.90/8 (Manual)
IPv4 State ! Enabled

IPvE6 State : Enabled

IP MTU : 1500

DHCP Optionl2 State : Disabled

DHCP Optionl2 Host Name

Total Entries: 1

DGS-3000-28XMP: admin#

13-19 enable ipif_ipv6_link_local_auto

OnucaHue

KomaHga ncnonb3yeTca Ans BKAYEHUS aBTOMaTuyeckol HacTpoiiku link-local agpeca B cnyuyae, ecrim He
6bl/1a Npon3BeaeHa HacTpoiika IPv6-agpecos. Ecnu IPv6-agpec HacTpoeH, link-local agpec aBTomaTtunyecku
HacTpouTcs, U HayHeTcs obpaboTka IPv6-agpeca. Ecnn IPv6-agpec He HacTpoeH, no ymondanuio link-local
ajpec He HacTpoeH, u o6pabotka IPv6 He O0ygeT wHMUMMpOBaHa. [aHHas KomaHga 3anyckaet
aBTOMAaTMYecKyto HacTpoiiky link-local agpeca n HaunHaeT o6paboTky IPv6-agpeca.

CuHTakcuc
enable ipif_ipv6_link_local_auto [<ipif_name 12> | all]

MapameTpsbl

<ipif_name 12> — BBeaunTe ums IP-uHTepgeiica, coctosiee He 6onee, yem us 12 cMMBOMOB.

all — yka3biBaeT ncnonb3oBaHue scex IP-untepdeiico.

OrpaHuyeHus
Tonbko nonb3oarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
3anyck aBToMmaTnyeckoii HacTtpolikn link-local agpeca:

DGS-3000-28XMP:admin# enable ipif_ipv6_link_local_auto newone
Command: enable ipif_ ipv6_link local auto newone

Success.

DGS-3000-28XMP:admin#
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13-20 disable ipif_ipv6_link_local_auto
OnucaHue
KomaHga ucnonb3yetcs Ans OTKAYEHMS aBToMaTU4eckoi HacTpoliku link-local agpeca B cnydvae, ecnv He

6blna Npou3BeeHa HacTpoiika IPv6-aapecos.

CuHTakcuc
disable ipif_ipv6_link_local_auto [<ipif_name 12> | all]

MapameTpbl

<ipif_name 12> — BBeanTe ums IP-uHTEpgeiica, coctosiee He 6onee, Yyem U3 12 cMMBOOB.

all — ykasbiBaeT ncnonb3oBaHue Bcex IP-uHTepelicos.

OrpaHuyeHus
Tonbko nonb3osBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYO KOMaHAy.

Mpumep
OTK/Ilo4eHne aBTOMaTnyeckoi HacTpoliku link-local agpeca:

DGS-3000-28XMP:admin# disable ipif_ipv6_link_local auto newone
Command: disable ipif_ipv6_link_local_auto newone

Success.

DGS-3000-28XMP: admin#

13-21 show ipif_ipv6_link_local_auto

OnucaHue
KomaHga ncnonb3yetcs A8 NpocMoTpa ctatyca aBToMarmyeckoli HacTpoliku link-local agpeca.

CuHTakcuc
show ipif_ipv6_link_local_auto {<ipif_name 12>}

MapameTpsbl

<ipif_name 12> - (onumoHanbHO) BBeauMTe uMA IP-nHTepdoeiica, cocTtosiwiee He 6onee, yem um3 12
CMMBOJIOB.

OrpaHuyeHus
Her.

Mpumep
MpocmoTp cTaTyca aBTOMaTtMyeckol HacTpoliku link-local agpeca:
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DGS-3000-28XMP:admin# show ipif_ipv6_link_local_auto
Command: show ipif_ipv6_link_local_auto

IPIF: System Automatic Link Local Address: Disabled

DGS-3000-28XMP:admin#

13-22 enable ip_tcp_pmtu_discovery

OnucaHune
KomaHga ucnosnb3yetcs 4518 BKNKYeHUs Ha KommyTatope dyHkuum TCP Path Maximum Transmission Unit
(PMTU) Discovery.

CuHTtakcuc
enable ip_tcp_pmtu_discovery

MapameTtpbl
Her.

OrpaHuyeHus
Tonbko nonb3osBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
BkntoueHne TCP PMTU Discovery:

DGS-3000-28XMP:admin#enable ip_tcp_pmtu_discovery
Command: enable ip_tcp_pmtu_discovery

Success.

DGS-3000-28XMP: admin#

13-23 disable ip_tcp_pmtu_discovery
OnucaHue
KomaHaa ncnosnb3yeTtca A8 OTKIIYeHUs Ha kKommyTatope doyHkumm TCP Path Maximum Transmission Unit

(PMTU) Discovery.

CuHTakcuc
disable ip_tcp_pmtu_discovery

MapameTpsbl
HeT.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
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OtkntoueHme TCP PMTU Discovery:

DGS-3000-28XMP:admin#disable ip_tcp_pmtu_discovery
Command: disable ip_tcp_pmtu_discovery

Success.

DGS-3000-28XMP : admin#

13-24 config ip_tcp_pmtu_discovery age_timer

OnucaHune
KomaHgaa ncnonb3yeTcs 4118 HACTPOWKU BpeMeHu ycTapeBaHus (aging-time) doyHkumn TCP PMTU Discovery.

CuHTakcuc
config ip_tcp_pmtu_discovery age_timer [<min 1-30> | infinite]

MapameTtpbl

<min 1-30> — BBeANTE BPEMS yCTapeBaHUs B MUHyTax. Bpems no ymonyaHuio coctaBnsiet 10 MUHYT.

infinite — ykasbiBaeT, uto geiictene TCP PMTU Discovery He 6ygeT 0CTaHOB/IEHO.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYIO KOMaHAy.

Mpumep

HacTpoiika 3HaueHus aging-time gns TCP PMTU Discovery, paBHbiM 1 MUHyTE:
DGS-3000-28XMP:admin#config ip_tcp_pmtu_discovery age_timer 1
Command: config ip_tcp_pmtu_discovery age_timer 1

Success.

DGS-3000-28XMP : admin#

13-25 show ip_tcp_pmtu_discovery

OnucaHue
KomaHpga ucnonb3syetcs a8 npocmotpa nHgopmauum o TCP PMTU Discovery.

CuHTakcuc
show ip_tcp_pmtu_discovery

MapameTtpbl
HeT.

OrpaHuyeHus
HeT.
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Mpumep

MpocmoTp nHdpopmauun o TCP PMTU Discovery:
DGS-3000-28XMP: admin#show ip_tcp_pmtu_discovery
Command: show ip_tcp_pmtu_discovery

IP TCP Path-mtu-discovery: Enabled
IP TCP Path-mtu-discovery Aging Time: 1 min

DGS-3000-28XMP : admin#

154



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsemeix L2 kommymamopos TIK-300

14. KomaHAabl 3aWuThbl oT atak BDPU

config bpdu_protection ports [<portlist> | all ] {state [enable | disable] | mode [ drop | block | shutdown}
1)

config bpdu_protection recovery_timer [<sec 60-1000000> | infinite]

config bpdu_protection [trap | log] [none | attack_detected | attack_cleared | both]

enable bpdu_protection

disable bpdu_protection

show bpdu_protection {ports {<portlist>}}

14-1 config bpdu_protection ports

OnucaHue

[aHHas KOMaHpa npefHasHaveHa A/ HacTpolikm dyHkuum 3awmTel BPDU Ha noptax kommyTatopa. B
uesioM y qoyHkummn sawmtbl BPDU ecTb ABa COCTOSIHUS:: HOpMasibHOEe K «nog, atakoi» (under attack).
CocTosiHMe «nopf atako» MMeEET Tpu pexuma: otopacbiBaHue (drop), 6nokumpoBka (block) n otkntoueHme
(shutdown). MopT ¢ BKkOYEHHON hyHKUMel 3awmTbl BPDU BOMAET B COCTOSIHME «MOfA aTakoii», Korga
nonyunt naketr STP BPDU. [elictBue 6yAeT NpeanpuHATO Ha OCHOBE KOHdurypaumm. Takmm 06pasom,
3awuta BPDU MOXeT ObITb BK/IOUEHA TOSIbKO HA MOPTY, HA KOTOPOM OTK/Io4eH STP.

3awmTta BPDU umeeT 6o0see BbICOKWI MPUOPUTET MPU MPUHATUMKU pelleHns 06 obpabotke BPDU, uem
HacTpoiika Forward BPDU (FBPDU), koTopasi HacTpamBaeTcs komaHgoi configure STP. To ecTb, korga
FBPDU HacTpoeHa Tak, 4To6bl nepecbiiate STP BPDU, HO BkIyeHa 3awuta BPDU, nopt He 6yaet
nponyckatb STP BPDU.

CuHTakcuc
config bpdu_protection ports [<portlist> | all ] {state [enable | disable] | mode [ drop | block |
shutdown]}(1)

MapameTpbl
<portlist> — yka3blBaeT guanasoH nopTos (HOMep NopTa), KOTopble AO/MKHbI ObITb HACTPOEHDI.

all — ykasbIBaeT, UTo 6yAyT HACTPOEHbI BCe NOPThI.

state — yka3biBaeT cocTtosiHMe 3awuTbl BPDU. Mo ymonyaHuio oyHKUNA OTK/TIoYEeHa.
enable — BkntoyaeT 3awuty BPDU.
disable — otkntovaet 3awuty BPDU.

mode — yka3bIlBaeT pexum 3awmuTel BPDU. Pexum no ymonyaHuio: OTKNHYEHO.
drop — ykasblBaeT, 4TO Korga MopT BXOAMT B COCTOSIHWE «Mof aTtakoi» (under_attack), oH 6yaeT
oTbpacbiBaTb BCe NPUHATLIE NakeTbl BPDU.
block — ykasbiBaeT, 4TO Korga NoOpT BXOAWT B COCTOSIHME «Mof atakoi» (under_attack), oH 6yaet
oTbpacbiBaTb BCe NpuHATbIE NakeTsl (BkNoYass BPDU u 06bluHbIe NakeThl).
shutdown — ykasbIBa€eT, 4TO KOrga nopT BXOAWT B COCTOSIHME «nof atakoi» (under_attack), oH 6yget
OTKJ/THOYEH.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator, Operator nnu Power-User MOryT BbINO/HATL JAHHYH KOMaHZYy.

Mpumep
BkitoueHne 3aluTbl Ha NMOPTY U pexrmMa oTépacbiBaHUS:
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DGS-3000-28XMP:admin# config bpdu_protection ports 1 state enable mode drop
Ccommands: config bpdu_protection ports 1 state enable mode drop

Success.

DGS-3000-28XMP : admin#

14-2 config bpdu_protection recovery_timer

OonucaHue

[JaHHas KomaHga MCnonb3yeTcs 47151 HaCTPOWKK Taiimepa BOCCTaHOBNEHMA (recovery timer) 3awmTtbl BPDU.
Korga nopT BXOAUT B CTaTyC «M0A, atakoi», OH MOXET ObITb OTK/IKOYEH M/ 3a6/10KMPOBaH B 3aBUCUMOCTU OT
KoHurypauun. CtatyC MOXHO BOCCTAHOBUTb BPYYHYH) WM C MOMOLLBK MeXaHu3Ma aBTOMAaTuyecKoro
BOCCTaAHOB/IEHMA. [/1I1  BOCCTAHOB/IEHUS BPYYHYIO MOMb30BaTENIl0 HEOOXOAUMO OTK/I4YMTL U 3aHOBO
BK/THOUUTb NOPT.

CuHTakcuc
config bpdu_protection recovery_timer [<sec 60-1000000> | infinite]

MapameTtpsbl

<sec 60 -1000000> — 3agaiiTe Taiimep (B CeKyHAax), KOTOpbIA OGyAeT MCNoNb30BaTbCA MEXaHW3MOM
aBTOMAaTMYEeCKOro BOCCTaHOBNEHMA. [JOCTynHbIA gnanas3oH oT 60 go 1000000. 3HayeHre No yMONYaHuo —
60.

infinite — yka3bIiBaeT, 4TO NOPT He OyfeT BOCCTaHABMBATLCA aBTOMAaTUYECKN.

OrpaHuyeHus
Tonbko nosnb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb SAaHHYH KOMaHAY.

Mpumep

HacTpoiika Taiimepa BocctaHoBNeHNs 120 cekyHA Ha KOMMYyTaTope:
DGS-3000-28XMP:admin# config bpdu_protection recovery_timer 120
Commands: config bpdu_protection recovery_timer 120

Success.

DGS-3000-28XMP : admin#

14-3 config bpdu_protection

OnucaHue
[aHHasi KomaHga npeaHa3HavyeHa A1 HaACTPOWMKM cTaTyca trap-cooblleHunii 3awmtel BPDU mnnmn camoii
dyHKUMM 3awmTbl BPDU.

CuHTakcuc
config bpdu_protection [trap | log] [none | attack_detected | attack_cleared | both]

MapameTtpbl
trap — yka3sbiBaerT, 4To 6yAeT BbINOSIHEHA HACTPOiiKa trap-CO0OLEHNIA.

log — ykasbIBaeT, UTo GyZEeT BbINOSIHEHA 3aMUCh B CUCTEMHBIN XypHaU.

none — ykasblBaeT, YTO He OyAeT BbINOIHATLCA HaCTpoiika trap-COOOLLEHWI AW NOTMPOBaHUE HU Ans
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0o6HapyXeHHol atakn (attack_detected), HM gns oTpaxkeHHo (attack _cleared).

attack_detected — ykasbiBaet, uTo npu 06HapyxeHun atak BPDU 6ydeT BbINOMHEHA HacTpoiika trap-
COOOLLEHNI NN 3annUCb B CUCTEMHBIN XXypHaU.

attack_cleared — ykasbiBaeT, 4TO npu oTpaxeHun atak BPDU 6ygeT BbINO/HEHA HACTpoOiika trap-
COOOBLLEHWNIA NN 3aNUCb B CUCTEMHbIN XypHa.

both — ykasbiBaeT, UTo An15 cobbITUIA attack detected un attack cleared 6yaeT BbinosiHEHa HacTpolika trap-
COOOBLLEHWNIA NN 3aNUCb B CUCTEMHbIN XXypHa.

OrpaHunyeHus
Tonbko nonb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYH KOMaHAy.

Mpumep

HacTpoliika trap-coo6uieHunin 3awmtbl BPDU Ha kommyTaTope A5t 060MX BUAOB COObITWIA:
DGS-3000-28XMP:admin# config bpdu_protection trap both

Commands: config bpdu_protection trap both

Success.

DGS-3000-28XMP: admin#

14-4 enable bpdu_protection

OnuncaHue
[JaHHasi KomaHga npegHasHaveHa ansa ooLero BkadeHns yHKumMm 3awmnTsel BPDU Ha kommyTaTtope.

CunHTtakcuc
enable bpdu_protection

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AAaHHYH KOMaHAy.

Mpumep

O6uee BKAYeHME dyHKUMN 3awmTel BPDU Ha KommyTaTope:
DGS-3000-28XMP:admin# enable bpdu_protection

Commands: enable bpdu_protection

Success.

DGS-3000-28XMP : admin#

14-5 disable bpdu_protection

OonucaHue
[JaHHas KomaHga npefHasHaveHa ansa ooLlero oTkadeHus oyHkUmy 3awmnTel BPDU Ha komMmyTaTtope.

CuHTakcuc
disable bpdu_protection
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MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AAaHHYHO KOMaHAy.

Mpumep

O6uee oTk/IoUeHMe yHKUMN 3awmnTel BPDU Ha kommyTaTtope:
DGS-3000-28XMP:admin# disable bpdu_protection

Commands: disable bpdu_protection

Success.

DGS-3000-28XMP : admin#

14-6 show bpdu_protection

OnucaHune

[aHHaa kKomaHga wcnonb3yeTcs 418 oTo6GpaxeHus obuweld  koHdwurypaummn 3awmtbl BPDU  wam
KOHdMrypaLmm no nopram 1 TEKyLLEero craryca.

CuHTtakcuc
show bpdu_protection {ports {<portlist>}}

MapameTpbl

ports — (onuMoHaIbHO) YKa3blBaeT, 4To byaeT oTobpaxeHa nHpopmaums ans gnanasoHa NnopTos.
<portlist> — BBeanTE AManasoH NOPTOB.

OrpaHuyeHus
HeT.

Mpumep

OTob6paxeHune obLel KoHurypaumm 3awmtsel BPDU Ha kommyTaTtope:
DGS-3000-28XMP:admin# show bpdu_protection

Commands: show bpdu_protection

BPDU Protection Global Settings

BPDU Protection status ! Enabled
BPDU Protection Recovery Time : 60 seconds
BPDU Protection Trap State i None

BPDU Protection Log State i None

DGS-3000-28XMP : admin#

OTob6paxeHne coctosHNs 3awmtbl BPDU Ha noptax 1-12:
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DGS-3000-28XMP:admin# show bpdu_protection ports 1-12
Commands: show bpdu_protection ports 1-12

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Disabled
Disabled

© 0 N gk WNR

[EE Y
N RO

DGS-3000-28XMP:admin#

shutdown
shutdown
shutdown
shutdown
shutdown
shutdown
shutdown
shutdown
shutdown
Block

shutdown
shutdown

Status

Normal
Under Attack
Normal
Normal
Normal
Normal
Normal
Normal
Normal
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15. KomaHAabl AnarHOCTUKKN Kabens

cable_diag ports [<portlist> | all]

15-1 cable_diag ports

OonucaHue

JaHHas

KOMaHAa npegHasHayeHa A/1s KoHdurypauum AnarHocTuk kabens Ha noptax. [nsi noptoB Fast

Ethernet (FE) 6yayT amarHoctupoBaTbCs ABe napbl kabens. Onsa Gigabit Ethernet (GE) — ueTbipe napsbl

Kabens.

Bo3moxHbI cnegytolme pesynbrarbl TecTa:

Open — kabenb B nape, rae NPUCYTCTBYET OLWIMOKA, HE NOAK/IOUEH MO YKa3aHHOMY MECTY.
Short — Ha kabene B nape, rae NPUCYTCTBYET OLWIMOKA, 3aMblKaHue.

Crosstalk — Ha kabene B nape, rae NpPUCyTCTBYET OLINOKA, NepeKkpecTHbIE NMOMEXN.
Shutdown — yganeHHbIn XOCT OTK/THOYEH.

Unknown — B pe3y/ibTate Tecta cocTosiHue kabens He onpegeneHo. MNonpobyiiTe ewe pas.
OK — napa ncnpasHa.

No cable — nopT He coeanHeH kabenem ¢ yaaneHHbIM XOCTOM.

Mpu Hanuuum coegmHeHua Ha nopty (ctatyc link-up) TecT onpegenut psvHy kabens. [oCKoNbKy
coefiHeHue ecTb, ownbok short nnm open He BO3HMKHET. TeM He MeHee, TECT MOXET BbIABUTb NPo6/iemMy C
nepekpecTHbIMK nomexamu (crosstalk).

Korga coegnHeHne otcyTcTByeT (cTatyc link-down), TO 3TO MOXET ObITb BbI3BAHO MHOXECTBOM (DaKkTOPOB.

1. Ecnu kabesnb NOAKMYEH K MOPTY, HO YAA/IEHHbIA XOCT BbIK/IHOUYEH, ANArHOCTUKA BCE paBHO MOXET
BbISIBUTb COCTOSIHNE Kabens, Kak ec/v Obl yaasieHHbIA XOCT Obl/1 BK/THOYEH.

2. Ecnu kabenb He NOAK/IOYEH K MOPTY, pe3ynbrar Tecta 0Tobpasut «no cablex.

3. TecT onpeaenuT TUN OLWIMGKN U MECTO, B KOTOPOM OHa Npou3oLL/ia.

Korga Ha npoTUBOMO/IOXHOM CTopoHe nopThl Fast Ethernet:

Ecnvn o6opyaoBaHue Ha NPOTMBOMNOJ/IOXKHOI CTOPOHE BK/1IOYEHO, COeAMHEHNE €CTb M OLINGKN
OTCYTCTBYIOT, 3Ta KOMaH4a He CMOXeT onpeAenuTb AnvHy kabensi.

Ecnn oGopyaoBaHue Ha NMPOTUBOMNOJIOKHOW CTOPOHE BK/IIOYEHO U €CTb OLWWUGKW, KOMaHaa
MOXeET onpegenutb Tvn ownbkn — open, short nam crosstalk. B aTom cnyyae koMaHa Takke MOXeT
onpefennTb paccTosiHue A0 OLIMOKN.

Ecnn oGopypoBaHuMe Ha MPOTMBOMOJIOKHOW CTOPOHE OTK/IIOYEHO U OWMOKM OTCYTCTBYIOT,
KOMaHza He CMOXeT onpeaenutb AnvHy kabens.

Ecnn o6opyaoBaHne Ha NMPOTUBOMOJIOKHOW CTOPOHE OTK/IIOYEHO M €CTb OWWNOKM, KOMaH4a
MOXET onpegenvTb Tun owmnbkn — open, short unn crosstalk. B aTom cnydae KomaHza Takke MOXeT
onpefennTb paccTosiHue 40 OLINOKN.

Ecnv noaknioyeHne Ha NPOTUBOMNO/IOKHOW CTOPOHE OTCYTCTBYET, KOMaHAa MOXET onpefenuntb
VN oWwnbKM — open, short nnn crosstalk. B 3ToM cnyvae oHa Takke MOXET OnpeAenuTb paccTosiHme
[0 OLLMOKN.

Korga Ha npoTuBONOMOXHOM cTopoHe nopThl Gigabit Ethernet:

Ecnn o6opypoBaHMe Ha NMPOTUBONOJIOKHON CTOPOHE BK/IIOUEHO U OLIMGKM OTCYTCTBYHOT,
KOMaHza MOXET onpeAennTb AJIMHy Kabens.

Ecnn o6opypgoBaHue Ha NMPOTUBONOJIOKHOW CTOPOHE BK/IIOYEHO U €CTb OWUGKM, KoMaHAa
MOXET onpeaenuTb TUN ownGkn — open, short uan crosstalk. B aTomM cnydae oHa Takke MOXET
onpeaennTb PacCTOsiHUE A0 OLINGKN.
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* Ecnu o6opypgoBaHue Ha NPOTMBOMNOSIOXKHOW CTOPOHE OTK/IIOYEHO U OLUMOGKM OTCYTCTBYIOT,

KOMaHAa He CMOXEeT OnpeaenuTb AnvHy kabensl.
* Ecnu o6opyaoBaHuMe Ha NPOTMBOMNOMIOXHOW CTOPOHE OTK/IIOUEHO U eCTb OWMOKKU, KomaHaa

MOXET onpenesintb Tun OWNGKN — open, short nnu crosstalk. B atom C/lydyae OHa TakKXe MOXeT

onpeaennTb PaccTosiHUE A0 OLINGKN.
*  Ecnu nogknoyeHne Ha NMPOTUBOMNOJIOXKHO CTOPOHE OTCYTCTBYET, KOMaH4a MOXET onpeaenuThb

TN oWwnbKM — open, short nnu crosstalk. B 3Tom c/iydyae OHa Takke MOXET onpeaennTb paccTosiHue
[0 OLLMOBKN.

«

CuHTakcuc

BHUMAHWE: TecT npuvMeHMM TO/bKO A8 MegHoro kabensd. OnTuyeckuid  nopt
npoTecTMpoBaTb Henb3s. [1s KoM60-MopTOB OyAeT NPOBEPSATLCA TONbKO MefAHbIA kabenb.
Ecnn Ha npoTuBonosioxHoili ctopoHe noptel Fast Ethernet, gnarHocTuka He nogaepxuneaeTtcs
Ha napax 1 n 4. Takke B 3TOM c/lydae Mnocse Tecrta Ha 3afaHHOM NopTy coeduHeHne byaer
OTK/IHO4EHO.

cable_diag ports [<portlist> | all]

MapameTtpbl

<portlist> — BBeANTE CNMCOK HEOOXOANMbIX MOPTOB.

all — ykasbiBaeT, 4To KOoMaHAa GyeT BbINOMHEeHa A/151 BCEX NOPTOB.

OrpaHuyeHus

Tonbko nosib3oBateny ypoBHa Administrator, Operator unv Power-User MOTyT BbINOSHATH AaHHYIO KOMaHAY.

Mpumep

MpoBepka kabensa Ha noptax 1, 11, n 12:

DGS-3000-28XMP:admin# cable_diag ports 1,11-12
Command: cable_diag ports 1,11-12

Perform Cable Diagnostics

Type Link Status Test Result Cable Length (M)

100BASE-T Link Up 0K 4
100BASE-T Link Down No Cable -
100BASE-T Link Down No Cable -

DGS-3000-28XMP : admin#
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16. KomaHabl nornposaHnA BbINOJ/IHEHHbIX KOMaH

enable command logging

disable command logging

show command logging

16-1 enable command logging

OnucaHue
KomaHga vcnonb3yetcs 4ns BKAKYEHUS (DYHKLUM NOrMPOBaHUSI BbINOSIHEHHbLIX KOMaHZ. o ymonyaHuio
GyHKUMNA OTKNHOYEHA.

aa MpumeyaHue: HM ofHa KOMaHZa KoHMrypauum He Oy[eT perucTtpupoBaTbCs B
%\ XypHasnie, rnoka KOMMYyTaTop HaxoAuTCsa B rnpouecce 3arpys3ku. lNpu ycnoBuu 4to
nosb3oBaresib nNpoxoaut ayTeHTudukaumio AAA, MMS MNONb30BaTeNs He [O/MKHO

MEHATLCS, eC/N NCNO/Mb3yeTcsl KomaHaa enable admin.

CuHTakcuc
enable command logging

MapameTtpsbl
HeT.

OrpaHuyeHus
Tonbko nonb3osBareny yposHs Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep
BroueHne doyHKLMM NOTMPOBaHUSA BbINOIHEHHbLIX KOMaHA!

DGS-3000-28XMP:admin# enable command logging
Command: enable command logging

sSuccess.

DGS-3000-28XMP: admin#

16-2 disable command logging

OonucaHue
KomaHaa ncnonb3yeTcs A1 OTKAUEHUST OYHKLUUM NOTMPOBAaHNS BbIMO/THEHHbIX KOMaHA,

CuHTakcuc
disable command logging
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MapameTpbl
Her.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpumep
OTKNOYEHME (PYHKLMM NTOTMPOBAHNSA BbIMNOMHEHHbIX KOMaHS;:

DGS-3000-28XMP:admin# disable command logging
Command: disable command logging

sSuccess.

DGS-3000-28XMP : admin#

16-3 show command logging

OonucaHue
KomaHga wvcnonb3yetcs Ans npocMoTpa cratyca (OYHKUMKW JIOrMPOBaHMA  BbIMOSIHEHHbLIX KOMaHAg, Ha
KomMyTaTope.

CuHTakcuc
show command logging

MapameTpsbl
Her.

OrpaHuyeHus
Tonbko nonb3oBarteny yposHa Administrator niv Operator MOryT BbINO/THATL AaHHY0 KOMaHAy.

Mpumep
OTo6paxeHue cTatyca OyHKLMN NOTMPOBaHUSA BbINOTHEHHBLIX KOMaH/ Ha KOMMyTaTope:

DGS-3000-28XMP:admin# show command logging
Command: show command logging

Command Logging State : Disabled

DGS-3000-28XMP: admin#
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17. KomaHgbl KOMMNIEKCHO ayTeHTUdukaumm

enable authorization attributes

disable command logging

create authentication guest_vlan [vlan <vlan_name 32> | vlanid <vlanid 1-4094>]

delete authentication guest_vlan [vlan <vlan_name 32> | vlanid <vlanid 1-4094>]

config authentication guest_vlan [vlan <vlan_name 32> | vlanid <vlanid 1-4094>] [add | delete] ports
[<portlist> | all]

config authentication ports [<portlist> | all] {auth_mode [port_based | host_based] |
multi_authen_methods [none | any | dotlx_impb | impb_wac | mac_impb| mac_wac]}(1)

config authentication server failover [local | permit | block]

show authorization

show authentication

show authentication guest_vlan

show authentication ports {<portlist>}

17-1 enable authorization attributes

OonucaHue
JaHHaa komaHga 1cnosib3yeTcsa AN BKAKYEHNA aBTopu3auni.

CuHTakcuc
enable authorization attributes

MapameTtpbl
Her.

OrpaHuyeHus

Tosnbko nosb3oBateny ypoBHs Administrator, Operator unv Power-User MOTyT BbINOSHATH AaHHYKO KOMaHAy.

Mpumep
O6LLee BK/IOYEHNE aTpPUOYTOB aBTOPU3aLNN:

DGS-3000-28XMP:admin# enable authorization attributes
Command: enable authorization attributes

Success.

DGS-3000-28XMP: admin#

17-2 disable authorization attributes

OonucaHue
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[laHHasi komMaHa 1Cnonb3yeTcs A1 OTK/IUEHUS aBTopU3aLImu.

CuHTakcuc
disable authorization attributes

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny yposHs Administrator, Operator uim Power-User MOTryT BbINOHATL JaHHY0 KOMaHLy.

Mpumep
O6LLee OTK/IHOYEHNE aTpMByTOB aBTopM3aLnK:

DGS-3000-28XMP:admin# disable authorization attributes
Command: disable authorization attributes

Success.

DGS-3000-28XMP : admin#

17-3 create authentication guest_vilan

OnucaHune

JaHHas komaHfa ucnonb3yetca Ons Toro, 4tobbl HasHaunTb cTatudeckyto VLAN Kak rocteByto (guest
VLAN). OnpegeneHHasa VLAN, koTopas HasHavaetcs rocteBoii VLAN, yxe [O/mKHa CylecTBOBaTb U ee
Henb3a yaanunThb.

CuHTakcuc
create authentication guest_vlan [vlan <vlan_name 32> | vlanid <vlanid 1-4094>]

MapameTpbl

vlan — ykasbiBaeT ums roctesoii VLAN.
<vlan_name 32> — BBegunte nms rocteson VLAN annHoli go 32 cMMBOMOB.

vlanid — yka3biBaeT VLAN ID roctesoin VLAN.
<vlanid 1-4094> — seegute VLAN ID rocteBoit VLAN. [JocTyneH gnanasoH 3HavyeHun ot 1 go 4094.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHa Administrator, Operator nunu Power-User MOryT BbINOMHATbL AaHHYH0 KOMaHAY.

Mpumep
HasHauyeHue ctatuueckoin VLAN kak rocteBoii (guest VLAN):

DGS-3000-28XMP:admin#create authentication guest_vlan vlan guestVLAN
Command: create authentication guest_vlan vlan guestVLAN

Success.

DGS-3000-28XMP: admin#
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17-4 delete authentication guest_vlan

OnucaHue

[aHHasi koMaHAa ucnosnb3yeTcsa Ans yaaneHms HacTtpoiku rocteBoit VLAN (guest VLAN), npu aTom cama
ctatnyeckas VLAN yganeHa He 6yaet. Mocne yganeHus rocteBoit VLAN Bce NopTbl, OTHOCSLWMECS K HEA,
nepengyT B opurmHasibHyto VLAN.

CuHTakcuc
delete authentication guest_vlan [vlan <vlan_name 32> | vilanid <vlanid 1-4094>]

MapameTpbl

vlan — ykasbiBaeT ums rocteBoii VLAN.
<vlan_name 32> — BeBegunTe nms rocteson VLAN anvnHoli go 32 cMMBOMOB.

vlanid — ykasbiBaeT VLAN ID roctesoi VLAN.
<vlanid 1-4094> — seeguTe VLAN ID rocteBoit VLAN. [JoCcTyneH gnanasoH 3HavyeHuin ot 1 go 4094.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb SAHHYH KOMaHAY.

Mpumep
YpaneHue koHdurypaumm roctesoii VLAN:

DGS-3000-28XMP:admin#delete authentication guest_vlan vlan guestVLAN
Command: delete authentication guest_vlan vlan guestVLAN

Success.

DGS-3000-28XMP: admin#

17-5 config authentication guest_vlan

OonucaHue
[JaHHas KomaHOa ucnonb3yeTcs Ans HazHavyeHus NopToB B rocTeByto VLAN unu ux yaaneHus ns Hee.

CuHTakcuc
config authentication guest_vlan [vlan <vlan_name 32> | vlanid <vlanid 1-4094>] [add | delete] ports
[<portlist> | all]

MapameTpbl

vlan — ykasbiBaeT ums roctesoii VLAN.
<vlan_name 32> — BeBegunte nms rocteson VLAN anvHoli go 32 cMMBOMOB.

vlanid — ykasbiBaeT VLAN ID roctesoin VLAN.
<vlanid 1-4094> — seegute VLAN ID rocteBoit VLAN. [JocTyneH gnanasoH 3HavyeHun ot 1 go 4094.

add — ykasbiBaeT, 4TO HE06X0ANMO [06aBMTb CNUCOK NOPTOB B rocTeByto VLAN.

delete — yka3bIBa€eT, YUTO HEOOXOAMMO YA IMTb CAMCOK NOPTOB U3 rocTeBoii VLAN.

ports — yka3biBaeT NoOpT UK AnanasoH NOpPToB, KOTOPble HEOBXOAMMO HACTPOUTL.
<portlist> — BBeguTe AnanasoH NopToB, KOTOPblE HEOBXOAMMO HACTPOUTD.
all — yka3bIBa€eT, UTO HEO6X0ANMO HACTPOUTb BCE MOPThI.
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OrpaHuyeHus
Tonbko nonb3oBarenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
HacTtpoliika ayteHTudmkauumn gns scex noptoB and roctesoli VLAN ¢ nmeHeM «guestVLAN»:

DGS-3000-28XMP:admin#config authentication guest_vlan vlan guestVLAN add ports
all
Command: config authentication guest_vlan wvlan guestVLAN add ports all

sSuccess.

DGS-3000 - 28XMP : admin#

17-6 config authentication ports

OonucaHue
[aHHasi koMaHaa UCMob3yeTcs 47151 TOro, YToObl HACTPOUTL PEXUM aBTOpPM3aLUN U METoA ayTEHTUdIMKaLMN
Ha noprax.

CuHTakcuc
config authentication ports [<portlist> | all] {auth_mode [port_based | host_based] |
multi_authen_methods [none | any | dotlx_impb | impb_wac | mac_impb| mac_wac]}(1)

MapameTpbl

<portlist> — BBeguTe NOpT 1AM ArManasoH NOPTOB A/ HACTPOWKM.

all — YKa3bIBa€eT, YTO HeO6XO,D|I/IMO HaCTPOUTb BCE NOPThI.

auth_mode — pexum aBTOpM3aLmn: Ha OCHOBE MopTa UM Ha OCHOBE Yy3/1a.

port-based — ecnv ofuH U3 NOOKOUYEHHBIX Y3/10B NPOXOANUT ayTeHTUMKALMIO, BCE Y3/1bl HA 3TOM
nopTy nosyyar AocTyn B CeTb. Ecnu nonb3oBaTesib He MNPOXoAuT ayTeHTudmkaumioo, nopt 6yaet
NbITATLCA NPOBECTU C/EAYIOLLYI0 ayTEHTUINKALMIO.

host-based — yka3sbiBaert, UTO Kaxaplii Nonb3oBaTesb OyaeT ayTeHTUINLMPOBATLCA MHAMBUAYANLHO.
KnneHT moxeT ayteHTucpmumposatbcs no VLAN ID B cootsetcTBytowme VLAN. Ecnu VLAN ID He
ykaszaH nnn sce VLAN OTK/IOYEHbl, AN1S KOMMyTaropa He OyaeT umeTb 3HadeHust VLAN kiveHTa.
HesaBucumo ot VLAN, knneHT byget ayTeHTudmumpoBaH no MAC-agpecy.

multi_authen_methods — yka3biBaeT metog compound authentication.
none — compound authentication oTkntoueHa.
any — ayTeHTUdmKaUusa cuMTaeTcsl NponaeHHON, ecnim npoingeH no6oi n3 metogos (802.1X, MAC u
WACQC).
dotlx_impb — cHauana 6yger ocyulecTsneHa nposepka 802.1X, 3atem IMPB. Heobxoanmo, 4To6bl
6bl/IM NpoligeHbl 06e ayTeHTUUKaLNN.
impb_wac — cHayana 6ygeT ocywecTsneHa nposepka WAC, 3atem IMPB. Heobxoanmo, 4tobbl 6b1n
npoiigeHsl obe ayTeHTUUKaLNN.
mac_impb — cHauana 6yzert ocyulectsneHa nposepka MAC, 3atem IMPB. Heo6xogmMmo, 4To6bl 6b1u
NpoigeHsbl 06e ayTeHTUMKauun.
mac_wac — cHayana 6ygert ocyuwlecteneHa nposepka MAC, 3atem WAC. Heobxogumo, 4To6bl 6b1m
NpoigeHbl 06e ayTeHTUMKauun.

OrpaHuyeHus
Tonbko nosb3oBartenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.
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Mpumep
B npumepe HuXe Ans BCeX NOPTOB YCTaHABNMBAETCA PEXUM ayTeHTUMKaLMM Ha OCHOBE y3na:

DGS-3000-28XMP:admin#config authentication ports all auth_mode host_based
Command: config authentication ports all auth_mode host_based

Success.

DGS-3000-28XMP : admin#

B cnepyouwem npumepe An1s BCexX NOPTOB ycTaHaBNuBaeTcs metog compound authentication «any»:

DGS-3000-28XMP: admin#config authentication ports all multi_authen_methods any
Command: config authentication ports all multi_authen_methods any
sSuccess.

DGS-3000-28XMP: admin#

17-7 config authentication server failover

OonucaHue
[JaHHas komaHza Ucnosb3yeTcs 4151 HACTPOIKK B CNydae oTkasa cepBepa ayTeHTUgIUKaLn.

CuHTakcuc
config authentication server failover [local | permit | block]

MapameTpsbl

local — yka3bIBaeT MCMoMb30BaHMe /T0KasIbHOM 6a3bl fJaHHbIX 4151 ayTeHTUMKALUM KITMEHTOB.

permit — ykasbIBaeT, YTO K/IMEHT BCerga cUMTaeTcs ayTeHTUPULMPOBAHHBIM.

block — yka3bIBa€eT, YTO K/IMEHT ByAeT 3a6/10KMpoBaH. STO HACTPOKa N0 YMOMYaHHUIO.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb AAaHHYIO KOMaHAy.

Mpumep
HacTtpoiika ctatyca ayteHTudmkaumu failover:

DGS-3000-28XMP:admin# confTig authentication server failover local
Command: config authentication server failover local

Success.

DGS - 3000-28XMP : admin#

17-8 show authorization

OonucaHue
[aHHasi KomaHga ucnosb3yeTcs A1 0ToGpaKeHusl ctatyca aBTopmsaumm.
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CuHTakcuc
show authorization

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTobpaxeHne cTatyca aBTopusaunmn:

DGS-3000-28XMP:admin# show authorization
Command: show authorization

Authorization for Attributes: Enabled.

DGS-3000-28XMP : admin#

17-9 show authentication

OnucaHune
[aHHasa komaHga ncnosb3yeTcs 4718 0To6paxeHns 06LLUei KoHdIUIypaummn ayTeHTUdukaumm.

CuHTakcuc
show authentication

MapameTpsbl
Her.

OrpaHuyeHus
HerT.

Mpumep
OTo6paxeHne ctatyca obLeli ayTeHTUdmKaLmn:

DGS-3000-28XMP:admin# show authentication
Command: show authentication

Authentication Server Failover: Local.

DGS-3000-28XMP : admin#

17-10 show authentication guest_vlan

OnucaHue
[aHHasi KomaHga ucnonb3yeTcs A1s otobpaxeHus nHgopmaumm o Guest VLAN.

CuHTakcuc
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show authentication guest_vlan

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep

OTob6paxeHne Hactpoek Guest VLAN:

DGS-3000-28XMP: admin#show authentication guest_vlan
Command: show authentication guest_vlan

Guest VLAN VID : 2
Guest VLAN Member Ports: 1-28

Total Entries: 1

DGS-3000-28XMP:admin#

17-11 show authentication ports

OonucaHue
[aHHas KkomaHZa UCMNosb3yeTcs A/ OTOO6paxeHns MeTofa ayTeHTMdMKauum U pexnva aBTopu3aunm Ha
noprax.

CunHTtakcuc
show authentication ports {<portlist>}

MapameTpbl

<portlist> — (onunoHanbHO) BBEAMTE CMMCOK NOPTOB, A/ KOTOPbIX HEO6XoAMMO 0TOGpasuTb compound
authentication.

OrpaHuyeHus
HeT.

Mpumep

OToGpaXeHne HaCTPoekK ayTeHTUdMKaLun Ha noptax 1-3:
DGS-3000-28XMP:admin#show authentication ports 1-3
Command: show authentication ports 1-3

Port Methods Auth Mode
1 Any Host -based
2 Any Host-based
3 Any Host -bhased

DGS-3000-28XMP : admin#
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18. KomaHAbl KOH(pUrypaumumn

show config [effective | modified | current_config | boot_up | file <pathname 64>] {[include | exclude |
begin] <filter_string 80> {<filter_string 80> {<filter_string 80>}} {[include | exclude | begin] <filter_string 80>
{<filter_string 80> {<filter_string 80>}} {[include | exclude | begin ] <filter_string 80> {<filter_string 80>
{<filter_string 80>}}}}}

config configuration <pathname 64> [boot_up | active]

save {[config <pathname 64> | log | all]}

show boot_file

18-1 show config

OnucaHue

[aHHasi kKoMaHAa MCMosb3yeTcs A5l 0TOBPaKEHNST COAEPXKMMOro TeKyLEen KoHdurypauun, KoHdurypaumu,
KoTopas 6ygeT NpuMMeHeHa Npu cnegywoulei 3arpyske, Unnm KoHdurypaumoHHoro caiinia, ykasaHHOro B
KomaHze.

BbIBOA, KOHOMIypaLUMOHHbIX JaHHbIX MOXHO OT(MILTPOBATb BblPaXXEHWEM, YKa3aHHbIM B KOHLE KOMaHApbl.
BbipaxkeHne MOXeT cofepXaTb A0 TPEX COCTaBHbIX 3HauYeHuli uibTpa. 3HavyeHne uasbTpa HauymHaeTcs C
Tna cunestpa (include, exclude n begin), 3a KOTOpPbLIM CIEAYOT A0 TPEX CTPOK ounbTpa (Hanpumep, «stp»).
CTpoka chunsTpa 3akntodaeTcs B KaBbluky . Hxe onncaHo 3HaueHne Kaxgoro tuna dubrpa.

include: Bk/toHaeT CTPOKK, KOTOPbIE COAEPXaT yKasaHHYt CTPOKY huisTpa.
exclude: ncknoyaet CTPOKM, KOTOpblE COAEPXaT YKaszaHHYH CTPOKY ounbTpa.
begin: nepsas cTpoka, KOTOpas CoAepPXUT YKasaHHY0 CTPOKY ounbTpa, yaeT NnepBoit CTPOKON BbiBOAA.

Heckonbko CTPOK (hubTpa BCes 3a ogHuM TUrnoM unibTpa noguuHsaoTtea npasuiy OR (UMW), To ecTb
CTpOKa OTBEYaeT YC/I0BMSAM, €C/IN eCTb CoBNajeHne XoTs Obl B 04HOI U3 yKa3aHHbIX CTPOK huasTpa.

Ecnn ykazaHo 605ee 04HOrO 3HauyeHusi ouabTpa, BbIBOZA, OT(OMILTPOBAHHLIA MepBbiM 3HaveHuem, byaet
CY>XNTb BBOAHbIMW AaHHbIMU A/18 CNefyoLero 3HayeHus.

CuHTakcuc

show config [effective | modified | current_config | boot_up | file <pathname 64>] {[include | exclude |
begin] <filter_string 80> {<filter_string 80> {<filter_string 80>}} {[include | exclude | begin]
<filter_string 80> {<filter_string 80> {<filter_string 80>}} {[include | exclude | begin ] <filter_string 80>
{<filter_string 80> {<filter_string 80>}}}}}

MapameTpbl

effective — ykasbiBaeT oTo6paXeHne TO/IbKO TEX HACTPOEK, KOTOpPble BAWAIOT HA NOBeAEHWEe YCTPOICTBA.
Hanpumep, ecnn STP oTkioueH, 6yaer oTobpaxatbcsi Tonbko «STP is disabled». Bce ocTasbHble
HacTpolik1, kacatowwmecss STP, He oTobpaxatoTcs. HacTpoliku HXKHEro YPOBHSA 0TO6paXatoTCs TO/IbKO Npu
BK/IIOYEHHOI HACTPOiike BepXHEro ypoBHA. ObpaTtnte BHYUMaHue, YTo 3TOT napameTp AeCTBYET TONbKO A
TekyLei kKoHdurypaumu.

modified — ykasbiBaeT 0TOOGpaeHMe TO/bKO TeX HAacTPOeK, KOTOpble He SBASKTCA HacTpoilkamu no
ymonuaHuio. O6paTtvte BHMMaHWe, YTo 3TOT NapameTp AeNCTBYeT TO/bKO 415 TEKYLLER KOHUrypaLuu.

current_config — oTobpaxeHne TekyLLein KoHdUrypawuu.
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boot_up — oTo6paxeHne KoHQUrypauun, kotopasi OyaeT NpMMeEHeHa Npv CeayloLLel 3arpyske.

file — oTo6paxeHne koHgUrypaummn n3 cainna.
<pathname 64> — BBeauTe NO/HbIA NyTb K paliny B haiinosoii cucteme ycTpoiicTea OANHON f0 64
CMMBOJIOB.

include — (onumMoHanNbLHO) BKKOYAET CTPOKU, KOTOPblE COAepXaT YKasaHHY CTPOKY dhunstpa.

exclude — (onuuoHaNbLHO) NCKNIOYAET CTPOKKU, KOTOPbIE COAEPXKAT YKasaHHYH CTPOKY unsTpa.

begin — (onumoHanbHO) ykasbiBaeT, YTO NEepPBOIi CTPOKOIi BbiBOAA OyAeT nepsasi CTpoKa, KoTopas COAEPXMUT
yKasaHHy CTPOKy donnestpa.

<filter_string 80> — BBeaMTE CTPOKY (hMLTPA, 3aK/IHUYEHHYIO B KaBbluku ". Takum o6pa3om, cama CTpokKa
dunbTpa He MOXET cofepxaTtb cuMBoA ". HeobXo4MMO yunTbIBaTb PETMCTP CUMBOJIOB B CTPOKE hu/ibTpa.
CTpoka MOXeT 6bITb AIMHOWN A0 80 CUMBOSIOB.
<filter_string 80> — (onuuoHanbHO) BBEAWUTE CTPOKY (PMNLTPA, 3aK/MOYEHHYI0 B KaBbluku ". Takum
obpa3om, cama CTpoka (hubTpa He MOXET cofepxaTtb cumBon ". Heobxoaumo yuuTbiBaTb PErnucTp
CMMBOJIOB B CTPOKe (punsTpa. CTpoka MOXET 6bITb A MHOW 40 80 CMMBOJIOB.
<filter_string 80> — (onunoHas/IbHO) BBEANTE CTPOKY (DUNLTPA, 3aK/IHOYEHHYIO B KaBblyky ". Taknum
o6pas3om, cama CTpoka (unbTpa He MOXET cogepxarb cumBon ". Heobxoaumo yunTbiBaTb
perucTp CUMBOSIOB B CTPOKe dounbTpa. CTpoka MOXET 6bITb AMHOW A0 80 CUMBO/IOB.
include — (onuvoHanLHO) BK/IKOYAET CTPOKM, KOTOPbIE COAEepXaT YKa3aHHY0 CTPOKY onnsTpa.
exclude — (oNuMoOHasIbLHO) UCKIOYAET CTPOKM, KOTOPbIE COAEPXAT YKa3aHHYH CTPOKY hu/bTpa.
begin — (onuuoHasbHO) yKa3blBa€eT, YTO MEPBOI CTPOKON BbiBOAA OydeT nepBas CTpoka, KoTopas
COOEPXKUT YKa3aHHYI CTPOKY oubTpa.
<filter_string 80> — BBeAuTe CTPOKY (PWU/ILTPA, 3aK/IOYEHHYIO B KaBbIUKM ". Takum ob6pasom, cama
CTpoka hunbTpa He MOXEeT cogepxatb cumBon ". Heo6xoAMMO yunTbiBaTb PerucTp CMMBOSIOB B
cTpoke dnnbTpa. CTpoka MOXeT ObITb A/IMHONM A0 80 CMMBONOB.
<filter_string 80> — (onuuoHanbHO) BBEAUTE CTPOKY (PUNLTPA, 3aK/IHOUYEHHYHO B KaBbIYKU
Takum obpasom, cama CTpoka (huibTpa He MOXET cogepxarb cumBon . Heobxogumo
YUMTbIBaTb PErucTp CUMBOMIOB B CTpoke dubTpa. CTpoka MOXeT ObiTb AnvHoin go 80
CMMBOSIOB.
<filter_string 80> — (onuuoHasibHO) BBEAMTE CTPOKY PUILTPA, 3aK/IIOUEHHYIO B KaBbIUKU .
Takum 06pa3oM, cama CTpoka nbTpa He MOXET cogepxarb cumsosn . Heobxoaymo
YUMTbIBaTb PErMCTP CUMBOJIOB B CTpOke (husibTpa. CTpoka MOXeT 6biTb AnnHoin o 80
CVMMBOJIOB.
include — (onuMoHanbHO) BKAKOYAET CTPOKU, KOTOPbIE COAEPXaT yKasaHHY CTPOKY mnbTpa.
exclude — (onuuoHasIbHO) UCKNOYAET CTPOKU, KOTOPbIE CofepXaT YKka3aHHY CTPOKy dnbsTpa.
begin — (onuMoHabHO) yKa3bIBaET, YTO NEpPBOI CTPOKOI BbiBOAa OyaeT nepBasi CTpoka, koTopas
COLEPXUT YKa3aHHYH0 CTPOKY ousbTpa.
<filter_string 80> — BBeguTe CTPOKYy PUALTPA, 3aKNOHEHHYHO B KaBbluky ". Taknum obpasom,
cama CTpoka wibTpa He MOXeT cogepxarb cumBos ". Heo6xoAMMO yuuTbiBaTb Peructp
CMMBOJI0B B CTPOKe husibTpa. CTpoka MOXET 6bITb A/IMHON A0 80 CMMBOSIOB.
<filter_string 80> — (onuuoHasibHO) BBEAMTE CTPOKY PUILTPA, 3aK/IIOUEHHYIO B KaBbIUKU .
Takum 06pa3oM, cama CTpoka (oubTpa He MOXET cogepxatb cumBosn . Heobxoaynmo
YUMTbIBaTb PErUCTP CUMBOJIOB B CTpOke (husibTpa. CTpoka MOXeT 6biTb AnnHoin o 80
CVMMBOJIOB.
<filter_string 80> — (onuuoHasibHO) BBeAMTE CTPOKY UALTPA, 3aK/IYEHHYH B
KaBblukm ". Taknm 0b6pas3om, cama cTpoka unisTpa He MOXET cogepxarb cumBosa "
HeobxoaMmo yunTbiBaThL PErNCTP CUMBOJIOB B CTPOKe dunnbTpa. CTpoka MOXET ObITb
AnvHoli oo 80 cMMBONOB.

OrpaHuyeHus
Tonbko nonb3osBareny yposHa Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.
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Mpumep
OTo6paeHne koHdmrypaumm ¢ napameTpom «modified»:
DGS-3000-28XMP:admin#show config modified
Command: show config modified
Hommmmmmm e mm e e e e e e e mmmmmmm e mmmmmmmmmmmmmmmmmmmmmmmmmm e mm e —m =
# DGS-3000-28XMP Gigabit Ethernet Switch
# Configuration
#
i Firmware: Build 4.00.010
3 Copyright(C) 2018 D-Link Corporation. All rights reserved.
e I e
# DEVICE
# DDP
# BASIC
# ACCOUNT LIST
# ACCOUNT END
CTRL+C Quit SZXYE [ Next Page ENER Next Entry B All

18-2 config configuration

OnucaHue

[aHHasi koMaHfga ucnonb3yeTcsl ANns Bbibopa ¢haitna KoHdurypaumm, KOTOpbli OyaeT NpUMEHEH npu
cnegywowel sarpyske, Win ana npvMeHeHus onpegeneHHoW KoHdurypauuy B cucteme. dTa komaHza
TpebyeTcs, Korga nogaepXnBatoTC MHOXECTBO KOH(IUIYPaLMOHHbIX hainos.

CuHTakcuc
config configuration <pathname 64> [boot_up | active]

MapameTpsbl

<pathname 64> — ykasbiBa€eT (haiin KoHdurypauum B haiisioBoii cucteme ycTponcTaa.

boot_up — ykasbiBa€eT ero kak tpaiis, KoTopbIii 6y4eT NPUMEHEH MpU 3arpys3ke.

active — ykasbiBaeT NpPUMEHEHNE KOHUrypaumm ns gaiina.

OrpaHunyeHus
Tonbko nosb3oBarenn ypoBHs Administrator MOryT BbINO/IHATb AAHHYI0 KOMaHAy.

Mpumep
HacTtpoliika npumeHeHns1 doaina KoHdurypauum KommyTtaTopa npu 3arpyske:
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DGS-3000-28XMP:admin# config configuration config.cfg boot_up
Command: config configuration config.cfg boot_up

success.
DGS - 3000 - 28BXMP : admin#

18-3 save

OonucaHue
[JaHHas komaHga Ucnosb3yeTcs A5 COXpaHeHMs TeKyLLEn KoHdmrypauun B chaiin.

CunHTtakcuc
save {[config <pathname 64> | log | all]}

MapameTpsbl

config — (onuuoHasibHO) yKa3biBaeT COXpaHeHne KoHgurypaummn B doaiin.
<pathname64> — BBeguTe NOMHLIA NyTb K haliny B aiifioBoit cucteme yctpoiictea. Ecnm nyTb He
yKasaH, 6yaeT coxpaHeH KOHUrypaLmMoHHbIA daiin, CNoib3yeMblil Npu 3arpyske.

log — (onuuoHanbHO) yKa3blBAET COXPaHEHUE CUCTEMHOIO XypHana.

all — (onumoHanbHO) yKasbIBAET COXpPaHeHUEe KOHGMrypauum n CUCTEMHOTO XypHana.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator nnmn Operator MOryT BbINO/HATb AAHHY0 KOMaHAY.

Mpumep
CoxpaHeHune KoHurypauuu:

DGS-3000-28XMP:admin# save config c:/3200.cfg
Command: save config c:/3200.cfg

Saving all configurations to NV-RAM.......... Done.

DGS-3000-28XMP : admin#

18-4 show boot file

OnucaHue
[JaHHas koMaHga ucnosnb3yeTcs O/ 0To6pakeHus dhaiina KoHurypaumm 1 nporpaMMHOro obecneveHus,
Ha3HaYeHHbIX Kak doaiinbl 3arpy3ku.

CuHTakcuc
show boot _file

MapameTpbl
Her.

OrpaHuyeHus
Her.
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Mpumep
OTo6paxeHue haiina 3arpy3ku:

DGS-3000-28XMP:admin# show boot_file
Command: show boot_file

Bootup Firmware 1 /ei/runtime.had
Bootup Configuration : /c:/config.cfg

DGS-3000-28XMP : admin#
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19. KomaHabl Connectivity Fault Management (CFM)

create cfm md <string 22> {md_index <uint 1-4294967295>} level <int 0-7>

config cfm md [<string 22> | md_index <uint 1-4294967295>] {mip [none | auto | explicit] | sender_id
[none | chassis | manage | chassis_manage]}

create cfm ma <string 22> {ma_index <uint 1-4294967295>} md [<string 22> | md_index <uint 1-
4294967295>]

config cfm ma [<string 22> | ma_index <uint 1-4294967295>] md [<string 22> | md_index <uint 1-
4294967295>] {vlanid <vlanid 1-4094> | mip [none | auto | explicit | defer] | sender_id [none | chassis |
manage | chassis_manage | defer] | ccm_interval [L0ms | 100ms | 1sec | 10sec | 1min | 10min] |

mepid _list [add | delete] <mepid_list>}

create cfm mep <string 32> mepid <int 1-8191> md [<string 22> | md_index <uint 1-4294967295>] ma
[<string 22> | ma_index <uint 1-4294967295>] direction [inward | outward] port <port>

config cfm mep [mepname <string 32> | mepid <int 1-8191> md [<string 22> | md_index <uint 1-
4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]] {state [enable | disable] | ccm [enable |
disable] | pdu_priority <int 0-7> | fault_alarm [all | mac_status | remote_ccm | error_ccm | xcon_ccm |
none] | alarm_time <centisecond 250 -1000> | alarm_reset_time <centisecond 250-1000>}

delete cfm mep [mepname <string 32> | mepid <int 1-8191> md [<string 22> | md_index <uint 1-
4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]]

delete cfm ma [<string 22> | ma_index <uint 1-4294967295>] md [<string 22> | md_index <uint 1-
4294967295>]

delete cfm md [<string 22> | md_index <uint 1-4294967295>]

enable cfm

disable cfm

config cfm ports <portlist> state [enable | disable]

show cfm ports <portlist>

show cfm {[md [<string 22> | md_index <uint 1-4294967295>] {ma [<string 22> | ma_index <uint 1-
4294967295>] {mepid <int 1-8191>}} | mepname <string 32>]}

show cfm fault {md [<string 22> | md_index <uint 1-4294967295>] {ma [<string 22> | ma_index <uint 1-
4294967295>)}}

show cfm port <port> {level <int 0-7> | direction [inward | outward] | vlanid <vlanid 1-4094>}

cfm loopback <macaddr> [mepname <string 32> | mepid <int 1-8191> md [<string 22> | md_index <uint
1- 4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]] {num <int 1-65535> | [length <int O-
1500> | pattern <string 1500>] | pdu_priority <int 0-7>}

cfm linktrace <macaddr> [mepname <string 32> | mepid <int 1-8191> md [<string 22> | md_index <uint
1- 4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]] {ttl <int 2-255> | pdu_priority <int O-
7>}

show cfm linktrace [mepname <string 32> | mepid <int 1-8191> md [<string 22> | md_index <uint 1-
4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]] {trans_id <uint>}

delete cfm linktrace {{md [<string 22> | md_index <uint 1-4294967295>] {ma [<string 22> | ma_index
<uint 1- 4294967295>] {mepid <int 1-8191>}} | mepname <string 32>]}

show cfm mipccm

config cfm mp_lItr_all [enable | disable]

show cfm mp_ltr_all

show cfm remote_mep [mepname <string 32> | md [<string 22> | md_index <uint 1-4294967295>] ma
[<string 22> | ma_index <uint 1-4294967295>] mepid <int 1-8191>] remote mepid <int 1-8191>

show cfm pkt_cnt {[ports <portlist> {[rx | tx]} | [rx | tX] | ccm]}

clear cfm Ekt_cnt ﬂports <portlist> ﬂrx | tx” [ [rx | tx] | ccm].}
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19-1 create cfm md

OnucaHue
[aHHasi KomaHga ucnonb3yeTcs Ans cosgaHns maintenance domain.

CuHTakcuc
create cfm md <string 22> {md_index <uint 1-4294967295>} level <int 0-7>

MapameTpsbl

<string 22> — BBeguTe Ha3BaHvMe maintenance domain 4MHON 4O 22 CUMBOJIOB.

md_index — (onunoHasibHO) yKa3blBaeT MHAEKC maintenance domain.
<uint 1-4294967295> — BBeauTe 3HadYeHWe WHAEKca maintenance domain. [ocTyneH auanasoH
3Ha4veHu ot 1 o 4294967295.

level — ykasbiBaeT ypoBeHb maintenance domain.
<int 0-7> — BBeAnTeE ypoBEHb Maintenance domain. JocTyneH gnanasoH 3Ha4eHuin ot 0 go 7.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep

Co3paHve maintenance domain ¢ Ha3BaHMEM «op_domain» 1 YpoBHEM «2»:
DGS-3000-28XMP:admin# create cfm md op_domain level 2

Command: create cfm md op_domain level 2

Success.

DGS-3000-28XMP: admin#

19-2 config cfm md

OnucaHue

[aHHas koMaHAa MCnob3yeTcs A1 HAcTPOViku napameTpoB maintenance domain. CosgaHue MIP Ha MA
MOMEe3HO A1 TOro, 4TOObl BbLINOAHATE TPaccupoBKy amHka ot MIP k MIP. 3710 Takke no3Bonser
No/Ib30BaTesT0 BbINOSIHUTL 06paTHyto cBsA3b 0T MEP k MIP.

CuHTakcuc
config cfm md [<string 22> | md_index <uint 1-4294967295>] {mip [none | auto | explicit] | sender_id

[none | chassis | manage | chassis_manage]}

MapameTpsbl

<string 22> — BBegUTE Ha3BaHne maintenance domain AANHON A0 22 CUMBOJIOB.

md_index — yka3biBaeT nHaekc maintenance domain.
<uint 1-4294967295> — BBeauTe 3HauyeHuWe wuHAekca maintenance domain. JocTyneH auanasoH
3HaveHui ot 1 o 4294967295.

mip — (ONUMOHasILHO) YKasbiBaeT NONNTUKY co3gaHnsa MIP.
none — MIP co3gaBaTbcs He ByayT. DTO 3HAYEHUE MO YMOYaHUIO.
auto — MIP Bcerga Moryt 6bITb CO34aHbl Ha il060M MOpPTY B AaHHOM MD, ecnim nopT He
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ckoHchurypuposaH ¢ MEP atoro MD. Ansa Toro, 4tobbl MIP co3gaBasiMcb Ha MPOMEXYTOYHOM
KoMmmyTaTope B MA, HacTpoiika fo/mkHa 6biTb aBTOMaTn4eckoi (auto).

explicit — MIP MoryT 6bITb co3faHbl Ha NtoboM nopty B faHHoOM MD, TOMbLKO eC/iv Ha creaylowem
CYLLECTBYIOLLLEM HUXeNnexallem yposHe ecTb MEP, CKOH(MIypmpoBaHHas Ha 3TOM MOPTY, WU 3TOT MOpPT
He ckoHdpurypuposaH ¢ MEP atoro MD.

sender_id — (onunoHanbHO) ynpasnseT nepegaderi sender ID TLV.
none — ykasbIBaeT, 4To sender ID TLV nepegaBatbcs He OyAeT. TO 3HAUYEHME MO YMOTHAHWIO.
chassis — yka3bIBaeT, UTo Oyaet nepegasarbcs sender ID TLV ¢ nHgopmaymeit o chassis ID.
manage — ykasblBaeT, 4To 6yaeT nepepasatbcsa sender ID TLV ¢ uHdopmauymein o6 agpece
ynpas/ieHns.
chassis_manage — yka3sbiBaeT, UTo 6yaeT nepeaaBatbcs sender ID TLV ¢ nHdopmaumeit o chassis 1D
N agpece ynpas/ieHus.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYIO KOMaHAy.

Mpumep
HacTtpoiika maintenance domain ¢ Ha3BaHneM «op_domain» 1 ykasaHue onuum explicit gns cozgaHua MIP:

DGS-3000-28XMP:admin# config cfm md op_domain mip explicit
command: config cfm md op_domain mip explicit

Success.

DGS-3000-28XMP : admin#

19-3 create cfm ma

OonucaHue

[aHHasi koMaHga ucnonb3yercs Ans co3gaHus maintenance association. Heckonbko MA B MD A0/mKHbI
NMeTb pasHble Ha3BaHUA. MA B pa3Hbix MD MOryT UMeTb O4HO 1 TO e Ha3BaHue.

CuHTakcuc
create cfm ma <string 22> {ma_index <uint 1-4294967295>} md [<string 22> | md_index <uint 1-
4294967295>]

MapameTpbl

<string 22> — BBegnTEe Ha3BaHMe Maintenance association A4MHOR A0 22 CMMBOJIOB.

ma_index — (onuuoHanbHO) yKasbiBaeT MHAEKC maintenance association.
<uint 1-4294967295> — BBeAMTE 3HaAYeHMEe MHAEKCA Mmaintenance association. [JocTyneH avanasoH
3Ha4veHwnin oT 1 o 4294967295.

md — yka3blBaeT Ha3BaHWe maintenance domain.
<string 22> — BBeguTe Ha3BaHMe maintenance domain gaMHOW 40 22 CUMBOJIOB.
md_index — yka3blBaeT nHAekC maintenance domain.
<uint 1-4294967295> — BBeAuTe 3HaYeHVWe uHAeKkca maintenance domain. [JlocTyneH auvanasoH
3HaueHuit oT 1 go 4294967295.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator, Operator nnu Power-User MOryT BbINO/HATb AAHHYO KOMaHAY.
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Mpumep
CosgaHme maintenance association nog HasBaHMeM «oOpl» M HasHavyeHMe ee B maintenance domain
«op_domain»:

DGS-3000-28XMP:admin# create cfm ma opl md op_domain
Command: create cfm ma opl md op_domain

Success.

DGS-3000-28XMP : admin#

19-4 config cfm ma

OnuncaHue

[aHHasi KomaHAa npegHasHavyeHa Ansi HACTPOKKM MapaMeTpoB maintenance association. Cnucok MEP,
yKaszaHHblA  ansa MA, MOXeT HaxoAuTbCA B pasHbIXx YycTpoicTBax. MEP  fosmkHbl ObITb  cO34aHbl
HernocpeaCcTBEHHO Ha nopTax aTux yctpoiicts. MEP nepuoguueckn 6yget nepegaBatb naketsl CCM uepes
MA. TMNpuHnmawwas MEP cBeput 3tv naketsl CCM, npuHATble oT gpyrux MEP, co cnuckom MEP ans
NMPOBEPKU LIeNIOCTHOCTU KOHUrypauuu.

CuHTakcuc

config cfm ma [<string 22> | ma_index <uint 1-4294967295>] md [<string 22> | md_index <uint 1-
4294967295>] {vlanid <vlanid 1-4094> | mip [none | auto | explicit | defer] | sender_id [none | chassis |
manage | chassis_manage | defer] | ccm_interval [10ms | 100ms | 1sec | 10sec | 1min | 10min] |
mepid_list [add | delete] <mepid_list>}

MapameTpbl

<string 22> — BBeMTE Ha3BaHVe maintenance association gnvHoli 4o 22 cMBOJIOB.

ma_index — yka3biBaeT nHaekc maintenance association.
<uint 1-4294967295> — BBeAMTe 3HauYeHMEe MHAEKCca maintenance association. [locTyneH avanasoH
3Ha4veHui oT 1 1o 4294967295.

md — yka3bIiBaeT Ha3BaHWe maintenance domain.
<string 22> — BBeAuTE Ha3BaHue maintenance domain A/MHOM 80 22 CUMBOJIOB.
md_index — yka3biBaeT nHaekc maintenance domain.
<uint 1-4294967295> — BBeauTe 3HadeHne uHAeKca maintenance domain. [JocTyneH auvanasoH
3HayeHun ot 1 o 4294967295.

vlanid — (onunoHanbHo) ykasbiBaeT naeHTudmkaTop VLAN. PasHble MA f0/mkHbI ObITb acCoOLMMPOBaHbI C
pasHbimu VLAN.
<vlanid 1-4094> — BeeguTe VLAN ID. [lJocTyneH anana3oH 3HauyeHuii ot 1 ao 4094,

mip — (ONUMOHasILHO) YKa3bIBaET NONTUKY co3gaHus MIP.
none — MIP co3gaBaTbCs He 6yayT.
auto — MIP Bcerga mMoryTt 6bITb co34aHbl Ha 1t060M NopTy B AaHHOM MA, ec/im nopT He HaCTPOeH ¢
MEP 3atoro MA.
explicit — MIP MoryT 6bITb cO34aHbl Ha /II060M NOPTY B AaHHOM MA, TOMIbKO eCc/iv Ha cneayowem
CYLLECTBYIOLLIEM HUXeNnexallem yposHe ecTb MEP, CKOH(UIypmMpoBaHHasa Ha 3TOM MOPTY, U 3TOT MOpPT
He ckoHdpurypuposaH ¢ MEP atoro MA.
defer — 6ygyT npuHATbI NapameTpbl, HACTPOEHHblE A1 maintenance domain, C KOTOPbIM
accouMmnpoBaH JaHHbI MA. DTO 3Ha4YEHUE MO YMO/HaHMIO.

sender_id — (onumoHanbHo) ynpasnseT nepegadeii sender ID TLV.
none — yka3biBaeT, 4To sender ID TLV nepepaBatbcs He 6yAeT. DTO 3HAYEHUE MO YMOYaHUIO.
chassis — ykasbiBaerT, 4To 6yget nepegasatbcs sender ID TLV ¢ uHgopmaumeii o chassis ID.
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manage — YykasblBaeT, 4YTo 6yaeTr nepegaBatbcs sender ID TLV ¢ wuHcopmauneli 06 agpece
ynpaBneHus.

chassis_manage — yka3sbiBaer, 4To 6yaeT nepegaBatbcs sender ID TLV ¢ nHdopmaumeit o chassis ID
1 agpece ynpas/ieHus.

defer — 6yayT NpuHATLI HACTPOWiKK, CKOH(UIYpUpOBaHHbIE ANA maintenance domain, ¢ KOTOPbIM
accouMmnpoBaH JaHHbIi MA. 9T0 3Ha4YeHue Mo yMOHaHWH0.

ccm_interval — (onumoHasnbHO) ykasblBaeT nHTepBan CCM.
10ms — uHtepsan CCM 6ygeT yctaHoBNEH Ha 10 MunnncekyHa. He pekomeHayeTtcs.
100ms — nHtepsan CCM 6yaet yctaHoBNeH Ha 100 munancekyHa. He pekomeHayeTtcs.
1sec — nHTepBasi CCM ByaeT ycTaHOB/EH Ha 1 cekyHAy.
10sec — nHTepBas1 CCM OyaeT ycTaHOB/EH Ha 10 cekyHA,. DTO 3HAYEHUE MO YMOIHaHMIo.
1min — nHtepsan CCM 6yaeT ycTaHOBMEH HA 1 MUHYTY.
10min — nHTepsan CCM 6yaeT ycTaHOB/EH Ha 10 MUHYTY.

mepid_list — (onunoHasbHO) ykasbiBaeT MEPID, cogepxawmecss B maintenance association. Juana3soH
MEPID — o1 1 o 8191.
add — ykasbiBaeT gobasneHne MEPID.
delete — ykasbiBaeT yganeHne MEPID. Mo ymonyaHuio B cO3gaHHOM maintenance association HeT
MEPID.
<mepid_list> — BBegute cnucok MEP ID.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb SAaHHY KOMaHAY.

Mpumep
HacTtpoiika CFM MA:

DGS-3000-28XMP:admin# config cfm ma opl md op_domain vlanid 1 ccm_interval 1sec
Command: config cfm ma opl md op_domain vlanid 1 ccm_interval 1sec

Success.

DGS-3000 - 28XMP : admin#

19-5 create cfm mep

OonucaHue

JaHHaa komaHda npegHasHaveHa ana cosgaHna MEP. Heckonbko MEP B ogHoM MA f0/1KHbI UMeTb pasHble
MEPID. Ha3saHve MD, Ha3BaHue MA n MEPID coBmecTHO ngeHtudguumpyot MEP.

PaznnuHble MEP Ha oHOM yCTpOICTBE AO/MKHbI UMETb pa3Hble Ha3BaHua MEP. Mepeg co3gaHvem MEP ee
MEPID gosmxeH 6bITb CKOH(pUrypuposaH B crivcke MA.

CuHTakcuc
create cfm mep <string 32> mepid <int 1-8191> md [<string 22> | md_index <uint 1-4294967295>] ma
[<string 22> | ma_index <uint 1-4294967295>] direction [inward | outward] port <port>

MapameTpsbl

<string 32> — BBeaguTe MCMosiblyemoe HasBaHue MEP, koTopoe [O/HKHO ObiTb YHUKANbHLIM Ccpenyn BCex
MEP, HaCTPOEHHbIX Ha YCTPOWCTBE, A/IMHON A0 32 CUMBOJIOB.

mepid — ykasbiBaeT MEP ID, KoTOpbIii A0/mKeH 6bITb CKOHGMryprposaH B cnucke MEPID MA.
<int 1-8191> — BBeanTe MEP ID. [JocTyneH gvanas3oH 3Ha4yeHuii oT 1 go 8191.
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md — yka3blBaeT Ha3BaHve maintenance domain.
<string 22> — BBeguTe Ha3BaHMe maintenance domain gavHOW 40 22 CUMBOJIOB.
md_index — yka3blBaeT nHAekc maintenance domain.
<uint 1-4294967295> — BBeAuTe 3HaYeHVe uHAekca maintenance domain. [locTyneH auvanasoH
3HauveHwun ot 1 o 4294967295.

ma — yka3blBaeT Ha3BaHMe maintenance association.
<string 22> — BBeAuTE Ha3BaHMe maintenance association gsMHoli 4o 22 CMMBOJIOB.
ma_index — yka3biBaeT MHAEKC Maintenance association.
<uint 1-4294967295> — BBeAWTE 3HAYEHWE MWHAEKca maintenance association. [ocTyneH
AnanasoH 3HadeHuii oT 1 0o 4294967295.

direction — yka3biBaeT HanpasneHne MEP.
inward — yka3biBaeT HanpasneHne B MEP.
outward — yka3biBaeT HanpasneHne n3 MEP.

port — yka3blBaeT HOMep nopTa. TOT NOPT A0/MKEH ObITb yyacTHUKOM VLAN, accoummpoBaHHoi ¢ MA.
<port> — BBegMTE HOMEpP NnopTa.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYIO KOMaHAy.

Mpumep
Co3paHue CFM MEP:

DGS-3000-28XMP:admin# create cfm mep mepl mepid 1 md op_domain ma opl direction inward port 2
Command: create cfm mep mepl mepid 1 md op_domain ma opl direction inward port 2

Success.

DGS-3000-28XMP : admin#

19-6 config cfm mep

OnucaHue
[JaHHasi KomaHga ucnosb3yeTcs As1s HacTPoliku napameTpos MEP.
MEP moxeT reHepupoBaTb 5 TUMNOB curHasioB 06 oTkasax (Fault Alarms), KoTopble NepedncneHbl HKe Mno
npuopuTeTamM OT BbICOKOTO K HU3KOMY:

* Cross-connect CCM Received: npunoputeT 5

*  Error CCM Received: npnoputeT 4

« Some Remote MEPs Down: npuopurtet 3

e Some Remote MEP MAC Status Errors: npuoputet 2

* Some Remote MEP Defect Indications: npuoputet 1
Ecnn Ha MEP npoucxogsT HecKO/IbKO TUMOB OTKa3oB, OyAeT CreHepupoBaH TOMbKO CUrHasl 06 OTkase ¢
BbICLUVMIM NPUOPUTETOM.

CuHTakcuc

config cfm mep [mepname <string 32> | mepid <int 1-8191> md [<string 22> | md_index <uint 1-
4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]] {state [enable | disable] | ccm
[enable | disable] | pdu_priority <int 0-7> | fault_alarm [all | mac_status | remote_ccm | error_ccm |
xcoh_ccm | none] | alarm_time <centisecond 250 -1000> | alarm_reset_time <centisecond 250-1000>}

MapameTtpbl
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mepname — yka3sbiBaeT Ha3BaHue MEP.
<string 32> — BBeguTe HazBaHue MEP gnunHoli o 32 cMMBO/IOB.

mepid — ykasbiBaeT MEP ID.
<int 1-8191> — BeeanTe MEP ID. [locTyneH agnana3oH 3HaveHwuii ot 1 go 8191.
md — yka3blBaeT Ha3BaHWe maintenance domain.
<string 22> — BBeguTe Ha3BaHMe maintenance domain 4MHON 40 22 CUMBOJIOB.
md_index — yka3biBaeT nHaekc maintenance domain.
<uint 1-4294967295> — BBeAWTe 3HayeHue KWHAekca maintenance domain. [ocTyneH
AnanasoH 3HaueHuii o1 1 go 4294967295.
ma — yka3bIBaeT Ha3BaHve maintenance association.
<string 22> — BBeguTE Ha3BaHMe maintenance association AsMHOW [0 22 CUMBOJIOB.
ma_index — yka3bIBaeT MHAEKC Maintenance association.
<uint 1-4294967295> — BBeAWTE 3HaYeHME MHAEKCa maintenance association. [ocTyneH
AnanasoH 3HaueHwuid ot 1 o 4294967295.

state — (onuuoHasIbHO) yKa3bIiBaeT aAMUHMUCTPATUBHbIA cTatyc MEP.
enable — yka3biBaeT, Uto MEP 6ygeT Bk/toyeHa.
disable — MEP 6ygeT oTk/t04eHa. 3T0 3HaYeHre No YMO4aHuio.

ccm — (onuMoHasIbHO) YKasbiBaeT ctatyc nepegadm CCM.
enable — yka3biBaerT, Uto nepegavya CCM BGyaeT BK/IOYEHA.
disable — nepegavya CCM 6yzeT oTk/loueHa. ITO 3Ha4YeHne No yMONYaHuio.

pdu_priority — (onumoHanbHO) ykasbiBaeT, uto B CCM ycTtaHoB/ieH npuoputet 802.1p n MEP nepepaet
coobueHus LTM (Linktrace Messages). 3Ha4yeHue no ymonyaHuio — 7.
<int 0-7> — BBeauTe 3Ha4eHue npuoputeta PDU ot 0 1o 7.

fault_alarm — (onumoHanbHO) yKasbiBaeT TUMNbI CUTHA/I0B 06 OTKasax, oTnpaensemole MEP.
all — 6ygyT oTnpaBnATbLCA BCE TWMbl CUTHAI0B 06 OTKasax.
mac_status — oTnpaBnATCA TO/ILKO CUrHabl 06 OTKasax C MPUOPMTETOM PaBHbIM WX Bbille, YEM
«Some Remote MEP MAC Status Errors».
remote_ccm — OTNpPaBAslTCA TO/IbKO CUTHasIbl 06 OTKasax C MPMOPUTETOM PaBHbIM W/IN BbILLE, YEM
«Some Remote MEPs Down».
error_ccm — OTNPaB/IAOTCA TONbKO CUrHafbl 06 OTKasax C MPUOPUTETOM pPaBHbIM WM Bbille, YeM
«Error CCM Received».
Xcon_ccm — OTNPaBAsATCA TOALKO CUrHaslbl 06 OTKasax C NPMOPUTETOM pPaBHbIM WUAW Bbllle, YeEM
«Cross-connect CCM Received».
none — curHasibl 06 oTKkazax He OTNPaBAAKTCA. ITO 3HAYEHME MO YMOTHAHUIO.

alarm_time — (onNuMoHasIbHO) yKa3blBaeT BPEMS, KOTOPOe AO/MKHO NPOiTM C MOMeHTa AedhekTta, npexae
yeM MOXET ObITb OTNPaBfeH CUrHa/a 06 oTkase. EAuHuua vM3mepeHust — caHTMcekyHAa. 3HavyeHue Mo
ymonyaHuio — 250.
<centisecond 250-1000> — BBeaMTe 3Ha4YeHMe alarm time. [ocTyneH gnanas3oH 3HavyeHuii ot 250 go
1000 caHTUCEKYHA.

alarm_reset_time — (onuMoHa/IbHO) yKas3blBaeT BPEMS OXUAAHUSA OO0 NOBTOPHOW OTNpaBKM CUrHasa 06
oTkase. EgnHuua namepeHns — caHtucekyHaa. 3HadeHue no ymonyaduio — 1000.
<centisecond 250-1000> — BBeagMTe 3HayeHue alarm reset time. [OCTyneH agvanas3oH 3HA4YeHWA OT
250 po 1000 caHTUCEKYHA.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOMHATb AAaHHYO KOMaHAy.

Mpumep
HacTpoiika CFM MEP:
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DGS-3000-28XMP:admin# config cfm mep mepname mepl state enable ccm enable
Command: config cfm mep mepname mepl state enable ccm enable

Success.

DGS-3000-28XMP: admin#

19-7 delete cfm mep

OnucaHue
[JaHHas komaHga ncnonb3yeTcs ANs yaaneHus paHee cosgaHHoli MEP.

CuHTakcuc
delete cfm mep [mepname <string 32> | mepid <int 1-8191> md [<string 22> | md_index <uint 1-
4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]]

MapameTpsbl

mepname — yka3biBaeT Ha3BaHue MEP.
<string 32> — BBeguTe Ha3BaHue MEP gnnHoi o 32 cumBosoB.

mepid — yka3biBaeT MEP ID.
<int 1-8191> — BBeanTe MEP ID. [JocTyneH gnanas3oH 3HaveHuii ot 1 go 8191.
md — yka3blBaeT Ha3BaHWe maintenance domain.
<string 22> — BBeguTe Ha3BaHve maintenance domain 4AMHON A0 22 CUMBONOB.
md_index — ykasblBaeT nHgekc maintenance domain.
<uint 1-4294967295> — BBeaMTe 3HaYEeHUE MHAEKca maintenance domain. [JocTyneH ananasoH
3HayeHuni ot 1 o 4294967295.
ma — ykasblBaeT Ha3BaHne maintenance association.
<string 22> — BBeAMTE Ha3BaHVe maintenance association 4MHoI A0 22 CUMBOJIOB.
ma_index — yka3blBaeT nHAeKC maintenance association.
<uint 1-4294967295> — BBeguTe 3Ha4YeHVe VHAeKca maintenance association. [ocTyneH
AvanasoH 3HauyeHuii oT 1 go 4294967295.

OrpaHuyeHus
Tonbko nonb3oarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep

YpanenHve CFM MEP:

DGS-3000-28XMP:admin# delete cfm mep mepname mepl
Command: delete cfm mep mepname mepl

Success.

DGS-3000-28XMP: admin#

19-8 delete cfm ma

OonucaHue
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[aHHasi KomaHga ucnonblyetcs AN yaaneHns cosgaHHoin maintenance association. Bce MEP, co3gaHHble B
37O maintenance association, 6yayT yaaneHbl aBTOMaTUYECKMN.

CuHTakcuc
delete cfm ma [<string 22> | ma_index <uint 1-4294967295>] md [<string 22> | md_index <uint 1-
4294967295>]

MapameTpsbl

<string 22> — BBeguTE Ha3BaHMe maintenance association A7vHOI [0 22 CYMBOJOB.

ma_index — yka3biBaeT nHAeKC maintenance association.
<uint 1-4294967295> — BBeAMTe 3HauyeHMEe MHAEKca maintenance association. JocTyneH AvanasoH
3Ha4veHwnit oT 1 a0 4294967295.

md — yka3bIBaeT Ha3BaHMe maintenance domain.
<string 22> — BBeguTe Ha3BaHWe maintenance domain gAMHOW 40 22 CUMBOJIOB.
md_index — yka3biBaeT nHaekc maintenance domain.
<uint 1-4294967295> — BBeAuTe 3HayYeHVe uHAekca maintenance domain. JocTyneH AnanasoH
3HayeHun ot 1 o 4294967295.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AAaHHYIO KOMaHAy.

Mpumep
Ypanexnne CFM MA:

DGS-3000-28XMP:admin# delete cfm ma opl md op_domain
Command: delete cfm ma opl md op_domain

Success.

DGS - 3000 - 28XMP : admin#

19-9 delete cfm md

OonucaHue

[aHHas komaHga ucnonb3yeTca ANA yaasnieHus paHee cosgaHHoro maintenance domain. Bce MEP un
maintenance association, cosgaHHble B 3TOM maintenance domain, 6yayT yaaneHsl aBTOMaTn4eCcKu.

CuHTakcuc
delete cfm md [<string 22> | md_index <uint 1-4294967295>]

MapameTpbl

<string 22> — BBegUTE Ha3BaHMe maintenance domain gMHON A0 22 CUMBOJIOB.

md_index — yka3blBaeT nHgekc maintenance domain.
<uint 1-4294967295> — BBeAMTe 3HadeHuWe uHAekca maintenance domain. [ocTyneH AunanasoH
3Ha4yeHuit oT 1 1o 4294967295.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.
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Mpumep
YpaneHve CFM MD:

DGS-3000-28XMP:admin# delete cfm md op_domain
Command: delete cfm md op_domain

Success.

DGS-3000-28XMP: admin#

19-10 enable cfm

OnucaHue
[JaHHas komaHga ncnosb3yeTcs Aas obuiero BkawdeHns CFM.

CuHTakcuc
enable cfm

MapameTpsbl
Her.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AaHHYHO KOMaHay.

Mpumep

O6uwee BkoveHne CFM:
DGS-3000-28XMP:admin# enable cfm
Command: enable cfm

Success.

DGS-3000-28XMP: admin#

19-11 disable cfm

OnucaHue
[JaHHas komaHga ucnonb3yeTcs ans obuiero otkaoveHns CFM.

CuHTakcuc
disable cfm

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3osBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYO KOMaHAy.

Mpumep
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O6uee oTkatodeHne CFM:

DGS-3000-28XMP:admin# disable cfm
Command: disable cfm

Success.

DGS-3000-28XMP: admin#

19-12 config cfm ports

OnucaHune

[JaHHaa komaHga 1cnosb3yeTca 415 BKIKUYEHUS UK OTKIoveHus doyHkumm CEM Ha nopTax. o ymonyaHuio
Ha Bcex noptax dyHkuusa CFM oTknoyeHa.

Ecnn CFM Ha nopTy oTkNo4veHa:

1. Henb3ga co3gatt MIP Ha aTom noprty.

2. TeM He meHee, MEP Ha nopTy MOryT 6bITb CO3aHbl, U KOH(PUrypaumusa MOXeT ObITb COXpaHeHa.

3. MEP, co3gaHHble Ha 3TOM MOpPTy, He CMOryT reHepuposarb uWnn obpabateiBate CFM PDU. Ecnu
nosb3oBaTesib 3anyckaet TecT Loopback wnm Linktrace Ha atux MEP, GygeT BbiBeAeHO coo6OLieHne 06
OTK/TIHOYEHHOI dhyHKuun CFM Ha nopry.

CuHTtakcuc
config cfm ports <portlist> state [enable | disable]

MapameTtpbl

<portlist> — BBeanTE CNNCOK NOPTOB A1 HACTPOIKN.

state — yka3bIBaeT, BK/IOUNTb WU/ OTKIOUNTL PYHKLUMI0 CFM.
enable — cpyHkunsa CFM 6ygeT Bk/IOUeHa.
disable — chyHkuma CFM 6yaeT oTkoueHa.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYIO KOMaHAy.

Mpumep
HacTtpoitka CFM Ha noprax:

DGS-3000-28XMP:admin# config cfm ports 2-5 state enable
Command: config cfm ports 2-5 state enable

Success.

DGS-3000-28XMP : admin#

19-13 show cfm ports

OnucaHue
[aHHasi KomaHga ucnosb3yetcs Ans otobpaxeHusa ctaryca CFM Ha ykasaHHbIX nopTax.

CuHTakcuc
show cfm ports <portlist>
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MapameTpbl

<portlist> — BBeAnTE CNMCOK NOPTOB.

OrpaHunyeHus
Her.

Mpumep
OTo6paxeHne noptos CFM:

DGS-3000-28XMP:admin# show cfm ports 3-6
Command: show cfm ports 3-6

Port State

3 Enabled
4 Enabled
5 Enabled
6 Disabled

DGS-3000-28XMP : admin#

19-14 show cfm port

OnucaHue
[aHHasi komaHga ucnosnb3yetcs s otobpaxeHuss MEP 1 MIP, co3gaHHbIX Ha NopTy.

CuHTakcuc
show cfm port <port> {level <int 0-7> | direction [inward | outward] | vlanid <vlanid 1-4094>}

MapameTtpbl

<port> — BBEAUTE HOMEp nopTa.

level — (onumoHanbHO) ykasbiBaeT ypoBeHb MD. Ec/iv He yka3aHo, 0TO6paXalTCcs BCe YPOBHMU.
<int 0-7> — BBeanTe 3HayeHue yposHa MD ot 0 and 7.

direction — (onuuoHanbHO) yKasbiBaeT HanpasneHve MEP. Ecnn He ykaszaHo, 6yayT oTobpaxarbcs oba
HanpasneHus n MIP.

inward — HanpaBneHvne B MEP.

outward — HanpaBsneHue ns MEP.

vlanid — (onumoHanbHO) ykasbiBaeT naeHtTudmkarop VLAN. Ecnmn He ykasaH, otobpaxatotcs Bce VLAN.
<vlanid 1-4094> — Beegute VLAN ID. [lJocTyneH ananas3oH 3HavyeHuii ot 1 ao 4094,

OrpaHuyeHus
Her.

Mpumep
Otob6paxeHne MEP 1 MIP, co3gaHHbIX Ha NopTy:
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DGS-3000-28XMP:admin# show cfm port 2
command: show cfm port 2

MAC Address: 00-01-02-03-04-02
MD Name MA Name MEPID Level Direction VID

op_domain opl 1 2 Inward 1

DGS-3000-28XMP : admin#

19-15 cfm linktrace

OnucaHue
[JaHHasi KomaHga ncnonblyercs ans 3anycka coobuleHns CFM link track message.

CuHTakcuc

cfm linktrace <macaddr> [mepname <string 32> | mepid <int 1-8191> md [<string 22> | md_index
<uint 1-4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]] {ttl <int 2-255> | pdu_priority
<int 0-7>}

MapameTpbl

<macaddr> — yka3biBaeT MAC-aZipec Ha3Ha4YeHus.

mepname — yka3biBaeT Ha3BaHne MEP.
<string 32> — BBeagnTe HazBaHue MEP gnunHoli o 32 cMMBO/OB.

mepid — yka3biBaeT MEP ID.
<int 1-8191> — BBegnTe MEP ID. [JocTyneH gvanas3oH 3Ha4yeHuii ot 1 go 8191.
md — ykasbiBaeT Ha3BaHNe maintenance domain.
<string 22> — BBeguTe Ha3BaHvWe maintenance domain 4AMHON A0 22 CUMBOJIOB.
md_index — ykasblBaeT nHAgeKkc maintenance domain.
<uint 1-4294967295> — BBeaMTe 3HaYeHNE MHAEKCa maintenance domain. locTyneH gnanasoH
3HaueHuit oT 1 go 4294967295.
ma — ykasblBaeT Ha3BaHWe maintenance association.
<string 22> — BBegUTE Ha3BaHMe maintenance association AnvHOl 00 22 CYMBOJOB.
ma_index — yka3biBaeT nHaekc maintenance association.
<uint 1-4294967295> — BBejMTe 3HauyeHMe WHAEeKca maintenance association. JocTyneH
amanasoH 3HadeHuii oT 1 go 4294967295.

ttl — (onumoHabHO) ykasbiBaeT BpeMs Xun3Hu LTM TTL. 3HaueHue no ymonyaHuo — 64.
<int 2-255> — BBeauTe 3Ha4eHne LTM TTL ot 2 go 255.

pdu_priority — (onuymoHasibHO) ykasbiBaeT npuoputeT 802.1p, KOTOPbIA AO0/MKEH ObiTb YCTAHOB/IEH B
nepegasaemom LTM. Ecnn He ykasaH, 6yfeT ncnonb3oBaH TOT Xe NpuopuTtet, kak n B CCM, nocblnaembix
MA.

<int 0-7> — BBeAguTe 3Ha4yeHue npuoputeta PDU ot 0 go 7.

OrpaHuyeHus
Her.

Mpumep
Mepepava LTM:
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DGS-3000-28XMP:admin# cfm linktrace 00-01-02-03-04-05 mepname mepl
Command: cfm linktrace 00-01-02-03-04-05 mepname mepl

Transaction ID: 26
Success.

DGS-3000-28XMP : admin#

19-16 show cfm linktrace

OonucaHue

[JaHHas komaH4a ucnonb3yetca An1a oTobpaxeHus nHgopmaumm Linktrace Reply (LTR). MakcvMMasibHO Ha
KommyTartope paspelueHo 128 LTR.

CuHTakcuc
show cfm linktrace [mepname <string 32> | mepid <int 1-8191> md [<string 22> | md_index <uint 1-
4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]] {trans_id <uint>}

MapameTpbl

mepname — yka3blBaeT Ha3BaHune MEP.
<string 32> — BBeguTe Ha3BaHue MEP gnunHoi o 32 cumBoOB.

mepid — ykasbiBaer MEP ID.
<int 1-8191> — BeegnTe MEP ID. [locTyneH agnana3oH 3HaueHwuii ot 1 go 8191.
md — yka3blBaeT Ha3BaHWe maintenance domain.
<string 22> — BBeguTE Ha3BaHMe maintenance domain A/MHOM 40 22 CUMBOJIOB.
md_index — yka3blBaeT nHaekc maintenance domain.
<uint 1-4294967295> — BBeAuTe 3Ha4YeHMe nHaekca maintenance domain. [JoctyneH guanasoH
3HayeHunit oT 1 go 4294967295.
ma — yka3blBaeT Ha3BaHve maintenance association.
<string 22> — BBegnTE Ha3BaHMe Maintenance association gsMHoN Ao 22 CUMBO/IOB.
ma_index — yka3bIlBaeT MHAEKC Maintenance association.
<uint 1-4294967295> - BBeAMTE 3Ha4YeHWe uWHAeKca maintenance association. [ocTyneH
AvanasoH 3HayeHuid oT 1 ao 4294967295.

trans_id — (onunoHanbHO) yKasbiBaeT NAEHTUMKATOP 0TOOBPaKAEMOWN TpaH3aKLnN.
<uint> — BeeguTte ID TpaH3akyuu.

OrpaHuyeHus
HeT.

Mpumep
OTtobpaxeHne LTR, ecnu BkntoveHa komaHga config cfm mp_ltr_all:
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DGS-3000-28XMP:admin# show cfm linktrace mepname mepl trans_id 26
Command: show cfm linktrace mepname mepl trans_id 26

Transaction ID: 26
From MEP mepl to 32-00-70-89-31-06
Start Time : 2011-11-22 16:085:08

Hop MEPID Ingress MAC Address Egress MAC Address Forwarded Relay Action

1 - 00-00-00-00-00-00 32-00-70-89-41-06 Yes FDB
2 - 00-32-28-40-09-07 00-32-28-40-09-05 Yes FDB
3 2 00-00-00-00-00-00 32-00-70-89-31-06 No Hit

DGS-3000-28XMP:admin# "

OTobpaxeHne LTR, ecnn komaHaa config cfm mp_ltr_all oTkntouena:

DGS-3000-28XMP:admin# show cfm linktrace mepname mepl trans_id 27
Command: show cfm linktrace mepname mepl trans_id 27

Transaction ID: 27
From MEP mepl to 32-00-70-89-31-06
Start Time  2011-11-22 16:28:56

Hop MEPID Ingress MAC Address Egress MAC Address Forwarded Relay Action

1 - 00-00-00-00-00-00 32-00-70-89-41-06 Yes FDB
2 - 00-32-28-40-09-07 00-32-28-40-09-05 Yes FDB
3 2 00-00-00-00-00-00 32-00-70-89-31-06 No Hit

DGS-3000-28XMP:admin# "

19-17 delete cfm linktrace

OonucaHue

[JaHHasa komaHga npefHasHadyeHa Ansa yaasieHUs CoOXpaHeHHbIX AaHHbiX LTR, koTopble 6blvM MHALUMPOBaHbI
ykasaHHoin MEP.

CuHTakcuc
delete cfm linktrace {{md [<string 22> | md_index <uint 1-4294967295>] {ma [<string 22> | ma_index
<uint 1-4294967295>] {mepid <int 1-8191>}} | mepname <string 32>]}

MapameTpsbl

md — yka3bIBaeT Ha3BaHMe maintenance domain.

<string 22> — BBeguTe Ha3BaHMe maintenance domain gaMHOW 40 22 CUMBOJIOB.

md_index — yka3biBaeT nHaekc maintenance domain.
<uint 1-4294967295> — BBeAuTe 3HaYeHVe uHAekca maintenance domain. [locTyneH auvanasoH
3HauveHwun ot 1 o 4294967295.

ma — yka3blBaeT Ha3BaHMe maintenance association.
<string 22> — BBeguTE Ha3BaHMe maintenance association 4MHON 40 22 CUMBOJIOB.

ma_index — yka3biBaeT MHAEKC Maintenance association.
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<uint 1-4294967295> — BBeAWTE 3HayYeHWe uWHAeKca maintenance association. [JocTyneH
AvanasoH 3HaveHwuii oT 1 go 4294967295.

mepid — yka3biBaeT MEP ID.
<int 1-8191> — BeegnTe MEP ID. [locTyneH ananasoH 3HaveHwuii ot 1 go 8191.

mepnhame — (ONuUMoOHasIbHO) YKa3blBaeT Ha3aHue MEP.
<string 32> — BBeguTe HazBaHue MEP gnunHoli o 32 cMMBO/IOB.

OrpaHuyeHus
Her.

Mpumep
YpaneHvne CFM LTR:

DGS-3000-28XMP:admin# delete cfm linktrace mepname mepl
Command: delete cfm linktrace mepname mepl

Success.

DGS-3000-28XMP :admin#

19-18 show cfm mipccm

OonucaHue

[JaHHasa komaHga ncnosb3yeTcs A8 oTobpaxeHus 3anvcei 6asbl gaHHbix MIP CCM. byget nokasaHo Bce
cogepxumoe 6asbl gaHHbix MIP CCM. 3anucb MIP CCM cxoxa c 3anucbio B Tabnuue FDB, B KOTOpOI
xpaHatcsa MAC-agpeca 1 COOTBETCTBYHOLLIME M HOMEpa MOpPTOB.

CuHTakcuc
show cfm mipccm

MapameTpsbl
HeT.

OrpaHuyeHus
HeT.

Mpumep
OTob6paxeHne 3anvcei 6a3bl gaHHbIXx MIP CCM:

DGS-3000-28XMP:admin# show cfm mipccm
Command: show cfm mipccm

MA VvID MAC Address Port
opma 1 XX =HK =KX =XX=-%X-XX 2
opma 1 KX = XK -XK-KX-XX-XX 3
Total: 2

DGS-3000-28XMP : admin#
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19-19 config cfm mp_lItr_all

OnucaHue

[aHHasi kOMaHga wucnonb3yetrca Ans HacTpolikm Bcex MP Ha nytm LTM Tak, 4TO6bl OHM OTBe4YaIn
coobueHnem LTR. B cooTtBeTcTBUM ¢ IEEE 802.1ag MOCT oTBevaeT ogHuM LTR Ha LTM.

CuHTakcuc
config cfm mp_lItr_all [enable | disable]

MapameTpsbl

enable — BkntoyaeT gaHHy0 yHKLUIO.

disable — oTk/l04aeT faHHY0 QYHKLMIO.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
Hactpoiika otBeTa LTR ans Bcex MP Ha nytn LTM:

DGS-3000-28XMP:admin# config cfm mp_ltr_all enable
Command: config cfm mp_ltr_all enable

Success.

DGS-3000-28XMP : admin#

19-20 show cfm mp_lItr_all

OnucaHue
[JaHHas komaHga Ucnosb3yeTcs A5 0To6pakeHus TekyLen koHdurypaumm doyHkuun «all MPs reply LTRs».

CuHTtakcuc
show cfm mp_lItr_all

MapameTtpsbl
HeT.

OrpaHuyeHus
HeT.

Mpumep
OTo6paxeHne koHdurypaummn yHkumm «all MPs reply LTRs»:

DGS-3000-28XMP:admin# show cfm mp_ltr_all
Command: show cfm mp_ltr_all

All MPs reply LTRs: Disabled

DGS - 3000 - 2BXMP : admin#
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19-21 show cfm remote_mep

OnucaHue
[aHHasi KomaHga ucnosb3yeTcs s oTobpaxeHus yaaneHHbix MEP.

CuHTakcuc
show cfm remote_mep [mepname <string 32> | md [<string 22> | md_index <uint 1-4294967295>] ma
[<string 22> | ma_index <uint 1-4294967295>] mepid <int 1-8191>] remote_mepid <int 1-8191>

MapameTpsbl

mepname — yka3blBaeT Ha3BaHue MEP.
<string 32> — BBeguTe Ha3BaHue MEP gnunHoi o 32 cumBooB.

md — yka3bIiBaeT Ha3BaHWe maintenance domain.
<string 22> — BBeAuTe Ha3BaHMe maintenance domain g/MHoOM 80 22 CUMBOJIOB.
md_index — yka3blBaeT nHaekc maintenance domain.
<uint 1-4294967295> — BBeaMTe 3Ha4YeHWe MHAeKca maintenance domain. [JocTyneH AvanasoH
3HayeHwui ot 1 o 4294967295.
ma — ykasblBaeT Ha3BaHune maintenance association.
<string 22> — BBegnTEe Ha3BaHWe Maintenance association g/MHOR A0 22 CUMBO/IOB.
ma_index — ykasbiBaeT nHAekc maintenance association.
<uint 1-4294967295> — BBeguTe 3HadeHWe uMHAEKca maintenance association. [ocTyneH
AvanasoH 3HavyeHuii oT 1 go 4294967295.
mepid — yka3biBaeT MEP ID.
<int 1-8191> — BeegnTe MEP ID. [locTyneH ananasoH 3HavyeHwnid ot 1 go 8191.

remote_mepid — yka3biBaeT ID yganeHHoin MEP.
<int 1-8191> — BeeauTe ID yganeHHoin MEP. JocTyneH avana3oH 3HadeHuid ot 1 go 8191.

OrpaHuyeHus

HeT.

Mpumep

OTo6paxeHne nHcopmaumm CFM Remote MEP:
DGS-3000-28XMP: admin# show cfm remote_mep mepname mepl remote_mepid 2
Command: show cfm remote_mep mepname mepl remote_mepid 2
Remote MEPID » 2
MAC Address : 00-11-22-33-44-02
Status : OK
RDI : Yes
Port State : Blocked
Interface Status : Down
Last CCM Serial Number : 16000
Sender Chassis ID : 00-11-22-33-44-00
Sender Management Address: SNMP-UDP-IPv4 10.90.90.90:161
Detect Time : 2008-01-01 12:00:00
DGS-3000-28XMP : admin#

19-22 show cfm pkt_cnt
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OnucaHue
[JaHHasi KomaHga ucnosb3yeTcs Ans otobpaxeHus cuetumkoB RX/TX naketoB CFM.

CuHTakcuc
show cfm pkt_cnt {[ports <portlist> {[rx | tx]} | [rx | tx] | ccm]}

MapameTpbl

ports — (OnNuUMOHaNLHO) YKa3bIBaET, A1 KakuxX MOPTOB OTOOpasuTb cyeTyMKkA. Ecnu He ykasaHo, 6GyayT
OTOGpaXKeHbI BCe NOPThI.

<portlist> — BBegnTe Tpedyemblii CMMCOK NOPTOB.
rx — (ONUUoOHasIbHO) OTO6paXKaeT cHeTUNK RX.
tx — (onumoHanbHO) oTobpaxaeT cyeTumk TX. Ecnm He ykasaHo, byayT oTobpaxaTbcs 06a cHeTUMKa.

rx — (onyMoHasnbHO) oTo6paxaeT cyeTumk RX.

tx — (onunoHanbHO) oToGpaxaeT cueTunk TX. Ecnv He ykazaHo, 6yayT oToGpaxaTbcsi 06a cUeTUMKa.
ccm — (onuMoHasIbHO) ykasbiBaeT cueTumkn CCM RX.

OrpaHuyeHus
HerT.

Mpuwmep
OTob6paxeHune cuetumkoB RX/TX naketoB CFM:
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DGES-3088-28XMP :admin# show cfm pkt_cnt

Coamand

show cfm pkt_cnt

CFM RX Statistics

WidDrop OpcoDrop

LER L BM LTR LTH

CCH

AllPKt

Port

2434

2446

all
1

5]
e

2434

2446

L]
11
12
13
14

15
16
17
18
19
28
21
22
23
24

25
26
27
2B

CFM TX Statistics

LER LEM LTR

CCH

AlLLPKL

Port

1974 1974

all
1

e
5]

1574

1574

il :]
11
12
13
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14 ) ] ] & ] ]
15 ) ] ] & ] ]
16 & ] ] & ] ]
17 & ] ] & ] ]
18 & 8 ] & ] ]
19 ) 8 ] & ] ]
20 e 8 e e e e
21 ) 8 ] & ] ]
22 e 8 e e e e
23 ) ] ] & ] ]
24 ) ] ] & ] ]
25 ) ] ] & ] ]
26 ) 8 ] & ] ]
27 & ] ] & ] ]
28 ) 8 ] & ] ]

DGS-3000-285XMP :adming show cfm pkt_cnt ccm
Command: show cfm pkt_cnt ccm

CCHM RX counters:

XCON = Cross-connect CCMs
Error = Error CCMs

Normal = Normal CCMs

MEP Name VID Port Level Direction XCON Error Normal

1 1 1 1 Inward B B ]

2 Bmiep 45 3 T Inward B B 2438
Total e B 2438

G5- 3808 -28XMP : admin

19-23 clear cfm pkt_cnt

OnucaHue
[aHHasi KomaHga ucnonb3yetcs s copoca cHeTunkoB RX/TX naketoB CFM.

CuHTtakcuc
clear cfm pkt_cnt {[ports <portlist> {[rx | tx]} | [rx | tx] | ccm]}

MapameTpsbl

ports — (onuMoHaNbHO) yKasbiBaeT, 415 Kakux NOPTOB HEOOGXOAUMO COPOCUTL cUETUMKU. Ecnn He ykazaHo,
cyeTunkn ByayT cOpoLLEHbI HA BCEX NopTax.

<portlist> — BBegnTe Tpebyemblii CMMCOK NOPTOB.

rx — (OnuuoHasibHO) copacbiBaeT cyeTunk RX.

tx — (onymoHasibHO) copackiBaeT cueTunk TX. Ecniv He ykazaHo, 6yayT coOpoLueHbl 06a cHeTymKa.

rx — (OnyMoHasibHO) copackiBaeT cHeTumk RX.

tx — (onuuoHanbHO) cbpackiBaeT cueTumk TX. Ecnm He ykasaHo, 6yayT copoLueHbl ob6a cueTymka.
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ccm — (onuMoHasIbHO) yKkasbiBaeT cueTumkn CCM RX.

OrpaHunyeHus
Tonbko nosb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AAaHHYH KOMaHAy.

Mpumep

Co6poc cuetunkoB RX/TX naketoB CFM:
DGS-3000-28XMP:admin# clear cfm pkt_cnt
Command: clear cfm pkt_cnt

Success.

DGS-3000-28XMP:admin# clear cfm pkt_cnt ccm
Command: clear cfm pkt_cnt ccm

Success.

DGS-3000-28XMP: admin#
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20. PacwupeHHble KomaHAabl Connectivity Fault
Management (CFM)

config cfm ais md [<string 22> | md_index <uint 1-4294967295>] ma [<string 22> | ma_index <uint 1-
4294967295>] mepid <int 1-8191> {period [1sec | 1min] | level <int 0-7> | state [enable | disable]}(1)

config cfm lock md [<string 22> | md_index <uint 1-4294967295>] ma [<string 22> | ma_index <uint 1-
4294967295>] mepid <int 1-8191> {period [1sec | 1min] | level <int 0-7> | state [enable | disable]}(1)

show cfm {[md [<string 22> | md_index <uint 1-4294967295>] {ma [<string 22> | ma_index <uint 1-
4294967295>] {mepid <int 1-8191>}} | mepname <string 32>]}

show cfm fault {md [<string 22> | md_index <uint 1-4294967295>] {ma [<string 22> | ma_index <uint 1-
4294967295>]}}

cfm lock md [<string 22> | md_index <uint 1-4294967295>] ma [<string 22> | ma_index <uint 1-
4294967295>] mepid <int 1-8191> remote_mepid <int 1-8191> action [start | stop]

cfm loopback <macaddr> [mepname <string 32> | mepid <int 1-8191> md [<string 22> | md_index <uint 1-
4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]] {num <int 1-65535> | [length <int O-
1500> | pattern <string 1500>] | pdu_priority <int 0-7>}

20-1 config cfm ais md

OnucaHue
[JaHHas komaHga ucnosnb3yeTcs Ans HacTpoiikn goyHkummn Alarm Indication Signal (AIS) Ha MEP.

CuHTakcuc
config cfm ais md [<string 22> | md_index <uint 1-4294967295>] ma [<string 22> | ma_index <uint 1-
4294967295>] mepid <int 1-8191> {period [1sec | 1min] | level <int 0-7> | state [enable | disable]}(1)

MapameTpsbl

<string 22> — BBegUTE Ha3BaHMe maintenance domain gAMHON A0 22 CUMBOJIOB.

md_index — yka3blBaeT nHgekc maintenance domain.
<uint 1-4294967295> — BBeaMTe 3HaueHMe WHAEeKca maintenance domain. [ocTyneH AuanasoH
3HaueHuii oT 1 go 4294967295.

ma — yka3blBaeT Ha3BaHWe maintenance association.
<string 22> — BBeguTe Ha3BaHMe maintenance association AMHOM 40 22 CMMBO/OB.
ma_index — yka3biBaeT nHAeKc maintenance association.
<uint 1-4294967295> - BBeAMTe 3HaYeHME WHAeKca maintenance association. [ocTtyneH
AnanasoH 3HadeHuii oT 1 0o 4294967295.

mepid — yka3sbiBaeT MEP ID.
<int 1-8191> — BBeanTe MEP ID. [JocTyneH gvanas3oH 3HauyeHuii oT 1 go 8191.

period — yka3biBaeT nHTepsasn nepegaum AlS PDU.
1sec — ykasbIBaeT, 4TO MHTepBaU1 Nepegayun byaet paseH 1 cekyHze.
1min — ykasbIBaeT, 4To MHTepBas1 Nepefayn 6yaeT paBeH 1 MUHyTe.

level — yka3biBaeT ypoBeHb ID knueHTa, KotopoMy MEP otnpaenseT AlS PDU. YpoBeHb No yMOM4aHuio —
31O Gnvkaniwnii ypoeHb MD, Ha koTopom cyuwecTsytoT MIP n MEP.
<int 0-7> — BBeguTe ypoBeHb ID kmeHTa. [JocTyneH gnana3oH 3HadeHuin ot 0 oo 7.
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state — yka3blBaeT cocTtosiHue oyHkumn AlS.
enable — chyHkLMA AIS 6yaeT BkNOYEHa.
disable — (hyHkLMA AIS 6yneT oTKNIOUEHA.

OrpaHuyeHus
Tonbko nonb3oBarteny ypoHsa Administrator, Operator nnm Power-User MOryT BbINOAHATb AaHHYHO KOMaH4y.

Mpumep
HacTtpolika BkntoueHns oyHkuun AlS ¢ ypoBHEM KnneHTa 5:

DGS-3000-28XMP: admin#config cfm ais md op-domain ma op-ma mepid 1 state enable level 5
Command: config cfm ais md op-domain ma op-ma mepid 1 state enable level 5

success.

DGS-3000-28XMP:admin#

20-2 config cfm lock md

OnucaHue
[aHHasi KomaHga ucnosb3yeTcs AN HacCTPoikn napameTpoB dyHkumn LCK Ha MEP.

CuHTakcuc
config cfm lock md [<string 22> | md_index <uint 1-4294967295>] ma [<string 22> | ma_index <uint 1-
4294967295>] mepid <int 1-8191> {period [1sec | 1min] | level <int 0-7> | state [enable | disable]}(1)

MapameTpbl

<string 22> — BeeAgnTe Ha3BaHMe Mmaintenance domain gnMHOW A0 22 CUMBOJIOB.

md_index — yka3blBaeT nHgekc maintenance domain.
<uint 1-4294967295> — BBeaMTe 3HauyeHuWe uHAekca maintenance domain. JocTyneH auanasoH
3HaueHuii oT 1 go 4294967295.

ma — yKkasblBaeT Ha3BaHWe maintenance association.
<string 22> — BBeguTe Ha3BaHMe maintenance association AMHOI 40 22 CMMBO/OB.
ma_index — yka3blBaeT UHAEKC maintenance association.
<uint 1-4294967295> - BBeAMTe 3HauyeHMe WHAeKca maintenance association. [ocTyneH
amnanasoH 3HadeHuii oT 1 0o 4294967295.

mepid — yka3biBaeT MEP ID.
<int 1-8191> — BBegnTe MEP ID. [JocTyneH gvanasoH 3Ha4yeHunii ot 1 go 8191.

period — yka3sbiBaeT nHtepsan nepegaum LCK PDU.
1sec — ykasbIBaeT, YTO MHTEPBa/ Nepeaayumn byaeT paBeH 1 cekyHae.
1min — ykasbIBaeT, YTo MHTEpPBas Nepefaun 6yaeT paBeH 1 MUHyTE.

level — ykasbiBaeT ypoBeHb ID knneHTa, kotopomy MEP otnpasnsier LCK PDU. YpoBeHb N0 yMOMYaHuo —
3TO GnmxanLnii yposeHb MD, Ha KoTopom cylecTytoT MIP n MEP.
<int 0-7> — BBeanTe ypoBeHb ID kaneHTa. [JocTyneH gvanasoH 3HavyeHuin ot 0 go 7.

state — yka3biBaeT cocTosiHMe dyHkunm LCK.
enable — coyHkuma LCK 6yaeT Bk/toueHa.
disable — chyHkuma LCK 6ygeTt oTktoueHa.

OrpaHuyeHus
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Tonbko nonb3oBarenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
HacTtpoliika BkntoueHns doyHkuumn LCK ¢ ypoBHEM KnneHTa 5:

DGS-3000-28XMP:admin#config cfm lock md op-domain ma op-ma mepid 1 state enab
le level 5§
Command: config cfm lock md op-domain ma op-ma mepid 1 state enable level 5

Success.

DGS-3000-28XMP : admin#

20-3 show cfm

OnucaHue
[aHHasi kKomaHAa npegHa3HaveHa ans otobpaxeHns koHdurypaumm CFEM.

CuHTakcuc
show cfm {[md [<string 22> | md_index <uint 1-4294967295>] {ma [<string 22> | ma_index <uint 1-
4294967295>] {mepid <int 1-8191>}} | mepname <string 32>]}

MapameTpbl

md — (onuuoHaNbHO) yKasbiBaeT Ha3BaHWe maintenance domain.
<string 22> — BBeguTe Ha3BaHMe maintenance domain gaMHOW 40 22 CUMBOJIOB.
md_index — yka3blBaeT nHaekc maintenance domain.
<uint 1-4294967295> — BBeAuTe 3HayeHWe mMHAekca maintenance domain. [ocTyneH avanasoH
3HaueHuin ot 1 oo 4294967295.
ma — (onumMoHasIbHO) yKa3blBaeT Ha3BaHMe maintenance association.
<string 22> — BBeguTE Ha3BaHe maintenance association 4MHON A0 22 CUMBO/OB.
ma_index — yka3bIBaeT MHAEKC maintenance association.
<uint 1-4294967295> — BBeauTe 3HauyeHWe uMHAeKca maintenance association. [ocTyneH
AmnanasoH 3HadeHuii ot 1 go 4294967295.
mepid — ykasbiBaeT MEP ID.
<int 1-8191> — BBeante MEP ID. [locTyneH gnana3oH 3HadeHuii oT 1 go 8191.

mepname — (ONuMoHasIbHO) YKa3biBaeT Ha3BaHne MEP.
<string 32> — BBeguTe Ha3BaHue MEP gnunHoi o 32 cumBoOoB.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne KoHdurypaumm CFM:
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DGS-3000-28XMP :adming show cfm
Command: show cfm

CFM State: Enabled
MD Index MD Name Lewvel

DGES-3888-28XMP :admin# show cfm md op_domain
Command: show cfm md op_domain

MD Index : 1
MDD Name : op_domain
MD Level Hil4

MIP Creation: Explicit
Sender I TLV: Nome

MA Index MA Hame vID

DGS-3006-28XMP :admind show cfm md op_domain ma opl
Command: show cfm md op_domain ma opl

MA Index H !
MA Name :oopl
MA VID i1

MIP Creation: Defer
CCHM Interval: 1 second
Sender Il TLV: Defer
MEPID List : 1

MEPID Direction Port H asie MAC Address

1 Inwaird 2 mepl eg-81-682-63-84-82

DGES-3000-28XMP adming show Cfm mepname mepl
Command: show cfi mepname mepl

M e oomepl

MEPLD 1

Port 2

Direction : Inward

CFM Port Status : Disabled

MAC Address : BB-81-82-83-84-82
MEP State : Enalbled

CCM State : Enabled

POU Priority Hir

Fault Alarm : Disabled

Alarm Time i 2568 centisecond( (1/1e8)s)
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Alarm Reset Time
Highest Fault

Cross-connect CCMs
Error CCMs

Normal CCMs

Port Status CCMs
If Status CCMs
CCMs transmitted
In-order LBRS
out-of -order LBRsS
Next LTM Trans ID
Unexpected LTRs
LBMs Transmitted

Remote
MEPID MAC Address

Out-of -Sequence CCMs:

DGS- 3000 -28XMP :adming

10680 centisecond((1/10@)s)

None

o]
c]
0]
6]
o]
o]
o]
c]
o]
o]
o]
c]

received
received
received
received
received
received

received
recelived

received

Status RDI Portst

2 FF-FF-FF-FF-FF-FF FAILED Mo

Detect Time

2011-07-13 12:00:00

20-4 show cfm fault

OonucaHue

[JaHHas komaH4a MCnonb3yeTcs 4719 0TObpaXeHUss BCex OLWMOOK, 06HapyxeHHbix MEP, koTopble BXOAST B
ykasaHHble MA nan MD. B pesynbraTe BbINO/THEHUSA KOMaHAbl OyAeT BblBeAeH 0630p COCTOSAHUSA OLUMOOK

MEP.

CuHTakcuc

show cfm fault {md [<string 22> | md_index <uint 1-4294967295>] {ma [<string 22> | ma_index <uint

1-4294967295>]}}

MapameTpbl

md — (onuuoHanbHO) yKa3blBaeT Ha3BaHWe maintenance domain.
<string 22> — BBeAuTe Ha3BaHue maintenance domain g/MHoOM 80 22 CUMBOJIOB.
md_index — yka3blBaeT nHaekc maintenance domain.

<uint 1-4294967295> — BBeAMTe 3Ha4YeHWe MHAEkca maintenance domain. [oOCTyneH avanasoH

3HayeHuin ot 1 o 4294967295.

ma — (onuMoHasibHO) yKasblBaeT Ha3BaHMe maintenance association.
<string 22> — BBeguTEe Ha3BaHMWe Maintenance association g/MHOR A0 22 CUMBO/IOB.
ma_index — ykasbiBaeT nHAekc maintenance association.

<uint 1-4294967295> — BBeguTe 3HayYeHWe MHAEKca maintenance association. [ocTyneH

AvanasoH 3HaveHuii oT 1 go 4294967295.

OrpaHuyeHus
Her.

Mpumep

OTob6paxeHune ownmb6ok CFM:
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DGS-3000-28XMP:admin# show cfm fault
Command: show cfm fault

MD Name MA Name MEPID Status

op_domain opl 1 Cross-connect CCM Received

DGS-3000-28XMP :admin#

20-5 cfm lock md

OonucaHue

[aHHasi koMaHga npegHa3HadveHa Ansi 3anycka/ocTaHOBKM 6/10kMpoBKM ynpasneHuss CFM. B pesynbrate
6yaet oTnpas/ieHo coobuieHne LCK PDU MEP Ha KNMEHTCKOM yPOBHE.

CuHTakcuc
cfm lock md [<string 22> | md_index <uint 1-4294967295>] ma [<string 22> | ma_index <uint 1-
4294967295>] mepid <int 1-8191> remote_mepid <int 1-8191> action [start | stop]

MapameTpbl

<string 22> — BBeguUTE Ha3BaHMe maintenance domain AMHOR J0 22 CUMBOJIOB.

md_index — yka3biBaeT nHgekc maintenance domain.
<uint 1-4294967295> — BBeaMTe 3HaueHuWe uHAekca maintenance domain. [ocTyneH AuanasoH
3Ha4yeHuit oT 1 1o 4294967295.

ma — yKkasblBaeT Ha3BaHWe maintenance association.
<string 22> — BBeguTe Ha3BaHMe maintenance association AMHOM 40 22 CMMBO/OB.
ma_index — yka3blBaeT UHAEKC maintenance association.
<uint 1-4294967295> - BBeAuTe 3HauyeHMe WHAeKca maintenance association. [JocTyneH
AnanasoH 3HadeHuii oT 1 go 4294967295.

mepid — MEP ID B MD, koTopsiii oTnpasnsiet kagp LCK.
<int 1-8191> — BBeanTe MEP ID. [locTyneH gnana3oH 3Ha4yeHuii ot 1 go 8191.

remote_mepid — yka3biBaeT ID yganeHHoin MEP.
<int 1-8191> — BBeanTe MEP ID. [JocTyneH gnana3oH 3HadeHuii ot 1 go 8191.

action — ykasbIBa€eT, 3anyCcTUTb WM OCTAHOBUTb (PYHKLMIO B/IOKMPOBKN YNPaBAeHNS.
start — 3anyckaeT oyHKLMIO 6/TOKMPOBKM YrpaB/ieHus.
stop — octaHaBNMBaeT OYHKUUIO BIOKMPOBKM YNpaBAeHNs.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHa Administrator, Operator nnm Power-User MoryT BbINOAHATb AaHHYHO KOMaHay.

Mpumep
3anyck 6/10KMPOBKM yNpaBieHuns:
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DGS-3000-28XMP:admin#cfm lock md op-domain ma op-ma mepid 1 remote_mepid 2 ac
tion start
Command: cfm lock md op-domain ma op-ma mepid 1 remote_mepid 2 action start

Success.

DGS-3000-28XMP: admin#

20-6 cfm loopback

OnucaHue

[aHHasi komaHga npegHa3HadveHa gns 3anycka tecta CFM loopback. Ans Bbixoga u3 tecta Haxxmute Ctrl+C.
MAC-agpec npeactaBnsietr coboin MEP nnn MIP Ha3HayeHUs, K KOTOPO MOXHO 06paTuTbCsA NO AaHHOMY
MAC. Nog MEP noHumaetcsa MEP ncTouHmka coobuieHns loopback.

CuHTtakcuc

cfm loopback <macaddr> [mepname <string 32> | mepid <int 1-8191> md [<string 22> | md_index
<uint 1-4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]] {num <int 1-65535> | [length
<int 0-1500> | pattern <string 1500>] | pdu_priority <int 0-7>}

MapameTpsbl

<macaddr> — BBegute MAC-agpec Ha3HavyeHus.

mepname — yka3biBaeT Ha3BaHue MEP.
<string 32> — BBeguTe HazBaHue MEP gnunHoli o 32 cMMBO/IOB.

mepid — ykasbiBaeT MEP ID.
<int 1-8191> — BeegnTe MEP ID. [locTyneH Agnana3oH 3HaveHwuii ot 1 go 8191.
md — yka3blBaeT Ha3BaHWe maintenance domain.
<string 22> — BBeguTe Ha3BaHve maintenance domain 4AMHON A0 22 CUMBOJIOB.
md_index — yka3blBaeT nHgekc maintenance domain.
<uint 1-4294967295> — BBeAuMTe 3HaYEeHNe UHAeKca maintenance domain. [loctyneH gvanasoH
3Ha4veHwu ot 1 o 4294967295.
ma — yKa3bIBaeT Ha3BaHMe maintenance association.
<string 22> — BBeAMTE Ha3BaHWe maintenance association g/MHol f0 22 CUMBOJIOB.
ma_index — yka3biBaeT MHAEKC Maintenance association.
<uint 1-4294967295> — BBeAgMTE 3HadeHMe MWHAEKca maintenance association.
[JocTtyneH gnanasoH 3HaveHuniin ot 1 go 4294967295.

num — (ONuUMoHa/IbHO) KOJIMYECTBO OTMNpaBAseMbIx coobuleHnii Loopback (LBM). 3HaueHne No yMonyaHuo
-4,
<int 1-65535> — BBegMTE KOMYECTBO OTNpPaBAsieMbIX coobLeHnii LBM oT 1 go 65535.

length — (onuroHanbHO) AnnMHa 6510Ka AaHHbIX B oTnpasnseMomMm LBM. 3HaueHune no ymonyanuio — 0.
<int 0-1500> — BBeauTe AmMHYy 6noka gaHHbix ot 0 o 1500.

pattern — (onuMoHasibHO) NPOM3BO/IbHAA CTPOKa, KOTopas Ao/HKHA ObITb BK/IOUYEHA B M0Ne faHHbIX BMECTe
C yKa3aresiem Ha BktodyeHue Data TLV.
<string 1500> — BBegMTE CTPOKY AaHHbIX AanHoi fo 1500 cmBoNoB.

pdu_priority — (onunoHanbHO) npuopuTteT 802.1p, KOTOpPbLIA AO/MKEH ObITb YCTAHOB/IEH B NepefaBaeMbIX
LBM. Ecnu napamMeTp He ykasaH, OyAeT WCMNosb30BaTbCA TOT Xe npuoputer, kak B CCM un LTM,
ortnpasnsembix MA.

<int 0-7> — BBeauTe 3Ha4eHue npuoputeta PDU ot 0 1o 7.
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OrpaHuyeHus
Her.

Mpumep
Mepepava LBM:

DGS-3000-28XMP:admin# cfm loopback 32-00-70-89-31-06 mepname mepl
Command: cfm loopback 32-00-70-89-31-06 mepname mepl

Reply from 32-00-70-89-31-06: bytes=0 time=58ms
Reply from 32-00-70-89-31-06: bytes=0 time=56ms
Reply from 32-00-70-89-31-06: bytes=0 time=5@ms
Reply from 32-00-70-89-31-06: bytes=0 time=56ms

CFM loopback statistics for 32-00-70-89-31-06:
Packets: Sent=4, Received=4, Lost=0(0% loss).

DGS-3000-28XMP : admin#
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21. KomaHabl CPU Interface Filtering

create cpu access_profile profile_id <value 1-5> [ethernet {vlan | source_mac <macmask
000000000000-ffffffffffff> | destination_mac <macmask 000000000000-ffffffffffff> | 802.1p | ethernet_type} |
ip {vlan | source_ip_mask <netmask> | destination_ip_mask <netmask> | dscp | [icmp {type | code} | igmp
{type} | tcp {src_port_mask <hex 0x0-Oxffff> | dst_port_mask <hex 0x0-0xffff> | flag_mask [all | {urg | ack |
psh | rst | syn | fin}]} | udp {src_port mask <hex Ox0-Oxffff> | dst port_mask <hex Ox0-0xffff>} |
protocol_id_mask <hex Ox0-Oxff> {user_define_mask <hex OxO0-Oxffffffff>}]} | packet_content_mask
{offset_0-15 <hex 0x0-0xffffffff> <hex Ox0-Oxffffffff> <hex 0x0-0xffffffff> <hex Ox0-Oxffffffff>|offset_16-31 <hex
0x0-0xffffffff> <hex Ox0-Oxffffffff> <hex OxO-Oxffffffff> <hex Ox0-0xffffffff>|offset_32-47 <hex0x0-Oxffffffff> <hex
Ox0-Oxffffffff> <hex OxO0-Oxffffffff> <hex O0xO0-Oxffffffff>|offset_48-63 <hex OxO0-Oxffffffff> <hex OxO-Oxffffffff>
<hex OxO-Oxffffffff> <hex OxO-Oxffffffff>|offset_64-79 <hex OxO0-Oxffffffff> <hex OxO-Oxffffffff> <hex OxO-
Oxffffffff> <hex OxO-Oxffffffff>} | ipv6 {class | flowlabel | source ipv6_mask <ipvémask> |
destination_ipv6_mask <ipvémask>}]

delete cpu access_profile [profile_id <value 1-5> | all]

config cpu access_profile profile_id <value 1-5> [add access_id [auto_assign | <value 1-100>] [ethernet
{[vlan <vlan_name 32> | vlan_id <vlanid 1-4094>] | source_mac <macaddr> | destination_mac <macaddr> |
802.1p <value 0-7> | ethernet_type <hex 0x0-0xffff>} | ip {[vlan <vlan_name 32> | vlan_id <vlanid 1-4094>] |
source_ip <ipaddr> | destination_ip <ipaddr> | dscp <value 0-63> | [icmp {type <value 0-255> | code <value
0-255>} | igmp {type <value 0-255>} | tcp {src_port <value 0-65535> | dst_port <value 0-65535> | flag [all |
{urg | ack | psh | rst | syn | fin}]} | udp {src_port <value 0-65535> | dst_port <value 0-65535>} | protocol _id
<value 0-255> {user_define <hex OxO0-Oxffffffff>}]} | packet content {offset 0-15 <hex O0xO0-Oxffffffff> <hex
0x0-Oxffffffff> <hex OxO-Oxffffffff> <hex OxO-Oxffffffff> | offset 16-31 <hex O0xO0-Oxffffffff> <hex OxO-Oxffffffff>
<hex OxO-Oxffffffff> <hex OxO-Oxffffffff> | offset_32-47 <hex OxO0-Oxffffffff> <hex OxO-Oxffffffff> <hex OxO-
Oxffffffff> <hex OxO-Oxffffffff> | offset_48-63 <hex Ox0-Oxffffffff> <hex O0x0-Oxffffffff> <hex OxO-Oxffffffff> <hex
0x0-Oxffffffff> | offset_64-79 <hex OxO-Oxffffffff> <hex OxO0-Oxffffffff> <hex Ox0-Oxffffffff> <hex OxO-Oxffffffff>} |
ipv6 {class <value 0-255> | flowlabel <hex O0x0-Oxfffff> | source_ipv6 <ipv6addr> | destination_ipv6
<ipv6addr>}] port [<portlist> | all] [permit | deny] {time_range <range_name 32>} | delete access_id <value
1-100>]

enable cpu_interface_filtering

disable cpu_interface_filtering

show cpu access_profile {profile_id <value 1-5>}

21-1 create cpu access_profile profile_id

OnucaHue
[aHHasi KomaHga ucnonb3yetcs ans cosgaHus npodgpunen CPU ACL.

CuHTtakcuc

create cpu access_profile profile_id <value 1-5> [ethernet {vlan | source_mac <macmask
000000000000- ffffffffffff> | destination_mac <macmask 000000000000-ffffffffffff> | 802.1p |
ethernet_type} | ip {vlan | source_ip_mask <netmask> | destination_ip_mask <netmask> | dscp |
[icmp {type | code} | igmp {type} | tcp {src_port_mask <hex 0x0-Oxffff> | dst_port_mask <hex 0x0-
oxffff> | flag_mask [all | {urg | ack | psh | rst | syn | fin}]} | udp {src_port_mask <hex 0x0-0Oxffff> |
dst_port_mask <hex 0x0-0xffff>} | protocol_id_mask <hex 0x0-0xff> {user_define_mask <hex 0xO0-
Oxffffffff>}]} | packet_content_mask {offset_0-15 <hex O0x0-Oxffffffff> <hex O0x0-Oxffffffff> <hex 0xO-
Oxffffffff> <hex 0x0-Oxffffffff> | offset_16-31 <hex 0x0-Oxffffffff> <hex 0x0-Oxffffffff> <hex 0x0-Oxffffffff>
<hex 0x0-0xffffffff> | offset_32-47 <hex 0x0-0xffffffff> <hex 0x0-Oxffffffff> <hex 0x0-0xffffffff> <hex 0xO0-
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Oxffffffff> | offset_48-63 <hex 0x0-0xffffffff> <hex 0x0-Oxffffffff> <hex 0x0-Oxffffffff> <hex 0x0-Oxffffffff>
| offset_64-79 <hex 0x0-Oxffffffff> <hex 0x0-Oxffffffff> <hex O0xO0-Oxffffffff> <hex 0x0-Oxffffffff>} | ipv6
{class | flowlabel | source_ipv6_mask <ipvémask> | destination_ipv6_mask <ipvémask>}]

MapameTpbl

<value 1-5> — BBeguTe 3Ha4eHune ID npodmns. JocTyneH gvanas3oH 3HayeHuii ot 1 o 5.

ethernet — ykasbiBaeT Tn npodunns Ethernet.

vlan — (onuuoHanbHO) ykasbiBaeT macky VLAN.

source_mac — (onumoHasibHO) ykasbiBaeT macky MAC-azpeca NCTOYHUKA.
<macmask> — BBegute macky MAC-afpeca UCTOYHMKA.

destination_mac — (onumoHanbHO) ykasbiBaeT Macky MAC-aapeca Ha3HauyeHus.
<macmask> — BBegunTe macky MAC-afpeca HazHauyeHus.

802.1p — (onumoHasIbHO) YKa3sbiBaeT macky npuoputeta 802.1p.

ethernet_type — (onuuoHanbHO) ykasbiBaeT macky Tuna Ethernet.

ip — ykasbiBaeT Tun npocumns IP.
vlan — (onunoHanbHO) ykasbiBaeT Mmacky VLAN.
source_ip_mask — (onunoHanbHO) yKka3biBaeT Mmacky IP-agpeca NCToUYHMKA.
<netmask> — BBeguTe Macky IP-agpeca nctovHuka.
destination_ip_mask — (onunoHasibHO) yka3blBaeT Macky IP-agpeca HazHavyeHus.
<netmask> — BBegute macky IP-agpeca HazHauyeHus.
dscp — (onuuoHanbHO) ykasbiBaeT Macky DSCP.
icmp — (oNuMoHaNIbHO) YKa3blBaET, YTO NPaBUsIO pacrnpocTpaHseTcs Ha Tpaduk ICMP.
type — (onuuoHasIbHO) yKasbIBa€eT, YTO MpaBW/I0 PacnpoCTPaHSEeTCs Ha TPaguK C AaHHbIM TUMOM
ICMP (ICMP type).
code — (OnLMOHaNbLHO) yKa3bIiBaET, YTO NPAaBWUIO PacnpoCTPaHAETCH Ha TpaduK C AaHHbIM KOAOM
ICMP (ICMP code).
igmp — (onyMoHasIbHO) yKasbIBaEeT, UTO NPaBUIo pacnpocTpaHseTcsa Ha Tpaduk IGMP.
type — (onuuoHasbHO) yKasbIBa€eT, YTO NPaBW/IO PacnpoOCTPaHAeTCs Ha Tpaduk C AaHHbIM TUMOM
IGMP (IGMP type).
tcp — yKasblBaeT, UTo NpaBuIo pacnpocTpaHseTcsa Ha Tpadnk TCP.
src_port_mask — (onynoHanbHO) ykasbiBaeT Macky TCP-nopta nctovHuka.
<hex 0x0-0xffff> — BBeguTe macky TCP-nopra MCTOYHMKA.
dst_port_mask — (onynoHanbHO) ykasblBaeT Macky TCP-nopTa HazHayeHus.
<hex 0x0-0xffff> — BBegute macky TCP-noprta HazHa4yeHus.
flag_mask — (onunoHanbHO) ykasbiBaeT macky nons cnaros TCP.
all — Bce cpnarn.
urg — (onuuoHanbHO) thnar urg.
ack — (onumoHanbHO) dnar ack.
psh — (onuuoHasnbHo) dnar psh.
rst — (onumMoHasbHO) donar rst.
syn — (onuMoHasbHO) donar syn.
fin — (onunoHanbHo) donar fin.
udp — (onumMoHasIbHO) yKa3sblBaeT, YTO NpaBuo pacnpocTpaHserca Ha Tpadmk UDP.
src_port_mask — (onynoHanbHO) ykasbiBaeT Macky UDP-nopTa NCToUHMKa.
<hex 0x0-0xffff> — BBeguTe macky UDP-nopTta NCTOYHUKA.
dst_port_mask — (onuuoHanbHO) ykasbiBaeT macky UDP-nopta HasHavyeHus.
<hex 0x0-0xffff> — BBeguTe macky UDP-noprta Ha3HauyeHus.
protocol_id_mask — (onunoHasibHO) yKa3biBaeT Ha MPUMEHEHWe npasuia K 3HayeHuto napameTpa
protocol ID B IP-Tpadiuke.
<hex 0x0-0xff> — BBegnTe macky protocol ID.
user_define_mask — (onunoHanbHO) yka3bIBaeT Ha NPMMEHEHUE NpaBu/ia K 3Ha4eHNo napameTpa
protocol ID B IP-Tpadiuke, a Takxke Ha TO, 4TO A4JIMHa ONuUUK Macku 3a 3arofloBkoM IP coctasnsieT 4
bavita.
<hex 0x0-0xffffffff> — BBeaMTE 3HaUEHNE NO/Ib30BATENLCKOW MacCKM.
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packet_content_mask — yka3biBaeT Macky COAEPXMMOro Kaapa, MakCMMasibHO MOXHO CKOH(IUIYpUpoBaTb
5 cmewleHnin (offset). Kaxxgoe cmellleHne npeacTaBnsieT coboit 16 6aiT, Avana3oH macku kagpa 80 6ainT (5
cMelLeHwni) B nepBbix 80 GaliTax Kagpa.
offset_0-15 — (onuMoHasIbHO) yKa3bIBaeT, UTO CMeLLleHMe Macku doparmeHTa kagpa 6yaet ot 0 go 15.
<hex 0x0-0xffffffff> — BBeauTe cmeLLeHne mackn hparmeHTa kagpa ot 0 go 15.
offset_16-31 — (onuMOHasIbHO) yKa3bIBaET, UTO CMELLEHNE Mackn parmeHTa kagpa oyget ot 16 go
31.
<hex 0x0-0xffffffff> — BBeanTe cmelleHne mackun pparmeHTa kagpa ot 16 go 31.
offset_32-47 — (onumoHasbHO) YKa3blBaeT, YTO CMeLUeHNEe Mackn hparmeHTa kagpa 6yaet ot 32 Ao
47,
<hex 0x0-0xffffffff> — BBeanTE CMeLeHne mackun hparmeHTa kagpa ot 32 o 47.
offset_48-63 — (onNuUMoHasIbHO) -yKa3bIBa€ET, YUTO CMELLEHNE Mack/ doparmMeHTa kagpa éyaet ot 48 fo
63.
<hex 0x0-0xffffffff> — BBegMTE CMeLleHe Mmackn chparmeHTa kagpa oT 48 o 63.
offset_64-79 — (onunoHasIbLHO) YKasblBaeT, YTO CMeLleHne Mackn (pparmeHTa kagpa 6yaet ot 64 ao
79.
<hex 0x0-0xffffffff> — BBegMTE CMeLleHe Mmackn chparmeHTa kagpa ot 64 o 79.

ipv6 — yka3blBaeT Mmacky dunsrparmm IPve.
class — (onuunoHasibHO) yKasbiBaeT knacc IPv6.
flowlabel — (onunoHanbHO) ykasbiBaeT meTky notoka (Flow Label) IPv6.
source_ipv6_mask — (onunoHanbHO) onpeaensiet submask IPv6-agpeca nctovHmka.
<ipvémask> — BBeguTe 3HaueHme submask IPv6-agpeca NCTOUHNMKA.
destination_ipv6_mask — (onymoHanbHO) onpegensiet submask IPv6-agpeca HazHauyeHus.
<ipvémask> — BBegute 3HauyeHme submask IPv6-agpeca HazHa4yeHus.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYIO KOMaHAy.

Mpumep
Co3pgaHue npasun goctyna CPU ACL:

DGS-3000-28XMP:admin# create cpu access_profile profile_id 1 ethernet vlan source_mac 00-00-
00-00-00-01 destination_mac 00-00-00-00-00-02 802.1p ethernet_type

Command: create cpu access_profile profile_id 1 ethernet vlan source_mac 00-00-00-00-00-01
destination_mac 00-00-00-00-00-02 802.1p ethernet_type

Success.

DGS-3000-28XMP:admin# create cpu access_profile profile_id 2 ip vlan source_ip_mask 20.0.0.0
destination_ip_mask 10.0.0.0 dscp icmp type code

Command: create cpu access_profile profile_id 2 ip vlan source_ip_mask 20.0.0.0
destination_ip _mask 10.0.0.0 dscp icmp type code

Success.

DGS-3000-28XMP : admin#

21-2 delete cpu access_profile

OnucaHue
JaHHaa komaHga ncnosiblyerca anga yganexdns npasun goctyna CPU ACL.

CuHTakcuc
delete cpu access_profile [profile_id <value 1-5> | all]
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MapameTpbl

profile_id — yka3biBaeT nHgekc npoduas cnucka gocryna.
<value 1-5> — BBeguTte 3Ha4eHue |D npodhuns. JocTyneH gnanas3oH 3HaveHuid ot 1 o 5.
all — yka3biBaeT, UTo BCe nNpodu/v cnucka goctyna 6yayT yoaneHsl.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep

YpaneHnve npasun goctyna CPU ACL:

DGS-3000-28XMP:admin# delete cpu access_profile profile_id 1
Command: delete cpu access_profile profile_id 1

Success.

DGS-3000-28XMP: admin#

21-3 config cpu access_profile profile_id

OnucaHue
[aHHasi KomaHga ncnosb3yeTcs Ans KoHdurypauumn sanucn cnmcka goctyna CPU ACL.

CunHTtakcuc
config cpu access_profile profile_id <value 1-5> [add access_id [auto_assign | <value 1-100>]
[ethernet {[vlan <vlan_name 32> | vlan_id <vlanid 1-4094>] | source_mac <macaddr> |

destination_mac <macaddr> | 802.1p <value 0-7> | ethernet_type <hex 0x0-0xffff>} | ip {[vian
<vlan_name 32> | vlan_id <vlanid 1-4094>] | source_ip <ipaddr> | destination_ip <ipaddr> | dscp
<value 0-63> | [icmp {type <value 0-255> | code <value 0-255>} | igmp {type <value 0-255>} | tcp
{src_port <value 0-65535> | dst_port <value 0-65535> | flag [all | {urg | ack | psh | rst | syn | fin}]} | udp
{src_port <value 0-65535> | dst_port <value 0-65535>} | protocol_id <value 0-255> {user_define <hex
0x0-Oxffffffff>}]} | packet_content {offset_0-15 <hex O0x0-Oxffffffff> <hex O0xO0-Oxffffffff> <hex O0xO0-
Oxffffffff> <hex 0x0-Oxffffffff> | offset_16-31 <hex 0x0-Oxffffffff> <hex 0x0-Oxffffffff> <hex 0x0-Oxffffffff>
<hex 0x0-0xffffffff> | offset_32-47 <hex 0x0-0xffffffff> <hex 0x0-Oxffffffff> <hex 0x0-0xffffffff> <hex 0xO0-
Oxffffffff> | offset_48-63 <hex 0x0-0xffffffff> <hex 0x0-Oxffffffff> <hex 0x0-Oxffffffff> <hex 0x0-Oxffffffff>
| offset_64-79 <hex 0x0-Oxffffffff> <hex 0x0-Oxffffffff> <hex O0xO0-Oxffffffff> <hex 0x0-Oxffffffff>} | ipv6
{class <value 0-255> | flowlabel <hex 0x0-Oxfffff> | source_ipv6 <ipv6addr> | destination_ipv6
<ipv6addr>}] port [<portlist> | all] [permit | deny] {time_range <range_name 32>} | delete access_id
<value 1-100>]

MapameTpbl

<value 1-5> — BeeguTe 3HayeHme ID npoduns. JocTyneH gnanasoH 3Ha4eHunin ot 1 go 5.

add — yka3sbiBaeT, UTo Npohnsib UNKU Npasuio 6yayT fo6as/eHbI.
access_id — BBeguTe 3HaueHue ID npodmns. JocTyneH agnanasoH 3HavyeHnii ot 1 go 100.
auto_assign — ykasbiBaerT, uTo ID 3anucu (access ID) 6yaeT HasHaYeH aBTOMAaTUYECKM.
<value 1-100> — BeeauTe 3Ha4eHue ID. locTyneH gnana3oH 3HaveHuii ot 1 go 100.

ethernet — ykasbiBaeT Tn npodnns Ethernet.
vlan — (onuuoHanbHO) ykasbiBaeT UMs ucnosnbdyemoli VLAN.
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<vlan_name 32> — Beeante umsa VLAN aavHoli go 32 cMBOJIOB.
vlan_id — (onuuoHanbHO) ykasbiBaeT ncnonb3yemolii VLAN ID.

<vlanid 1-4094> — BeeguTe ncnonb3yemsbiin VLAN ID.
source_mac — (onumoHanbHO) ykasbiBaeT MAC-afpec NCTOUHNMKA.

<macaddr> — BBegute MAC-agpec NCTOYHMKA, UCMOMb3YEMbIA ANs AaHHOR KoHdmrypauun.
destination_mac — (onunoHanbHo) ykasbiBaeT MAC-afpec HasHaueHus.

<macaddr> — BBegute MAC-agpec HazHa4eHus1, NICNONb3yeMbIA ANs aHHON KOHurypaumn.
802.1p — (onumoHasbHO) yKa3blBaeT 3HaueHne npuoputeta 802.1p.

<value 0-7> — BBeguTe 3HayeHme npuoputeta 802.1p. JocTyneH gManasoH 3HavyeHuin ot 0 go 7.
ethernet_type — (onunoHanbHO) ykasbiBaeT Tun Ethernet.

<hex 0x0-0xffff> — BBeguTe 3HaueHne Tuna Ethernet.

ip — ykasbiBaeT TN npodnns IP.
vlan — (onuuoHanbHO) ykasbiBaeT UMs ucnosbayemoli VLAN.
<vlan_name 32> — Beeaute umsa VLAN aavHoli go 32 cMBOJIOB.
vlan_id — (onumoHanbHo) ykasbiBaeT ucnonb3yemblii VLAN ID.
<vlanid 1-4094> — BeeguTe ucnosnb3yemsbiini VLAN ID.
source_ip — (onumoHasibHO) yka3biBaeT IP-aapec UCToYHMKA.
<ipaddr> — BBeguTe |IP-agpec NCTOYHMKA, NCMONb3YEMbI 4715 [aHHOR KOHMrypaumn.
destination_ip — (onumoHanbHO) ykasbiBaeT IP-agpec HasHauyeHus:.
<ipaddr> — BBegute IP-agpec Ha3Ha4yeHus1, NCNOMb3yeMblli AN AaHHOI KOHMrypaumn.
dscp — (onuuoHanbHO) ykasbiBaeT 3Ha4veHne DSCP (ot 0 go 63).
<value 0-63> — BBeguTE NCNOMb3yemMoe 3Ha4YeHne DSCP.
icmp — (onuMoHaNbHO) yKasblBaET, YUTO NPaBU/IO pacnpocTpaHseTcs Ha Tpaduk ICMP.
type — (onuMoHasIbHO) yKasbIBaeT, YTo NPaBuIo PacnpoCTPaHAeTCs Ha Tpaduk ¢ AaHHBIM TUMOM
ICMP (ICMP type).
<value 0-255> — BeeguTe 3HaveHne Tuna ICMP. JlocTyneH guanasoH 3HavyeHuin ot 0 go 255.
code — (OMuMoOHasIbHO) YKa3blBaET, YTO NPABUMIO PACMPOCTPAHAETCA Ha TpaduvK C AaHHbIM KOAOM
ICMP (ICMP code).
<value 0-255> — BBeguTe 3HaveHne koga ICMP. locTyneH guanas3oH 3Ha4eHuin ot 0 go 255.
igmp — (onuMoHanbHO) yKa3bIlBaeT, UTO NPaBWsIo pacnpocTpaHseTca Ha Tpaduvk IGMP.
type — (ONuMOHasIbHO) yKasbIBaeT, YTO NPaBuI0 PacnpoCTpaHseTcs Ha Tpaduk ¢ AaHHbIM TUMOM
IGMP (IGMP type).
<value 0-255> — BeeguTe 3HavyeHne Tuna IGMP. [locTyneH agnana3oH 3HadyeHuii ot 0 o 255.
tcp — ykasbIBaeT, UTo NpaBu/io pacnpocTpaHseTcsa Ha Tpadnk TCP.
src_port — (onuMoHasIbHO) yKasbIBa€eT, UTO NpaBuIo pacrnpocTpaHseTca Ha TCP-NopT UCTouHMKa.
<value 0-65535> — BBeAMTe 3Ha4YeHNe NopTa UCTOYHKKA. [locTyneH gnana3oH 3HaveHwii ot 0 go
65535.
dst_port — (onumoHasibHO) yKa3bIBaEeT, UTO NpaBuIo pacnpocTpaHseTca Ha TCP-nopT HasHayeHus.
<value 0-65535> — BBe/Te 3HAYEeHNe NopTa HazHavyeHus B AnanasoHe oT 0 ao 65535.
flag — (onumoHanbHO) ykasbiBaeT nons cnaros TCP.
all — Bce cpnaru.
urg — (onumoHanbHO) chnar urg.
ack — (onumoHanbHO) dnar ack.
psh — (onuuoHasnbHo) dnar psh.
rst — (onumMoHasbHO) donar rst.
syn — (onuMoHanbHO) donar syn.
fin — (onumoHanbHo) donar fin.
udp — yKkasblBaeT, 4To NpaBuIo pacnpocTpaHsercsa Ha Tpadmk UDP.
src_port — (onunoHasibHO) yKasblBaeT, YTo NpaBuio pacnpocTpaHseTca Ha UDP-nopT NCTOUYHMKaA.
<value 0-65535> — BBeANTE 3HAYEHME NOPTA UCTOYHUKA. [LOCTYNEH AManasoH 3HavyeHuin ot 0 o
65535.
dst_port — (onymoHaibHO) yKa3bIBa€eT, 4TO NPaBu/Io pacnpocTpaHseTcs Ha UDP-nopT HazHaveHus.
<value 0-65535> — BBe/Te 3HaUEeHNe nopTa HasHavyeHus B AnanasoHe oT 0 Ao 65535.
protocol_id — yka3biBaeT Ha npumMeHeHWe npasuia K 3HavyeHuo napamertpa protocol ID B IP-
Tpadmke.
<value 0-255> — BBeauTe 3Ha4veHune protocol ID . [locTyneH Agnanal3oH 3HadeHuii ot 0 Ao 255.
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user_define — (onyMoHanbHO) yKa3bliBaeT Ha NPUMEHEHME K 3Ha4YeHuto napameTpa protocol ID B
IP-Tpachuke 1 onumsaM Macky 3a nepsbiMn 4 6aiiTaMmu NoNe3HbIX AaHHbIX IP-nakeTa.
<hex 0x0-0xffffffff> — BBeauTe nonb3oBarenLckoe 3Ha4YEHNE Macku.

packet_content — ykasbiBaeT doparMeHT COAEPXKMMOr0 Kaapa, MakCMMasibHO MOXHO CKOHGpurypupoBarb 5
cMelleHunii. Kakgoe cvelleHne npeacTtaBnser coboii 16 6aiiT, guanasoH cogepxumoro kagpa 80 6ant (5
cmMeLleHunin) B nepsbix 80 GaiTax kagpa.
offset_0-15 — (onuMoHa/IbHO) YKa3bIBaET, UTO CMeLLieHMe Mackn doparmeHTa kagpa 6yget ot 0 go 15.
<hex 0x0-0xffffffff> — BBeaMTE CMeLleHne mackn hparmeHTa kagpa ot 0 go 15.
offset_16-31 — (onuMoHa/IbHO) yKa3blBaeT, YTO CMELLleHNne Macku doparmeHTa kagpa oyaget ot 16 go
31.
<hex 0x0-Oxffffffff> — BBeguTe cMeLLleHne Macku pparmeHTa kagpa ot 16 go 31.
offset_32-47 — (onumMoHasIbHO) yKa3blBaeT, YTO CMeLLeHne Macku doparmeHTa kagpa oyaet ot 32 Ao
47.
<hex 0x0-Oxffffffff> — BBeguTe cmelLeHne macku pparmeHTa kagpa ot 32 go 47.
offset_48-63 — (onuMoHas/IbHO) yKa3blBaeT, YTO CMeLLeHne Macku dpparmeHTa kagpa Oyaet ot 48 o
63.
<hex 0x0-0xffffffff> — BBeauTE CMeLLeHne mackun pparmeHTa kagpa ot 48 0o 63.
offset_64-79 — (onNuMoOHa/IbHO) yKa3biBaEeT, YTO CMeELLeHEe Mackn dparmeHTa kagpa byger ot 64 go
79.
<hex 0x0-0xffffffff> — BBeaMTE CMeLleHne mackmn hparmeHTa Kagpa ot 64 go 79.

ipv6 — yka3blBaeT, UTO NpaBusIo pacnpocTpaHsaeTcs Ha nons IPv6.
class — (onuuoHasibHO) yKa3blBaeT 3HayeHue kiacca IPv6.
<value 0-255> — BBeguTe 3HaueHune knacca IPv6. [locTyneH gnanasoH 3Ha4eHuin ot 0 go 255.
flowlabel — (onunoHanbHO) ykasbiBaeT 3HaueHne MeTkn notoka (flow label) IPv6.
<hex 0x0-0xffff> — BBegnuTe MeTKy noToka IPv6.
source_ipv6 — (onumoHasbHO) yka3bieaeT IPv6-aipec NCTOYHMKA.
<ipv6addr> — BBegute IPv6-agpec NCTOYHMKA, UCMONb3YEMOr0 415 AaHHOW KOHMIypaLuu.
destination_ipv6 — (onynoHanbHO) ykasbiBaeT IPv6-agpec HasHaueHus.
<ipv6addr> — BBegute IPv6-agpec Ha3Ha4eHUs,, UICMOSb3YEMOro A1 AaHHOW KOHAMrypauuu.

port — yka3bIBaeT CN1COK NOPTOB, BXOAALLMX B 3Ty KOHpurypauuio.
<portlist> — BBeguTe cnmcok NopToB, MCNONb3YeMbIX A1 AAaHHOW KOHpurypaumm.
all — yka3biBaeT, 4TO B 3TOI KOHpMrypaumy 6yayT UCNOMb30BaHbl BCE MOPThI.

permit — ykasblBAaeT, 4YTO MaKeTbl, YAOB/ETBOPSIOILME NpPOUI0  AocTyna, 6yayT paspeLleHbl
KOMMYTaTOpPOM.

deny — ykasbIBaeT, UTo NakeThbl, YAOBNETBOPSAIOLLME NPOhUIo focTyna, 6yayT OTOPOLLEHBI KOMMYTATOPOM.

time_range — (OnuMoHanbHO) yKa3bIiBaeT Ha3BaHUe 3aaHHOro auanasoHa BpeMeHMU.
<range_name 32> — BBeANTe Anana3oH BPeMeHU.

delete — ykasbiBaeT, 4TO NpaBw/I0 ByAET yaaneHo us npoduns ¢ 3agaHHbIm ID.
access_id — ykasbIBaeT MHAEKC 3anMcu B CIMCKe AocTyna. JocTyneH gmanasoH 3HadeHmin ot 1 go 100.
<value 1-100> — BBeauTe 3HaveHue ID gocTyna B AnanasoHe ot 1 go 100.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator nunmn Operator MOryT BbINO/HATb AAaHHYK0 KOMaHAY.

Mpumep
KoHdpurypaums 3anmcu B cnmcke goctyna CPU ACL:
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DGS-3000-28XMP:admin# config cpu access_profile profile_id 1 add access_id 1 ip

32 port 1 deny

Command: config cpu access_profile profile_id 1 add access_id 1 ip vlan default
source_ip 20.2.2.3 destination_ip 10.1.1.252 dscp 3 icmp type 11 code 32 port 1
deny

Success.

DGS-3000-28XMP : admin#

vlan default source_ip 20.2.2.3 destination_ip 10.1.1.252 dscp 3 icmp type 11 code

21-4 enable cpu interface filtering

OnucaHue
[JaHHasi KomaHga ucnonb3yetcs ans BkaodeHns dyHkumm CPU Interface Filtering.

CuHTakcuc
enable cpu_interface_filtering

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator nnmn Operator MOryT BbINO/HATb AAHHYK0 KOMaHAY.

Mpumep
BkntoueHue cpu_interface_filtering:

DGS-3000-28XMP:admin# enable cpu_interface_filtering
Command: enable cpu_interface_filtering

Success.

DGS-3000-28XMP: admin#

21-5 disable cpu interface filtering

OnucaHue
[aHHasi KomaHga ucnonb3yetcs Ans oTkadeHns dyHkummn CPU Interface Filtering.

CuHTakcuc
disable cpu_interface_filtering

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator nunmn Operator MOryT BbINO/HATb AAHHY0 KOMaHAY.
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Mpumep
OtkntoueHmne cpu_interface_filtering:

DGS-3000-28XMP:admin# disable cpu_interface_filtering
Command: disable cpu_interface_filtering

Success.

DGS-3000-28XMP : admin#

21-6 show cpu access_profile

OonucaHue
[JaHHasi KomaHga ucnosb3yeTcs A8 NPoCcMoTpa TeKyLle Tabnuupl cnMcka gocTyna.

CuHTtakcuc
show cpu access_profile {profile_id <value 1-5>}

MapameTpbl

profile_id — (onumoHasibHO) yKa3biBaeT UHAEKC NPodnaA cnmcka AocTyna.
<value 1-5> — BBeguTte 3Ha4eHue |D npodhuns. JocTyneH gnanas3oH 3HaveHuid ot 1 o 5.

OrpaHuyeHus
HeT.

Mpumep
MpocMoTp TekyLen Tabnmubl cnvcka goctyna CPU:
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DGS- 3000 -28XMP admin# show cpu access_profile
command: show cpu access_profile

CPU Interface Filtering State: Disabled
CPU Interface Access Profile Table

Total Unused Rule Entries : 500
Total Used Rule Entries ]

Profile ID: 1 Type: Ethernet

MASK oh
VLAN ! BXFFF
Source MAC ! 0P-0P-00-08-00-01
Destination MAC : GR-00-00-0B-BR-02
BEZ.1p
Ethernet Type

Unused Rule Entries: 100

Profile ID: 2 Type: IPv4

MASK on
WVLAN . BXFFF
Source IP . 20.0.0.0
Dest IP » 10.0.0.0
DSCP
ICMP
Ty pe
Code

Unused Rule Entries: 100

DGS- 3000 -28XMP radming
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22. KomaHabl OT/IaAKU NPOrpaMmmMHOro oéecnevyeHus

debug error_log [dump | clear | upload_toTFTP {<ipaddr> <path_filename 64>}]

debug buffer [utilization | dump | clear | upload_toTFTP <ipaddr> <path_filename 64>]

debug output [module <module_list> | all] [buffer | console | monitor]

debug config error_reboot [enable | disable]

debug config state [enable | disable]

debug show error_reboot state

debug show status {module <module_list>}

22-1 debug error_log

OonucaHue

JaHHas komaH4a Ucnonb3yeTcs ANs copoca Aamna, O4UUCTKM UK 3arpy3kun XypHasia oLnMboK NporpamMmMHoro
obecneyeHus Ha TFTP-cepsep.

CuHTtakcuc
debug error_log [dump | clear | upload_toTFTP {<ipaddr> <path_filename 64>}]

MapameTpbl

dump — cbpacbiBaeT gamn XypHana oTnagku.

clear — YKa3bIBaeT O4vuLLEHNE XypHasia OT/1aKn.

upload_toTFTP — yka3blBaeT 3arpy3ky XxypHasia otnagku Ha TFTP-cepsep no ykaszaHHoMy |IP-agpecy.
<ipaddr> — (onuuoHansHo) BBeauTe IPv4-agpec TFTP-cepBepa.
<path_filename 64> — (ONuMOHa/IbHO) YKaXXWTE OTHOCUTE/bHBIA NN aBCONKOTHLIA NyTb K Manke ¢
TFTP-cepsepom. MakcmasibHasa anmHa — 64 cumsona.

OrpaHuyeHus
Tonbko nonb3osBareny yposHA Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep
C6poc gamna xypHasia ownbok:
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DGS-3000-28XMP:admin# debug error_log dump
Command: debug error_log dump

IEE SRR R R R R R R R RS S S SR SRR EEEEEEEEE R EEREEEEEEREEREEEEEERERREREEREEREREEEREREESEESES.;
# debug log: 1

# level: fatal

# clock: 10000ms

# time : 2009/03/11 13:00:00

SOFTWARE FATAL ERROR
Invalid mutex handle : 806D6480

Current TASK : bcmARL.O

->802ACE98
->8018C814
->8028FF44
->8028352C
->801D703C
->8013B8A4
->802AE754
->802A5EBC

OuncTka XypHana owmnbok:

DGS-3000-28XMP:admin# debug error_log clear
Command: debug error_log clear

Success.

DGS-3000-28XMP: admin#

3arpyska xypHana ownbok Ha TFTP-cepBep:

DGS-3000-28XMP:admin# debug error_log upload_toTFTP 10.0.0.90 debug-log.txt
Command: debug error_log upload_toTFTP 10.0.0.90 debug-log.txt

Connecting to server.............un. Done.
Upload error 1og ......c.vovivvennnns Done.

DGS-3000-28XMP : admin#

22-2 debug buffer

OonucaHue

[JaHHasa KomaHza ucnosnb3yeTcs 4718 0TobpaxeHns ctatyca Oydepa oTnagku, a Takke A58 copoca gamna,
OUUCTKM UK 3arpysku 6ychepa otnagkm Ha TFTP-cepsep.

CunHTtakcuc
debug buffer [utilization | dump | clear | upload_toTFTP <ipaddr> <path_filename 64>]
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MapameTpbl

utilization — yka3biBaeT oTob6paxeHue ctatyca bydepa oTnagku.

dump — yka3bIiBaeT copoc gamna bydepa oTnagkm

clear — yka3biBaeT cbpoc bychepa oTnagkm.

upload_toTFTP — 3arpyxaeT 6ycep otnagkm Ha TFTP-cepBep no ykazaHHOMY IP-agpecy.
<ipaddr> — BBegute IPv4-agpec TFTP-cepsepa.
<path_filename 64> — ykaxute OTHOCUTENbHbIA UM abCoMOTHLIN NyTb K Nanke ¢ TFTP-cepBepom.
MakcumasnibHas anvHa — 64 cumsona.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHay.

Mpumep
OTob6paxeHue ctatyca bydepa oTnaaku:

DGS-3000-28XMP:admin# debug buffer utilization
Command: debug buffer utilization

Allocate from : System memory pool
Total size : 2 MB
Utilization rate : 30%

DGS-3000-28XMP : admin#

Co6poc 6bydepa oTnagxu:

DGS-3000-28XMP:admin# debug buffer clear
Command: debug buffer clear

Success.

DGS-3000-28XMP: admin#

3arpyska coobLLeHWii, coXpaHeHHbIX B Bydoepe oTnagku, Ha TFTP-cepsep:

DGS-3000-28XMP:admin# debug buffer upload_toTFTP 10.0.0.90 debugcontent.txt
Command: debug buffer upload_toTFTP 10.0.0.90 debugcontent.txt

Connecting to Server.............c..eu. Done.
Upload debug file ........... ... .uunn Done.

DGS-3000-28XMP : admin#

22-3 debug output

OnuncaHue

[aHHas komaHga Mcnosnb3yeTcs A1 HACTPOWMKU BbIBOAA OT/1af0YHOI0 COOOLLEHNS yKasaHHOro Moaynsi B
6ycep OTNagKM WU NOKaNbHYH KOHCOMb. Ecnm nonb3oBaTtenb NpUMeEHsieT komaHgy B ceccun Telnet,
coobLeHne 06 olwmnbKe Takke ByaeT BbIBOAMUTLCA B /IOKa/IbHYH KOHCO/b.
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CunHTtakcuc
debug output [module <module_list> | all] [buffer | console | monitor]

MapameTpbl

module — yka3biBaeT CNMCOK MOAyei.
<module_list> — BBegnTe cnmcok mogyner.
all — yka3biBaeT HacTpoliKy BbiBOZA [/11 BCEX MOAYNENA.

buffer — ykasbiBaeT BbIBOg, OT/1a04HOI0 CO06LLEHUS MoAyNs B Bydhep oTNaaku. STO ONuusa No yMoIYaHuio.

console — yka3sbiBaeT BbIBOZ, O0T/1a04HOI0 COOOLLEHNA MOAY/S B NNOKa/IbHYK KOHCO/b.

monitor — yka3blBaeT BbIBOA OTN1a404HOr0 coobLleHma moayns no SSH/Telnet.

OrpaHunyeHus
Tonbko nosb3oBarenn ypoBHs Administrator MOryT BbINO/IHATb AAHHYI0 KOMaHAy.

Mpumep
HacTpoiika BbIBOAA OTNaA04HbIX COOBLLEHNA MO BCEM MOAY/AM B JIOKJSIbHYHO KOHCO/b:

DGS-3000-28XMP:admin# debug output all console
Command: debug output all console

Success.

DGS-3000-28XMP : admin#

22-4 debug config error_reboot

OnucaHue

[JaHHas KoMaHga mcnosb3yeTca A1 HACTPOVKK nepesarpy3kM KoMMmyTaTopa npu KpUTUYeCcKoin owmnbke. B
3TOM C/lyyae CHa4asia cCMCTeMOi ByaeT oTk/oueH Taiimep watchdog, a 3atem Bcs 0TnagoyHas nHdopmawms
6yaeTt coxpaHeHa B NVRAM. Ecnu doyHkums error_reboot BktoyeHa, Talimep watchdog 6yaet 3anyuieH
nocsne coxpaHeHus nHdopmarmm 8 NVRAM.

CuHTakcuc
debug config error_reboot [enable | disable]

MapameTpbl

enable — ykasbIBaeT BK/IlOUEHME Nepe3arpy3kn Npu KPUTUYECKO OLIMBKe.

disable — yka3biBaeT, 4TO KOMMYyTaToOp He OyAeT nepesarpyXaTbCs Npu KpUTUYECKol owmnbke. Cuctema
BoliaeT B pexum debug shell mode n 6yget npuocTtaHoBAeHa Ansl OTNagKun.

OrpaHuyeHus
Tonbko nosb3oBarenu ypoBHs Administrator MOryT BbINO/IHATb AAaHHYIO KOMaHAy.

Mpumep

HacTtpoiika napameTpa disable, npu KoTopom He OyAeT BbINOSIHEHA Nepe3arpy3ka KommyTtaTopa B C/y4vae
KPUTUYECKOIN OLLINOKMN:

218



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

DGS-3000-28XMP:admin# debug config error_reboot disable
Command: debug config error_reboot disable

Success.

DGS-3000-28XMP : admin#

22-5 debug config state

OonucaHue
[aHHas komaHga Ucnosb3yeTcs 47151 HACTPOIiKK cTaTyca OTNaaKu.

CuHTakcuc
debug config state [enable | disable]

MapameTpsbl

enable — yka3biBaeT BK/IlOUEHNE OTNALKN.

disable — yka3biBaeT oTK/IOUEHNE OTNAOKN.

OrpaHuyeHus
Tonbko nosb3oBareny yposHs Administrator MOryT BbINOMHATL AaHHYIO KOMaH4y.

Mpumep
HacTpoiika oTKNHYeHNs OT/1afKu:

DGS-3000-28XMP:admin# debug config state disable
Command: debug config state disable

Success.

DGS-3000-28XMP : admin#

22-6 debug show error_reboot state

OnucaHue
[JaHHasi KomaHga ucnosb3yetcs Ans oTobpaeHusa ctaryca yHKuumn error reboot.

CuHTakcuc
debug show error_reboot state

MapameTtpsbl
HeT.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep
OTob6paxeHne ctatyca oyHKUmm error reboot:
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DGS-3000-28XMP:admin# debug show error_reboot state
Command: debug show error_reboot state

Error Reboot: Enabled

DGS-3000-28XMP : admin#

22-7 debug show status

OonucaHue

[aHHasi KoMaHJa 1Cnosb3yeTcs A58 0TO6PaXEHUs cTaTyca OT/IafKN YKasaHHOTo Moy si.

CuHTtakcuc
debug show status {module <module_list>}

MapameTtpbl

module — (onuuoHasibHO) yKasbiBaeT CNNCOK Moy e,
<module_list> — BBeanTe cnmcok moaysnen.

OrpaHuyeHus
TonbkKo nosnb3oBarteny ypoBHa Administrator MOryT BbINO/HATL AAaHHYIO KOMaHAy.

Mpuwmep
OT06paxeHue ctatyca OTNafkn yka3zaHHOro Moayss:

DGS-3000-28XMP:admin# debug show status module MSTP
Command: debug show status module MSTP

Debug Global State : Enabled
MSTP : Disabled

DGS-3000-28XMP : admin#

OTo6paxkeHne cTaTyca OT/1afK1 No BCemM Moy IsM:

DGS-3000-28XMP:admin#debug show status
Command: debug show status

Debug Global State : Enabled

MSTP . Disahled
IMPE : Disabled
DHCPvGE_RELAY . Disabled

DGS-3000-28XMP : admin#
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23. KomaHabl DHCP Local Relay

config dhcp_local_relay vlan <vlan_name 32> state [enable | disable]

config dhcp_local_relay vlan vlanid <vlan_id> state [enable | disable]

config dhcp_local_relay option_82 circuit_id [default | vendorl]

config dhcp_local_relay option_82 ports <portlist> policy [replace | drop | keep]

config dhcp_local_relay option_82 remote_id [default | user_define <desc 32>]

enable dhcp_local_relay

disable dhcp_local_relay

show dhcp_local_relay

show dhcp_local_relay option_82 ports {<portlist>}

23-1 config dhcp_local_relay vian

OonucaHue

[aHHas komaHaa Mcnosb3yeTcs, YToObl BKIUUTE MM OTKNKUMTL doyHKuuio DHCP local relay ana VLAN ¢
yKa3aHHbIM UMEHEM.

Korga doyHkumss DHCP local relay BkawueHa pgna VLAN, naket DHCP 6yger nepeHanpasneH B Buae
LLUMPOKOBELLATE/bHOM paccbinkn 6e3 nameHeHns MAC-agpeca UCTOUYHMKA 1 adpeca Lsto3a. ABTOMaTUYECKU
6ynet pobasneHa Option 82 DHCP.

CuHTakcuc
config dhcp_local_relay vlan <vlan_name 32> state [enable | disable]

MapameTpbl

<vlan_name 32> — BBegute umsa VLAN, ans kotopoit 6yget BkaoveHa dyHkuma DHCP local relay. Vimsa
MOXET cogepxarb 40 32 CUMBOIOB B AJINHY.

state — ykasbiBaeT BkIoveHue uamn oTkatoveHme DHCP local relay ans ykasaHHoi VLAN.
enable — yka3biBaeT BktoveHve doyHkuum DHCP local relay.
disable — yka3biBaeT oTk/itoueHve oyHkumn DHCP local relay.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
BkntoueHne DHCP local relay gns VLAN no ymonyaHuio:

DGS-3000-28XMP:admin# config dhcp_local relay vlan default state enable
command: config dhcp_local_relay vlan default state enable

Success.

DGS-3000-28XMP :admin#
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23-2 config dhcp_local_relay vian vianid

OnucaHue

[aHHasi KomaHAa No3BONSET BKAOUUTL UM OTKAOUUTL hyHkumio DHCP local relay ans ykasaHHoro VLAN
ID.

CuHTakcuc
config dhcp_local_relay vlan vlanid <vlan_id> state [enable | disable]

MapameTpsbl

vlanid — yka3biBaeT VLAN ID, ana kotoporo 6yaet sknoyeHa dpyHkumsa DHCP local relay.
<vlan_id> — BBegnTe Heobxogumblii VLAN ID.

state — ykasbiBaeT Bk/oUueHne nam otkatodeHne DHCP local relay ans ykasaHHoli VLAN.
enable — yka3biBaeT Bk/oyeHune doyHkuun DHCP local relay.
disable — ykasbiBaeT oTktoueHne goyHkummn DHCP local relay.

OrpaHuyeHus
Tonbko nosb3oBartenu ypoHs Administrator, Operator nnm Power-User MoryT BbINOMHATb AaHHYHO KOMaH4y.

Mpumep
BkntoueHne DHCP local relay ans VLAN no ymonyaHuio:

DGS-3000-28XMP:admin# config dhcp_local_relay vlan vlanid 1 state enable
Command: config dhcp_local relay vlan vlanid 1 state enable

Success.

DGS-3000-28XMP : admin#

23-3 config dhcp_local_relay option_82 circuit_id

OonucaHue

[aHHasi koMaHga MCnosb3yeTcsa A/ HacTpoikn nons circuit ID Option 82 peTpaHcnaTtopa DHCP (relay
agent).

CuHTakcuc
config dhcp_local_relay option_82 circuit_id [default | vendorl]

MapameTpbl

default — yctaHaBnvBaeT 3HaveHune no ymonyanuio (default) ans circuit ID petpaHcnaTopa DHCP.

vendorl — yctaHaB/mBaeT 3HayeHue vendorl ansa circuit ID petpaHcnaTtopa DHCP.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
YctaHoBKa 3HayeHusa no ymonyaHuto (default) ans circuit ID petpaHcniaTopa DHCP:
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DGS-3000-28XMP:admin# config dhcp_local_relay option_82 circuit_id default
Command: config dhcp_local relay option 82 circuit_id default

Success.,

DGS-3000-28XMP:admin#

23-4 config dhcp_local_relay option_82 ports

OnucaHue
[JaHHas komaHga ncnosb3yeTcs A5 HACTPOIKM YKa3aHHbIX MOPTOB A5 NoaMTukm Option 82,

CunHTtakcuc
config dhcp_local_relay option_82 ports <portlist> policy [replace | drop | keep]

MapameTpbl

<portlist> — BBegnTe CNNCOK HaCTpamBaeMbIX NMOPTOB.

policy — yka3sbiBaeT, kak 06pabaTbiBaTb NakeTbl CO CTOPOHbI K/IMEHTA, Y KOTOPLIX YXe ecTb nosne Option 82.
replace — yka3sbiBaeT 3amMeHy cylllecTBytoLlero noss Option 82 B nakerte.
drop — ykasblBaeT 0T6pOC NakeTa, eC/ y HEero yxe ecTb none Option 82.
keep — ykasbiBaeT coxpaHeHue cylecTBytoLlero nons Option 82 B nakeTe.

OrpaHuyeHus
Tonbko nosb3oBartenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOAHATb AaHHYHO KOMaH4y.

Mpumep
HacTtpoliika nonntunkn Option 82 Ha nopTtax 1-5:

DGS-3000-28XMP:admin# config dhcp_local relay option_82 ports 1-5 policy keep
Command: config dhcp_local relay option_ 82 ports 1-5 policy keep

Success.

DGS-3000-28XMP : admin#

23-5 config dhcp_local_relay option_82 remote_id

OnucaHue
[aHHas komaHga ncnosb3yeTcs A1s HacTpoiiku remote ID.

CuHTtakcuc
config dhcp_local_relay option_82 remote_id [default | user_define <desc 32>]

MapameTpbl

default — ykasbiBaeT ncnonb3oBaHne MAC-agpeca koMmmyTaTopa B kKayecTtse remote ID.

user_define — ykasbiBaeT UCNosib30BaHMe CTPOKW, 3aaHHON nonb3osBatesniem, B kadecTtse remote ID.
<desc 32> — BBeANTE CTPOKY ASIMHON A0 32 CMMBOJIOB, NPOGE/bI Pa3peLLEHbI.
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OrpaHuyeHus
Tonbko nonb3oBarenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
HacTtpoliika remote ID:

DGS-3000-28XMP:admin# config dhcp_local relay option_82 remote_id user_define D-Lin
k L2Switch
Command: config dhcp_local_relay option_82 remote_id user_define D-Link L2Switch

Success.

DGS-3000 - 28XMP : admin#

23-6 enable dhcp_local_relay

OnucaHue
[JaHHas kKomaHga ncnonblyercs ans obuiero BkatoveHns dyHkumm DHCP local relay Ha kommyTaTope.

CuHTtakcuc
enable dhcp_local_relay

MapameTtpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYIO KOMaHAy.

Mpumep
O6uwee BkoyeHne dyHkuun DHCP local relay:

DGS-3000-28XMP:admin# enable dhcp_local_relay
Command: enable dhcp_local relay

Success.

DGS-3000-28XMP : admin#

23-7 disable dhcp_local_relay

OonucaHue
[JaHHas komaHga ncnosb3yeTcs Ans obuiero oTkatveHus goyHkumn DHCP local relay Ha kommyTaTtope.

CuHTakcuc
disable dhcp_local_relay

MapameTpsbl
Het.

OrpaHuyeHus
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Tonbko nonb3oBarenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
O6uee oTktoueHne dyHkumn DHCP local relay:

DGS-3000-28XMP:admin# disable dhcp_local_relay
Command: disable dhcp_local relay

success.

DGS-3000-28XMP:admin#

23-8 show dhcp_local_relay

OnucaHue
[JaHHas komaHza ncnosb3yeTcs Ans 0TobpakeHus TekyLen koHdurypaunm DHCP local relay.

CuHTtakcuc
show dhcp_local_relay

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTtobpaxeHune ctatyca DHCP local relay:

DGS-3000-28XMP:admin# show dhcp_local_relay
Command: show dhcp_local_relay

DHCP/BOOTP Local Relay Status : Disabled
DHCP/BOOTP Local Relay VID List H

DHCP Relay Agent Information Option 82 Circuit ID : Default
DHCP Relay Agent Information Option 82 Remote ID : D-Link L2Switch

DGS-3000-28XMP : admin#

23-9 show dhcp_local_relay option_82 ports

OnucaHue

[aHHasi kKomaHga Mcnonb3yeTcs ANsi 0TObpaxeHus Tekyllel koHdmrypaumm Option 82 DHCP local relay
Kaxgoro nopra.

CunHTtakcuc
show dhcp_local_relay option_82 ports {<portlist>}

225



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

MapameTpbl

<portlist> — (onynoHanbHO) BBEAUTE CNMUCOK NMOPTOB [/ OTOBPAKEHUS.

OrpaHuyeHus
Her.

Mpumep
OTob6paxeHune koHdurypaumm Option 82 DHCP local relay ans noptos 1-5:

DGS-3000-28XMP:admin# show dhcp_local relay option_82 ports 1-5
Command: show dhcp_local_relay option_82 ports 1-5

Port Option 82
Policy

0O B WM
=~
@
@
=]

DGS-3000-28XMP:admin#
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24. KomaHabl DHCP Relay

config dhcp_relay {hops <int 1-16> | time <sec 0-65535>}

config dhcp_relay add ipif <ipif_name 12> <ipaddr>

config dhcp_relay add vlanid <vlan_id_list> <ipaddr>

config dhcp_relay delete ipif <ipif_name 12> <ipaddr>

config dhcp_relay delete vlanid <vlan_id_list> <ipaddr>

config dhcp_relay option_82 {state [enable | disable] | check [enable | disable] | policy [replace | drop |
keep] | remote_id [default | user_define <desc 32>]}(1)

config dhcp_relay option_82 circuit_id [default | vendorl]

enable dhcp_relay

disable dhcp_relay

show dhcp_relay {ipif <ipif_name 12>}

config dhcp_relay option_60 state [enable | disable]

config dhcp_relay option_60 add string <multiword 255> relay <ipaddr> [exact-match | partial-match]

config dhcp_relay option_60 default [relay <ipaddr> | mode [relay | drop]]

config dhcp_relay option_60 delete [string <multiword 255> {relay <ipaddr>} | ipaddress <ipaddr> | all |
default {<ipaddr>}]

show dhcp_relay option_60 {[string <multiword 255> | ipaddress <ipaddr> | default]}

config dhcp_relay option_61 state [enable | disable]

config dhcp_relay option_61 add [mac_address <macaddr> | string <multiword 255>] [relay <ipaddr> |
drop]

config dhcp_relay option_61 default [relay <ipaddr> | drop]

config dhcp_relay option_61 delete [mac_address <macaddr> | string <multiword 255> | all]

show dhcp_relay option_61

24-1 config dhcp_relay

OnucaHue
[JaHHas komaHga ncnosb3yeTcs Ans HacTpoiikn yHkumn DHCP relay Ha kommyTaTope.

CuHTtakcuc
config dhcp_relay {hops <int 1-16> | time <sec 0-65535>}

MapameTpbl

hops — (onunoHasibHO) yKa3blBaeT MakCMMasibHOE KOMMYECTBO NMPOMEXYTOuUHbIX Y3108 DHCP relay, uepes
KoTopble MoryT npoiTtn naketsl DHCP/BOOTP. Anana3oH — oT 1 go 16. 3HayeHue no ymonyaHuio — 4.
MakeTbl DHCP 6yayT oTOPOLUEHbI, €CNIN CHETUUK Y3/10B ByAeT 60/bLUe U paBeH 3TOMY 3HaYEHUIO.

<int 1-16> — BBeANTE MakCMasibHOE KOIMYEeCTBO NPOMEXYTOUHbIX y3noe DHCP relay ot 1 go 16.

time — (onumoHanbHO) AN nepeHanpasneHns DHCP-naketa KOMMYTaTopoM, nosne BpemeHu (time) [o/mkHO
6bITb 60MbLUE UM PABHO 3TOMY 3HAaYeHUI0. 3HaveHre No ymonyaHuo — 0.
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<sec 0-65535> — BBeguTe 3HayeHue BpemeHn ot 0 g0 65535 cekyHa,.

OrpaHuyeHus
Tonbko nonb3oarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
HacTpoiika npomMexyTouHbix y3510B DHCP relay n napameTpoB BpeMeHu:

DGS-3000-28XMP:admin# config dhcp_relay hops 4 time 2
Command: config dhcp_relay hops 4 time 2

Success.

DGS-3000-28XMP :admin#

24-2 config dhcp_relay add ipif

OonucaHue

JaHHas KoMaHga nosBonseT  A0b6aBuUTb ajgpec DHCP-cepBepa  ans nepeHanpasfieHns
DHCP/BOOTP-nakeToB.

CuHTakcuc
config dhcp_relay add ipif <ipif _name 12> <ipaddr>

MapameTpbl

<ipif_name 12> — BBegnTe Ha3BaHue IP-nHTepgeiica, cogepxaiiee 40 12 CUMBOIOB B AJIHY.

<ipaddr> — BBegute IP-agpec DHCP/BOOTP-cepBepa.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
Job6aeneHne DHCP/BOOTP-cepBepa B Tabnuuy DHCP relay:

DGS-3000-28XMP:admin# config dhcp_relay add ipif System 10.43.21.12
command: config dhcp_relay add ipif System 10.43.21.12

Success.

DGS-3000-28XMP :admin#

24-3 config dhcp_relay add vianid

OonucaHue

[JaHHaa KomaHAa no3BosnsieT fo6aBuThb IP-agpec B kayecTBe ajpeca HasHauyeHus 4718 nepeHanpas/ieHus
DHCP/BOOTP-naketoB. Ecnn Bo VLAN ecTb IP-uHTepdhelic m Ha ypoBHe WHTepdpeiica HacTpoeH
DHCP-cepBep, TO y kOHhurypaumm Ha ypoBHe uHTepcpeiica 6yaet 6onee BbICOKMIA npuopuTet. B aTom
cnyyae DHCP-cepBep, HacTpoeHHbIi BO VLAN, He Gyaer mucnonb3oBaTtbCs Ansi nepeHanpasnenHns DHCP-
naxkeTosB.
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CuHTakcuc
config dhcp_relay add vlanid <vlan_id_list> <ipaddr>

MapameTpbl

<vlan_id_list> — BeBegute cnmcok VLAN ID.

<ipaddr> — BBegute IP-agpec DHCP/BOOTP-cepBepa.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYIO KOMaHAy.

Mpumep
Job6asneHne DHCP/BOOTP-cepsepa 10.43.21.12 Bo VLAN 1 - 10:

DGS-3000-28XMP:admin# config dhcp_relay add vlanid 1-10 10.43.21.12
Command: config dhcp_relay add vlanid 1-10 10.43.21.12

Success,

DGS - 3000 - 28XMP : admin#

24-4 config dhcp_relay delete

OonucaHue

[JaHHas KkomaHza ucnosb3yeTcsa ANna yaaneHus ogHoro u3 IP-agpecoB HaszHauveHus B Tabnvue DHCP relay
KoMmyTaTopa.

CuHTakcuc
config dhcp_relay delete ipif <ipif_name 12> <ipaddr>

MapameTtpbl

<ipif_name 12> — BeegnTe Ha3BaHue |IP-nHTepgeiica 4o 12 cmBONOB AJ/IMHON.

<ipaddr> — Beegute IP-agpec DHCP/BOOTP-cepBepa.

OrpaHunyeHus
Tonbko nonb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AAaHHYH KOMaHAy.

Mpumep
YpaneHne DHCP/BOOTP-cepsepa 13 Tabnuubl DHCP relay:

DGS-3000-28XMP:admin# config dhcp_relay delete ipif System 10.43.21.12
Command: config dhcp_relay delete ipif System 10.43.21.12

Success.

DGS-3000-28XMP :admin#

24-5 config dhcp_relay delete vilanid
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OonucaHue

[JaHHas komaHAa wucnonb3yetcs Ana  yaaneHua |IP-agpeca HasHauyeHus A1s  nepeHanpaBneHus
DHCP/BOOTP-nakeToB.

CuHTakcuc
config dhcp_relay delete vianid <vlan_id_list> <ipaddr>

MapameTpsbl

<vlan_id_list> — BBegnte cnucok VLAN ID.

<ipaddr> — BBegute IP-agpec DHCP/BOOTP-cepBepa.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHsa Administrator, Operator nnm Power-User MoryT BbINOMHATb AaHHYHO KOMaH4y.

Mpumep
YpaneHne DHCP/BOOTP-cepsepa 10.43.21.12 n3 VLAN 2 n 3:

DGS-3000-28XMP:admin# config dhcp_relay delete wlanid 2-3 10.43.21.12
Command: config dhcp_relay delete vlanid 2-3 10.43.21.12

Success.

DGS-3000-28XMP :admin#

24-6 config dhcp_relay option_82

OnucaHue
[JaHHas komaHza ucnosb3yeTcs Ansi HacTpoiikn 06paboTkm Option 82 DHCP gnsa doyHkummn DHCP relay.

CuHTtakcuc
config dhcp_relay option_82 {state [enable | disable] | check [enable | disable] | policy [replace | drop
| keep] | remote_id [default | user_define <desc 32>]}(1)

MapameTpbl

state — BO BK/IWOYEHHOM cocTosHUM B DHCP-nakeT nepeg nepeHanpasfeHUEM Ha cepBep 6yaet
pob6asneHo none Option 82. DHCP-nakeT 6yaeT 06paboTaH B COOTBETCTBUM C HACTPOMKaMy MPOBEPKM U
NONUTUKM.
Mpu oTkAo4YeHHoM cocTosstHun DHCP-naket 6yaeT nepeHanpas/ieH Ha cepBep 6e3 AasibHeliweli NpoBepky
1 06paboTku. Mo ymMon4aHnio NnapaMeTp OTK/THUEH.

enable - yka3biBaeT, UTo 06paboTka Option 82 GyaeT BK/IOUEHA.

disable - ykasbiBaeT, yto 06paboTka Option 82 6yaeT OTK/I4eHa.

check — ecnn npoBepka Bk/tOYeHa, TO y MakeTa, NPUXOASALWEro CO CTOPOHbI K/IMEHTa, HEe AO/MKHO ObIiTb
nons Option 82. Ecnn B nakeTe eCcTb 3TO Nosie, OH 6yaet oTopoLleH. o yMonyaH1io napameTp OTK/OUEH.
enable — yka3blBaeT, UTO NpoBepka 6yaeT BKNHOYEHA.
disable — ykasbiBaeT, 4To NpoBepka Oy[eT OTKIHYEHA.

policy — ykasblBaeT Ha WCNOAb3yeMyH MOAWNTUKY. DTa Onuus OeicTBYeT TOIbKO MPU  OTK/IYEHHOW
npoBepke. 3HaYeHMe No yMonYaHuio — «replace».
replace — ykasbiBaeT, 4TO cyulecTBywllee none Option 82 B nakeTe 6yaeT 3amMeHeHO. KommyTtaTtop
ByAeT Ucnosnb3oBaThb CBOe 3Ha4YeHme Option 82 AN 3ameHbl NpeaplAyLLEero 3Ha4eH1s B NakeTe.

230



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

drop — ykasblBaeT, UTO eCnn NakeT, NPUXOAALLNI C KIMEHTCKOW CTOPOHBI, coaepxut none Option 82,
TO OH 6yAeT oTbpoLleH. Ecnim nakeT He coaepxunt 3HadyeHne Option 82, oHO byaeT go6aBAeHo.

keep — ykasblBaeT, 4TO cyulecTBylowee nose Option 82 B nakere 6yAeT coxpaHeHo. Ecnm naker,
NPUXOOALLMIA C KTMEHTCKOIN CTOPOHBI, HE COAEePXUT 3HadeHme Option 82, oHo 6yaeT AobasieHo.

remote_id — yka3bIBaeT Ha cogepxmmoe nog-onumm Remote ID.
default — B kauecTBe Remote ID 6ygeT ncnonb3oBatbecs cucTteMHblni MAC-agpec komMmmyTaTopa.
user_define — B kauecTBe Remote ID 6yaeT UcnonbL30BaTbCA CTPOKA, ornpefesieHHas nonb3oBaTesiem.
<desc 32> - BBeguTe onvucaHue AnnHol Ao 32 cMMBONOB. Mpo6esnbl B CTPOKE paspeLLEeHbI.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb AAHHYO KOMaHAY.

Mpumep
HacTtpoiika Option 82 DHCP relay:

DGS-3000-28XMP:admin# config dhcp_relay option_82 state enable
Command: config dhcp_relay option_82 state enable

Success.

DGS-3000-28XMP:admin# config dhcp_relay option_82 check disable
Command: config dhcp_relay option_82 check disable

Success.

DGS-3000-28XMP:admin# config dhcp_relay option_82 policy replace
Command: config dhcp_relay option_82 policy replace

Success.

DGS-3000-28XMP:admin# config dhcp_relay option_82 remote_id user_define “D-Link L2 Switch”
Command: config dhcp_relay option_82 remote_id user_define "D-Link L2 Switch"

sSuccess.

DGS-3000-28XMP: admin#

24-7 config dhcp_relay option_82 circuit_id

OnucaHue
[JaHHasi KomaHga ucnonb3yeTcs Ans HacTPolikK nons circuit ID Option 82 dyHKumMmM DHCP relay.

CuHTakcuc
config dhcp_relay option_82 circuit_id [default | vendorl]

MapameTpsbl

default — yctaHaBnvMBaeT 3HauyeHue no ymonuvaHuto (default) gnsa circuit ID. Mo ymonuaHuio circuit ID
BK/toHaeT B cebsi Bxogawmin VLAN ID DHCP-naketa OT KAvMeHTa, 3HadyeHne module, paBHoe 0, n Homep
nopTta KOMMyTaTopa, KOTopblii npuHMMaeT DHCP-nakeT OT K/IMeHTa.

vendorl - yctaHaBnmBaet 3HadyeHue vendorl ans circuit ID.
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OrpaHuyeHus
Tonbko nonb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
HacTpolika 3Ha4eHns No ymonyaHuo ans circuit ID:

DGS-3000-28XMP:admin# config dhcp_relay option_82 circuit_id default
Command: config dhcp_relay option_82 circuit_id default

Success.

DGS-3000-28XMP: admin#

24-8 enable dhcp_relay

OnucaHue
[JaHHas komaHga ucnonb3yercsa ansa BraodeHns yHkumm DHCP relay Ha kommyTaTope.

CuHTakcuc
enable dhcp_relay

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
BknoueHue doyHkumm DHCP relay:

DGS-3000-28XMP:admin# enable dhcp_relay
Command: enable dhcp_relay

Success.

DGS-3000-28XMP: admin#

24-9 disable dhcp_relay

OonucaHue
[aHHas KomaHga ucnonb3yetcs ans oTkaveHns gyHkumm DHCP relay Ha kommyTaTope.

CuHTakcuc
disable dhcp_relay

MapameTtpbl
Her.

OrpaHuyeHus
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Tonbko nonb3oBarenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
OTtkntoueHne dpyHkumm DHCP relay:

DGS-3000-28XMP:admin# disable dhcp_relay
Command: disable dhcp_relay

Success.

DGS-3000-28XMP: admin#

24-10 show dhcp_relay

OnucaHue
[aHHas komaHga ncnosb3yeTcs A1 0To6pakeHns TekyLlein koHdurypauun DHCP relay.

CuHTakcuc
show dhcp_relay {ipif <ipif _name 12>}

MapameTpsbl

ipif — (onumoHanbHO) ykasbiBaeT Ha3BaHue IP-uHTepdeiica.
<ipif_name 12> - BBegnTe Ha3BaHue IP-uHTepdelica AnvHoli o 12 cMBOJIOB.

Ecnn napameTp He 3afaH, bygeT otobpaxarbcs koHpurypauns DHCP relay ans scex IP-nHTepdeincos.

OrpaHuyeHus
HerT.

Mpumep
OTo6paxeHve KoHqurypauumn DHCP relay:
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DGS-3000-28XMP:admin#show dhcp_relay
Command: show dhcp_relay

DHCP/BOOTP Relay Status : Enabled

DHCP/BOOTP Hops Count Limit 4

DHCP/BOOTP Relay Time Threshold : 0

DHCP Vendor Class Identifier Option 60 State: Disabled

DHCP Client Identifier Option 61 State: Disabled

DHCP Relay Agent Information Option 82 State : Enabled

DHCP Relay Agent Information Option 82 Check : Disabled

DHCP Relay Agent Information Option 82 Policy : Replace

DHCP Relay Agent Information Option 82 Circuit ID : Default

DHCP Relay Agent Information Option 82 Remote ID : User Define( "D-Link L2 Switch" )

Interface Server 1 Server 2 Server 3 Server 4
system 432112
Server VLAN ID List

e3.2002 1

DGS-3000-28XMP: admin#

24-11 config dhcp_relay option_60 state

OnucaHue

[JaHHas koMaHga vucnosb3yeTca A8 Toro, 4Tobel onpefennts, 6yaet nn DHCP relay o6pabartbiBats Option
60 DHCP.

Mpu BKkNHOYEHHON option_60, ecnm y naketa HeT Option 60, T0 cepBepbl DHCP relay He moryT 6bITb
onpegeneHbl Ha 3Tol OcHOBe. B Takom cnydvae cepBepbl 6yayT onpefeneHsl Ha ocHoBe Option 61 wnn B
COOTBETCTBUN C cCepBepamMin, CKOHUIypupoBaHHbIMKN Ha IP-uHTepdeicax.

Ecnn cepBepbl DHCP relay onpegeneHbl Option 60 uam 61, TO cepBepbl, CKOHQUIypUpoOBaHHbIE Ha
IP-nHTepdelicax, byayT UrHOPMPOBATbLCS.

Ecnn cepsepbl DHCP relay He onpegeneHbl Option 60 unnn 61, T0 oHM 6GyayT BblbpaHbl U3 CEpPBEPOB,
CKOHCOUIyprpoBaHHbIX Ha IP-nHTepdelicax.

CunHTtakcuc
config dhcp_relay option_60 state [enable | disable]

MapameTpsbl

enable — ykasbiBaeT, 4to npasuio Option 60 OyaeT BK/IYEHO.

disable — yka3biBaeT, yto npasusio Option 60 ByAeT OTK/IHYEHO.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AaHHYHO KOMaHay.

Mpumep
HacTpoliika ctatyca Option 60 DHCP relay:
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DGS-3000-28XMP:admin# config dhcp_relay option_60 state enable
Command: config dhcp_relay option_60 state enable

sSuccess

DGS-3000-28XMP:admin#

24-12 config dhcp_relay option_60 add string

OonucaHue

[JaHHas komaHga ucnosnb3yeTcs Ans HacTpoiikm npasun Option 60. C ogHum cepepom DHCP relay moryT
6bITb CBA3a@HbI Pa3Hble CTPOKU, & OfHA U Ta e CTPOKa MOXET OTHOCUTLCS K MHOXECTBY CepBepOB.
CuvctemMa nepeHanpasuT MakeT Ha BCe COOTBETCTBYIOLLME CepBepbI.

CuHTakcuc
config dhcp_relay option_60 add string <multiword 255> relay <ipaddr> [exact-match | partial-match]

MapameTpbl

<multiword 255> — BBeANTE 3HAYEHNE AMHON A0 255 CMMBO/IOB.

relay — ykasbiBaeT IP-agpec cepsepa DHCP relay.
<ipaddr> — BBeguTe IP-agpec.

exact-match — ykasbiBaeT, 4To cTpoka Option 60 B nakeTe AO/MKHA MOMIHOCTLIO COBNajaTb C yKa3aHHOM
CTPOKOIA.

partial-match — ykasbiBaeT, uto cTpoke Option 60 B nakeTe AOCTAaTOYMHO YaCTUYHO COBMagaTtb C yKasaHHONA
CTPOKOIA.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep

HacTtpoiika Option 60 DHCP relay:

DGS-3000-28XMP:admin# config dhcp_relay option_60 add string "abc" relay 10.90.90.1 exact-
match

Command: config dhcp_relay option_60 add string "abc" relay 10.90.90.1 exact-match

Success.

DGS-3000-28XMP: admin#

24-13 config dhcp_relay option_60 default

OnucaHue

[aHHas komaHga npegHasHavyeHa 415 HaCTPOoKKM npasuna no ymonyaxuuio Option 60 DHCP relay.

Ecnun HeT COOTBETCTBYIOLUX CEPBEPOB Ha ocHoBe Option 60, OHM ByAyT onpeaenaTbCs B COOTBETCTBMM C
[LaHHOW HaCTPOWKOWA.

Ecnn ykasaH pexum drop, He COOTBETCTBYKOLIMIA MNpaBuiaM MakeT 6yaeT oTbpoweH 6e3 JasbHelilei
06paboTKu.
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Ecnn ykazaH pexum relay, naket 6yger obpabaTbiBaTbCs Ha OCHoBe Option 61. B utore cepsepbl 6yayT
onpegeneHbl KombuHaume Option 60 1 61.

CuHTtakcuc
config dhcp_relay option_60 default [relay <ipaddr> | mode [relay | drop]]

MapameTpsbl

relay — ykasbiBaeT IP-agpec, ncnonb3yemblii Ans nepeHanpasnienns yHkunein DHCP relay.
<ipaddr> — BBeguTe IP-agpec ans gaHHoi KoHdurypauun.

mode — yka3biBaeT pexum paboTbl Option 60 DHCP relay.
relay — ykasbiBaeT, 4To nakeT OyAeT nepeHanpas/ieH B COOTBETCTBMM C NpaBuiamu.
drop — ykasbIBaeT, 4TO MakeT, He COOTBETCTBYHOLWMIA NpaBunam Option 60, 6yaeT OTOpOLLEH.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AAaHHYHO KOMaHay.

Mpumep
HacTpoiika oT6poca nakeToB no ymonyaHuto ans Option 60 DHCP relay:

DGS-3000-28XMP:admin# config dhcp_relay option_60 default mode drop
Command: config dhcp_relay option_60 default mode drop

Success.

DGS-3000-28XMP : admin#

24-14 config dhcp_relay option_60 delete

OnucaHue
[JaHHas komaHza ucnosb3yeTca ana yganexnus sanucu Option 60 DHCP relay.

CuHTakcuc
config dhcp_relay option_60 delete [string <multiword 255> {relay <ipaddr>} | ipaddress <ipaddr> | all
| default {<ipaddr>}]

MapameTpbl

string — ykasbiBaeT cTpoky Option 60. Bce 3anucu ¢ ykaszaHHO CTPOKOI 6yayT yaaneHbl. 3TO NPUMEHUMO
TO/MbKO ecnun He yka3saH IP-agpec.
<multiword 255> — BBegute cTpoky Option 60 AnnHOW A0 255 cMMBONOB, KOTOpasi AO/MKHA ObITb
ypaneHa.
relay — (onunoHasibHO) yKa3blBaeT, YTO HeoOXoAuMO yAasMTb OAHY 3anucb C 3afaHHOW CTPOKOW U
IP-agpecom.
<ipaddr> — BBeguTte IP-agpec.

ipaddress — yka3blBaeT, UTO HEOOBXOANMO yAaIUTb BCe 3anncu ¢ 3agaHHbIM IP-agpecom.
<ipaddr> — BBeguTe |IP-agpec.

all — yka3bIBaeT yaasieHne Bcex 3annceii 3a ncknueHnem cepeepos DHCP relay no ymonyaHuio.

default — ykasbiBaeT, 4To HeO6X0AUMO yaanuTb 3afaHHblli IP-agpec cepsepa DHCP relay no ymonyaHuto.
<ipaddr> — (onuuoHanbLHO) BBEAuTe IP-agpec.
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OrpaHuyeHus
Tonbko nonb3oBarenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep

Ypanenuve 3anucu Option 60 DHCP relay co cTpokoi "abc™:

DGS-3000-28XMP:admin# config dhcp_relay option_60 delete string "abc" relay 10.90.90.1
Command: config dhcp_relay option_60 delete string "abc" relay 10.90.90.1

Success.

DGS-3000-28XMP: admin#

24-15 show dhcp_relay option_60

OnucaHue
[aHHas koMaHga wucnosb3yeTca gna oTtobpaxeHus 3anucein Option 60 DHCP relay, onpegeneHHbix
nosib30BaTesiem.

CunHTtakcuc
show dhcp_relay option_60 {[string <multiword 255> | ipaddress <ipaddr> | default]}

MapameTpbl

string — (ONUMOHasIbHO) YKa3blBAET OTOOPAXXEHNE 3anmncu, KOTopasi COAEPXUT AaHHYH CTPOKY.
<multiword 255> — BBeguTe CTPOKY AMHON A0 255 CMMBO/IOB.

ipaddress — (onuMoHasibHO) yKa3blBaeT 0TOOpaXKeHMe 3anncK ¢ ykasaHHbIM IP-agpecom.
<ipaddr> — BBeguTe |IP-agpec.

default — (onumoHanbHO) yKkasbiBaeT 0TObpaxeHne AeiicTeus No ymonyaHuo ans Option 60 DHCP relay.

Ecnu napameTp He 3afaH, 6yayT oTo6paxeHsl Bce 3anmcu Option 60.

OrpaHuyeHus
Her.

Mpumep
OTob6paxeHune nHcopmarmm Option 60 DHCP:
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DGS-3000-28XMP:admin# show dhcp_relay option_60
Command: show dhcp_relay option_60

Default Processing Mode: Drop
Default Servers:
Matching Rules:

String Match Type IP Address

abc Exact Match 10.90.90.1

Total Entries @ 1

DGS-3000-28XMP: admin#

24-16 config dhcp_relay option_61 state

OnucaHue

[aHHas komaHa ucnonb3yeTca Ansa Toro, YTobbl onpenennts, 6yaet nn DHCP relay o6pabatsiBate Option
61 DHCP.

Mpu BkNtOYeHHOW Option 61, ecnm y naketa HeT Option 61, cepsepbl DHCP relay He moryT 6bITb
onpegeneHbl Ha 3Tol OCHOBE.

Ecnu cepeepbl DHCP relay onpegeneHnbl Option 60 nam 61, To cepBepbl, HACTPOEHHbIE Ha IP-nHTepdeiicax,
OyayT UTHOPUPOBATLCS.

Ecnn cepsepbl DHCP relay He onpegeneHbl Option 60 unn 61, TO OHM 6yayT BblbpaHbl U3 CEpPBEPOB,
HaCTPOEHHbIX Ha IP-nHTEepdencax.

CuHTtakcuc
config dhcp_relay option_61 state [enable | disable]

MapameTpsbl

enable — Bk/toyaeT mcnosb3oBaHve npasua Option 61 onsA nepeHanpasneHns naketoB dyHkuneir DHCP
relay.

disable — oTkno4aeT ncnonb3oBaHue npasua Option 61 gNA NnepeHanpaBneHns naketoB dyHkumneir DHCP
relay.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
HacTtpoiika ctaryca Option 61 DHCP:

DGS-3000-28XMP:admin# config dhcp_relay option_61 state enable
Command: config dhcp_relay option_61 state enable

Success

DGS-3000-28XMP:admin#

238



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

24-17 config dhcp_relay option_61 add

OnucaHue

[aHHaa KomaHaa no3BonseT Ao6aBuTb Npasuia Ana onpegeneHusi cepeepa DHCP Ha ocHoBe Option 61.
MpaBuio MOXET 6biTb NMG0 HAa ocHoBe MAC-aapeca, M60 Ha OCHOBE 3aflaHHON MoMb30BaTesIeM CTPOKM.
MOXHO yKas3aTb TO/bKO OAuH cepeep ans MAC-aapeca Uim CTPOKM.

Ecnmn cepBepbl onpeaeneHbl Ha ocHoBe Option 60 u 61, To B pe3ynstate DHCP-cepBep GyaeT onpeneneH
Kak coyeTaHue 3TUX AByX HabOpOB CepBEPOB.

CuHTakcuc
config dhcp_relay option_61 add [mac_address <macaddr> | string <multiword 255>] [relay <ipaddr>
| drop]

MapameTpbl

mac_address — yka3biBaeT MAC-aZipec K/iMeHTa.
<macaddr> — Beeante MAC-agpec.

string — ykasbiBaerT client-ID, KOTopbIii 3a4aeTca aAMUHUCTPATOPOM.
<multiword 255> — BBeguTe onucaHme KNneHTa AanHol Ao 255 cMMBONOB.

relay — ykasbIBaerT, YTo nakeTbl GyAyT NepeHanpas/eHbl Ha yka3aHHbIiA IP-agpec.
<ipaddr> — BBeguTte IP-agpec.

drop — ykasbIBa€eT, YTO NakeTbl 6yayT OTOPOLLEHbI.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoBHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AaHHYHO KOMaHay.

Mpumep
HacTtpoiika Option 61 chyHkuun DHCP relay:

DGS-3000-28XMP:admin# config dhcp_relay option_61 add mac_address 00-11-22-33-44-55 drop
Command: config dhcp_relay option_61 add mac_address 00-11-22-33-44-55 drop

Success

DGS-3000-28XMP: admin#

24-18 config dhcp_relay option_61 default

OonucaHue
[aHHas komaHga npefHasHavyeHa 47151 HaCTPOKM Npasuaa no ymonyaxuio gns Option 61.

CuHTakcuc
config dhcp_relay option_61 default [relay <ipaddr> | drop]

MapameTpbl

relay — ykasbiBaeT, UTO MakeT, He COOTBETCTBYyWOLWMIA npasBuiam Option 61, 6yger nepeHanpasfieH Ha
3agaHHbIn IP-agpec.
<ipaddr> — BBeguTte IP-agpec.

drop — ykasbiBa€eT, YTO NakeT, He COOTBETCTBYOLLMIA NnpaBuaam Option 61, 6yaeT OTOPOLLEH.
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OrpaHuyeHus
Tonbko nonb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
HacTpoliika npaBunia no ymonyaxuio ans Option 61 doyHkuun DHCP relay:

DGS-3000-28XMP:admin# config dhcp_relay option_61 default drop
Command: config dhcp_relay option_61 default drop

Success

DGS-3000-28XMP: admin#

24-19 config dhcp_relay option_61 delete

OnucaHue
[JaHHasi KomaHga ucnonblyetcs ansa yganeHuns npasuna Option 61.

CuHTtakcuc
config dhcp_relay option_61 delete [mac_address <macaddr> | string <multiword 255> | all]

MapameTpsbl

mac_address — yka3bIBaeT yasieHne 3anucu ¢ ykasaHHbiM MAC-agpecom.
<macaddr> — Beeante MAC-agpec.

string — yka3bIBa€eT ygasieHme 3anncu ¢ ykazaHHOo CTPOKOIA.
<multiword 255> — BBeanTEe CTPOKY OJ/IMHOI A0 255 CMMBOJIOB.

all — ykasbiBaert, 4to GyayT yAasieHbl BCe NpaBu/ia 3a UCK/IUYEHMEM NpaBusia Nno yMon4aHuio.

OrpaHuyeHus
Tonbko nosb3oBareny yposHsa Administrator, Operator nnm Power-User MOryT BbINOAHATb AaHHYHO KOMaHAy.

Mpumep
YpaneHue 3anuncu Option 61 DHCP relay:

DGS-3000-28XMP:admin# config dhcp_relay option_61 delete mac_address 00-11-22-33-44-55
Command: config dhcp_relay option_61 delete mac_address 00-11-22-33-44-55

sSuccess

DGS-3000-28XMP: admin#

24-20 show dhcp_relay option_61

OnucaHue
[JaHHas komaHga ucnonb3yeTcs Ans 0TobpaxkeHus Bcex npasu Option 61.

CuHTtakcuc
show dhcp_relay option_61
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MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHune npasun Option 61 DHCP relay:

Command: show dhcp_relay option_61
Default Relay Rule:Drop
Matching Rules:

Client-ID Type

Total Entries : 1

DGS-3000-28XMP:admin#

DGS-3000-28XMP:admin# show dhcp_relay option_61

00-11-22-33-44-55 MAC Address

Relay Rule
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25. KomaHgbl DHCP Server

enable dhcp_server

disable dhcp_server

create dhcp excluded_address begin_address <ipaddr> end_address <ipaddr>

create dhcp pool <pool name 12>

create dhcp pool manual_binding <pool_name 12> <ipaddr> hardware_address <macaddr> {type
[ethernet | ieee802]}

config dhcp pool network_addr <pool name 12> <network address>

config dhcp pool domain_name <pool_name 12> {<domain_name 64>}

config dhcp pool dns_server <pool_name 12> {<ipaddr>} {<ipaddr>} {<ipaddr>}

config dhcp pool netbios_nhame_server <pool name 12> {<ipaddr>} {<ipaddr>} {<ipaddr>}
config dhcp pool netbios_node_type <pool name 12> [broadcast | peer_to_peer | mixed | hybrid]
config dhcp pool default_router <pool name 12> {<ipaddr>} {<ipaddr>} {<ipaddr>}

config dhcp pool lease <pool name 12> [<day 0-365> <hour 0-23> <minute 0-59> | infinite]
config dhcp pool boot_file <pool_name 12> {<file_name 64>}

config dhcp pool next_server <pool _name 12> {<ipaddr>}

config dhcp ping_packets <number 0-10>

config dhcp ping_timeout <millisecond 10-2000>

clear dhcp binding [<pool_name 12> [<ipaddr> | all] | all]

clear dhcp conflict_ip [<ipaddr> | all]

delete dhcp excluded_address [begin_address <ipaddr> end_address <ipaddr> | all]
delete dhcp pool [<pool name 12> all]

delete dhcp pool manual_binding <pool_name 12> [<ipaddr> | all]

show dhcp excluded_address

show dhcp binding {<pool_name 12>}

show dhcp pool {<pool name 12>}

show dhcp pool manual_binding {<pool_name 12>}

show dhcp_server

show dhcp conflictiip {<ipaddr>}

25-1 enable dhcp_server

OonucaHue

JaHHaa komaHpa ucnonb3yetca and skaodeHusas DHCP-cepBepa ansa pacnpegeneHus IP-agpecos, macok
noaceTu, agpecos LW0308 U cepeepoB DNS B ceTu.

oy MpumeuaHue: DHCP-cepsep, DHCP-knuneHt, DHCP relay n DHCP local relay — sto
\ B3aumouck/oyatolme yHkumMm. To ecTb, €CcM ogHa M3 3TUX (OYHKUMIA 3anylieHa Ha
nHTepdeiice, TpM ApYrne He MOryT ObITb BK/THOYEHbI.

CunHTtakcuc
enable dhcp_server

MapameTpbl
Her.

OrpaHuyeHus

242



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

Tonbko nonb3oBarenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
BkntoyeHne DHCP-cepBepa:

DGS-3000-28XMP:admin#enable dhcp_server
Command: enable dhcp_server

success.

DGS-3000-28XMP:admin#

25-2 disable dhcp_server

OnucaHue
[JaHHas KkomaHga ucnonb3yercsa ansa otkaodeHus gyHkum DHCP-cepBepa Ha KommMyTartope.

CunHTtakcuc
disable dhcp_server

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nosb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
OtknoyeHne DHCP-cepBepa Ha KommyTaTope:

DGS-3000-28XMP:admin#disable dhcp_server
Command: disable dhcp_server

Success.

DGS-3000-28XMP : admin#

25-3 create dhcp excluded_address begin_address

OnucaHue
[aHHasi KomaHga ucnonb3yeTcsa A8 yKkasaHus agpecoB, MCK/OYEeHHbIX M3 Bblgaun DHCP-cepsepom. o
ymonyaHmio DHCP-cepBep pasfaeT k/iMeHTam BCe agpeca M3 OTBeAEeHHOro nyna. VcnonbayiiTe AaHHyH
KomMaHgy, ecnu Tpebyetcs, ytobel DHCP-cepBep He HasHauyan onpefeneHHblit agpec knneHtam. KomaHga
MOXET ObITb UCNOIb30BaHa MHOXECTBO pa3s, YToObl onpeaesiTb HECKOIbKO Tpynn afpecoB, UCKIHOUYEHHbIX
13 Bblgauu.

CuHTakcuc
create dhcp excluded_address begin_address <ipaddr> end_address <ipaddr>

MapameTpsbl

<ipaddr> — BBeanTe HayasbHbIN IP-agpec AnanasoHa.
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end_address — yka3biBaeT KOHeYHbIN IP-agpec AnanasoHa.
<ipaddr> — BBeguTe KOHeuHbIW IP-agpec gnanasoHa.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
YkaszaHue gmanasoHa IP-agpecos, KOTOpbIV He AO/KEH BblgaBatbes kimeHTam DHCP-cepsepom:

DGS-3000-28XMP:admin#create dhcp excluded_address begin_address 10.10.10.1 end_address
10.10.10.10

Command: create dhcp excluded address begin_address 10.10.10.1 end_address 10.10.10.10

Success.

DGS-3000-28XMP : admin#

25-4 create dhcp pool

OnuncaHue

JaHHaa komaHga npefHasHadeHa Ana cosgaHus nyna agpecos DHCP c¢ ykasaHuem HassaHuA. llocne
cospaHua DHCP nyna ncnonb3yinte gpyrne komaHabl KOHUrypauum ans HacTporki napaMmeTpos nyna.

CuHTtakcuc
create dhcp pool <pool_name 12>

MapameTpbl

<pool_name 12> — BBeguTe Ha3saHue nyna DHCP.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
Cospaxuve nyna DHCP:

DGS-3000-28XMP:admin#create dhcp pool engineering
Command: create dhcp pool engineering

Success.

DGS-3000-28XMP : admin#

25-5 create dhcp pool manual_binding

OnucaHune

[JaHHasa komaHza Ucnonb3yeTcs 411 yKasaHus UHANBUAYAIbHON NAeHTUMKaLMU KIMeHTa No annapaTHoMy
afpecy. B pesynsrate BbinonHsaeTca npueaska IP-agpeca Kk MAC-agpecy kiveHTa. AGMUHUCTPATOP MOXET
HasHauuTb KNMeHTy IP-agpec BpyyHyto nnn asTomarnyeckn us nyna DHCP-cepsepa.
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IP-agpec, yKasaHHblli B py4HOI NpuBA3Ke, AO/MKEH ObiTb M3 TOrO Xe Amanas3oHa, uto u nyn DHCP. Ecnn
nonb3oBaTesb yKasblBaeT HeBepHblli IP-agpec, OyaeT BbiBeAeHO cooblleHne 06 ownbke. Ecam Gbiin
co3faHbl 3anncy ¢ Py4yHON NPUBA3KON, a Mocne 3Toro NoAceTb nyna 6bi1a M3MeHeHa Tak, YTO BO3HUK
KOH(QIMKT agpecos, TO 3anuncK, He nonagatoLine B HOBYH NOACETb, OyayT aBTOMATUYECKN YAaNEHbI.

CuHTakcuc
create dhcp pool manual_binding <pool_name 12> <ipaddr> hardware_address <macaddr> {type
[ethernet | ieee802]}

MapameTpsbl

<pool_name 12> — BBeguTe Ha3BaHue nyna DHCP.

<ipaddr> — BBeguTe IP-agpec, KOTopbIil 6yAeT Ha3HAYeH yKa3aHHOMY K/IMEHTY.

hardware_address — ykasbiBaeT annapatHbliii agpec (MAC).
<macaddr> — Beegnte MAC-agpec.

type — (onumoHanbHO) yKasbiBaeT TUM MPUBA3KN BPYYHYI. Ecnn He ykasaHo, 6yaeT Mcnonb3oBarbCcs Tvn
«ethernet».

ethernet — ykasbiBaeT Tun ethernet.

ieee802 — ykasbiBaeT Tvn IEEE 802.

OrpaHunyeHus
Tonbko nosb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AAaHHYH KOMaHAy.

Mpumep
HacTpoiika NpuBSA3KM BPYUHYHO:

DGS-3000-28XMP: admin#create dhcp pool manual binding engineering 10.10.10.2 hardware_address
00-80-C8-02-02-02 type ethernet

Command: create dhcp pool manual_binding engineering 10.10.10.2 hardware_address 00-80-C8-
02-02-02 type ethernet

Success.

DGS-3000-28XMP : admin#

25-6 config dhcp pool network_addr

OnucaHue

[aHHas komaHga mncnonb3yeTcs AN Toro, 4Tobbl 3agatb noaceTb nyna DHCP. Agpeca 13 3Toil NoaceTw
O6yayT HasHauaTbcs knmeHTam DHCP. [dnvHa npedimkca 0603Ha4YaeT KONMYEeCTBO OWUT, OTBEAEHHbLIX NOA
agpec cetu. NpednKc — aTO asibTeEpHATKBHBI CMNOCO6 3anMcK Macku NOACETU, OH YKa3biBaeTCs MOC/e 3Haka
cnawa (/). Korga DHCP-cepBep nonyuuT 3amnpoc OT K/MEHTa, OH aBTOMAaTMYEeCKU OnpeaesnT nyn Ans
Bblgaun agpeca. Ecnm 3anpoc nepeHanpaBfieH cepBepy NMPOMEXYTOYHbIM YCTPOWCTBOM, CEpBEp CBEPUT
nepegaBaemsbiii B nakeTe IP-agpec wnio3a ¢ nogcetbio kakgoro DHCP-nyna, n BbibepeT Nnogxogawmia nys.
Ecnn naket ¢ 3anpocom npuiien He yepes DHCP relay, a Hanpsimyto, To cepBep OyaeT cBepsATb MNOACETU
DHCP-nynos c IP-agpecom nHtepdelica (IPIF), Ha KOTOpbIi NOCTYNWA NakeT € 3anpoCOM.

CuHTakcuc
config dhcp pool network_addr <pool_name 12> <network_address>

MapameTpbl
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<pool_name 12> — BBeguTe Ha3BaHue nyna DHCP.

<network_address> — BBeguTe noacetb, agpeca n3 kotopoit DHCP-cepBep 6yAeT HazHayaTb K/MEHTaM.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
HacTpoiika gnanasoHa agpecos nyna DHCP:

DGS-3000-28XMP:admin#config dhep pool network_addr engineering 10.160.10.0/24
Command: config dhcp pool network_addr engineering 10.10.10.08/24

Success.

DGS-3000-28XMP: admin#

25-7 config dhcp pool domain_name

OonucaHue

[laHHast KoMaHAa UCMo/b3yeTcs A/1s TOro, YTOObl HA3HAUNTL K/TMEHTY JJOMEHHOE UMS BMEcTe C afpecoM U3
nyna. [JOMEHHOEe WMsl, HAcTPOeHHoe 3AecCb, 6yAyT WCMO/Ib30BATbCSA K/IMEHTOM Kak [OMEHHoe WUMSA Mo
YMO/TYaHMI0. V3HaYaslbHO JJOMEHHOE UMS nycToe. B criyyae oTCyTCTBMSI AOMEHHOTO UMeHU MHopMaums o
HEM He BbIAAETCH K/IMEHTY.

CuHTakcuc
config dhcp pool domain_name <pool_name 12> {<domain_name 64>}

MapameTtpbl

<pool_name 12> — BBeanTe Ha3BaHue nyna DHCP.

<domain_name 64> — (onunoHanbHO) BBEANTE AOMEHHOE UMSI KNIMEHTA.

OrpaHuyeHus
Tonbko nonb3osBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYHO KOMaHAy.

Mpumep
HacTtpoiika gomeHHoro umenn nyna DHCP:

DGS-3000-28XMP:admin#config dhep pool domain_name engineering abc.com
Command: config dhcp pool domain_name engineering abc.com

Success.

DGS-3000-28XMP: admin#

25-8 config dhcp pool dns_server

OonucaHue
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[aHHasi KomaHga ucnonb3yeTcss Ansi Toro, 4To6bl yKasaTb |IP-agpeca cepBepoB DNS, [AOCTYNHbIX
DHCP-knneHTy. C nomMoLb0 KOMaH4bl MOXHO 3a4aTth Ao Tpex IP-agpecoB. Ecniv cepBepbl DNS He yka3aHbl,
TO MHopmMaLusa o DNS He 6yaeT NpefocTaBiATbCA KNNEHTY. Ecnn BBECTU KOMaHAy ABaxXAbl A1 O4HOMO U
TOrOo Xe nyna, To BTopas koMaHga nepesanuileT Nepsyto.

CuHTtakcuc
config dhcp pool dns_server <pool_name 12> {<ipaddr>} {<ipaddr>} {<ipaddr>}

MapameTpsbl

<pool_name 12> — BBeanTe Ha3BaHue nyna DHCP.

<ipaddr> — (onuuoHanbHO) BBeguTe IP-agpec cepsepa DNS. C nomoLlbio KOMaHAbl MOXHO 3ajaTb [0
Tpex IP-agpecos.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AAaHHYHO KOMaHay.

Mpumep
HacTpoiika IP-agpeca cepeepa DNS:

DGS-3000-28XMP:admin#config dhcp pool dns_server engineering 10.10.10.1
Command: config dhcp pool dns_server engineering 10.10.10.1

Success.

DGS-3000-28XMP: admin#

25-9 config dhcp pool netbios_name_server

OnucaHune

[aHHasi KomaHga mcnosb3yerca And Toro, 4Tobbl ykazatb cepBep WINS NetBIOS gna DHCP-knveHTa
Microsoft. C nomoLLblo KoMaHabl MOXHO 3a4aTb [0 Tpex IP-aapecos.

Windows Internet Naming Service (WINS) — aTo cnyx6a paspelleHns umeH, kotopyto DHCP-knueHTbI
Microsoft ncnonb3yloT ANA conocTas/eHns UMeH y3noB ¢ IP-agpecamu B npegenax obLwero rpynnmpoBaHns
ceteil. Ecnn cepep umeH NetBIOS He ykasaH, To 3aTa MHhopmauus He 6yaeT npefocTaB/ieHa KNEHTY.
Ecnu BBecTM aTy KOMaHAy ABaxAbl 4719 OAHOIO M TOro Xe nyna, To BTopas kKoMaHga nepesanuviieT nepsylio.

CuHTakcuc
config dhcp pool netbios_name_server <pool_name 12> {<ipaddr>} {<ipaddr>} {<ipaddr>}

MapameTtpsbl

<pool_name 12> — BBeanTe Ha3BaHue nyna DHCP.

<ipaddr> - (onuuoHanbHo) BBeauTe IP-agpec cepBepa WINS. KomaHAoin MOXHO 3agaTb A0 Tpex
IP-agpecos.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator, Operator nnu Power-User MOryT BbINO/HATb AAHHYO KOMaHAY.

Mpumep
HacTpoiika IP-agpeca cepsepa WINS:
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DGS-3000-28XMP: admin#config dhcp pool netbios_name_server engineering 10.10.10.5
Command: config dhcp pool netbios_name_server engineering 10.10.10.5

Success.

DGS-3000-28XMP:admin#

25-10 config dhcp pool netbios_node_type

OnucaHue

[aHHasi KkomaHAga WCMoMb3yeTcss Ana Toro, 4tobbl ykasaTtb Tun y3na (node type) NetBIOS pans
DHCP-knueHTta Microsoft.

MoXHO 3agartb oAMH M3 YeTbipex TUnos y3n0B NetBIOS: wupokosewarenbHoblli (broadcast), peer-to-peer,
cMelwaHHblli (mixed) nan rmbpuaHeili (hybrid). Wcnonb3yitTe gaHHyro KOMaHAy A1 HACTPOWKM yCTpolicTea
NetBIOS over TCP/IP B cootBetcTBuM ¢ RFC 1001/1002. Mo ymonyaHuto Tun y3na NetBIOS -
LUMpOKoBeLLaTenbHsblin (broadcast).

CuHTakcuc
config dhcp pool netbios_node_type <pool_name 12> [broadcast | peer_to_peer | mixed | hybrid]

MapameTtpbl

<pool_name 12> — BBeanTe Ha3BaHne nyna DHCP.

broadcast — yctaHasnmBaeT Tun y3na NetBIOS broadcast ans DHCP-knueHTta Microsoft.

peer_to_peer — yctaHaBnmBaeT Tun y3na NetBIOS peer-to-peer gnsa DHCP-knneHTa Microsoft.

mixed — yctaHasnusaeT Tvn y3na NetBIOS mixed ansa DHCP-knneHTa Microsoft.

hybrid — yctaHaBnuaet tvn y3na NetBIOS hybrid anss DHCP-knueHTta Microsoft.

OrpaHuyeHus
Tonbko nonb3oBareny ypoHsa Administrator, Operator nnm Power-User MOryT BbINOMHATb AaHHYHO KOMaH4y.

Mpumep
HacTtpolika Tuna y3na NetBIOS:

DGS-3000-28XMP: admin#config dhcp pool netbios_node_type engineering hybrid
Command: config dhcp pool netbios_node_type engineering hybrid

Success.

DGS-3000-28XMP: admin#

25-11 config dhcp pool default_router

OnucaHue

JaHHas koMaHOa npefHasHadeHa QAN Toro, 4Tobbl 3agatb IP-agpec ww3a no ymonyaHuio Ans
DHCP-knneHTta. C noMOLLb0 KOMaHAbl MOXHO 3a4aTb A0 Tpex IP-agpecos.
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Monyums agpec wnto3a, DHCP-kNMeHT 6yAeT OTNpaBnsATb Ha HEro NakeTbl, aApecoBaHHbIE B Apyrue CeTu.
IP-agpec Wwno3a no ymonyaHuio fomkeH ObiTb B TOW Xe NOACETU, YTO U KIMEHT. Ecauv w3 no ymMonyaHuio
He yKasaH, aTa UHdopmaums He 6yaeT nNpefocTaBnAaATbCA KNMEeHTY. Ecnmn BBECTM 3Ty KOMaH4y OBaXAbl AN
OfHOrO M TOro e nyna, TO BTopas koMaHga nepesanuuieT nepeyto. LLUA3 No ymMonyaHuio A0/MKeH ObiTb B
AnanasoHe NoAceTu, onpeaeneHHoi ansa nyna DHCP.

CuHTakcuc
config dhcp pool default_router <pool_name 12> {<ipaddr>} {<ipaddr>} {<ipaddr>}

MapameTtpbl

<pool_name 12> — BBeanTe Ha3BaHne nyna DHCP.

<ipaddr> — (onuuoHasibHO) BBeauTe IP-agpec wnw3a no ymonyaHuioo. C noMOLWb KOMaHbl MOXHO
3afjartb [0 Tpex IP-agpecos.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MoryT BbINOMHATb OAaHHYIO KOMaHAy.

Mpumep
HacTpoiika wno3a no ymonyaHuio:

DGS-3000-28XMP:admin#config dhcp pool default_router engineering 10.10.10.10
Command: config dhcp pool default_router engineering 10.10.10.10

Success.,

DGS-3000-28XMP: admin#

25-12 config dhcp pool lease

OnucaHue

[JaHHas komaHza ucnosb3yeTcs Ans Toro, YTobbl ykasarb BpemMs apeHabl agpeca us nyna DHCP.

Mo ymonuaHuio Bpems apeHAabl kaxporo IP-agpeca, HasHayeHHoro DHCP-cepsepom, cocTtasBnsiet OAuvH
[eHb, TO ecTb agpec GyaeT AeicTBUTENEH B TeYEHWE OAHOIO AHS.

CuHTakcuc
config dhcp pool lease <pool_name 12> [<day 0-365> <hour 0-23> <minute 0-59> | infinite]

MapameTtpsbl

<pool_name 12> — BBeauTe Ha3BaHne nyna DHCP.

<day 0-365> — BBeguTe BpeMs apeHbl B AHSX.

<hour 0-23> — BBeuTe BpeEMS apeH/bl B Hacax.

<minute 0-59> — BBeANTE BpEMS apeHbl B MUHyTaXx.

infinite — ykasbiBaeT HEOrpaHUYEHHYIO NPOAOC/IKUTENBHOCTb apEHABI.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoBHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AaHHYHO KOMaHay.

Mpumep

249



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

HacTpoiika BpeMeHn apeHabl nyna:

DGS-3000-28XMP:admin#config dhcp pool lease engineering infinite
Command: config dhcp pool lease engineering infinite

Success.

DGS-3000-28XMP:admin#

25-13 config dhcp pool boot_file

OonucaHue

[aHHas komaHga Mcnonb3yeTcs A1s TOro, YTo6bl ykasaTb UMsA dhaiisna obpasa gia 3arpysku. IT0T daiin
Mcnonb3yeTca [718 XpaHeHUs 3arpy3oyHoro obpasa Ans knveHTa. Kak npaswunio, 3arpy3odHblii ob6pas
npeacTaBnsieT cob0i onepaLMoHHY0 CUCTEMY, KOTOPYIO MCMOSb3YET KAMEHT AN 3arpy3ku. Ecnv BBecTn aty
KOMaHay ABaxAbl A4S OLHOTO M TOrO e Myna, TO BTOpas kOMaHAa nepesanuvwieT nepsyto. Ecnu doaiin
3arpysku He ykasaH, T0 3Ta MHopmMaLmsa He ByaeT NpefoCTaBAATLCS K/IMEHTY.

CuHTtakcuc
config dhcp pool boot_file <pool_name 12> {<file_name 64>}

MapameTpsbl

<pool_name 12> — BBeauTe HasBaHue nyna DHCP.

<file_name 64> — (onunoHanbLHO) BBEAWTE MMSA paiina obpasa Ans 3arpy3ku.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb AAHHYO KOMaHAY.

Mpumep
HacTpoiika chaiina 3arpy3ku:

DGS-3000-28XMP:admin#config dhcp pool boot_file engineering boot.had
Command: config dhep pool boot file engineering boot.had

Success.

DGS-3000-28XMP: admin#

25-14 config dhcp pool next_server

OonucaHue

[aHHas koMaHAa Ucnosb3yeTcs, 4Tobbl yka3aTb cneaytowmin cepeep (06biuHo TFTP-cepBep) Ana npolecca
3arpy3kun DHCP-knveHTa. Ecnin cepBep He ykasaH, 3Ta MHopMauusi He 6ydeT NpefoCTaBAsTbCS KNEHTY.
Ecnu BBECTM 3Ty KOMaHZy ABaxkAbl 4151 OAHOMO 1 TOro Xe nyna, To BTopas koMaH4a nepesanvieT Nepsylo.

CuHTakcuc
config dhcp pool next_server <pool_name 12> {<ipaddr>}

MapameTtpsbl
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<pool_name 12> — BBeguTe Ha3BaHue nyna DHCP.

<ipaddr> — (onymoHansbHO) BBEAUTe IP-agpec cneaytoLlero cepseepa.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
HacTtpoiika cnegytouiero cepeepa:

DGS-3000-28XMP:admin#config dhep pool next_server engineering 192.168.0.1
Command: config dhcp pool next_server engineering 192.168.0.1

success,

DGS-3000-28XMP: admin#

25-15 config dhcp ping_packets

OonucaHue

[JaHHas komaHAa WCMonb3yeTca ANd Toro, Ytobbl yKasaTb KO/IMYECTBO MakeToB KOMaHAbl ping, KOoTopble
DHCP-cepBep otnpasnset Ha IP-agpec npexae, Yem Ha3HauuTb ero 3anpalumnsBarolLemMy KInNeHTy.

Mo ymonuaHuio DHCP-cepBep agaxbl OTNPaBNsAeT «NUHM» Ha aZpec U3 nyna nepes TemM, kak HasHauuTb ero
KnveHTy. Ecnun otBeTa Ha «nuHr» HeT, DHCP-cepBep cuMTaeT, YTo aToT aZpec He UCMNO/b3yeTcsd U Ha3HavyaeT
€ro 3anpaluvBaroLLEMy KITMEHTY. Ecim Ha «nnHM» ecTb OTBET, CEpBeEpP NpobyeT Apyroii IP-agpec.

CuHTakcuc
config dhcp ping_packets <number 0-10>

MapameTpbl

<number 0-10> — BBeANTE KONNYECTBO NakeToB KOMaHAbl ping. O 03Ha4YaeT, 4TO NPOBEPKN ping He ByaeT.
3HauyeHue Mo ymosyaHumo — 2.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
HacTpoiika konnyecTsa NnakeToB KOMaHApl ping:

DGS-3000-28XMP:admin#config dhcp ping_packets 4
Command: config dhcp ping_packets 4

Success.

DGS -3000-28XMP : admin#

25-16 config dhcp ping_timeout

OonucaHue
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[JaHHas komaHZa WCchnonb3yeTcs A8 TOoro, 4Tobbl ykasaTb BPeEMS OXUAaHWS OTBETA Ha KomaHgy ping
DHCP-cepsepom.

CuHTakcuc
config dhcp ping_timeout <millisecond 10-2000>

MapameTpsbl

<millisecond 10-2000> — BBeaMTe BpeMs OXuAaHUA oOTBeTa Ha komaHay ping DHCP-cepsepom B
MUAIMCEKYHAAX. 3HayeHne no ymosnyaHuio 100.

OrpaHuyeHus
Tonbko nosb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep

HacTtpoliika Taim-ayTa Ans naketos ping:
DGS-3000-28XMP:admin#config dhcp ping_timeout 500
Command: config dhcp ping_timeout 500

success.

DGS-3000-28XMP: admin#

25-17 clear dhcp binding

OonucaHue

[aHHas komMaHJa WCnonb3yeTcs AN YAAIeHUst OTAeNbHOW NMPUBSI3KM B Nysie WM BCEX 3anuceli Bo BCex
nynax. O6paTuTe BHUMaHWe, YTO 3Ta KOMaHAa He yaasiuT AuHaMuYeckue NprBA3KK, KOTOpble CoBNajatoT C
NPUBSI3KaMu, CO3AaHHbLIMU BPYUHYIO.

CuHTakcuc
clear dhcp binding [<pool_name 12> [<ipaddr> | all] | all]

MapameTpbl

<pool_name 12> — Beegute Ha3BaHue nyna DHCP ans yganeHus npuBasok.
<ipaddr> — BeBeguTe |IP-agpec, KOTOpbIii HEOH6XOANMO YAUTUT.
all — ykasbiBaeT yganeHve Bcex 3anuceli Ans 3afaHHoro nyna.

all — YKa3blBaeT yaasieHNe BCeX 3anuceii 014 BCeX NnyJsioB.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYO KOMaHAy.

Mpumep
YpaneHvne guHammnyeckol npuesaskn agpeca 10.48.74.121 B nysie Nog Ha3BaHMEM «engineering»:
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DGS-3000-28XMP:admin#clear dhcp binding engineering 10.48.74.121
Command: clear dhcp binding engineering 10.48.74.121

Success.

DGS-3000-28XMP:admin#

25-18 clear dhcp conflict_ip

OonucaHue
[JaHHas komaHga npefHasHayeHa NS yganeHus OgHON Wav BCeX 3anmcein n3 6asbl faHHbIX 0 KOHAMKTaxX
IP-anpecos.

CuHTtakcuc
clear dhcp conflict_ip [<ipaddr> | all]

MapameTpbl

<ipaddr> — BeBeguTe IP-agpec, KOTopblii HEO6XOANMO YAANTb.

all — ykasbiBaeT yaaneHue scex IP-apecos.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
Ypanenwue IP-agpeca 10.20.3.4 u3 6a3bl faHHbIX 0 KOH(P/IMKTaX:

DGS-3000-28XMP:admin#clear dhcp conflict_ip 10.20.3.4
Command: clear dhcp conflict_ip 10.20.3.4

Success.

DGS-3000-28XMP : admin#

25-19 delete dhcp excluded_address

OnucaHue
[aHHaa komaH4a ncnosib3yerTca AN ygasieHns agpecos, UCKIIYEeHHbIX 13 Bblgadym DHCP-cepeepom.

CuHTtakcuc
delete dhcp excluded_address [begin_address <ipaddr> end_address <ipaddr> | all]

MapameTpsbl

begin_address — ykasbiBaeT HayasibHbIl agpec agnanasoHa IP-agpecos.
<ipaddr> — BBegMTe HavasbHbIN IP-agpec gnanasoHa.
end_address — yka3biBaeT KOHeuHbIli IP-agpec gnanasoHa.
<ipaddr> — BBeguTe KOHeuHbIl IP-agpec ananasoHa.

all — ykasbiBaert, 4To 6yayT yaaneHsl Bce IP-agpeca.
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OrpaHuyeHus
Tonbko nonb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
YpaneHve agpecos, UCK/IHYEHHbIX U3 Bblgaun DHCP-cepsepom:

DGS-3000-28XMP: admin#delete dhcp excluded_address begin_address 10.10.10.1 end_address
10.10.10.10

Command: delete dhcp excluded_address begin_address 10.10.10.1 end_address 10.10.10.10

Success.

DGS-3000-28XMP: admin#

25-20 delete dhcp pool

OnucaHune
[JaHHas KomaHga ucnonb3yerca ana yganeHns nyna DHCP.

CuHTtakcuc
delete dhcp pool [<pool_name 12> | all]

MapameTpbl

<pool_name 12> — BBeauTe Ha3BaHue nyna DHCP.

all — ykasbiBaert, 4Tto 6yayT yaaneHol Bce nysbl DHCP.

OrpaHuyeHus
Tonbko nosb3oBareny yposHsa Administrator, Operator nnm Power-User MOryT BbINOAHATb AaHHYHO KOMaHAy.

Mpumep
YpaneHnve nyna DHCP:

DGS-3000-28XMP:admin#delete dhcp pool engineering
Command: delete dhcp pool engineering

success.

DGS-3000-28XMP: admin#

25-21 delete dhcp pool manual_binding

OnucaHue
JaHHaa komaHga ncnosb3yerca ang yganeHus npmeasok DHCP-cepsepa, co3aaHHbIX BPYUHYIO.

CuHTtakcuc
delete dhcp pool manual_binding <pool_name 12> [<ipaddr> | all]

MapameTpbl
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<pool_name 12> — BBeguTe Ha3BaHue nyna DHCP.

<ipaddr> — BBeguTe IP-agpec npyBS3KM, CO34aHHOI BPYUHYH).

all — yka3biBaeT, uTo 6yayT yaaneHsl Bce IP-agpeca.

OrpaHuyeHus

Tonbko nosb3oBaTteny ypoBHst Administrator, Operator unv Power-User MOryT BbINOMHATb JaHHY0 KOMaHAy.

Mpumep
Ynanenue npusaskun DHCP-cepsepa, co34aHHOW BPYUHYHO:

Command: delete dhcp pool manual_binding engineering 10.10.10.1
Success.

DGS-3000-28XMP: admin#

DGS-3000-28XMP:admin#delete dhcp pool manual binding engineering 10.10.10.1

25-22 show dhcp excluded_address

OonucaHue

[aHHasi kKomaHga npefgHasHadeHa pf1s oTobpaxeHusa rpynn IP-agpecos,
DHCP-cepsepowm.

CuHTakcuc
show dhcp excluded_address

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTob6paxeHne aapecos, UCKOUYEHHbIX 13 Bbiaaun DHCP-cepsepom:

MCK/TNYEHHbLIX U3 Bblaavyn

DGS-3000-28show dhcp excluded_address
Command: show dhcp excluded_address

Index Begin Address End Address

1 192.168.0.1 192.168.0.100
2 10.10.10.1 10.10.10.10

Total Entries: 2

DGS-3000-28XMP: admin#

25-23 show dhcp binding
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OonucaHue
[aHHasi KomaHAa Ucnosb3yeTcs Ans 0To6paKeHN ANHAMNYECKUX NPUBSA3OK.

CuHTakcuc
show dhcp binding {<pool_name 12>}

MapameTpbl

<pool_name 12> — (onunoHasbHO) BBeAuUTe Ha3BaHue nyna DHCP.

OrpaHuyeHus
Het.

Mpumep
OT06paxeHne agnHaMUyecknx NPUBA30K 415 nyna «engineering»:

DGS-3000-28XMP:admin#show dhcp binding engineering
command: show dhcp binding engineering

Pool Name IP Address Hardware Address Type Status Lifetime
engineering 192.168.0.1 00-80-C8B-08-13-88 Ethernet Manual 86400
engineering 192.168.0.2 00-80-C8-08-13-99 Ethernet Automatic 86400
engineering 192.168.0.3 00-80-C8-08-13-A0 Ethernet Automatic 86400
engineering 192.168.0.4 00-80-C8-08-13-B0 Ethernet Automatic 86400

Total Entries: @

DGS-3000-28XMP:admin#

25-24 show dhcp pool

OonucaHue

[aHHasi kKomaHga npegHa3HaveHa ans otobpaxkeHus nHdopmauun o nyne DHCP. Ecnn HasBaHue nyna He
yKasaHo, 6yaeT oTobpakeHa nHgpopmanus no Bcem nysnam.

CuHTakcuc
show dhcp pool {<pool_name 12>}

MapameTpbl

<pool_name 12> — (onunoHasbHO) BBeAUTe Ha3BaHue nyna DHCP.

OrpaHuyeHus
HeT.

Mpumep
OTob6paxeHne Tekywel nHpopmauum o nyne DHCP nog Ha3BaHuem «engineering»:
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DGS-3000-28XMP:admin#show dhcp pool engineering
Command: show dhcp pool engineering

Pool Name rengineering
Network Address :110.10.10.0/24
Domain Name rabc.com

DNS Server 010.10.10.1
NetBIOS Name Server :110.10.10.5
NetBIOS Node Type :Hybrid
pDefault Router :110.10.10.10
Pool Lease ‘Infinite

Boot File :boot .had

Next Serwver 1192.168.0.1

Total Entries: 1

DGS-3000-28XMP :admin#

25-25 show dhcp pool manual_binding

OonucaHue
[aHHas komaHga npegHasHavyeHa 4151 0TO6paKeHUs NPUBA30K, HACTPOEHHLIX BPY4HY!O.

CunHTtakcuc
show dhcp pool manual_binding {<pool_name 12>}

MapameTpbl

<pool_name 12> — (onunoHasibHO) BBeAUTE Ha3BaHue nyna DHCP.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHve NPUBA30K, HACTPOEHHBIX BPYUHYO:

DGS-3000-28XMP: admin#show dhcp pool manual_binding
Command: show dhcp pool manual_binding

Pool Name IP Address Hardware Address Type

engineering 10.10.10.20 00-11-22-33-44-55 ethernet

Total Entries: 1

DGS-3000-28XMP : admin#
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25-26 show dhcp_server

OnucaHue

[JaHHasn KomaHAa npeaHasHauyeHa A1 oTo6pakeHns Tekylei koHdurypaumm DHCP-cepBepa:

CuHTaKcuc
show dhcp_server

MapameTpsbl
HerT.

OrpaHuyeHus
HerT.

Mpumep
OTobpaxeHue ctaryca DHCP-cepsepa:

DGS-3000-28XMP:admin#show dhcp_server
Command: show dhcp_server

DHCP Server Global State: Enabled

Ping Packet Number L4
Ping Timeout : 500 ms

DGS-3000-28XMP: admin#

25-27 show dhcp conflict_ip

OonucaHue

JaHHas komaHaa ucnonb3yeTcs AN oTobpaxeHus |P-afpecoB, onpefenieHHbIX Kak KOHQMKTYOLLME.

DHCP-cepBep ucnosnb3yeT nakeTbl kKOMaHAbl ping, 4ToObl onpefenvTb, He KOHQNUKTyeT nn IP-agpec ¢
OpYrMMK y3/iaMun nepeg, ero npuesskoi. |IP-agpec, onpegeneHHblii kak KOH/IMKTYHOLWMIA, NOMELLaeTcs B

COOTBETCTBYIOLLYD 6a3y pAaHHbiX. Cuctema He 6yger npuBAsbiBaTb agpeca u3  6asbl
KOH(MKTYOWMX IP-afpecoB, Noka Nob3oBaTesls He OUUCTUT ee.

CunHTtakcuc
show dhcp conflict_ip {<ipaddr>}

MapameTpbl

[aHHbIX

<ipaddr> — (onymoHanbHO) BBeauTe IP-agpec anst oTobpaxeHus.

OrpaHuyeHus
Her.

Mpumep

OTob6paxeHne 6asbl AaHHbIX KOHPMKTYOWKX IP-agpecos DHCP:
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DGS-3000-28XMP:admin#show dhcp conflict_ip
Command: show dhcp conflict_ip

IP Address Detection Method Detection Time
172.16.1.32 Ping 2007/08/30 17:06:59
172.16.1.32 Gratuitous ARP 2007/09/10 19:38:01

Total Entries: 2

DGS-3000-26TC:admin#
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26. KomaHabl DHCP Server Screening

create filter dhcpv6_server permit sip <ipv6addr> ports [<portlist> | all]

create filter icmpv6_ra_all_node permit sip <ipv6addr> ports [<portlist> | all]

config filter dhcp_server [add permit server_ip <ipaddr> {client_mac <macaddr>} ports [<portlist> | all] |
delete permit server_ip <ipaddr> {client_mac <macaddr>} ports [<portlist> | all] | ports [<portlist> | all]
{vlanid <vid_list>} state [enable | disable] | illegal_server_log_suppress_duration [ 1min | 5min | 30min] |
trap [enable | disable] | log [enable | disable]]

config filter dhcpv6_server ports [<portlist> | all] {vlanid <vid_list>} state [enable | disable]

config filter dhcpv6_server trap [enable | disable]

config filter dhcpv6_server log [enable | disable]

config filter icmpv6_ra_all_node ports [<portlist> | all] state [enable | disable]

config filter icmpv6_ra_all_node trap [enable | disable]

config filter icmpv6_ra_all_node log [enable | disable]

delete filter dhcpv6_server permit sip <ipv6addr>

delete filter icmpv6_ra_all_node permit sip <ipv6addr>

show filter dhcp_server {ports <portlist>}

show filter dhcpv6_server {ports <portlist>}

show filter icmpv6_ra_all_node

26-1 create filter dhcpv6_server permit sip

OonucaHue

[aHHasi koMaHga Mcnosb3yeTcs ANs Co3daHMs paspeluarllen 3anucn ans dunstpa cepsepa DHCPVE.
MakeTbl cepBepa DHCPV6 c onpegeneHHbIM aapecom WCTOYHMKA |IPv6 OyayT nepeHanpaBneHbl Ha
yKasaHHbIn NOpT.

CuHTakcuc
create filter dhcpv6_server permit sip <ipv6addr> ports [<portlist> | all]

MapameTpsbl

<ipv6addr> — BBeauTe agpec WUCTOYHMKA A5 3anucu, KoTopasi OydeT cosfjaHa B (uUnbTpe cepsepa
DHCPv6.

ports — yka3biBaeT CNMCOK NOPTOB AN AAHHON KOHurypaumm.
<portlist> — BBeuTE CNMUCOK NOPTOB.
all — ykasbIBaer, 4To 419 AaHHON KoHdMrypaummn 6yayT NCNO/b30BaHbl BCE NOPTbI.

OrpaHuyeHus
Tonbko nosb3oBarenu yposHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AAaHHYH KOMaHAy.

Mpumep
CosgaHune paspeliatolleli 3anucu gns dunstpa cepeepa DHCPV6 Ha nopTy 5:
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DGS-3000-28XMP:admin#create filter dhcpv6_server permit sip 2200::5 ports 5
Command: create filter dhcpv6_server permit sip 2200::5 ports 5

sSuccess.

DGS-3000-28XMP:admin#

26-2 create filter icmpv6_ra_all_node permit sip

OnucaHue
[JaHHas KomaHga ucnosb3yeTcsa A8 co3faHnsa paspelatoweli 3anucu. Maketsl ICMPV6 RA gnsa Bcex IPv6-
Y3/10B CETM C ONPefe/EHHbIM apPecom NCTOYHMKA IPV6 MOryT 6bITb NepeHanpas/ieHbl Ha yKa3aHHbIe MOPThbI.

CunHTtakcuc
create filter icmpv6_ra_all_node permit sip <ipv6addr> ports [<portlist> | all]

MapameTpbl

<ipv6addr> — BBeguTe agpec UCTOUHMKA AN18 3anncu, Kotopasa byaet cosgaHa B domnstpe ICMPV6 RA all-
nodes.

ports — ykasblBaeT CNMCOK MOPTOB, Ha KOTOpble PacrnpoCcTpaHseTcs paspellalowas 3anucb
icmpv6_ra_all_node.
<portlist> — BBeguTe AuanasoH MOPTOB, Ha KOTOpble OyaeT pacnpoCcTpaHATbLCS paspellaroLas
3anuce.
all — ykasbiBaeT, UTO paspeLuaroLLas 3anicb 6yAeT OTHOCUTLCS KO BCEM NopTam.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AaHHYHO KOMaHay.

Mpumep
Co3pgaHuve paspeluatoulein 3anncu ans gunstpa ICMPvV6 RA all-nodes Ha nopty 5:

DGS-3000-28XMP:admin#create filter icmpv6_ra_all_node permit sip 2200::5 ports 5
Command: create filter icmpv6_ra_all node permit sip 2200::5 ports 5

sSuccess.

DGS-3000-28XMP :admin#

26-3 config filter dhcp_server

OnucaHue

[aHHaa komaHga mcnonb3yeTtca Ans koHdurypauun dyHkumm DHCP server screening. Mpu BKAOYEHHONA
hyHKUMM NakeTbl HecaHKLMoHnpoBaHHOro DHCP-cepBepa 6yayT oTdhmnsTpoBaHbl. KomaHaa npefHasHadeHa
Ana  KoHdpurypaumm  coctosHuA  dpyHkumn  counstpauum  naketoB DHCP-cepsepa u ans
JobasneHuns/yganeHusn 3anuceli ¢ npussaskoli DHCP-cepBepa. dunbTpaums MoxeT 6biTb OCHOBaHa Ha IP-
apapece DHCP-cepsepa.
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KomaHga peluaeT ABe 3agaun: ounsrpoBaTtb Bce nakeTbl DHCP-cepBepa Ha ykaszaHHOM NOPTY U paspeLunTb
naketbl DHCP-cepBepa ¢ onpegeneHHbix |P-agpecoB. C NOMOLLb 3TOM OYHKUMN MOXHO OrpaHn4nTb
DHCP-cepBep Tak, 4To6bl OH OOCNAYXMBa/l TO/bKO YKasaHHbIX KAWMEHTOB. 3TO MOMEe3HO, Korga B CeTu
npucytcTeytoT gBa DHCP-cepBepa, 0AnH 13 KOTOPbIX NpefocTasnfeT yacTHole IP-agpeca.

duneTpauns DHCP-cepBepa Ha nopTy co3gacT oavH npodunb goctyna (access profile) n ogHo npasuno
poctyna (access rule) Ha nopt (UDP-nopt 67). KomaHapl dmnstpaumm B aTOM 6110Ke 6yaAyT OTHOCUTLCA K
ogHOMy npodphunio gocTyna.

[Job6asneHne paspewatowein 3anncu DHCP co3gacT ogvMH npodunb AOCTyna M OA4HO MpaBu/io AocTyna.
KomaHgb! hunetpaummn B aTom 6510k 6yAyT OTHOCMTLCA K O4HOMY NPOno focTyna.

CunHTtakcuc

config filter dhcp_server [add permit server_ip <ipaddr> {client_mac <macaddr>} ports [<portlist> |
all] | delete permit server_ip <ipaddr> {client_mac <macaddr>} ports [<portlist> | all] | ports
[<portlist> | all] {vlanid <vid_list>} state [enable | disable] | illegal_server_log_suppress_duration
[ 1min | 5min | 30min] | trap [enable | disable] | log [enable | disable]]

MapameTpsbl

add — no6asnset cphunistp DHCP.
permit — paspewaet ounbtp DHCP.

server_ip — yka3sbiBaeT IP-agpec cepsepa DHCP gnsa omnstpayuun.
<ipaddr> — BBegute IP-agpec cepsepa DHCP.

client_mac — (onumoHanbHo) ykasbiBaeT MAC-agpec knveHta DHCP.
<macaddr> — Beegute MAC-agpec knueHta DHCP.

ports — yka3biBaeT HOMep NopTa, Ha KOTOPOM BbInosiHsAeTcsa dunstpauus DHCP-cepsepa.
<portlist> — BBeanTE CNMCOK NOPTOB.
all — ykasbiBaeT, 4TO B 3TOIi KOHpurypaumm 6yayT 3aeicTBoBaHbl BCE NOPThI.

delete — ynanset counstp DHCP.
permit — paspewaet ounstp DHCP.

server_ip — yka3sbiBaeT |IP-agpec cepsepa DHCP agnsa dmnstpaumu.
<ipaddr> — BBegute IP-agpec cepsepa DHCP.

client_mac — (onuumoHanbHO) ykasbiBaeT MAC-agpec knveHta DHCP.
<macaddr> — Beeante MAC-agpec knneHta DHCP.

ports — yka3biBaeT HOMep rnopTa, Ha KOTOPOM BbinosiHaeTcs ounbTpauns DHCP-cepsepa.
<portlist> — BBeNTE CNMCOK NOPTOB.
all — ykasbIBaeT, uTo B 3TOM KOHMrypaumm byayT 3aaeiicTBOBaHbl BCE MOPTbI.

ports — yka3blBaeT HOMep NopTa, Ha KOTOPOM BbINosiHAeTCs ounbrpauns DHCP-cepsepa.
<portlist> — BBeanTE CNMUCOK NOPTOB.
all — ykasbIBaeT, 4To B 3TOW KOHhMrypauum 6yayT 3afeincTBoBaHbl BCe NOPThI.
vlanid — (onumoHanbHO) ykasbiBaeT VLAN ID. Ecnu noptbl BK/IOYEHbI U HA HUX Yka3aH VLAN, To
6yayT npoBepaTbCcsA Bxogswme naketbl DHCP-cepBepa, cogepxawwme gaHHblli VLAN ID. lMakeTbl, He
cogepxawue ator VLAN ID, 6yayT nponyckarbca 6e3 nposepku. Korga noptel BkoYeHbl, a VLAN He
ykasaH, 6yayT npoBepsATbCA Bce Bxogdwme naketsl DHCP-cepsepa.
<vid_list> — BBegnTe cnmcok VLAN a/18 AaHHOW KOHburypaumm.
state — Bk/loyaeT unu oTkyaeT unsrpaumo DHCP-cepsepa.
enable — ykasbiBaerT, 4yTo chunsrpaunss DHCP-cepsepa 6ygeT Bk/oveHa.
disable — ykasbiBaeT, uto dmnerpaums DHCP-cepBepa 6yaeT OTKNHOYEHa.

illegal_server_log_suppress_duration — yka3biBaeT, YTO B 3afaHHbIii MPOMEXYTOK BPEMEHWN OAUH N TOT
e 06Hapy>XeHHbIi HecaHKUMOHUpPOBaHHbI IP-agpec DHCP-cepBepa 6ygeT 3anmcaH B XypHasl TOJIbKO
OAVH pas3. 3HavyeHue Mo YMOTYaHNIo 5 MUHYT.

1min — ykasbIBaeT, YTO MHTEpPBaU 3anucy B XXypHau NoAaBnseMoro HeCaHKLMOHMPOBaHHOIO cepeepa
6yneT paBeH 1 MUHYyTE.

5min — yKasbIiBaeT, YTO UHTEPBaUT 3aM1cu B XYpPHaUT NO4aB/IAEMOI0 HeCaHKLMOHMPOBAHHOIO cepBepa
OyfeT paBeH 5 MUHyTaMm.
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30min — ykasblBaeT, YTO MWHTepBasl 3anucu B XypHasl NoAaBSeMOro HecaHKUMOHWPOBAHHOIO
cepsepa bygeT paseH 30 MUHyTaM.

trap — BK/IIOYAET MW OTK/IHOHYAET OTNPaBKY trap-CO06LLEHWIA.
enable — Bk/l0UaEeT trap-cooOLLEHNS.
disable — oTknouaeT trap-coobLeHus.

log — BK/IIOYAET W/IM OTKNKOYAET NIOrMpoBaHMe.
enable — Bk/llo4aeT nornposaHue.
disable — oTkntouaet nornposaHue.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AaHHYHO KOMaHay.

Mpumep
Job6asneHune 3anucy gunstpaumm DHCP-cepBepa B 6a3y faHHbIX KOMMyTaTopa:

DGS-3000-28XMP:admin#config filter dhcp_server add permit server_ip 10.1.1.1 client_mac 00-
00-00-00-00-01 port 1-26

Command: config filter dhcp_server add permit server_ip 10.1.1.1 client_mac €0-00-00-00-00-01
parts 1-26

Success.

DGS-3000-28XMP :admin#

26-4 config filter dhcpv6_server ports

OonucaHue

[aHHasi KomaHaa UCcnonb3yeTcs A1 KOHGUrypauumn coctoaHmsa mnnstpaymmn naketoB cepsepa DHCPvV6 Ha
KomMmyTaTope. OyHKUMS MCNOoMb3yeTcs Ans ounbtpaumm naketos cepsepa DHCPV6 Ha ykasaHHbIX nopTax,
yTO6bI MponyckaTb MakeTbl OT ONPefesIeHHOro A0BEPEHHOI0 WUCTOYHMKA. ITO MOXET 3alnTUTb CETb B
cuTyaumn, Korga 3/10yMbILLIEHHUK OTNpPaBnsAeT naketol cepsepa DHCPV6.

CuHTakcuc
config filter dhcpv6_server ports [<portlist> | all] {vlanid <vid_list>} state [enable | disable]

MapameTpsbl

<portlist> — BBeAnTe AvanasoH NOPTOB A/s1 KOH(IMIypauym COCTOSIHWS (hubTpauum MakeToB cepeBepa
DHCPV6.

all — ykasbiBaeT, 4TO AN9 KOHQIUIypauum coCTosHMA dunsTpaumy naketoB cepsepa DHCPv6 GyoyT
3a/,eCTBOBaHbI BCE MOPTbI.

vlanid — (onuuoHansbHo) ykasbiBaeT VLAN ID. Ecnv nopTbl BK/IOYEHbI U Ha HUX yka3aH VLAN, To 6yaoyT
npoBepsATbCA BXogswme naketbl cepBepa DHCPv6, cogepxawue padHblidi VLAN ID. [MNaketbl, He
cogepxawue ator VLAN ID, 6ygyT nponyckatbcs 6e3 nposepku. Korga nopTel BktoyeHbl, a VLAN He
yKasaH, 6yayT NpoBepsATbCA BCe BXogdALme nakeTol cepsepa DHCPVE.

<vid_list> — BBegute cnncok VLAN anst gaHHoi KoHdurypaumu.

state — BK/1OHAET UM OTK/OHAET PYHKLUMIO hnnbTpauun naketoB cepeepa DHCPV6 Ha nopTtax.
enable — yka3bIBa€eT, UTO OUNLTP BK/IHOYEH.
disable — yka3blBaeT, UTO (PUALTP BbIK/IHOUEH.

OrpaHuyeHus
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Tonbko nonb3oBarenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
BkoueHue ounsTpauum Ha BCex noprax:

DGS-3000-28XMP:admin#config filter dhcpv6_server ports all state enable
command: config filter dhcpv6_server ports all state enable

Success.

DGS-3000-28XMP :admin#

26-5 config filter dhcpv6_server trap

OonucaHue

[aHHas KomaHga UCNonb3yeTcs A1 BKAOUYEHMS WM OTK/IIOYEHMS OTNPaBKMX trap-coobLleHnin ansa dunstpa
cepsepa DHCPVG6.

CuHTtakcuc
config filter dhcpv6_server trap [enable | disable]

MapameTtpbl

enable — yka3biBaeT, YTo oTnpaBKa trap-coobLeHnin ans unesrpa cepeepa DHCPV6 6yaeT BknoveHa.

disable — yka3biBaeT, 4TO OTNpaBka trap-coobLeHunin ansa dunstpa cepeepa DHCPV6 6yget oTkoveHa.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoBHa Administrator, Operator nnm Power-User MoryT BbINOAHATb AAaHHYHO KOMaHay.

Mpumep
BkitoueHne oTnpaskm trap-coobLueHnii gnsa gonnstpa cepeepa DHCPV6:

DGS-3000-28XMP:admin#config filter dhcpv6_server trap enable
Command: config filter dhcpvé_server trap enable

Success.

DGS- 3000 -28XMP : admin#

26-6 config filter dhcpv6_server log

OnucaHue
[JaHHas KomaHOa Ucnonb3yeTcs AN BKIYEHUS UK OTKIKOYEHNS 1orpoBaHusa donnstpa cepsepa DHCPV6.

CuHTakcuc
config filter dhcpv6_server log [enable | disable]

MapameTpsbl

enable — yka3biBaeT, 4To flormpoBaHue ana dunstpa cepsepa DHCPV6 6yaeT BknoveHo. B xypHane 6yayT
reHepvposaTbcs 3anucu punstpa cepsepa DHCPV6.
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disable — yka3biBaeT, 4To normpoBaHue ana dpunstpa cepsepa DHCPV6 6yaeT OTKOYEHO.

OrpaHuyeHus
Tonbko nosb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYH KOMaHAy.

Mpumep
BkntoueHne nornposaHus omnstpa cepepa DHCPV6:

DGS-3000-28XMP:admin#config filter dhcpvé_server log enable
Command: config filter dhcpv6_server log enable

Success.

DGS-3000-28XMP :admin#

26-7 config filter icmpv6_ra_all_node ports

OonucaHue

[JaHHas KomaHAa Mcnonb3yeTca A4S KoHdurypaumm coctosiHus dounbtpa naketoB ICMPv6 RA ansa Bcex
IPv6-y3n0B Ha kommyTaTope. ®PyHKUUA npumeHsieTca ans dunstpauum naketos ICMPv6 RA all-nodes Ha
yKasaHHbIX noprax, 4tobbl NPONyckaTb NakeTbl OT OMNpefesleHHOro AOBEPEHHOI0 WUCTOYHUKA. 3TO MOXET
3alUTUTb CETb B CUTyaL MK, KOraa 3/10yMbiLUNEHHMK oTipaBnseT naketbl ICMPV6 RA all-nodes.

v MpumeuyaHue: HeobxoAMMO (buNLTPOBaTb MakeTbl, B KOTOPbIX aApec HasHavyeHus
\ SABNSIETCA My/bTMKACT-aApecoM Ha Bce y3nbl cetn (FF02::1).
CuHTakcuc

config filter icmpv6_ra_all_node ports [<portlist> | all] state [enable | disable]

MapameTpbl

<portlist> — BBeguTe gnanasoH NOPTOB A/18 KOHGMrypauum coctosaHua domnstpa icmpve_ra_all_node.

all — ykasbIBa€eT, 4To ANS KOHUrypaumm coctosiHus counbtpa icmpv6 _ra all_node 6yayT 3aaeiicTBOBaHbI
BCe MOpTbl KOMMYyTaTOpa.

state — Bk/IOHAET UM OTK/OHAET PYHKLUMIO chunbTpauun naketoB ICMPV6 RA all-nodes Ha nopTy.
enable — yka3biBaeT, UTo PyHKUMS ounbTpaumm naketos ICMPV6 RA all-nodes 6yaeT BktoyeHa.
disable — ykasbiBaerT, 4To (hyHKUMA dunsTpaymm naketos ICMPV6 RA all-nodes 6ygeTt oTk/toueHa.

OrpaHuyeHus
Tonbko nonb3oBarenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYH0 KOMaHAy.

Mpumep
BkntoueHune mnstpa ICMPV6 RA all-nodes Ha nopty 1:
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DGS-3000-28XMP:admin#config filter icmpv6_ra_all node ports 1 state enable
Command: config filter icmpvé_ra_all node ports 1 state enable

Success.

DGS-3000-28XMP :admin#

26-8 config filter icmpv6_ra_all_node trap

OonucaHue

JaHHas komaHga Mcnonb3yeTcs A8 BKAKYEHMS WM OTK/IIOYEHMS OTNPaBKM trap-coobLeHnin ansa dmnstpa
ICMPv6 RA all-nodes.

CuHrtakcuc
config filter icmpv6_ra_all_node trap [enable | disable]

MapameTpbl

enable — yka3bIBa€eT, YTo oTnpaBka trap-cooblueHnii ans gunstpa ICMPV6 RA all-nodes 6yaeT BkAOUeHa.

disable — ykasbiBaeT, 4TO oOTnpaBka trap-coobuweHnii gna dwmnstpa ICMPv6 RA all-nodes o6yaet
OTK/tOUEHA.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYIO KOMaHAy.

Mpumep
BkitoueHne otnpasku trap-coobuueHnii gnsa comnstpa ICMPV6 RA all-nodes:

DGS-3000-28XMP:admin#config filter icmpv6_ra_all_node trap enable
Command: config filter icmpv6_ra_all node trap enable

success.

DGS-3000-28XMP :admin#

26-9 config filter icmpv6_ra_all_node log

OonucaHue

[aHHas koMaH4a Mcnosb3yeTca A1 BKAKYEHUS UMW OTKKYEeHUs fiormpoBaHusa dunistpa ICMPV6 RA All-
nodes.

CuHTakcuc
config filter icmpv6_ra_all_node log [enable | disable]

MapameTpbl

enable — ykasbiBaeT, 4yto sormpoBaHme ansa unstpa ICMPV6 RA 6yAeT BkAO4YeHO. B XypHane o6yayT
reHepvposaTbcs 3anucu punstpa ICMPV6 RA.

disable — ykasbiBaeT, 4yto normpoBaHue ansa dunsrpa ICMPV6 RA 6yaet OTKNHYEHO.
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OrpaHuyeHus
Tonbko nonb3oBarenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
BkntoueHune nornposaHus domnstpa ICMPV6 RA all-nodes:

DGS-3000-28XMP:admin#¥config filter icmpv6_ra_all node log enable
Command: config filter icmpv6_ra_all node log enable

Success.

DGS-3000-28XMP:admin#

26-10 delete filter dhcpv6_server permit sip

OonucaHue
[aHHas komaHga npefgHasHavyeHa Ans yaasieHns paspellaroieiln 3anucn gounstpa cepsepa DHCPV.

CuHTakcuc
delete filter dhcpv6_server permit sip <ipv6addr>

MapameTtpbl

<ipv6addr> — BBeanTe agpec NCToUHKKa IPV6 ansa 3anucu.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHa Administrator, Operator nnm Power-User MoryT BbINOAHATb AaHHYHO KOMaHay.

Mpumep
YaaneHve paspeluarolLein 3annucu n3 cnucka gounstpa cepeepa DHCPVE:

DGS-3000-28XMP:admin#delete filter dhcpv6_server permit sip 2200::4
Command: delete filter dhcpv6_server permit sip 2200::4

Success.

DGS-3000-28XMP:admin#

26-11 delete filter icmpv6_ra_all_node permit sip

OnucaHue
[aHHasa komaHga npegHasHaveHa ans yaaneHus paspeluaroeii 3anucn gonnstpa ICMPV6 RA all-nodes.

CuHTakcuc
delete filter icmpv6_ra_all_node permit sip <ipv6addr>

MapameTpsbl

<ipv6addr> — BBeauTe agpec UCToUHKKa IPv6 3anucu, kotopas byaeT yaaneHa B cnucke dounstpa ICMPV6
RA all-nodes.
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OrpaHuyeHus
Tonbko nonb3oBarenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
YaaneHue paspeluarolleii 3anucu n3 cnucka gpunstpa ICMPV6 RA all-nodes:

DGS-3000-28XMP:admin#delete filter icmpv6_ra_all_node permit sip 2200::4
Command: delete filter icmpv6_ra_all_node permit sip 2200::4

Success.

DGS-3000-28XMP :admin#

26-12 show filter dhcp_server

OonucaHue

[aHHasi KkomaHga wucnonb3yeTcs A5 oTobpaxeHus cnucka dmnerpa cepBepa DHCP, cosgaHHOro Ha
KOomMMyTaTope.

CuHTakcuc
show filter dhcp_server {ports <portlist>}

MapameTpbl

ports — (oNuMoHaNbHO) yKa3blBaeT CNMCOK NOPTOB /15 OTOGPaKeHWs.
<portlist> — BBeanTE CNUCOK NOPTOB.

OrpaHunyeHus
Her.

Mpumep
OTo6paxeHune cnncka punstpa cepsepa DHCP, co3gaHHOro Ha KOMMyTaTope:

DGS-3000-28XMP:admin#show filter dhcp_server
Command: show filter dhcp_server

Enabled Ports:

Trap State: Disabled

Log State: Disabled

Illegal Server Log Suppress Duration:5 minutes

Permit DHCP Server/Client Table:
Server IP Address Client MAC Address Port

10.1.1.1 00-00-00-00-00-01 1-26
10.90.90.20 All Client MAC 1-20

Total Entries: 2

DGS-3000-28XMP admin#
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OTob6paxeHune koHdmrypaumm comnstpa cepsepa DHCP Ha nopTax 1-5:

DGS-3000-28XMP:admin#show filter dhcp_server ports 1-5
Command: show filter dhcp_server ports 1-5

Ports State Enabled VLANS

1 Disabled
2 Enabled
3 Enabled
4
5

Enabled
Enabled

PR R e

DGS-3000-28XMP :admin#

26-13 show filter dhcpv6_server

OonucaHue

JaHHas kKomMmaHAa Ucnonb3yeTcs A1 0To6paxeHns nHdopmauun o ounsTpe cepeepa DHCPV6.

CuHTakcuc
show filter dhcpv6_server {ports <portlist>}

MapameTtpbl

ports — (onuMoHasIbHO) YKa3blBaeT CN1COK MOPTOB A5l 0TOBpaxKeHus.
<portlist> — BBeanTE CNUCOK NOPTOB.

OrpaHuyeHus
HerT.

Mpumep
OTob6paxeHne nHgopmaymmn o punstpe cepsepa DHCPV6:

DGS-3000-28XMP:admin#show filter dhcpv6_server
Command: show filter dhcpvé_server

Enabled ports:1-28
Trap State: Enabled
Log State: Enabled

Permit Source Address Table:
Source IP Address Port

Total Entries:1i

DGS- 3000 -28XMP : admin#

OTo6paxeHne koHdurypauun pmnstpa cepsepa DHCPvV6 Ha nopTtax 1-5:
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command: show filter dhcpv6_server ports 1-5

1 Enabled 1
2 Enabled -
3 Enabled -
4 Enabled -
5 Enabled -

DGS-3000-28XMP :admin#

DGS-3000-28XMP:admin#show filter dhcpvé_server ports 1-5

26-14 show filter icmpv6_ra_all_node

OonucaHue

[aHHasi KomaHga ucnosb3yetcs Ans oTobpaxeHnsa nHgopmauumn o punstpe ICMPV6 RA all-nodes.

CuHTakcuc
show filter icmpv6_ra_all_node

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep

OTo6paxeHne nHcopmaumm o punstpe ICMPV6 RA all-nodes:

Command: show filter icmpv6_ra_all_node
Enabled ports:1

Trap State: Enabled

Log State: Enabled

Permit Source Address Table:

Total Entries:1

DGS-3000-28XMP :admin#

DGS-3000-28XMP:admin#show filter icmpv6_ra_all node

Source IP Address Port
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27. KomaHabl DHCPV6 Relay

enable dhcpv6_relay

enable dhcpv6_local_relay

disable dhcpv6_relay

disable dhcpv6_local_relay

config dhcpv6_relay [add | delete] ipif <ipif_name 12> <ipv6addr>

config dhcpv6_relay hop_count <value 1-32>

config dhcpv6_relay ipif [<ipif_name 12> | all] state [enable | disable]

config dhcpv6_local_relay vlan [<vlan_name 32> | vlanid <vlan_id>] state [enable | disable]

config dhcpv6_relay option_18 {state [enable | disable] | check [enable | disable] | interface_id [default |
cid | vendorl | vendor2]}(1)

config dhcpv6_relay option_37 {state [enable | disable] | check [enable | disable] | remote_id [default |
cid_with_user_define <desc 128> | user_define <desc 128> | vendor1]}(1)

config dhcpv6_relay port [<portlist> | all] state [enable | disable]

show dhcpv6_relay {ipif <ipif_name 12>}

show dhcpv6_local_relay

show dhcpv6_relay port {<portlist>}

debug dhcpv6_relay state enable

debug dhcpv6_relay state disable

debug dhcpv6_relay output [buffer | console]

debug dhcpv6_relay packet [all | receiving | sending] state [enable | disable]

debug dhcpv6_relay hop_count state [enable | disable]

27-1 enable dhcpv6_relay

OonucaHue
[JaHHas KomaHga ucnonb3yercs ansa BkaodeHus qyHkumm DHCPV6 relay Ha kommyTartope.

CuHTakcuc
enable dhcpv6_relay

MapameTtpbl
Her.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYHO KOMaHAy.

Mpumep
O6uee BkoyeHne dyHkuun DHCPV6 relay:
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DGS-3000-28XMP:admin#enable dhcpv6_relay
Command: enable dhcpv6_relay

success.

DGS-3000-28XMP: admin#

27-2 disable dhcpv6_relay

OnucaHue
[JaHHas KkomaHga ucnonb3yetcsa ansa otkaodeHua gyHkumm DHCPV6 relay Ha kommyTartope.

CunHTtakcuc
disable dhcpv6_relay

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBarenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
O6uee oTkueHne oyHKumn DHCPVG relay:

DGS-3000-28XMP:admin#disable dhcpv6_relay
Command: disable dhcpv6_relay

Success.

DGS-3000-28XMP: admin#

27-3 enable dhcpv6_local_relay

OnucaHue
[JaHHas KomaHOa ucnonb3yetcsa ansa BraodeHns yHkumm DHCPV6 local relay Ha kommyTaTtope.

CuHTakcuc
enable dhcpv6_local_relay

MapameTpbl
Her.

OrpaHunyeHus
Tonbko nonb3oBareny yposHa Administrator nunm Operator MOryT BbINO/THATb AAaHHYH0 KOMaHAY.

Mpumep
O6ulee BkodeHne dyHkuun DHCPV6 local relay:
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DGS-3000-28XMP:admin#enable dhcpv6_local_relay
Command: enable dhcpv6_local_relay

Success.

DGS-3000-28XMP: admin#

27-4 disable dhcpv6_local_relay

OnucaHue
[JaHHasi KomaHga ucnonb3yetcs Ans oTkveHns dyHkumm DHCPV6 local relay Ha kommyTaTtope.

CuHTakcuc
disable dhcpv6_local_relay

MapameTpsbl
HerT.

OrpaHuyeHus
Tonbko nonb3oBarteny yposHa Administrator navm Operator MOryT BbINO/THATL AaHHY0 KOMaHAy.

Mpumep
O6uwee oTkodeHne dyHKkummn DHCPV6 local relay:

DGS-3000-28XMP:admin#disable dhcpv6_local relay
Command: disable dhcpv6_local_relay

Success.

DGS-3000-28XMP: admin#

27-5 config dhcpv6_relay

OonucaHue

JaHHas koMaHga wucnonb3yetca gna  gobasneHva/ypaneHus  agpeca  HasHadeHusa  IPv6
nepeHanpasneHusa naketos DHCPV6.

CuHTakcuc
config dhcpv6_relay [add | delete] ipif <ipif_nhame 12> <ipv6addr>

MapameTtpbl

ans

add — no6asnseT agpec HasHavyeHus IPv6 B Tabnmuy DHCPV6 relay.

delete — yganset agpec HasHauyeHus IPv6 13 Tabnuusl DHCPV6 relay.

ipif — ykasbiBaeT Ha3BaHue IP-nHTepdeiica, Ha KOTOpoM Ao/mKeH paboTtatb DHCPV6 relay.
<ipif_name 12> — BBeguTe Ha3BaHve IP-nHTepdpeiica gnuHoi go 12 cumBonos.

<ipv6addr> — Beegute IP-agpec cepsepa DHCPV6.

OrpaHuyeHus
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Tonbko nonb3oBarenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
[ob6aeneHune cepeepa DHCPvV6 B Tabnmuy:

DGS-3000-28XMP:admin#config dhcpv6_relay add ipif System 2001:DB8:1234:0:218:FEFF:FEFB:CCOE
Command: config dhcpv6_relay add ipif System 2001:DB8:1234::218:FEFF:FEFB:CCOE

success.

DGS-3000-28XMP:admin#

27-6 config dhcpv6_relay hop_count

OonucaHue

[aHHas KkoMaHaa MCnosib3yeTcs AN KOHUrypaumm Konmyectsa npoMexyTouHbix y3nos DHCPV6 relay Ha
KOMMYyTaTope.

CuHTtakcuc
config dhcpvé6_relay hop_count <value 1-32>

MapameTpbl

<value 1-32> — BBenTE MaKCUMa/IbHOE KOMMYECTBO NPOMEXYTOUHbIX Y3/10B. 3HAYEHNE MO YMONYaHUIO 4.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb AAHHYO KOMaHAY.

Mpumep
YkazaHue MaKCUMasIbHOro KOo/fMyecTBa MpoMeXxyTouHblx y3noB DHCPv6 relay, koTopble MoryT
nepeHanpasuTb MakeT, PaBHOro 4:

DGS-3000-28XMP:admin#config dhcpvé_relay hop_count 4
Command: config dhcpv6_relay hop_count 4

Success.

DGS-3000-28XMP: admin#

27-7 config dhcpv6_relay ipif

OonucaHue

JaHHas KomMaHga Mcnosb3yeTcs Ans KoHgurypauum coctosiiuss DHCPV6 relay Ha ykazaHHOM uHTepdelice
WK Ha BCeX MHTepdpeiicax.

CuHTakcuc
config dhcpv6_relay ipif [<ipif_name 12> | all] state [enable | disable]

MapameTpbl

<ipif_name 12> — BeegunTe Ha3BaHue |IP-nHTepgeiica AnvMHon Ao 12 cCMMBOOB.

274



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

all — ykasbiBaeT, 4To 6yAyT NCMNONb30BaHbl BCE CKOHhMIypupoBaHHble IP-nHTepdeiichl.

state — Bk/tovaeT unm otknovaetr DHCPVG relay.
enable — Bkntoyaet DHCPV6 relay Ha nHTepdpeiice.
disable — otkntouaer DHCPV6 relay Ha nHTepdeiice.

OrpaHunyeHus
Tonbko nonb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOMHATb AAaHHYH KOMaHAy.

Mpumep
BkntoueHne DHCPV6 relay Ha nHtepdoeiice System:

DGS-3000-28XMP:admin#config dhcpv6_relay ipif System state enable
Command: config dhcpv6_relay ipif System state enable

Success.

DGS-3000-28XMP:admin#

27-8 config dhcpv6_local_relay vian

OonucaHue

[JaHHasi KomaHga Ucnonb3yeTcs AN BKAYEHUS UK oTKAYeHns doyHkunm DHCPV6 local relay B ykasaHHoW
VLAN.

CuHTakcuc
config dhcpv6_local_relay vlan [<vlan_name 32> | vlanid <vlan_id>] state [enable | disable]

MapameTpsbl

<vlan_name 32> — BeeaunTe Ha3BaHune VLAN 4518 AaHHOR KOHQMIypaumn.

vlanid — ykasbiBaeT VLAN ID ans gaHHoli KoHdpmrypauun. Mogaepxusaerca oo 48 VLAN.
<vlan_id> — Beegute VLAN ID.

state — ykasbiBaeT cocTosiHme dhyHkumm DHCPVG6 local relay ans ykasaHHoli VLAN.
enable — BkntoyaeT dyHkumio DHCPV6 local relay ans ykasaHHoii VLAN.
disable — otkntouaet goyHkumo DHCPV6 local relay ans ykasaHHoi VLAN.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb SAaHHYH KOMaHAY.

Mpumep
BkntoueHune pyHkumm DHCPVGE local relay ans VLAN default:

DGS-3000-28XMP:adminf#config dhcpv6_local relay vlan default state enable
Ccommand: config dhcpv6_local_relay vlan default state enable

success.

DGS-3000-28XMP: admin#

27-9 config dhcpv6_relay option_18
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OonucaHue

[aHHasi koMaHAa mucnonb3yercs Ans kKoHdurypauum uHdgopmaumm o petpaHcnatope DHCPv6 relay ans
06paboTkm Onumm 18 Ha KoMmyTaTope.

CuHTakcuc

config dhcpvé_relay option_18 {state [enable | disable] | check [enable | disable] | interface_id
[default | cid | vendorl | vendor2]}(1)

MapameTpsbl

state — yka3biBaeT cocTosiHue Onuun 18 DHCPV6 relay.

enable — Bk/toyaet Onumio 18 DHCPV6 relay. Mpu BkioyeHHOM cocTosiHunM B naket DHCP nepep
nepeHanpas/eHMeM Ha cepBep OyaeT BnoxeHo nose Onuun 18.

disable — oTtkntouaet Onumo 18 DHCPvV6 relay. MNpu oTkaoueHHOM cocTosiHy naket DHCP 6yaet
rnepeHanpas/IeH HaMNpsiMylo Ha cepBep 6e3 AanbHEenLWnxX NPOBEPOK U AobaBneHms Onuun 18.

check — ykasbiBaeT, 6ygeT v BbINOAHATLCA MpoBepka nons Onumm 18 BO BXOAALWMX Naketax
BXOAsLMe NakeTbl cogepxar none Onuun 18, oHM GyayT OTOPOLLEHBI.

enable — Bk/10OHaET NPOBEPKY.

disable — oTkntouaeT NnpoBepKy.

. Ecnn

interface_id — ykasbiBaeT popmar Interface ID.
default — gnsa Interface ID 6ygeT ucnonb3oBaH opmMart no ymosyaHuio.

FO1 F02
Sub Type | VLAN ID
1 6aiit 2 baiiTa

FO1: Moartmn. 3HavyeHre No ymoyaHuio pasHo 1.
FO2: VLAN ID Bxogawero naketa knuneHta DHCP.
cid — ans Interface ID 6yaeT ucnonb3osaH gopmat CID.

FO1 FO2 FO3 Fo4
Sub Type | VLANID Module ID Port ID
1 GaiT 2 baiita 1 6anT 1 6ant

FO1: Moartun 2.
FO2: VLAN ID Bxogsuwero naketa knueHta DHCP.

FO03: Module ID. Ans oTaensHoro kommyTtaTopa paBHo 0. [lns KommyTaropa B cTeke — ero box
ID.

FO4: Port ID. Homep nopta, Ha KOTOpbIA NpuxoguT naket knneHta DHCP. Homepa noptos
HaunHatoTca ¢ 1.

vendorl — gns Interface ID 6yaet ucnonb3osaH ¢opmat Vendor 1.

FO1 FO2

FO3 Fo4 FO5 F06 FO7 FO8
E t h e r n e t
(Ox45) (Ox74) (Ox68) (Ox65) (0x72) (0Ox65) (Ox65) (Ox74)
1 6ant 1 6aint 1 6ainT 1 6aint 1 6aint 1 6aint 1 6aiit 1 6aiit
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FO09 F10 F11 F12 F13 F14 F15 F16
Chassis |/ 0 / Port : cvlan .
ID (0x2F) (0x30) (0x2F) Number | (Ox3A) (Ox2E)
1~2 6Galita 1 6GaliT 1 6aiit 1 6aiit 1~2 6aiita 1 6aiT 1~4 6aiita 1 6aiit
F17 F18 F19 F20 F21 F22 F23 F24
0 Space System / 0 / 0 /
(0x30) (0Ox20) Name (Ox2F) (0x30) (Ox2F) (0x30) (Ox2F)
1 6ant 1 6aint 1~128 6aint 1 6aint 1 6aint 1 6ait 1 6aint 1 6ant
F25 F26 F27 F28 F29
Chassis |/ 0 / Port
ID (Ox2F) (0x30) (0x2F) Number
1~2 Galita 1 6aiT 1 6aint 1 6aint 1~2 6aiita

FO1: CumBon “E".

FO2: CumBon “t".

F03: Cumson “h”.

FO04: CumBon “e”.

FO5: CumBon “r”.

FO06: CumBon “n”.

FO7: CumBon “e”.

F08: Cumson “t".

F09: Chassis ID. Homep waccu B dpopmate ASCIL.

F10:
F11:
F12:
F13:
F14:
F15:
F16:
F17:
F18:
F19:

1. Ana otgensHoro kKommyTtaTopa pasHo 0.

2. Ainsa kommyTartopa B cTeke - ero box ID.

Cwumson “/”.

Cumson “0”.

Cumson “/".

Homep nopTa, Ha KoTopbIil NpuxogsaT naketbl kneHTa DHCP, B chopmare ASCII.
Cumson “".

VLAN ID knuneHTa B thopmare ASCII. Anana3oH 3HaueHwnii ot 1 go 4094,
CumBon “.".

Cwnwmson “0”".

CumBon “npoben”.

CuctemHoe Ha3BaHvie KoMMyTarTopa.

MPUMEYAHUE: Ecnun cucteMHoe Ha3BaHWe KOMMYyTaTopa npeBbilaeT 128 6aiit, byayT
MCMNOoMb30BaHbl Nepsble 128 6aliT.

F20:
F21:
F22:
F23:
F24:
F25:
F26:
F27:
F28:
F29:

Cwvmson “/”.

Cumson “0”.

Cumson “/".

Cumson “0”.

Cwumson “/".

Chassis ID. To xe camoe, 4yto 1 B nosne F09.

CumBon “/".

Cumson “0".

Cwumson “/”.

Homep nopta, Ha KOTOpbI NpMxoanT nakeTbl knneHTa DHCP, B cpopmate ASCII.
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vendor2 — gns Interface ID 6ygeT ucnonb3osaH ¢opmat Vendor 2.

FO1 FO2 FO3 F04 FOS FO6 FO7 FO8

E t h e r n e t
(Ox45) (0x74) (0x68) (0x65) (0x72) (Ox65) (Ox65) (Ox74)

1 6ant 1 6aint 1 6aint 1 6aint 1 6aint 1 6aint 1 6aint 1 6aint
FO9 F10 F11 F12 F13 F14 F15 F16
Chassis |/ 0 / Port : cvlan .
ID (Ox2F) (0Ox30) (Ox2F) Number | (0x3A) (Ox2E)
1~2 Galita 1 6Galit 1 6alit 1 6aint 1~2 6aiita 1 6anT 1~4 6aiita 1 6aiit
F17 F18 F19 F20 F21 F22 F23 F24
0 Space System / 0 / 0 /
(0x30) (0x20) Name (0x2F) (0x30) (Ox2F) (0x30) (Ox2F)
1 6ant 1 6aint 1~128 6ainT 1 6aiit 1 6ait 1 6aiit 1 6aint 1 6aiit
F25 F26 F27 F28 F29
ChassisID |/ 0 / Port

(Ox2F) (0x30) (Ox2F) Number
1~2 6aiita 1 6ainTt 1 6ant 1 6ainTt 1~2 6aiiTa

FO1: Cumeon “E”.

FO2: CumBon “t".

FO03: Cumson “h”.

FO4: CnmBon “e”.

FO5: CumBon “r”.

FO6: CumBon “n”.

FO7: CumBon “e”.

FO8: Cumson “t".

F09: Chassis ID. Homep waccu B oopmate ASCII.
1. Ana otaensHOro kKommyTaTtopa pasHo 1.
2. ins kommyTaTtopa B cTeke - ero box ID.

F10: Cumson “/".

F11: Cnmson “0”.

F12: Cumson “/".

F13: Homep nopTa, Ha KOTOPbIA NpuxoasaT naketbl kaneHTa DHCP, B chopmarte ASCII.

F14: Cumson .

F15: VLAN ID knueHnTa B chopmate ASCII. Anana3oH 3HayveHuid oT 1 go 4094.

F16: Cumson “.".

F17: Cumson “0”.

F18: Cumson “npoben”.

F19: CuctemHoe Ha3BaHne KoMMyTaTopa.

MPUMEYAHWME: Ecnn cucTteMHoe HasBaHWe KOMMyTaTtopa npeBblllaer 128 6ait, OyayT
Mcnonb3oBaHbl Nepeble 128 6aiiT.

F20: Cumson “/".

F21: Cumson “0”.

F22: Cumson “/".

F23: Cumson “0”.

F24: Cumson “/".
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F25: Chassis ID. To xe camoe, 4Tto 1 B none F09.

F26: Cumson “/".

F27: Cnmson “0".

F28: Cumson “/".

F29: Homep nopta, Ha KOTOpbIA NpuxodaT nakeTbl kimeHta DHCP, B dhbopmate ASCII.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoBHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AaHHYHO KOMaHay.

Mpumep
KoHdourypaumsa Onumun 18 DHCPV6:

DGS-3000-28XMP:admin#config dhcpv6_relay option_18 state enable
Command: config dhcpv6_relay option_18 state enable

sSuccess.

DGS-3000-28XMP:admin#config dhcpv6_relay option_18 check enable
Command: config dhcpv6_relay option_18 check enable

sSuccess.

DGS-3000-28XMP:admin#config dhcpv6_relay option_18 interface_id default
Command: config dhcpv6_relay option_18 interface_id default

Success.

DGS-3000-28XMP:admin#config dhcpv6_relay option_18 interface_id cid
Command: config dhcpv6_relay option_18 interface_id cid

Success.

DGS-3000-28XMP:admin#config dhcpv6_relay option_18 interface_id vendorl
Command: config dhcpv6_relay option_18 interface_id vendoril

Success.

DGS-3000-28XMP:admin#

27-10 config dhcpv6_relay option_37

OnucaHune
[JaHHas komaHza ucnosb3yeTca Ans KoHgurypauumn oépadotkn Onuun 37 ana dyHkumm DHCPVG relay.

CuHTakcuc
config dhcpv6_relay option_37 {state [enable | disable] | check [enable | disable] | remote_id [default |
cid_with_user_define <desc 128> | user_define <desc 128> | vendor1]}(1)

MapameTpsbl

state — ykasbiBaeT cocTtosiHue 06paboTku Onummn 37 DHCPV6 relay.
enable — Bkitouaet Onuuio 37 DHCPV6 relay. MNepen nepeHanpasiieHnem Ha cepsep B naket DHCP
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6ynet pobasneHo nosne Onuyum 37.
disable — otkntovaeT Onuunio 37 DHCPV6 relay. Naketr DHCP 6yaeTt nepeHanpas/ieH HanpsaMyo Ha
cepBep 6e3 AanbHelwrx NpoBepok 1 aobaeneHus Onuum 37.

check - yka3biBaeT, O6yAeT M BbINOMHATLCA NpoBepka. MpW BKKOYEHHOM COCTOSHUW Y MaKeToB,
NPUXOAALLMX CO CTOPOHbI KNIMEHTa, He 6yaeT nona Onuuu 37. Eciv 3To Nosie B nakeTax MpUCyTCTBYET, OHU
6yOyT OTOPOLUEHDI.

enable — Bk/1l0OYAET NPOBEPKY.

disable — oTk/1l04aeT NpoBepkKy.

remote_id — ykasbiBaeT cogepxumumoe nons Remote ID.
default — B Remote ID 6yayt VLAN ID + Module + Port + cuctemHbiii MAC-agpec ycTpoincTsa.
cid_with_user_define — B Remote ID 6yayt VLAN ID + Module + Port + cTpoka, onpegeneHHas
Nnosib30BaTesieM.
<desc 128> — BBeauTe cid, onpeaeneHHsblii nonb3oBarenem. OnmMcaHne MoXeT 6bITb AIMHON A0
128 cnmBoONoB.
user_define — B Remote ID 6yaeT cTpoka, onpeaesieHHas nosb3oBaresnem.
<desc 128> — BBenTe CTPOKY, ONPeAeNeHHY0 Nonb3oBaTenem, AAMHON A0 128 cMMBOSIOB.
vendorl — B Remote ID 6yaeT cuctemHblii MAC-agpec ycTpoiicTaa.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
KoHdpurypaums Onumm 37 DHCPVG relay:

DGS-3000-28XMP:admin#config dhcpv6_relay option_37 state enable
Command: config dhcpv6_relay option_37 state enable

sSuccess.

DGS-3000-28XMP:admin#config dhcpvé_relay option_37 check enable
Command: config dhcpv6é_relay option_37 check enable

Success.

DGS-3000-28XMP:admin#config dhcpv6_relay option_37 remote_id default
Command: config dhcpvé_relay option_37 remote_id default

Success.

DGS-3000-28XMP:admin#config dhcpv6é_relay option_37 remote_id cid_with_user_defin

e D-link DGS3000 Series

Command: config dhcpv6_relay option_37 remote_id cid_with_user_define D-link DGS3000 Serie
s

Success.

DGS-3000-28XMP:admin#config dhcpv6_relay option_37 remote_id user_define D-1link

DGS3000 Series

Command: config dhcpv6_relay option_37 remote_id user_define D-link DGS3000 Series

Success.

DGS-3000-28XMP: admin#

280



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

27-11 config dhcpv6_relay port

OnucaHue
[aHHasi KomaHga npegHasHaveHa ansa KoHgurypauumn coctosHnsa DHCPV6 relay Ha ykasaHHbIX nopTax.

CuHTakcuc
config dhcpv6_relay port [<portlist> | all] state [enable | disable]

MapameTpsbl

<portlist> — BBeaMTE CNNCOK NOPTOB A/151 KOH(PMTYPaLUN.

all — ykasbiBaeT, UTo ANs1 KOHUrypaumm 6yayT UCMo/Ib30BaHbl BCE MOPThl.

state — Bk/tovaeT unm otknovaeT pyHkumnio DHCPV6 relay Ha ykasaHHbIX nopTax.
enable — dpyHkuns DHCPVG6 relay 6yaeT BkitoueHa. 31O 3Ha4YEeHMe No YMONYaHUIO.
disable — chyHkuma DHCPV6 relay 6ynet oTknoveHa.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb SAaHHY KOMaHAY.

Mpumep
BkntoueHne DHCPV6 relay Ha nopTax 1-3:

DGS-3000-28XMP:admin#config dhcpv6_relay port 1-3 state enable
Command: config dhcpv6_relay port 1-3 state enable

Success.

DGS-3000-28XMP : admin#

27-12 show dhcpv6_relay

OonucaHue

[JaHHas KoMaHga ucnosb3yeTcs Af1a oTob6pakeHus Tekywei koHdwmrypauum DHCPv6 relay Ha Bcex
nHTepdencax nnn ans ykasaHHoro IP-nHtepdeiica.

CuHTakcuc
show dhcpv6_relay {ipif <ipif_name 12>}

MapameTtpsbl

ipif — (onumoHanbHO) HasBaHue |P-uHTepdheiica, ANA KOTOPOrO HYXXHO 0TO6pasuTb TekyLlyH
KoHdourypaumio DHCPVG relay.
<ipif_name 12> — BeegnTe HasBaHue IP-nHTepdelica gnnmHon go 12 cumBeooB.

Ecnn IP-nHTepdoeiic He ykasaH, OyaeT oTobpaxarbcs KoHgurypauuss DHCPv6 relay pans  Bcex
NHTepdeincos.

OrpaHuyeHus
Her.

Mpumep
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OTo6paxeHne koHdurypauun DHCPvV6 relay:

DGS-3000-28XMP:admin#show dhcpv6_relay
Command: show dhcpv6_relay

DHCPv6 Relay Global State : Enabled

DHCPv6 Hops Count Limit 4

DHCPv6 Relay Information Option 18 State : Enabled

DHCPv6 Relay Information Option 18 Check : Enabled

DHCPv6 Relay Information Option 18 Interface ID Type : Vendoril
DHCPv6 Relay Information Option 37 State : Enabled

DHCPv6 Relay Information Option 37 Check : Enabled

DHCPv6 Relay Information Option 37 Remote ID Type : User Define
DHCPv6 Relay Information Option 37 Remote ID : D-link DGS3000 Series

IP Interface : System

DHCPv6 Relay Status : Enabled

Server Address . 2001:DB8:1234::218:FEFF:FEFB:CCOE
Total Entries 1

DGS-3000-28XMP:admin#

27-13 show dhcpv6_local_relay

OnucaHue
[JaHHasi KomaHga ncnonb3yeTcs Ans oTobpaeHnsa Tekylen koHdurypauum DHCPV6 local relay.

CuHTakcuc
show dhcpv6_local_relay

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne koHdmurypaummn DHCPV6 local relay:

DGS-3000-28XMP:admin#show dhcpv6_local_relay
Command: show dhcpv6_local_relay

DHCPv6 Local Relay Status : Disabled
DHCPv6 Local Relay VID List 1

DGS-3000-28XMP: admin#

27-14 show dhcpv6_relay port
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OnucaHue
[JaHHasi KomaHga ucnonb3yetcs Ans otobpaxeHnsa coctoaHnss DHCPV6 relay Ha yka3aHHbIX nopTax.

CuHTakcuc
show dhcpv6_relay port {<portlist>}

MapameTpbl

<portlist> — (onunoHasibHO) BBEANTE CMUCOK NOPTOB.

OrpaHuyeHus
Het.

Mpumep
OTob6paxeHne coctossHma DHCPv6 relay Ha noptax 1-5:

DGS-3000-28XMP:admin#show dhcpv6_relay port 1-5
Command: show dhcpv6_relay port 1-5

Port DHCPv6 Relay State

1 Enabled
2 Enabled
3 Enabled
4 Enabled
5 Enabled

Total Entries : 5

DGS-3000-28XMP : admin#

27-15 debug dhcpv6_relay state enable

OnucaHue
[JaHHas KomaHga npefHasHaveHa o BkayYeHns yHkumm otnagkn DHCPV6 relay.

CuHTakcuc
debug dhcpv6_relay state enable

MapameTtpsbl
HeT.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep
BkntoueHue cpyHkumm otnagkm DHCPVG relay:
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DGS-3000-28XMP:admin#debug dhcpvé_relay state enable
Command: debug dhcpv6_relay state enable

Success.

DGS-3000-28XMP:admin#

27-16 debug dhcpv6_relay state disable

OonucaHue
[JaHHas KomaHga npefHasHaveHa ansa oTkadeHus yHkumm otnagkm DHCPV6 relay.

CuHTakcuc
debug dhcpv6_relay state disable

MapameTtpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBarenn yposHa Administrator MOryT BbINO/HATL AAaHHYI0 KOMaHAy.

Mpumep
OTkntodeHne dyHkumn otnankm DHCPV6 relay:

DGS-3000-28XMP:admin#debug dhcpv6_relay state disable
Command: debug dhcpv6_relay state disable

sSuccess.

DGS-3000-28XMP:admin#

27-17 debug dhcpv6_relay output

OonucaHue
[JaHHas komaHza ucnosb3yeTcs Ass OTNPaBknM 0T/1af404HbIX CO0bLeHMI B Byddep MM KOHCONb.

CuHTtakcuc
debug dhcpv6_relay output [buffer | console]

MapameTpbl

buffer — yka3biBaeT, UTO 0T1a04HbIE COOBLLEHUSA BYAYT OTNPaBnATLCA B Bydep.

console — ykasblBaeT, UTo OT/1aJ04HbIe COOBLLEHNS BYayT OTNPABNATLCS B KOHCO/b.

OrpaHuyeHus
Tonbko nonb3osBareny yposHa Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep
HacTpoiika oTnpaBku OT/1a04HbIX COOBLLEHNIT B KOHCO/b:
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DGS-3000-28XMP:admin#debug dhcpvé_relay output console
Command: debug dhcpvé_relay output console

Success.

DGS-3000-28XMP:admin#

27-18 debug dhcpv6_relay packet

OnucaHune
[aHHaa komaHga vcnosnb3yeTcs 4718 BKAYEHWUS WAM OTK4YeHus dnara oT1afodHon nHdhopmauum ans
OTMpaB/AeMbIX U NPUHUMaEMbIX nakeTtos DHCPVG relay.

CuHTakcuc
debug dhcpv6_relay packet [all | receiving | sending] state [enable | disable]

MapameTpbl

all — ykasbiBaeT dpnar oTNaaku 415t oTNpaBisiemMblX U MPUHUMAEMbIX NMaKETOB.

receiving — ykasbiBaeT donar ot1aak1 4N NpUHMMaeMbIX NakeToB.

sending — YKa3blBaeT q)nar oTNnagkn anda otnpabB/iA€MbIX MakKeTOB.

state — ykasblBaeT Ha BK/IHOUEHME UIW OTK/IOYEHME chnara oT1agkm.
enable — Bk/ouaeT donar otnagku.
disable — oTkntouaeT donar otnagxu.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator MOryT BbINOMHATL AaHHYIO KOMaH4y.

Mpumep
BknoueHune chnara otiagky Ans otnpasnsemMbix naketos DHCPV6 relay:

DGS-3000-28XMP:admin#debug dhcpvé_relay packet sending state enable
Command: debug dhcpv6_relay packet sending state enable

Success.

DGS - 3000 -28XMP : admin#

27-19 debug dhcpv6_relay hop_count state

OnucaHue

[JaHHaa komaHga npefHasHadeHa A8 BKIOUYEHUS WU OTKNIOYEHUS dhiara oT/1afouHol nHdhopMaumm ans
CYeTYMKa NPoMeXyTouHbIX Y3108 DHCPV6 relay.

CunHTtakcuc
debug dhcpv6_relay hop_count state [enable | disable]

MapameTpsbl
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enable — Bk/itoyaeT dpiiar oTn1afouHol MHhopMaLMK 41s CYETUMKA NPOMEXYTO4YHbIX Y3108 DHCPVE relay.

disable — oTkno4aeT dnar oT1aA04HON NHAOPMAaLMK A1 CHETUMKA NPOMEXYTOUHbIX Y3108 DHCPVG relay.

OrpaHuyeHus
Tonbko nonb3oBareny yposHA Administrator MOryT BbINO/THATL AaHHY0 KOMaHAy .

Mpumep
BkntoueHune chnara ot1a404HOM MHhopMauun ansi cHeTYMKa NPOMEXYTO4YHbIX y3n108 DHCPV6 relay:

DGS-3000-28XMP:admin#debug dhcpv6_relay hop_count state enable
Command: debug dhcpv6_relay hop_count state enable

Success.

DGS-3000-28XMP : admin#
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28. KomaHpgbl Digital Diagnostic Monitoring (DDM)

config ddm [trap | log] [enable | disable]

config ddm ports [<portlist> | all] [[temperature_threshold | voltage_threshold | bias_current_threshold |
tx_power_threshold | rx_power_threshold] {high_alarm <float> | low_alarm <float> | high_warning
<float> | low_warning <float>} | {state [enable | disable] | shutdown [alarm | warning | none]}]

show ddm

show ddm ports {<portlist>} [status | configuration]

28-1 config ddm

OonucaHue

KomaHaa KoHdurypmpyeT AeicTBus C xypHasiamm u trap-coobuieHusimm DDM npu npeBbilleHUN NOPOroB
alarm (Tpesora) unu warning (npegynpexageHue).

CuHTtakcuc
config ddm [trap | log] [enable | disable]

MapameTpbl

trap — ykasbiBaeT, 6yayT /M OTNPaBASATLCS trap-COO06LLEHUS, KOTAa OnepaLMoHHbIA NnapamMeTp NpeBbilLaeT
COOTBETCTBYOLWMIA NOPOT. Mo ymMonyaHuio oTnpaska trap-coobLeHunin DDM oTk/itoveHa.

log — ykasbiBaeT, 6yAeT N1 oTnpaBs/ieH XypHasa co6bITWI NpY NPEeBbILLEHUN COOTBETCTBYIOLEro nopora. Mo
YMOTYaHUIO OTNpaBKa XypHasioB cobbiTuiit DDM BKtoUveHa.

enable — BKHOYAET OMLMIO OTNPABKM XYPHA/I0B COOLITUI MK trap-CO0BLLEHNIA.

disable — oTkntouaeT onumo OTNPaBKN XXyPHaI0B COBLITUIA UK trap-COOBLLIEHWIA.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator nunmn Operator MOryT BbINO/IHATb AAHHY0 KOMaHAY.

Mpumep
BkntoyeHune xypHasnos DDM:

DGS-3000-28XMP:admin# config ddm log enable
Command: config ddm log enable

Success.

DGS-3000-28XMP: admin#

BkntoueHue trap-coobiueHnii DDM:

DGS-3000-28XMP;admin# config ddm trap enable
Command: config ddm trap enable

sSuccess.

DGS-3000-28XMP : admin#
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28-2 config ddm ports

OnucaHue
[JaHHasi KomaHga ucnonb3yetcs A KoHdurypauumn Hactpoek DDM Ha yka3aHHbIX nopTax.

CuHTakcuc

config ddm ports [<portlist> | all] [[temperature_threshold | voltage_threshold |
bias_current_threshold | tx_power_threshold | rx_power_threshold] {high_alarm <float> | low_alarm
<float> | high_warning <float> | low_warning <float>} | {state [enable | disable] | shutdown [alarm |
warning | nonel}]

MapameTpsbl

<portlist> — BBegnTe AnanasoH NopToB 418 KOHpurypauum.

all — YKa3blBaeT, 41O OJ14 KOHdZ)I/IpraLI.I/II/I 6y,Cl,yT MCMNOJIb30BaHbl oOnepaynoHHbIe MapaMeTpPbl BCeX
OnTn4eCkKmnx nopTos.

temperature_threshold — yka3biBaeT nopor Temneparypbl ONTUYECKOro MoAyNns B rpagycax Lienbcus.

voltage_threshold — yka3biBaeT nopor HanpsXXeHust ONTUYECKOro Moayns.

bias_current_threshold — yka3biBaeT nopor Toka cMeLleHus nasepa onTUYecKoro Moaynsi.

tx_power_threshold — yka3biBaeT nopor BbIXOAHOH MOLWHOCTY ONTUYECKOTO MOZY/S.

rx_power_threshold — YKa3bIBa€eT Nopor MOLHOCTH, ﬂpMHMMaeMOﬁ onTn4yecknm Mmoaynem.

high_alarm - (onuuoHanbHO) ykasbiBaeT BepxHMil nopor alarm. Korga onepauvoHHbIli napameTp
npeBbIIaeT AaHHOe 3HauYeHVe, BbINO/HAETCA COOTBETCTBYIOLLEE AeliCTBME.
<float> — BBeguTe 3HaueHue BepxHero nopora alarm.

low_alarm — (onunoHanbHO) ykasbiBaeT HUXHWIA nopor alarm. Korga onepauyoHHbIl napameTp onyckaeTcs
HVXEe AaHHOrO 3HaYeHuWs, BbINOMHAETCA COOTBETCTBYOLLEE AElCTBME.
<float> — BBeanTe 3HaYeHWe HXKHEero nopora alarm.

high_warning — (onuuoHasibHO) yKasbiBaeT BepxHWii nopor warning. Korga onepauvoHHbI napameTp
npeBbIlaeT AaHHOe 3HauyeHue, BbINO/THAETCA COOTBETCTBYIOLLEE AeliCTBME.
<float> — BBeauTe 3HaueHne BepxHero nopora warning.

low_warning — (onuuoHasibHO) yKasblBaeT HWxHWIA nopor warning. Korga onepauuoHHbIA napameTp
OMYCKAETCH HNXE AAHHOIO 3HAYEHWs, BbINO/THAETCA COOTBETCTBYIOLLEE AeliCTBME.
<float> — BBeguTe 3HAUEHUE HWKHErO nopora warning.

state — (onuuoHasibHO) BKNKOYaeT UM oTkodaeT DDM. B OTK/IIOYEHHOM COCTOSIHAM HUKaKMe AeincTBus
DDM BbINOAHATLCS He ByayT.

enable — Bknitovyaetr DDM.

disable — oTknouaetr DDM.

shutdown — (onumoHanbHO) ykasbiBaeT, OyAeT /M OTK/IKYaTbCSA NOPT, Korga onepaumoHHbIA napameTp
BbIXOAUT 3a pamKM COOTBETCTBYHLLMX MOPOroB alarm unu warning. 3Ha4yeHne No ymMon4aHuio none.

alarm — npu BbIXoAe 3a pamku NOPOroB alarm NOpT GyAeT OTKNHOYEH.

warning — nNpu BbIXO4€E 3a pamK1 MOPOros warning nopt 6yAeT OTK/IHUEH.

none — NnopT He ByAEeT OTK/HOYaTbLCSA BHE 3aBUCHMOCTM OT JOCTMKEHMS MOPOroB.

OrpaHuyeHus
Tosnbko nosb3oBareny yposHa Administrator nnn Operator MOryT BbINO/THATL AAHHYIO KOMaHAY.

Mpumep
KoHdpurypaumsi nopora Temneparypbl Ha nopTy 25:
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DGS-3000-28XMP:admin# config ddm ports 25 temperature_threshold high_alarm 84.9532
low_alarm -10 high_warning 70 low_warning 2.25

Command: config ddm ports 25 temperature_threshold high_alarm 84.9532 low_alarm
-10 high_warning 70 low_warning 2.25

According to the DDM precision definition, closest value 84.9531 is chosen.

Success.

DGS-3000-28XMP:admin#

KoHdhurypaumsa nopora HanpsxkeHnsa Ha nopry 25

DGS-3000-28XMP:admin# config ddm ports 25 voltage_threshold high_alarm 4.25 low_alarm 2.5
high_warning 3.5 low_warning 3

Command: config ddm ports 25 voltage_threshold high_alarm 4.25 low_alarm 2.5 high_warning 3.5
low_warning 3

sSuccess.

DGS-3000-28XMP : admin#

KoHtpurypaumsi nopora Toka CMeLLeHWs fla3epa Ha nopty 25:
DGS-3000-28XMP:admin# config ddm ports 25 bias_current_threshold high_alarm 7.25 low_alarm
0.004 high_warning 0.5 low_warning 0.008

Command: config ddm ports 25 bias_current_threshold high_alarm 7.25 low_alarm 0.004
high_warning 0.5 low_warning 0.008

sSuccess.

DGS-3000-28XMP: admin#

KoHdhurypaums nopora BbIXOAHON MOLLHOCTY Ha NopTy 25:

DGS-3000-28XMP:admin# config ddm ports 25 tx_power_threshold high_alarm 4.55 low_alarm 0.01
high_warning 3.5 low_warning 0.03

Command: config ddm ports 25 tx_power_threshold high_alarm 4.55 low_alarm @.01 high_warning
3.5 low_warning 0.03

Success.

DGS-3000 -28XMP: admin#

KoHdpurypaumsi nopora npUHNMAaEMO MOLLHOCTY Ha nopTy 25:

DGS-3000-28XMP:admin# config ddm ports 25 rx_power_threshold high_alarm 4.55 low_alarm 0.01
high_warning 3.5 low_warning 0.03

Command: config ddm ports 25 rx_power_threshold high_alarm 4.55 low_alarm @.01 high_warning
3.5 low_warning 0.03

Success.

DGS-3000-28XMP: admin#

KoHpurypaumst 4eiicTBuii, cBsidaHHbIX € alarm, Ha nopty 25:
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DGS-3000-28XMP:admin# config ddm ports 25 state enable shutdown alarm
Command: config ddm ports 25 state enable shutdown alarm

Success.

DGS-3000-28XMP: admin#

28-3 show ddm

OnucaHue
[JaHHas KomaHOa npefHasHaveHa ona otobpaxeHusa obumx Hactpoek DDM.

CuHTakcuc
show ddm

MapameTpsbl
HeT.

OrpaHuyeHus
HeT.

Mpumep
OTob6paxeHne 06Lmx HacTpoek DDM:

DGS-3000-28XMP:admin# show ddm
Command: show ddm

DDM Log :Enabled
DDM Trap :Disabled

DGS-3000-28XMP : admin#

28-4 show ddm ports

OonucaHue

[JaHHas komaHZa Ucnosb3yeTcs 418 TOro, YTo6bl 0TO6pasnTb TEKyLMe onepauuoHHble napameTpbsl DDM u
KOHQIUrypaLOHHbIE 3HA4YeHWs OMTMYECKOTO MOAYNSA Ha YKasaHHbIX noptax. ECTb ABa Tuna MOPOros:
3a/laHHble aAMUHUCTPATMBHO Y CKOHOIUTYPUPOBaHHbIE MOJIb30BaTes1IeM.

Korga onpefeneHHblii nopor Ansi ONTMYEcKOro nopTa CKOHQIWMIypvpoBaH rofb30oBaTenieM, OH OyaeT
oTob6paxaTbCs B 3TO KOMaHAEe C COOTBETCTBYHOLLE METKOI, B MPOTUBHOM C/lyyae MOPOroBble 3HAYeHMUs!
6yayT cuMTaHbl C NOAK/IHOYAEMOr0 ONTUYECKOro Moy s,

CuHTtakcuc
show ddm ports {<portlist>} [status | configuration]

MapameTtpbl

<portlist> — (onunoHasibHO) BBEANTE AMana30oH NOPTOB 47151 0TOGpaxXeHus.
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status — ykasbIBaeT, 4To GyayT 0TOGPaKaTLCS OnepaLyoHHbIe NapaMeTpbl.

configuration — ykasbIBaeT, UTo 6yayT 0TO6PaXATLCSt KOHPUIYPALMOHHbIE 3HAYEHWS.

OrpaHuyeHus
Her.

Mpumep
OTob6paxeHue onepaunoHHbIX NapaMeTpoB Ha nopTax 25-26:

DGS-3000-28XMP:admin# show ddm ports 25-26 status
Command: show ddm ports 25-26 status

Port Temperature Voltage Bias Current  TX Power RX Power
(in Celsius) (V) (mA) (mw) (mw)

25 - - - - -

26 - - - - -

Quit Next Page [§ Previous Page [§ Refresh
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29. KomaHabl knneHTta D-Link Discovery Protocol (DDP)

enable ddp

disable ddp

config ddp report-timer [30 | 60 | 90 | 120 | Never]
config ddp ports [<portlist> | all] state [enable | disable]

show ddp {ports <portlist>}

29-1 enable ddp

OonucaHue

JaHHas komaHga wvcnosb3yeTcs Ansa obwero BkAOYEHUS (YyHKUuKM knveHTa DDP. 310 3HaveHne no
YMONYaHUIo.

CUuHTaKcuc
enable ddp

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb SAHHYH KOMaHAY.

Mpumep
O6Lee BkIoYeHNe doyHKUMKN KnneHTa DDP:

DGS-3000-28XMP:admin#enable ddp
Command: enable ddp

Success.

DGS-3000-28XMP :admin#

29-2 disable ddp

OnucaHue
[JaHHas komaHza Ucnosb3yeTcs A14 06LLero oTkIYeHnsa PyHKLUN kiveHTa DDP.

CuHTakcuc
disable ddp

MapameTtpsbl
HeT.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.
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Mpumep
O6uee oTkUeHne yHKUMN KnneHTa DDP:

DGS-3000-28XMP:admin#disable ddp
Command: disable ddp

Success.

DGS-3000-28XMP:admin#

29-3 config ddp report-timer

OonucaHue

[aHHaa KomaHAa npegHasHaveHa AN15 KOHUrypauuum mHTepBana Mexay [ABYMs nocnefoBatesibHbIMU
coobueHnamn DDP report.

CuHTtakcuc
config ddp report-timer [30 | 60 | 90 | 120 | Never]

MapameTpbl

30 — 3apaet nHtepsas 30 cekyHA. DTO 3HAaYEeHUe No yMoN4aHuio.

60 — 3agaet nHTepsasl 60 cekyHA.

90 — 3aaeT uHTepsas 90 cekyHS,

120 — 3agaet nHTepBan 120 cekyHa.

Never — coobLeHus report 0TNPaBnATbCS He OyayT.

OrpaHuyeHus
Tonbko nonb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOAHATb AaHHYH KOMaHAy.

Mpumep
HacTtpolika nHTepsana B 60 cekyHf;:

DGS-3000-28XMP:admin#config ddp report-timer 60
Command: config ddp report-timer 60

Success.

DGS-3000-28XMP : admin#

29-4 config ddp ports

OnucaHue
[JaHHas komMaHfa vCrosib3yeTcs ANA KOHUrypauum cocTosHusA pyHkumMm knveHTa DDP Ha yka3aHHbIX
noptax. Korga DDP OTKAO4EH Ha MOPTy, 3TOT MOPT He OyAeT HM obpabarbiBaTb, HW TEHEPUPOBaTb

coobuleHnss DDP. CoobuweHns DDP, npuvHMMaemble MOPTOM, PacnpoCTpaHsTCs B pamkax
LLUMPOKOBELLATE/IbHOIo JOMEHa.
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CunHTtakcuc
config ddp ports [<portlist> | all] state [enable | disable]

MapameTpbl

<portlist> — BBegnTe gnanasoH NopToB 4J/18 KOHpurypaumm.

all — ykasbIiBaeT Bce NopThbl 418 KOHGMrypaymu.

state — Bk/IlOHAET UM OTKIOYAET PYHKUMIO KeHTa DDP Ha yka3aHHbIX nopTax.
enable — Bk/oyaeT PyHKUMIO kKMeHTa DDP. 3To 3Ha4YeHue no yMmo4aHuio.
disable — oTk/touaeT pyHkUMIO KeHTa DDP.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb JAaHHYIO KOMaHAYy.

Mpumep
BknroueHue pyHkumm knneHTa DDP Ha nopty 1:

DGS-3000-28XMP:admin#config ddp ports 1 state enable
Command: config ddp ports 1 state enable

Success.

DGS-3000-28XMP: admin#

29-5 show ddp

OonucaHue
[JaHHas KomaHga npefHa3HadeHa ana otobpaxeHns koHdurypaunm DDP Ha kommyTaTtope.

CuHTakcuc
show ddp {ports <portlist>}

MapameTtpsbl

ports — (onNuMoHasIbHO) YKa3blBaeT NOPTbl, A1 KOTOPbIX TPeOyeTcsa 0TO6pasnTb KOHGUIypauuio.
<portlist> — BBeanTe Homep nopTta.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne KoHdurypaumn DDP Ha koMmmyTaTope:

DGS-3000-28XMP:admin#show ddp
Command: show ddp

D-Link Discovery Protocol state: Enabled
Report timer: 6@ seconds

DGS-3000-28XMP: admin#

OTo6paxeHve KoHgurypauun DDP Ha nopTy 1:
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DGS-3000-28XMP:admin#show ddp ports 1
Command: show ddp ports 1

Port State

1 Enabled

DGS-3000-28XMP:admin#
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30. KomaHab! D-Link Unidirectional Link Detection
(DULD)

config duld ports [<portlist> | all ] {state [enable | disable] | mode [shutdown | normal] | discovery_time
<sec 5-65535>}(1)

config duld {recover_timer [0 | <sec 60-1000000>] | oper_timing [local_ready | local_remote_ready]}

show duld {ports {<portlist>}}

30-1 config duld ports

OnucaHue

[JaHHas komaHga vcnonb3yeTca N8 KOHurypaunm ob6HapyXeHus noTepu CBA3W B OAHOM HanpasfieHun
(unidirectional link detection) Ha nopTtax. [JaHHyl CYHKUMIO oOb6ecneunBaeT MexaHM3M OOHapyXeHus
cocefHero ysna Ha ocHoBe cTaHgapta 802.3ah. Ecnn o6HapyxeHune OAM MOXET ObiTb BbIMNO/THEHO B
TeYyeHne CKOHM(UIypupoBaHHOro BpeMeHU OOHapyxeHus (discovery time), cumMTaeTcsi, UTO CBSA3b €CTb B
060ux HanpaBneHusx. B NpoTMBHOM c/lyyae HauMHaeTCS onpeaeneHne ctaryca /iMHKa.

CuHTtakcuc
config duld ports [<portlist> | all ] {state [enable | disable] | mode [shutdown | normal] |
discovery_time <sec 5-65535>}(1)

MapameTpbl

<portlist> — BBeanTE AMana3oH NOpToB.

all — 6yayT BbIGpaHbI BCe NOPTHI.

state — yka3biBaeT ctatyc doyHKuun unidirectional link detection ans BbiGpaHHbIX NOPTOB.
enable — BkoyaeT doyHkumo unidirectional link detection.
disable — oTkntovaet dpyHkuMIo unidirectional link detection.

mode — ykasblBaeT pexuM Npu 06HapyXeHUM NOTEPU CBA3W B OAHOM Hanpas/eHNN.

shutdown — npu o6HapyXeHWM noTepu CBSA3W B OAHOM HanpaB/AeHMM NOPT OyAeT OTK/IYEH ”
CcobbITMe ByAeT 3anncaHo B CUCTEMHbIN XYypHaJ.

normal — npn o6HapyXeHWn NoTepu CBA3W B OGHOM Hanpas/ieHUn 6yAeT TONbKO 3anuch B XypHaJl.

discovery_time — ykasblBaeT BpeMsi OGHapy>XeHusi cocefHero ysna [Aans BblbpaHHbIX MOPTOB. Ecnu
o6HapyxeHne OAM He MOXeT ObiTb BbINOIHEHO B TEYEHWE 3TOr0 BPEMEHU, HaYMHAEeTCs onpepeneHue
noTepu CBSA3M B OLHOM Harnpas/ieHuu.

<sec 5-65535> — BBeguTe BpeMsi B cekyHaax. 1o ymonuaHuio discovery time paBHO 5 cekyHAam.

OrpaHuyeHus
Tonbko nosb3oBareny yposHA Administrator nnn Operator MOryT BbINO/THATL AAHHYIO KOMaHAY.

Mpumep
BknroueHue dpyHkumm unidirectional link detection Ha nopty 1:
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DGS-3000-28XMP:admin# config duld ports 1 state enable
Command: config duld ports 1 state enahle

Success.

DGS-3000-28XMP: admin#

30-2 config duld

OnucaHune
[JaHHas komaHza ucnosb3yeTcsa Ans KoHdurypauum Hactpoek unidirectional link detection.

CuHTtakcuc
config duld {recover_timer [0 | <sec 60-1000000>] | oper_timing [local_ready | local_remote_ready]}

MapameTtpbl

recover_timer — (ONUMOHa/IbHO) YKa3bIBAET BPEMSI aBTOMATUYECKOIrO0 BOCCTAHOB/IEHMS.
0 — oTKNIOYaET 3Ty (PYHKLMIO.
<sec 60-1000000> — BBenNTE BpeMs aBTOMaTNYECKOrO BOCCTAHOB/IEHUS B CEKYHOAX.

oper_timing — (onuMoHanbHO) yKasbIBaeT, Kak byaeT ucnonb3osarbcs DULD.

local_ready - ykasbiBaeT, uto DULD 6yaet paboTtatb B cnydae, ecniv 060pydoBaHWe Ha apyrow
CTOpOHe Takke ncnosnb3yet DULD.

local_remote_ready — yka3biBaeT, 4To DULD He 6yaet pabotaTtb B Cnyyae, eciv o6opyfoBaHue Ha
[APYroil cTopoHe Takxe ncnonb3yet DULD.

OrpaHunyeHus
Tonbko nonb3oBareny yposHa Administrator nunu Operator MOryT BbINO/THATb AAHHYH KOMaHAY.

Mpumep
KoHdhurypaumsa BpemeHn aBToMaTtn4yeckoro BOCCTaHOBNEHNS:

DGS-3000-28XMP:admin#config duld recover_timer 60
Command: config duld recover_timer 60

Success.

DGS - 30600 -28XMP: admin#

30-3 show duld

OnucaHue
[JaHHas komaHga npegHasHaveHa 4515 oTobpaxeHus nHpopmaumm DULD.

CuHTakcuc
show duld {ports {<portlist>}}

MapameTpsbl

ports — (onuMoHasIbHO) yKa3bIBaEeT NOpPThl, A/18 KOTOPbIX OyAeT oTobpaxarbcs MHdopMauus.
<portlist> — (onunoHanLHO) BBEAUTE CNNUCOK NOPTOB.
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OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne nHcopmaumm DULD:

DGS-3000-28XMP: admin#show duld
Command: show duld

DULD Global Settings

Recover Time ! 6O sec
DULD Operation Timing : Local Ready

DGS-3000-28XMP : admin#

OTob6paxeHune nHcopmaumm unidirectional link detection Ha noptax 1-4:

DGS-3000-28XMP:admin#show duld ports 1-4
Command: show duld ports 1-4

Port Admin State Oper Status Mode

1 Enabled Disabled Normal
2 Disabled Disabled Normal
3 Disahled Disabled Normal
4 Disabled Disabled Normal

DGS-3000-28XMP: admin#

Link Status
Unknown
Unknown
Unknown
Unknown

Discovery Time(Sec)
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31. KomaHabl Domain Name System (DNS) Resolver

config name_server add [<ipaddr> | <ipv6addr>] {primary}

config name_server delete [<ipaddr> | <ipv6addr>] {primary}

config name_server timeout <sec 1-60>

show name_server

create host_name <name 255> [<ipaddr> | <ipv6addr>]

delete host_name [<name 255> | all]

show host_name {static | dynamic}

enable dns_resolver

disable dns_resolver

31-1 config name_server add

OnucaHue
[aHHasi KomaHga npeaHasHaveHa s gobasneHns agpeca cepsepa DNS.

CuHTakcuc
config name_server add [<ipaddr> | <ipv6addr>] {primary}

MapameTpbl

<ipaddr> — BeBeaute IPv4-aapec cepsepa DNS.

<ipv6addr> — Beegute IPv6-agpec cepsepa DNS.

primary — (onuuoHanbHO) yKasbIBaEeT, YTo AAHHbLIV cepBep SBNSeTCs npeanovntaembiM cepsepom DNS.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
Job6aBneHune npegnoyntaemoro cepeepa DNS 10.10.10.10:

DGS-3000-28XMP:admin#config name_server add 10.10.10.10 primary
Command: config name_server add 10.10.10.10 primary

Success.

DGS-3000-28XMP: admin#

31-2 config name_server delete

OonucaHue
[JaHHas KomaHOa npefHa3HaveHa ansa yganeHns agpeca cepsepa DNS ¢ kommyTartopa.
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CunHTtakcuc
config name_server delete [<ipaddr> | <ipv6addr>] {primary}

MapameTpbl

<ipaddr> — BBegute IPv4-agpec cepsepa DNS.

<ipv6addr> — Beegnte IPv6-agpec cepsepa DNS.

primary — (OnuMoHa/IbHO) YKa3bIBAET, UTO AaHHbLI CepBep SBMSETCS npeanountaembiv cepeepomM DNS.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb AAHHYO KOMaHAY.

Mpumep
YnaneHve cepsepa DNS 10.10.10.1:

DGS-3000-28XMP:admin#config name_server delete 10.10.10.1
Command: config name_server delete 10.10.10.1

Success.

DGS-3000-28XMP: admin#

31-3 config name_server timeout

OnucaHue
[JaHHas komaHga ucnosb3yeTcs Ans KOHPUrypauumn sHadeHns Tarim-ayta cepsepa DNS.

CuHTakcuc
config name_server timeout <sec 1-60>

MapameTpbl

<sec 1-60> — BBeAUTE MaKCMMa/lbHOe BPEMS OXMAaHNA OTBETa OT yKazaHHOIo cepBepa VMEH.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator, Operator nnu Power-User MOryT BbINO/HATb AAHHYO KOMaHAY.

Mpumep

YcTaHOBKa TaiiM-ayTa cepBepa UMeH Ha 10 cekyHf;
DGS-3000-28XMP:admin#config name_server timeout 10
Command: config name_server timeout 10

success.

DGS-3000-28XMP : admin#

31-4 show name_server

OnucaHue
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[aHHasi KomaHga npegHa3HadeHa AN 0To6pakeHnss Tekylmnx cepBepoB DNS 1 3HauveHus TaiiM-ayTa Ha
KomMMyTaTope.

CuHTakcuc
show name_server

MapameTpsbl
Her.

OrpaHuyeHus
HerT.

Mpumep
OTo6paxeHne Tekywmux cepeepoB DNS u 3HaueHns Taiim-ayTa:

DGS-3000-28XMP: admin#show name_server
Command: show name_server

Name Server Timeout: 10 seconds

Static Name Server Table:
Server IP Address Priority

10.10.10.10 Primary

Dynamic Name Server Table:
Server IP Address Priority

10.48.74.122 Primary

DGS-3000-28XMP : admin#

31-5 create host_name

OonucaHue
[aHHas komaHga ncnosb3yeTcs 415 Toro, YTobbl co34aTb CTaTMyeckoe NMs XocTa Ha KOMMYyTaTope.

CuHTtakcuc
create host_name <name 255> [<ipaddr> | <ipv6addr>]

MapameTpbl

<name 255> — BBeguTE MA XOCTa ANMHON A0 255 CMMBOSIOB.

<ipaddr> — BBegute IP-agpec xocTa.

<ipv6addr> — Beegute IPv6-agpec xocTa.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYIO KOMaHAy.

Mpumep
Co3pgaHuve cTaTMyeckoro UMeHu Xocta «www.example.com»:
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DGS-3000-28XMP:admin#create host_name www.example.com 10.10.10.10
Command: create host_name www.example.com 10.10.10.10

Success.

DGS-3000-28XMP: admin#

31-6 delete host_ name

OonucaHue

[aHHasi KomaHAa UCnosb3yeTcst ANs yAaNleHUsl C KOMMyTaTopa CTaTUYeckol Uam AMHAMUYECKO 3anucu ¢
MMEeHeM XocTa.

CuHTakcuc
delete host_name [<name 255> | all]

MapameTpbl

<name 255> — BeeguTe M XocTa ASIMHOM A0 255 cMMBONOB.

all — ykasbiBaerT, uTo GyayT yAasieHbl BCE MMEeHa XOCTOB.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
YnaneHue ctaTMyeckoi 3anmcu ¢ UMeHeM XocTa «www.example.com»:

DGS-3000-28XMP:admin#delete host_name www.example.com
Command: delete host_name www.example.com

Success.

DGS-3000-28XMP : admin#

31-7 show host_name

OonucaHue
[JaHHasi KomaHga npegHasHaveHa on1s oTodpaxeHUs TekyLwero cnmcka MMeH XOCTOB.

CuHTtakcuc
show host_name {static | dynamic}

MapameTtpbl

static — (onunoHanbHO) ByAyT 0TOBpaXaTbCA cTaTuyeckme 3anncu MMeH XoCToB.

dynamic — (onumnoHanbHO) ByayT 0TO6paXaTbCs GUHAMUYECKME 3annCcu NMEH XOCTOB.

OrpaHuyeHus
Her.
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Mpumep
OTobpaxeHne cTaTMyeckux n AMHaMMYeCcKuxX 3anucein MMeH XOoCTOB:

DGS-3000-28XMP:admin#show host_name
Command: show host_name

Static Host Name Table

Host Name ! wWww.example.com
IP Address : 10.10.10.10

Total Static Entries: 1

Dynamic Host Name Table

Total Dynamic Entries: @

DGS-3000-28XMP: admin#

31-8 enable dns_resolver

OnucaHue
JaHHaa komaHga ncnosb3yerca ang skaoveHna DNS Ha kommyTaTope.

CuHTakcuc
enable dns_resolver

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHs Administrator, Operator nnm Power-User MOryT BbINOMHATb AaHHYHO KOMaH4y.

Mpumep
BkitoueHne DNS Ha kommyTarope:

DGS-3000-28XMP:admin#enable dns_resolver
Command: enable dns_resolver

Success.

DGS - 3000 - 2BXMP : admin#

31-9 disable dns_resolver

OnucaHue
[JaHHas kKomaHga ucnonblyercs ansa otkaoveHns DNS Ha kommyTaTope.
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CuHTakcuc
disable dns_resolver

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBarenu ypoHs Administrator, Operator nnm Power-User MoryT BbINOAHATb AaHHYH0 KOMaHAy.

Mpumep
OtknoyeHne DNS Ha kommyTaTope:

DGS-3000-28XMP:admin#disable dns_resolver
Command: disable dns_resolver

Success.

DGS-3000-28XMP:admin#
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32. KomaHAabl npeaoTBpalleHnsa atak DoS

config dos_prevention dos_type [{land_attack | blat_attack | tcp_null_scan | tcp_xmasscan | tcp_synfin |
tcp_syn_srcport_less_1024 | ping_death_attack | tcp_tiny frag_attack} | all] {action [drop] | state [enable |
disable]}

show dos_prevention {land attack | blat attack | tcp_null_scan | tcp_xmasscan | tcp_synfin |
tcp_syn_srcport_less 1024 | ping_death_attack | tcp_tiny frag_attack}

config dos_prevention trap [enable | disable]

config dos_prevention log [enable | disable]

32-1 config dos_prevention dos_type

OnucaHue

KomaHga ucnonb3yeTcs A/1s BKAYEHUS U HACTPOWKM MexaHu3ma npeaoTepalleHns atak Denial-of-Service
(DoS Prevention). ConocTaBfieHne NakeToB Npu MCnosb3oBaHUK DoS prevention BbINOAHSAETCA annapaTHo.
[N Kak[oro TMna atakm cogepXxmnmoe naketa 6yaeT conocTaBiAaTbCA C onpeAeneHHbIM WabnoHoM.

CuHTakcuc

config dos_prevention dos_type [{land_attack | blat attack | tcp_null_scan | tcp_xmasscan |
tcp_synfin | tcp_syn_srcport_less_1024 | ping_death_attack | tcp_tiny_frag_attack} | all] {action
[drop] | state [enable | disable]}

MapameTpbl

land_attack — (onumoHanbHO) npoBepsieT, coBnagaeT /M agpec WCTOYHWKA C afpecoM HasHayeHus
npuHuMaemoro IP-naketa.

blat_attack — (onuuoHanbHO) MpoBepsieT, coBnagaeTr Nu MNOPT WCTOYHWKA C MNOPTOM Ha3HayeHus
npuHumaemoro TCP-nakeTa.

tcp_null_scan - (onuuoHanbHO) NPOBEPSiET, HE COAEPXMT /M npuHMMaembiin TCP-nakeT chnarm u
nopsiAkoBbIi HOMep (sequence number) 0.

tcp_xmasscan — (OnuyoHasibHO) NPOBEPSIET, COAEPXKUT W NpUHUMaemblin TCP-nakeT conarn URG, Push u
FIN.

tcp_synfin — (onumoHanbHO) NpoBepsieT, COAEPXUT /I npuHuMaeMblii TCP-naket donarn FIN n SYN.

tcp_syn_srcport_less_1024 — (onunMoOHasIbHO) NPOBEPSET, YTOObLI NOPT UcTo4HUKa TCP-nakeToB He 6bin
MeHbLe 1024.

ping_death_attack — (onuuMoHasibHO)  nNpoBepsieT, ABAAKTCA NN NPUHMMaeMble  NakeTbl
oparmeHTUpoBaHHbIMY ICMP-nakeTamu.

tcp_tiny_frag_attack — (onuvoHasibHO) npoBepsieT, ABAAKTCA M NakeTbl ManbiMu  hparMeHTamu
TCP-nakeTosB.

all — yka3biBaeT Bce Tunbl DoS-aTak.

action — (oNuMOHa/IbHO) YKa3blBaeT Ha BbINOMHEHNE CreAyloLero AeiCTBUSA NPy BKIYEHUM MeXaHu3ma
npepotspatleHns DoS-aTak.
drop — ot6pacbiBaTb nakeTbl DoS-arak.

state — (onuMoHaNbHO) yKasblBaeT CTaTyc MexaHu3ma npegotepalleHns DoS-atak.
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enable — Bk/lOUMTL MexaHn3m NpefoTBpaLleHns DoS-atak.
disable — oTkNOUNTL MeXaHN3M NpefoTBpaLleHns DoS-arak.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
BkoueHne mexaHusma npegorepatleHns DoS-atak gnsa atak land u blat ¢ geiictBuem drop (0T6pOCKTh):

DGS-3000-28XMP:admin# config dos_prevention dos_type land_attack blat_attack action drop
state enable

Command: config dos_prewvention dos_type land_attack blat_attack action drop state enable
Success.

DGS-3000-28XMP: admin#

32-2 show dos_prevention

OnucaHue

KomaHga ucnosnb3yetcsa Ans nonyyeHus nHdopmauun o pabote mexaHusma DoS Prevention, Bkaouvas
NMHbopMmaumo 0 cTatyce trap-coobweHunin (trap), XypHane cob6bituii (log), Tune DoS-aTak, crartyce
npefoTBpaLleHmns, COOTBETCTBYIOWEM OENCTBUN, €C/IM NpefoTBpaLleHme BKIIYEHO, a Takke UHopmaumo
0 cyeTymkax DoS-nakeTos.

CuHTakcuc
show dos_prevention {land_attack | blat_attack | tcp_null_scan | tcp_xmasscan | tcp_synfin |

tcp_syn_srcport_less_1024 | ping_death_attack | tcp_tiny_frag_attack}

MapameTpbl

land_attack — (onuroHaibHO) yKka3blBaeT 0TobpakeHe nHdpopmauumn o6 atake land.

blat_attack — (onunoHasnbHO) ykasbiBaeT oTobpaxkeHne nHgopmalmm o6 atake blat.

tcp_null_scan — (onynoHanbHO) ykasbiBaeT 0TobpaxeHne nHdpopmauum o TCP null scan.

tcp_xmasscan — (onuuoHasibHO) yKasbliBaeT oTobpaxkeHne nHgopmaumm o TCP Xmas scan.

tcp_synfin — (onunoHasibHO) yKasbiBaeT oTobpaxkeHne nHcgopmaumm o TCP SYN/FIN.

tcp_syn_srcport_less_1024 — (onuuoHasibHO) YyKasblBaeT OTo6paxeHne uHdopmauunm o TCP SYN
SrcPort less 1024.

ping_death_attack — (onunoHanibHO) yka3biBaeT 0Tob6paxkeHne nHdpopmauumn o6 atake ping of death.

tcp_tiny_frag_attack — (onuuMoHasbHO) YyKkasbiBaeT oOTObOpaxeHue wHdopMaumm 06 atake TCP tiny
fragment.

OrpaHuyeHus
Her.

Mpumep
OTob6paxeHne nHhopMaLmMm o ctTatyce npegoTepatleHma DoS-atak:
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DGS-3000-28XMP:admin# show dos_prevention
Command: show dos_prevention

Trap:Disabled Log:Disabled Function Version : 1.01

DoS Type State Action Frame Counts
Land Attack Enabled Drop -
Blat Attack Enabled Drop -
TCP Null Scan Disabled Drop -
TCP Xmas Scan Disabled Drop -
TCP SYNFIN Disabled Drop -
TCP SYN SrcPort Less 1024 Disabled Drop -
Ping of Death Attack Disabled Drop -

TCP Tiny Fragment Attack Disabled Drop -

B Quit [l Next Page [J Previous Page [ Refresh

32-3 config dos_prevention trap

OonucaHue
KomaHga ncnosnb3yeTcs A1 BK/IYEHUS U OTKIKYEHKs trap-coobueHnin gns DoS-atak.

CuHTtakcuc
config dos_prevention trap [enable | disable]

MapameTtpbl

enable — ykaxute onsa BkoveHus trap-coobLleHuii ana DoS Prevention.

disable — ykaxunTe gns otkoveHns trap-coobwenunii s DoS Prevention.

OrpaHuyeHus

TonbKo nosib3oBateny ypoBHa Administrator, Operator unv Power-User MOryT BbINOSHATL AaHHYO KOMaHAY.

Mpumep
OTkNtoueHMe trap-coobueHuin ana DoS Prevention:

DGS-3000-28XMP:admin# config dos_prevention trap disable
Command: config dos_prevention trap disable

Success.

DGS-3000-28XMP : admin#

32-4 config dos_prevention log

OonucaHue
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KomaHpaa no3BonsieT BKOUATb WM OTK/OUYUTbL PEerucTpauuio cobbiTuii B XypHane ansa dyHkuun DoS
Prevention.

CuHTakcuc
config dos_prevention log [enable | disable]

MapameTpbl

enable — BK/I1OUNTb TOTMPOBaHVE A5t NpefoTBpalleHust DoS-aTak.

disable — oTkNOUNTL NorMpoBaHune ans npefoTepatleHus DoS-aTak.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
BkitoueHve niormpoBaHusa ansa npegorepatteHns DoS-atak:

DGS-3000-28XMP:admin# config dos_prevention log enable
Command: config dos_prevention log enable

Success,

DGS - 3000 - 28XMP : admin#
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33. KomaHabl Energy Efficient Ethernet (EEE)

config eee ports [<portlist> | all] state [enable | disable]

show eee ports {<portlist>}

33-1 config eee ports

OnucaHue

[JaHHaa KomaHaa Ucnonb3yeTca NS BKOUEHWUS UM OTKMOUYeHUst dpyHKumM EEE Ha ykasaHHbIX noprax
KomMyTaTopa.

» MpumeyaHue: EEE 1 ERPS ABNS0TCA B3aMMOUCK/IIOHAOLWLMMU OYHKLUUAMMU.

L

CuHTakcuc
config eee ports [<portlist> | all] state [enable | disable]

MapameTpbl

<portlist> — BBegnTe AnanasoH NopToB 418 KOHpUrypauum.

all — ykasbIBaeT, UTo 6yayT CKOHIUIYPUPOBaHbI BCE NOPThI.

state — yka3blBaeT cocTtosiHve EEE. Mo ymonyaHuio oyHKUMS OTK/IIOYEHa.
enable — BktovaeT dyHkumo EEE ana ykaszaHHbIX NOPTOB.
disable — oTknouaet dyHkumio EEE ans ykazaHHbIX NOpTOB.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator nnm Operator MOryT BbINO/THATb AAHHYIO KOMaHAY.

Mpumep
BktoueHne EEE Ha noprtax 2-5:

DGS-3000-28XMP:admin#config eee ports 2-5 state enable
Command: config eee ports 2-5 state enable

Success.

DGS-3000-28XMP: admin#

33-2 show eee ports

OnucaHue
[JaHHas komaHga ncnonb3yeTcs A1s 0To6pakeHns cocTosaHNS yHkuun EEE Ha ykasaHHOM nopTy (-ax).

CuHTakcuc
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show eee ports {<portlist>}

MapameTpbl

<portlist> — (onuMoHaNbHO) yKas3biBAET CMNCOK NOPTOB /151 OTOOPaKEHMSI.

OrpaHuyeHus
Her.

Mpumep
OTob6paxeHne coctossHusA EEE:

DGS-3000-28XMP:admin#show eee ports
Command: show eee ports 1-6,9

1 Disabled
2 Enabled
3 Enabled
4 Enabled
5 Enabled
6 Disabled
9 Disabled

DGS-3000-28BXMP : admin#

1-6,9
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34. KomaHabl Ethernet Ring Protection Switching
(ERPS)

enable erps

disable erps

create erps raps_vlan <vlanid 1-4094>

create erps ring <string 1-32>

delete erps raps_vlan <vlanid 1-4094>

delete erps ring <string 1-32>

config erps version [g.8032v1 | g.8032v2]

config erps raps_vlan <vlanid 1-4094> [state [enable | disable] | ring_mel <value 0-7> | ring_port [west
[<port> | virtual_channel] | east [<port> | virtual_channel]] | rpl_port [west | east | none] | rpl_owner [enable |
disable] | protected_vlan [add |delete] vlanid <vidlist> | sub_ring raps_vlan <vlanid 1-4094> tc_propagation
state [enable | disable] | [add | delete] sub_ring raps_vlan <vlanid 1-4094> | revertive [enable | disable] |
timer { holdoff_time <millisecond O - 10000> | guard_time <millisecond 10 - 2000> | wtr_time <min 1-12>}

)

config erps ring <string 1-32> [ring_port [west [<port> | virtual_channel] | east [<port> | virtual_channel]] |
[add | delete] instance <value 1-16> | ring_type [major_ring | sub_ring] | ring_id <value 1-239>]

config erps instance <value 1-16> [state [enable | disable] | raps_vlan <vlanid 1-4094> | mel <value 0-7> |
rpl_port [west | east | none] | rpl_role [owner | neighbour | none] | [add | delete] sub_ring_instance <value 1-
16> | tc_propagation to instance <value 1-16> state [enable | disable] | timer [holdoff_time <millisecond O -
10000> | guard_time <millisecond 10 - 2000> | wtr_time <min 1-12>] | revertive [enable | disable] |
protected_vlan [add | delete] vlanid <vidlist>]

config erps log [enable | disable]

config erps trap [enable | disable]

erps clear instance <value 1-16>

erps force switch instance <value 1-16> ring_port [west | east]

erps manual switch instance <value 1-16> ring_port [west | east]

show erps {[ring <string 1-32> | instance <value 1-16> {sub_ring_instance} | raps_vlan <vlanid 1-4094>
{sub_ring}]}

34-1 enable erps

OnucaHue

[aHHasi koMmaHga ucnonb3yercsa Ans BKAUeHus yHkumm ERPS rno6anbHO Ha KommyTaTope. YkasaHHoe
KOMbLO OyAeT akTMBMPOBAHO MNPV M06asibHOM akTuBauum (PyHKUMM M akTUBaUUM Ha yKa3aHHOM KOsibLe
ERPS. Mo ymonyaHuio hyHKUMSA OTK/IHOUEHA.

FnobanbHO yHKUMA ERPS He MOXeT ObiTb BK/HOYEHA, €C/iM BK/IYEHO Kakoe-1mbo ERPS-konbuo
YCTPOIACTBA UMW HE BbINOJTHAKTCA Crieayoume ycrioBus:

Co3paH R-APS VLAN.

KonbLieBoi NopT aBnsieTcsa MapknupoBaHHbIM member-noptom R-APS VLAN.
Yka3aH RPL-nopt, ecnu BkntoveH PPL Owner.

RPL-MOPT He yKasaH kak BUPTYaJsTbHbIA KaHaJl.

e S
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) MpumeyaHue: EEE 1 ERPS aBNs0TCA B3aMMOUCK/IIOYAOLWUMN PYHKLMAMM.
CuHTtakcuc
enable erps

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYIO KOMaHAy.

Mpumep
BkntoueHne ERPS:

DGS-3000-28XMP:admin# enable erps
Command: enable erps

sSuccess.

DGS-3000-28XMP : admin#

34-2 disable erps

OonucaHue
[aHHas KomaHga ucnonb3yetcs ans oTkaveHns pyHkumm ERPS rnobasbHO Ha kKoMMyTaTope.

CuHTtakcuc
disable erps

MapameTtpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
OTkntoyeHne ERPS:

DGS-3000-28XMP:admin# disable erps
Command: disable erps

Success.

DGS-3000-28XMP: admin#
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34-3 create erps raps_vilan

OnucaHue

JaHHaa komaHga ucnosb3yetca ana cosgaHmsa R-APS VLAN Ha kommyTtartope. Tonbko ogHa R-APS VLAN
MOXET UCMob30BaTbes A1 nepegaqn R-APS coobLyeHuii.

'Y MpumeuaHue: R-APS VLAN pomkHa OblTb 3apaHee co3faHa C MOMOLLbI KOMaHAbI
\ create vlan.
CuHTtakcuc

create erps raps_vlan <vlanid 1-4094>

MapameTpsbl

<vlanid 1-4094> — Beeante VLAN ID, koTOopbIii 6yaeT HasHauyeH R-APS VLAN.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYIO KOMaHAy.

Mpumep
Co3paHue R-APS VLAN:

DGS-3000-28XMP:admin# create erps raps_vlan 4094
Command: create erps raps_vlan 4094

Success.

DGS-3000-28XMP:admin#

34-4 create erps ring

OonucaHue
[JaHHasi KomaHga ncnosb3yeTcs Ans co3aaHnst PU3NYeCcKoro KosbLa Ha KoMMyTaTope.

CuHTakcuc
create erps ring <string 1-32>

MapameTpbl

<string 1-32> — BBeanTEe UMs (PU3NYECKOrO KO/bLua. MakcumanbHO A0MyCTUMOE KO/IMYEeCTBO CUMBOJIOB B
UMeHn — 32.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
CospaHuve phm3nyeckoro Kosbua:
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DGS-3000-28XMP:admin#create erps ring major_ring
Command: create erps ring major_ring

Success.

DGS-3000-28XMP: admin#

34-5 delete erps raps_vlan

OonucaHue

JaHHas komaHpa ucnoneb3yetca gna ypaneHus R-APS VLAN. Ecnv yganeHa R-APS VLAN, 10 1 Bce
CBfi3aHHble C Heli MapameTpbl Takke OyayT yaasieHbl. [aHHas KOMaHga MOXET ObiTb BbINOMHEHA, TOMNLKO
ecnn ERPS-Ko/bLO HEeaKTMBHO.

CuHTakcuc
delete erps raps_vlan <vlanid 1-4094>

MapameTpbl
<vlanid 1-4094> — BeeanTe VLAN ID, Ha3HaueHHbIn R-APS VLAN.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
Ypanenue R-APS VLAN:

DGS-3000-28XMP:admin# delete erps raps_wvlan 4094
Command: delete erps raps_vlan 4094

Success.

DGS-3000-28XMP: admin#

34-6 delete erps ring

OnucaHue
[JaHHasi KomaHga ucnonb3yeTcs Ans yganeHns omsnyeckoro KosbLa kKommyTaropa.

CuHTtakcuc
delete erps ring <string 1-32>

MapameTpbl

<string 1-32> — BBeAuTEe UMA (PU3NYECKOTO KO/bLua. MakcumanbHO A0MyCTUMOE KO/IMYeCTBO CUMBOJIOB B
UMeHn — 32.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.
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Mpumep
YpaneHve o3nyeckoro KonbLua:

DGS-3000-28XMP:admin#delete erps ring major_ring
Command: delete erps ring major_ring

Success.

DGS-3000-28XMP : admin#

34-7 config erps version

OonucaHue

[JaHHas komaHga ucnosb3yeTcs Ansi HacTpoiikn Bepcumn ERPS.
G.8032v1 6bin BbinyweH ITU-T B ntoHe 2008 roga, a G.8032v2 6bin BbinyLleH despasie 2012 roga.

G.8032v2 obecneumBaeT cneqyowme NpenmyLLecTBa;

¢ ®usnyeckoe KosbLO NoadepXUBaAET HECKO/ILKO 3K3eMMIApoB (instances).

* [lopaepxmBatoTcs KomaHabl manual, force u clear.

e Apgpec HasHadeHuss Ring Automatic Protection Switching (R-APS) PDU otnpasnsertcsa
BMecTe ¢ ID Kosnbua Ha hm3ndeckoe KosbLo.

N3meHeHve Bepcun ERPS nepe3anycTut NpoToKos 1 6YAET akTUBHO TOJBKO KOJIbLIO MO YMOJ/TYaHMIO.

Ecnn Ha Ethernet-konbue cyuiecTByloT gBa u 6onee y3n0B, noggepxmsarwmx G.8032vl n G.8032v2,
LO/MKHbI BbITb COBMIOAEHBI CrIeayoLWMe HACTPOKM Ha ycTpoiicTee(ax) G.8032v2.

¢ Bce 3HaueHus ID un3anyecknx Konew Ao/MKHbI ObITb paBHbl 1. 3TO 3HAYEHME N0 YMONYaHuIo.
* Y OCHOBHOrO KofibLia 1 NoA-KoNbLia COeANHEHHbIX Y3/10B AOMKHbI ObITb pasHble R-APS VID.
¢ KomaHgbl manual switch nnm force switch He fO/MXHbI BbITb NOAKMHOYEHDI.

* Y (phm3nyeckoro kosbLa fo/HKeH ObITb TOIbKO OfMH 3K3eMNAsp.

Y3en RPL Owner fomkeH 6biTb 06HOBNEH A0 ERPSV2 paHblue Apyrux y3/ioB, BK/IOYEHHBIX B TO Xe KOJbLO
Ethernet.

CuHTakcuc
config erps version [g.8032v1 | g.8032v2]

MapameTtpbl

g.8032v1 — ykasbiBaeT ncnosnb3osaHne ERPSv1.

g.8032v2 — ykasbiBaeT ncnosnb3osaHne ERPSv2.

OrpaHuyeHus
Tonbko nosb3oBarenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
Mcnonb3oBaHne ERPSvI.:
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DGS-3000-28XMP:admin#config erps version ¢.8032v1l
Command: config erps version g.8032v1

success.

DGS-3000-28XMP:admin#

34-8 config erps raps_vlan

OnucaHue
[JaHHas komaHga ucnonb3yetcs ans Hactpoiikn ERPS R-APS VLAN.

MEL npeactaBnsier coboii ogHo M3 nonein B nakete R-APS PDU. Ecim CFM n ERPS ucnonb3ytoTtcs
oagHoBpemeHHo, R-APS PDU npuHumaeT ogHy 13 copm Ethernet OAM PDU. Monntrka paboTbl C Takumm
nakeTamm COOTBETCTBYET MOMUTUKE paboTbl C 0ObIYHbIMK NakeTamn Ethernet OAM PDU. Ecnu 3HauyeHne
nonsg MEL B R-APS PDU He Bbilwe, yem yposeHb MEP ¢ Tem ke VLAN Ha nopty kosnbua, R-APS PDU He
nepegaertcs B KOJbLO.

OrpaHuyYeHns NpPUMEHSIOTCA /1 NOPTOB, BK/IOYEHHbIX B TPYNMy arperMpoBaHusi. Mpynna arpermpoBaHust
MOXeT OblTb HaCTpoeHa Kak KosibLeBOW MOpT MNyTEM YyKasaHus master-nopta Ans nopra rpynnbl
arpermpoBaHusi. To/Ibko master-nopT MOXeT 6biTb yKasaH Kak KosibLeBol NopT. Ecnm ykasaHHasi rpynna
arperMpoBaHusl ygasieHa, master-nopT coxpaHsieT cTaTyC KofbLeBoro noprta. Ecnu konbueBoi nopt
HACTPOEH Ha BUPTYyas/lbHOM KaHasie, TO KO/bLlo, K KOTOPOMY MOAK/OUEH [aHHbIi NopT, 6yAeT cumtaTbes noa-
KO/bLIOM.

RPL port — Ha3Ha4aeT oanH 13 noptoB R-APS VLAN kak RPL-port. lns Toro, 4to6bl yaanuTtb nopt RPL 13
VLAN R-APS, ncnosnb3ayiiTe 3Ha4eHne none gas napametpa rpl_port.

RPL owner — yka3biBaeT y3en kak RPL Owner.

BupTyasibHbIli KaHan He MOXET ObiTb HacTpoeH kak RPL. Hanpvmep, ecnv konbLeBOi NOPT HACTPOEH Ha
BMPTya/lbHOM KaHane kak RPL-nopT, To 6yaeT oTo6paxeHo cooblieHne 06 owmbke 1 HacTpoika He 6yaet
BbINOSIHEHA.

R-APS VLAN He moxeT 6bITb 3awmweHHon (Protected) VLAN. 3awmweHHas VLAN MOXET ObiTb yxe
cozpganHoi VLAN nnm moxet ncnosnb3oBatbesa ans VLAN, koTopasi ewle He 6bina co3gaHa.

Hold-off timer — ncnonb3yetcs npu nepuoamnyeckn BO3HMKaKOLWMX cbosx B npouecce ERPS. Ecnn ysen
06HapYXXn/1 aBapuio Ha OAHOM M3 CBOMX COELAMHEHWIA, MOC/Ee YKa3aHHOIO B KOMaHAe NPOMeXyTka BpeMeHu
UM ByaeT oTnpaBfieHo coobLeHre 0 paspbiBe coeanHeHnst (R-APS BPDU c SF donarom).

Guard timer — ncnonb3yerca A8 3alWyUTbl Y3/10B KOJfbLa OT NoMyYyeHus yctapesBlwinx R-APS coob6LueHuii.
OTOT Taillmep Mcnonb3yeTcs ANns 3awuTbl npouecca KOMMyTaummn, B MOMEHT Korga aBapuiiHoe coeguHeHune
TONbKO BOCCTaHOBWOCL. Korga ysen O6HapyXvBaeT, YTO aBapuiiHOe CcOoefdVMHEeHWe BOCCTaHOBMWJ/IOCb, OH
oTcblnaer coobuleHne R-APS PDU c¢ NR dnarom u 3anyckaet Guard Timer. [Jo MCTeYeHMs1 AaHHOro
Talimepa Bce nosiydeHHble R-APS CcO0O6LLEHNS UTHOPUPYIOTCS AaHHbIM Y3/10M Kosbla. OgHako B cnyvae
ecnu 6bin NoslyyeH naket ns Tpex R-APS coo6LueHWiA, yKasblBaloLWMii Ha K3MEHEHNe TOMOI0rMn NoA-KonbLa
n HeobxoammocTb ouncTku (flush) FDB, BoccTaHOBNEHHOE COeAMHEHNE He ByaeT 610KMpoBaThCS.

Bpems pgaHHoro talimepa [O/MKHO ObiTb 60/bLIE, YEM MakCMMasibHas BO3MOXHAsA 3afepxka nepefauv, B
TeyeHune KoTopoi ogHo R-APS coobuieHne o6oiiaeT BCe KOMbLO.
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WTR timer — ncnonb3yeTtcs Ans npeaoTBpalleHnst 4yacToro nepeknioyeHns PL nopta, ecnvm coegnmHeHne Ha
KaKOM-TO y4yacTKe KO/ibLia O4Y4€Hb 4YacTO MEHSIET COCTOsiHMe. TailmMep ucnonb3yeTcs ToAbKo y3nom PRL
Owner 1 3anyckaeTtcsl, kak Tonbko RPL Owner nonydaeTr coobuieHne R-APS PDU c¢ NR chnarom. Mo
ncTeveHnn atoro Tarimepa RPL-nopt 3abnokupyetcs n yzen RPL Owner Ha4yHEeT oTnpaBnsiTb coobueHnsa R-
APS PDU c RB cbnarom.

PeBepcuBHbIiii pexum (Revertive mode) — npu BK/IYEHHOM PEBEPCMBHOM peXuMMe CoefuHeHne
BO3BpaLlLlaeTcs B UCxogHoe paboyee cocTosiHUe. Ecnin peBepcuBHbIA peXnM BbIK/HOUYEH, NOCE yCTpaHeHus
paspbliBa COeANHEHNIO paspeLleHo ucnosb3osarb RPL.

Mpu BkAOYEHHBbIX cTatycax global u ring ERPS 6yger akTMBMpoBaHO onpegesieHHoe konbuo. STP n LBD
JOMKHBI ObITb OTK/IHOYEHBI HA KOMbLEBbIX MOPTax, NPeXae YeM onpefesnieHHoe KobLo ByaeT akTMBMPOBaHO.

Konbuo MOXeT ObiTb akTMBMPOBAHO TO/IbKO mnocse co3gaHus R-APS VLAN um HacTpolikum MOpTOB Kosbua,
RPL-nopta 1 y3na RPL Owner. [JaHHble napamMeTpbl HE MOTYT 6bITb U3MEHEHbI MOC/Ie aKTMBaL KN KONbLaA.

[na rapaHTMM nNpaBubHOW PaboTbl MpW MNOAKAYEHMM Kombla M ERPS go/mkHbl ObiTb COOGMOAEHDI
cnepyowme ycroBus:

1. Co3zgaH R-APS VLAN.

2. KonbLeBoil NopT ABASETCA MapkmpoBaHHbIM member-noptom R-APS VLAN.

3. YkazaH RPL-nopt, ecnu BkntovyeH RPL Owner.

4. RPL-nopT He aBnaeTca BUPTyasibHbIM KaHau10M.

5. RPL-nopT ABMseTca master-nopToM, ec/iv OH BK/IHOYEH B Ipynny arpernpoBaHus.
CuHTtakcuc

config erps raps_vlan <vlanid 1-4094> [state [enable | disable] | ring_mel <value 0-7> | ring_port [west
[<port> | virtual_channel] | east [<port> | virtual_channel]] | rpl_port [west | east | none] | rpl_owner
[enable | disable] | protected_vlan [add |delete] vlanid <vidlist> | sub_ring raps_vlan <vlanid 1-4094>
tc_propagation state [enable | disable] | [add | delete] sub_ring raps_vlan <vlanid 1-4094> | revertive
[enable | disable] | timer { holdoff time <millisecond 0 - 10000> | guard_time <millisecond 10 - 2000> |
wtr_time <min 1-12>}(1)]

MapameTtpbl
<vlanid 1-4094> — seeante VLAN ID.

state — ykasblBa€eT BK/IlOUEHNE U/ OTK/THOYEHNE YKA3aHHOIO KO/bLia.
enable — yka3biBaeT BK/IlOUEHWE KOMbLLA.
disable — yka3biBaeT OTK/IOUEHME KOMbLA. DTO 3HAYEHME MO YMOTHYAHUIO.

ring_mel — ykasbiBaeT konbuo MEL dyHkuun R-APS. 3HauyeHne no ymonyaHuo — 1.
<value 0-7> — BBeguTe 3HavyeHune KonbLa MEL. jonycTuMbl 3Ha4eHns ot 0 0o 7.

ring_port — ykasbiBaeT NCMnosib3yeMblii KO/IbLEBOW NOPT.
west — yKa3bIBa€eT, YTO NMOPT UM BUPTYaslbHbIV KaHan ByAeT accoummpoBaTbCs C WeSt-NopToM.
<port> — BBEAMTE HOMEP MopTa.
virtual_channel — yka3biBaeT, 4To ¢ west-nopToM ByeT accouMMpoBaTbCs BUPTYasibHbIM KaHa.
east — yKasbIBa€eT, YTO NOPT UMK BUPTYaTbHbIN KaHan 6yeT accoumMmpoBaTbCs C east-nopTom.
<port> — BBEANTE HOMEp MNopTa.
virtual_channel — yka3biBaeT, 4To C east-nopTom 6yAeT accoLMNpPOBaTLCA BUPTYasibHbI KaHas.

rpl_port — yka3biBaeT ncnosnb3yemoli RPL-NopT.
west — yka3biBaeT west-nopt kak RPL-nopT.
east — ykasbIBaeT east-nopt kak RPL-nopr.
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none — ykasblBaeT oTcyTcTBMe RPL-nopta Ha gaHHOM y3/e. 3710 3Ha4yeHune no yMO/14aHuIo.

rpl_owner — yka3bIBaeT BKOYEHWE UK OTKoYeHne y3na RPL Owner.
enable — yka3biBaeT yCcTPoOCTBO kak y3en RPL Owner.
disable — ykasbIBa€eT, 4TO AaHHbI y3en He sBnsetrcsa RPL Owner. 3To 3Ha4YeHNe No yMO/THaHUIo.

protected_vlan — yka3biBaeT gobaBneHve nnu yganeHume sawuiieHHol rpynnsl VLAN.
add — ykasbiBaeT gobasneHne VLAN B 3awwmiieHHyto rpynny VLAN.
delete — ykasbiBaeT yganeHue VLAN 13 3awmweHHoi rpynnsl VLAN.
vlanid — ykasbiBaet VLAN ID ygansemoin nnn gobasnsemoii VLAN.
<vidlist> — BBeguTe cnmcok VLAN ID.

sub_ring — ykasbiBaeT HACTPOIKY NO4-KOMbLA.
raps_vlan — ykasbiBaeT R-APS VLAN.
<vlanid 1-4094> — BBegunTe ucnosnblyemsiii VLAN ID.
tc_propogation — ykasblBaeT pacnpocTpaHeHue yBeAOM/IEHWII 06 W3MEHEHWU TOMosorMK Mnog-
KoneLu.
state — ykasblBaeT BK/IOYEHME/OTK/IIOYEHME PaCMpPOCTPaHEHWS YBeAOMSEHWUA 06 W3MEHeHUM
ToMmosioruM NoA-koneL,
enable — ykasbiBaeT BK/IlOYEHME PACMPOCTPAHEHUS YBEAOM/IEHUA 06 M3MEHEHMU TOMOOMK
nog-koned,
disable — yka3blBaeT OTKNtOUEHNE pacnpoCTpaHEHUS YBEAOM/IEHWIA 06 MW3MEHEHMIN TOMOMNOMMK
nog-koned,

add - ykasbiBaeT gobas/ieHne npasuia pacnpocTpaHeHns yBegoMIeHN A 06 N3MEHEHMM TOMOIOTN.
delete — yka3biBaeT ygasnieHne npasuna pacnpocTpaHeHns yBeaoM/IeHnii 06 n3MeHeHUr TONoormu.
sub_ring — yka3biBaeT HACTPOIKM NoA-Ko/bLA.
raps_vlan — yka3biBaeT R-APS VLAN.
<vlanid 1-4094> — yka3biBaeT R-APS VLAN ID.

revertive — yka3sblBaeT BK/IHOUYEHME-OTK/HOYEHNS PEBEPCMBHOIO pexnma R-APS.
enable — yka3biBaeT BK/1lOUEHNE PEBEPCUBHOIO peXnma.
disable — yka3biBaeT OTK/IOUEHME PEBEPCUBHOIO peXMMA.

timer — yka3sblBaeT ncnosb3yemslin Taimep R-APS.
holdoff_time — ykasbiBaeT 3HauyeHune Talimepa holdoff gns R-APS. 3HauyeHne no ymonvaHuio
coctasnset 0 MUNNCEKYHA.
<millisecond 0 - 10000> — BBeAnTE BpPEMS B MUAINCEKYHAAX. [LOCTYNEeH Anana3oH 3Ha4YeHwi
ot 0 #o 100000 MUAANCEKYHS,
guard_time — ykasblBaeT 3HayeHue Talimepa guard ans R-APS. 3HayeHue N0 YMO/YaHMUKo
coctasnsaet 500 MUIIUCEKYHA,
<millisecond 10 - 2000> — BBeAMTe BpeMs B MuaancekyHaax. [JocTyneH gnanasoH 3HaYeHui
o1 10 o 2000 MUAAUCEKYHA,
wtr_time — yka3sbiBaeT 3HadeHune Taiimepa WTR gnia R-APS.
<min 1-12> — BBeguTe BpeMs B MuanncekyHgax. JocTyneH amanasoH 3HadeHuwin oT 1 go 12
MUHYT. 3HAYEHMNE NO YMO/THAHUIO COCTaBASAET 5 MUHYT.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
HacTtpoiika MEL ERPS-konbLa ansa ykasaHHoli R-APS VLAN:

DGS-3000-28XMP:admin# config erps raps_vlan 4094 ring_mel 2
Command: config erps raps_wvlan 4094 ring_mel 2

Success.

DGS-3000-28XMP : admin#
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HacTtpoiika noptoB ERPS-konbua ans ykasaHHoi R-APS VLAN:

DGS-3000-28XMP:admin# config erps raps_vlan 4094 ring_port west 5
Command: config erps raps_vlan 4094 ring_port west 5

Success.

DGS-3000-28XMP : admin#

HacTtpoiika yana RPL Owner ans ykasaHHoi R-APS VLAN:

DGS-3000-28XMP:admin# config erps raps_vlan 4094 rpl_owner enable
Command: confTig erps raps_vlan 4094 rpl_owner enable

Success.

DGS-3000-28XMP: admin#

HacTpoiika 3awuwieHHol VLAN s ykasaHHoi R-APS VLAN:

DGS-3000-28XMP:admin# config erps raps_vlan 4094 protected_vlan add vlanid 10-26
Command: config erps raps_wvlan 4094 protected_vlan add vlanid 10-2@

Success.

DGS-3000-28XMP : admin#

HacTtpolika ERPS-Taiimepos ans ykasaHHoii R-APS VLAN:

DGS-3000-28XMP:admin# config erps raps_vlan 4094 timer holdoff_time 180 guard_time 1000
wtr_time 10

Command: config erps raps_vlan 4094 timer holdoff_time 100 guard_time 1000 wtr_time 10
Success.

DGS-3000-28XMP: admin#

HacTtpoiika coctosiHus konbua ansa ERPS:

DGS-3000-28XMP:admin# config erps raps_vlan 4094 state enable
Command: config erps raps_vlan 4094 state enable

sSuccess.

DGS-3000-28XMP : admin#

34-9 config erps ring

OnucaHue
[JaHHas komaHga ncnosb3yeTcs A5 HacTpolikn konbua ERPS.

CuHTakcuc
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config erps ring <string 1-32> [ring_port [west [<port> | virtual_channel] | east [<port> |
virtual_channel]] | [add | delete] instance <value 1-16> | ring_type [major_ring | sub_ring] | ring_id
<value 1-239>]

MapameTpbl

<string 1-32> — BBeauTe UMSA (OU3NYECKOro Konbua. MakcvmasibHO Jonyctumas AnvHa umeHu — 32
cvmMBona.

ring_port — yka3biBaeT UCMob3yeMblid KO/IbLIEBO MOPT.
west — yka3blBa€eT, YTO MOPT UM BUPTYa/bHbIN KaHa ByAeT accoumumpoBaTbecs C West-nopToMm.
<port> — BBeuNTE HOMEp nopTa.
virtual_channel — yka3biBaeT, 4T0O C west-nopTom 6yeT accoLMMpoBaTbCa BUPTYasIbHbI KaHa.
east — yKasbIBaeT, 4TO NOPT UM BUPTYasibHbI KaHan ByaeT accoummpoBaTbes ¢ east-nopTom.
<port> — BBeMTe HOMep NopTa.
virtual_channel — yka3biBaeT, 4T0 ¢ east-nopTom 6yAeT accoummpoBaTbCs BUPTYasibHbIi KaHaJ.

add — yka3biBaeT gobaBneHne aKsemnasipa Kosbla.
delete — yka3biBaeT yganeHune ak3emnasipa KonbLa.
instance — ykasbiBaeT |ID sk3emnasapa KosnbLa.
<value 1-16> — BBeguTe 3k3emnaap. JonycTumbl 3HaveHus ot 1 o 16.

ring_type — yka3biBaeT Tvn KonbLa. JaHHblii napameTp UCMOoMb3yeTcs TONbKO B Bepcun ERPSv2.
major_ring — ykasbIBa€eT rnaBHOE KOsbLO.
sub_ring — yka3bIBaeT No4-KoMbLO.

ring_id — ykasbiBaet ID donsmueckoro KosbLa. JaHHbI napameTp MCnonb3yeTcs ToMbKo B Bepcun ERPSv2.
<value 1-239> — Beegute ID Kosbua. JonycTumbl 3HaveHus ot 1 go 239.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
HacTpoiika chnsnyeckoro KonbLa, KOToOpoe accouumpyeTtcs ¢ west-noptom 1:

DGS-3000-28XMP:admin#config erps ring erps_ring ring_port west 1
Command: config erps ring erps_ring ring_port west 1

Success.

DGS -3000- 28XMP : admin#

[o6aBneHne ak3emnsipa KonbLa:

DGS-3000-28XMP:admin#config erps ring erps_ring add instance 2
command: config erps ring erps_ring add instance 2

Success.

DGS-3000-28XMP : admin#

HacTpoliika Tuna o3nyeckoro KonbLa:
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DGS-3000-28XMP:admin#config erps ring erps_ring ring_type major_ring
Command: config erps ring erps_ring ring_type major_ring

Success.

DGS-3000-28XMP : admin#

I

acTpoiika ID damn3nyeckoro Konbua:

DGS-3000-28XMP:admin#config erps ring erps_ring ring_id 25
Command: config erps ring erps_ring ring_id 25

Success.

DGS-3000-28XMP : admin#

34-10 config erps instance

OnucaHue
[JaHHas komaHga ncnosb3yeTcs A5 HacCTpolikn ak3emnnspa ERPS.

OK3eMngp ykKasaHHOro Konbua OyaeT akTUBMpPOBaH NpU KCMNOMb30BaHUM napameTpa enable. MNepepg
akTuBauuen STP u LBD Ha nopTtax pm3nyeckoro KosbLa fO/MKHbI ObITb OTK/OUEHbI.

Konbuo He MOXET 6bITb akTMBUMPOBaHO A0 HasHavyeHnss R-APS VLAN 1 HacTpoiku KosbLeBbIX NopTos, RPL-
nopta 1 RPL Owner. [Nocne aktusauuun Konbua gaHHble napaMeTpbl HEBO3MOXHO U3MEHUTD.

[ns rapaHTMn nNpaBubHOK PaboTbl NPV BKIKYEHUN 3K3EMMSpa AO/MKHbI ObiTb COG/MIOAEHBbI Cneayouime
YCNOBUSI:

HasHaveH R-APS VLAN.

KonbLeBoi nopT aBnsieTcs mapknpoBaHHbIM member-noptom R-APS VLAN

Yka3zaH RPL-nopt, ecnv HazHavyeH RPL Owner uin RPL Neighbor.

STB wnun LDB Bk/I0YeHbl Ha OU3NYECKOM KOJbLEEBOM MOPTY.

JK3eMnasap  ABMASETCA  3K3eMMISAPOM  MOA-KOMbLA, HO BUPTYasbHbIA  KaHan He
CyLLeCTBYeT.

6. KonbueBoli NOPT, OTHOCALLMIACA K rpynne arpernpoBaHuns, ABNSETCA master-nopTom.

arMwnNPE

Ok3emnnap R-APS VLAN ncnonb3yetcs a1 nepegaqun R-APS coo6LeHNiA.

MEL npegctaBnsieTr coboii ogHo m3 noneil B nakete R-APS PDU. Eciim CFM n ERPS wucnonb3yorcs
ofHoBpemeHHo, R-APS PDU npuHumaeT ogHy 13 ¢opm Ethernet OAM PDU. MNMonntrka paboTbl C Takumu
naketamm COOTBETCTBYET NONUTUKE paboTbl ¢ 06bIYHbIMK NakeTamu Ethernet OAM PDU. Ecnu 3HayeHue
nona MEL B R-APS PDU He Bblwe, yem yposeHb MEP ¢ 1em xe VLAN Ha nopty konsua, R-APS PDU He
nepefaeTcs B KOMbLO.

RPL port — HasHauyaeT oAMH U3 NOPTOB 3k3emmnndpa kKonbua kak RPL-port. Ana yganeHus RP-nopta u3
3K3emn/spa Kosbla MCnosb3yinTe 3Ha4YeHne none Ans napamerpa rpl_port.

BupTyanbHblii KaHann He MOXET ObITb HacTpoeH kak RPL. Hanpumep, ecniv KonbLEBOW MOPT HACTPOEH Ha
BMPTYyas/lbHOM KaHasnie Kak RPL-nopT, To GyaeTr oTo6paxeHo cooblieHne 06 owmnbKe 1 HacTpoiika He 6yaeT
BbINOSIHEHA.
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Hold-off timer — ncnonb3yetcs npu nepuogmnyeckn BO3HMKaKWOLWMX cbosx B npouecce ERPS. Ecnn ysen
06HapYXXna aBapuio Ha OAHOM M3 CBOMX COELAMHEHWIA, MOC/e YKa3aHHOTO B KOMaHAEe NPOMeXyTka BpeMeHu
UM ByaeT oTnpaBfieHo coobLieHre 0 paspbiBe coegnHeHnsi (R-APS BPDU c SF donarom).

Guard timer — ncnosnb3yeTcsa 18 3aWuUTbl Y3/10B KOMbLA OT NonyyeHns yctapeBwmnx R-APS coobleHui.
JTOT Talimep MCNonb3yeTca AN 3allWTbl Npouecca KOMMyTauuM B MOMEHT Korga aBapuiiHoe coefuHeHue
TO/IbKO BOCCTaHOBW/IOCh. Korga y3en 0o6HapyXuBaeT, 4YTo aBapuiiHOoe COoefvHeHWe BOCCTaHOBWIOCb, OH
oTnpasnset coobuweHne R-APS PDU c¢ NR dnarom 1 3anyckaet Guard Timer. [Jo ucteyeHnss gaHHoOro
Taiilmepa Bce Mony4yeHHble R-APS COO6LLIEHUS UTHOPUPYIOTCA AaHHbIM y3M0M Kosbua. OgHako B cny4vae
ecnu 6bln1 nonyyeH naket n3 Tpex R-APS coobLueHwit, yka3biBatoLwmii Ha U3MEeHeHne Tono1I0rm NoA-KonbLua
n HeobxogumocTb ounctkn (flush) FDB, BoccTaHOBNEHHOE coefMHeHue He 6ynet 6nokuposaTbecs. Bpems
[aHHOro TaliMepa AO/MKHO ObiTb 60/bLUE, YEM MakCcumasibHas BO3MOXHas 3ajepxka nepegayu, B Te4eHne
KoTopoli ogHO R-APS coobLeHne o6oiaeT Bce KOMbLO.

WTR timer — ncnonb3yeTcs A1a npegoTBpalleHns 4acToro nepeknoyeHns PL nopTta, ecnn coeanHeHune Ha
KaKOM-TO y4yacTKe KO/ibLia O4Y4€Hb 4YacTO MEHSIET COCTOsiHMe. TailMep ucnonb3yeTcs TOoAbKo y3nom PRL
Owner 1 3anyckaeTtcs, kak Tonbko RPL Owner nonydaeTr coobuieHne R-APS PDU c¢ NR cnarom. Mo
ncTeveHnn atoro Tarimepa RPL-nopt 3abnokupyetcs n yzen RPL Owner Ha4yHeT oTnpaBnsiTb coobueHnsa R-
APS PDU c RB cbnarom.

PeBepcuBHbiii pexum (Revertive mode) — npu BK/IOYEHHOM PEBEPCMBHOM peXuMMe CoefuHeHne
BO3BpallaeTcd B UCXogHoe pabouyee cocTosiHMe. [ ycTpaHeHusi nepeboeB kKaHan Tpadimka
BOCCTaHaBNMBaeTcs No ncredeHun spemenn WTR-Talimepa. Ecnmn peBepCcuBHbI PEXUM BbIK/OUYEH, NOCne
yCTpaHeHns paspbiBa COoefuMHEHUI0 paspelleHo wucnonb3osBatb RPL. C yyetom ERPS pecypcebl
LelCTBYOWMX CPeACcTB nepefadn AaHHbIX MOryT ObiTb 60/1€€e ONTUMMU3MPOBAaHbI. B HEKOTOpbIX CrAy4dasx
LenecoobpasHo BepHYTbCA K AENCTBYHOLEeMY CpeAcTBy nepefadn, Kak To/bko OyayT [AOCTYMHbl BCe
KOSbLieBble COeANHEHMS.

DTO BbINOSHSETCH 3a CYET [OMOSHATENBHOIO paspbiBa COEAMHEHUs. B HeKoTopbiX cnydasix Het
NPEeMMyLLECTB B HEMeAJ/IEHHOM BO3BpaTe K AeliCTBYIOLMM CpeacTBaM nepefadun AaHHbIX. Mpy 3TOM MOXHO
136exarb BTOPOro paspbiBa, ec/i He BOCCTAHAB/IMBATL 3alUMTHOE NepekstyeHne.

3k3emnnsp R-APS VLAN He MOXeT siBNATbCS 3awmiieHHon VLAN.

CuHTakcuc

config erps instance <value 1-16> [state [enable | disable] | raps_vlan <vlanid 1-4094> | mel <value 0-
7> | rpl_port [west | east | none] | rpl_role [owner | neighbour | none] | [add | delete]
sub_ring_instance <value 1-16> | tc_propagation to instance <value 1-16> state [enable | disable] |
timer [holdoff_time <millisecond 0 - 10000> | guard_time <millisecond 10 - 2000> | wtr_time <min 1-
12>] | revertive [enable | disable] | protected_vlan [add | delete] vilanid <vidlist>]

MapameTpbl

<value 1-16> — BBeguTe ak3emnap. JocTyneH gnanasoH 3HavyeHunii ot 1 go 16.
state — yka3blBaeT BK/IIOUEHNE/OTK/TIOUEHME YKA3aHHOIo 3K3eMnaspa KonbLa.
enable — yka3blBaeT BK/IOUEHVE YKa3aHHOro 3Kk3eMnsispa KosnbLua.
disable - ykasbiBaeT BbIK/IHOUEHME YKA3aHHOIO 3K3eMMNsipa KosbLa. ITO 3HAYEHME MO YMOTHYAHUIO.

raps_vlan — yka3biBaeT R-APS VLAN ak3emnnspa.
<vlanid 1-4094> — Beegute VLAN ID, Ha3Hau€eHHbI 415 3Kk3emnasapa.

mel — yka3biBaeT 3HaueHme nonst MEL ans sksemnnsipa ERPS. 3HaueHne no ymonyaxmio — 1.
<value 0-7> — BBegunTe 3HadeHne nond MEL. [locTyneH agnana3oH 3Ha4deHuii ot 0 Ao 7.

322



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsemeix L2 kommymamopos TIK-300

rpl_port — yka3biBaeT ucnonb3yemblii RPL-nopT.
west — yKka3biBaeT west-nopt kak RPL-nopT.
east — ykasbiBaeT east-nopt kak RPL-nopr.
none — yka3blBaeT oTcyTcTBMe RPL-nopta Ha faHHOM y3/1e. 3TO 3Ha4YeHue Nno yMOoN4aHuio.

rpl_role — yka3biBaeT ponb RPL.

owner — yka3bIiBaeT yCTPOICTBO Kak y3en RPL Owner.

neighbour — ykasbiBaeT ycTpoicTBo kak y3en RPL Neighbor. JaHHbIii napameTp mcnosb3yeTcs
Tonbko gna ERPSv2.

none — ykasblBaeT OTCYTCTBME PO/ AAHHOIO y3/1a. 3TO 3HAa4YEeHUe N0 YMONYaHuIo.

add — ykasbiBaeT nogcoeguHeHve Noa-KonbLa K 3K3eMnaspy Kosbua.
delete — yka3blBaeT oTCOeAMHEHNE NOA-KO/bLA OT 3K3eMnasipa KosbLa.
sub_ring_instance — yka3sblBaeT 3K3eMnsp no4-KosbLa.
<value 1-16> — BBeguTe 3K3emMnasp.

tc_propogation — yka3sbiBaeT pacrnpocTpaHeHve yBeAOM/IEHWA 06 W3MEHEeHWM TOMOMOTMU 3IK3EMMNIAPOB
nog-konetl.
to instance — yka3sbiBaeT sk3emnnsap ERPS.
<value 1-16> — BeguTe 3k3eMnasp.
state — yka3sbiBaeT BK/IlOUEHVE/OTK/IUEHE PacnpoCTPaHeHMs yBEAOM/IEHW 06 N3MEHEHNM
TOMOJIOTUN 3K3EeMMNIAPOB MoA-KoseL,.

enable — yka3blBaeT BK/IHOYEHME pPaCNpPOCTPaAHEHUS] YBEAOMJIEHUA 06 W3MEHEHUU
TOMOIOrNN 3K3EMNNSIPOB NOA-KOMEL,
disable - ykasbiBaeT OTKIHOYEHME pPaCNpPOCTPaHEHUS YyBeAOMEHWIA 06 W3MEHEHUMN

TOMOJIOrMK NoA-Konew,

timer — ykasbiBaeT ncnosb3yemblii Tanvep R-APS.
holdoff_time — ykasbiBaer 3HaueHue Taivimepa holdoff ona R-APS. 3HayeHve Mo ymMO4aHuio
cocTasnisget 0 MUNNCEKYH.
<millisecond 0 - 10000> — BBeANTE BPEMS B MUAINCEKYHAAX. [OCTYNEH Anana3oH 3Ha4YeHwi
ot 0 £o 100000 MUNNNCEKYHA,
guard_time — ykasbiBaeT 3HayeHue Taimepa guard ans R-APS. 3HayeHve N0 YMONYaHuio
cocrtasnisietT 500 MUAANCEKYHS,
<millisecond 10 - 2000> — BBeAUTE BpeEMSA B MUAANCEKyHAaX. JOCTyneH Anana3oH 3HaueHwul
ot 10 go 2000 MUNNNCEKYHA,.
wtr_time — ykasblBaeT 3Ha4yeHune Taiimepa WTR gna R-APS.
<min 1-12> — BBeaMTe BpeMs B MuHyTax. [lOCTyneH AmanasoH 3HayeHuidi oT 1 Ao 12 MUHYT.
3HauyeHve No YyMO/TYaHUI0 COCTaBSAET 5 MUHYT.

revertive — yka3blBaeT BKNHOUEHNE/OTK/TIOUEHE peBePCUBHOIO pexnma R-APS.
enable — yka3biBaeT BK/IOUEHNE PEBEPCUBHOIO peXnmMa.
disable — yka3biBaeT oTK/Il0UEHNE PEBEPCUBHOIO pPEXMMA.

protected_vlan — yka3biBaeT gob6aBneHue nam yganeHve sawmieHHon rpynnsl VLAN.
add — ykasbiBaeT gobasneHne VLAN B 3awmieHHyto rpynny VLAN.
delete — ykasbiBaeT yganeHme VLAN u3 3awmuieHHoii rpynnbl VLAN.
vlanid — yka3biBaeT VLAN ID ygansiemoin nnn gobasnsemoit VLAN.
<vidlist> — BBeguTe cnucok VLAN ID.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator, Operator nnu Power-User MOryT BbINO/HATb AAHHYO KOMaHAY.

Mpumep
HacTpoiika cocTosiHus konbLa gns aksemnnsapa ERPS:
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DGS-3000-28XMP:admin#config erps instance 1 state enable
Command: config erps instance 1 state enable

Success.

DGS-3000-28XMP: admin#

Co3pgaHue sk3emnnsapa R-APS VLAN:

DGS-3000-28XMP:admin#config erps instance 1 raps_vlan 10
Command: config erps instance 1 raps_vlan 10

Success.

DGS-3000-28XMP: admin#

HacTpoiika MEL ak3emnnsipa ERPS-konbua ans cneunanbHoii R-APS VLAN:

DGS-3000-28XMP:admin#config erps instance 1 mel 2
Command: config erps instance 1 mel 2

Success.

DGS - 3000 - 28XMP : admin#

HacTpoiika RPL-nopTa ak3emnnspa ERPS-konbua:

DGS-3000-28XMP:admin#config erps instance 1 rpl_port west
Command: config erps instance 1 rpl_port west

Success.

DGS-3000-28XMP :admin#

HacTtpoiika ponn RPL ak3emnnspa ERPS-konbua:

DGS-3000-28XMP:admin#config erps instance 1 rpl_role owner
Command: config erps instance 1 rpl_role owner

Success.

DGS-3000-28XMP : admin#

HacTpoiika ak3emnnsipa nog-kosnbLa:

DGS-3000-28XMP:admin#config erps instance 1 add sub_ring_instance 2
Command: config erps instance 1 add sub_ring_instance 2

Success.

DGS-3000-28XMP :admin#

BkoyeHne nsmeHeHnsa Tononorum asis aK3emnsigpa nog-konbua:
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DGS-3000-28XMP:admin#config erps instance 1 tc_propagation to instance 2 state enable
Command: config erps instance 1 tc_propagation to instance 2 state enable

success.

DGS-3000-28XMP:admin#

HacTtpolika ERPS-TaiimepoB ans ak3emnnsipa 1.

DGS-3000-28XMP:admin#config erps instance 1 timer holdoff_time 500
Command: config erps instance 1 timer holdoff _time 500

Success.

DGS-3000-28XMP : admin#

HacTpoiika 3awuiieHHoli VLAN gnsa aksemnnspa 1:

DGS-3000-28XMP:admin#config erps instance 1 protected_vlan add vlanid 11-20
Command: config erps instance 1 protected_vlan add vlanid 11-20

Success.

DGS-3000-28XMP : admin#

34-11 config erps log

OnucaHue
[JaHHas komaHZa Ucnosb3yeTcs A5 HACTPOIKM QYHKLMK norpoBanns gnisa ERPS

CuHTakcuc
config erps log [enable | disable]

MapameTpsbl

enable — Bk/1lOUEHNE NOrMPOBaHKS.

disable — oTkntoueHne normposaHus. Mo ymonyaHuio PyHKLMSA OTK/IOUEHA.

OrpaHuyeHus

Tonbko nonb3oarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
HacTpoiika nornpoBaHus gns ERPS:

DGS-3000-28XMP:admin# config erps log enable
Command: config erps log enable

Success.

DGS-3000-28XMP : admin#
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34-12 config erps trap

OnucaHue
[JaHHasi KomaHga Ucnonb3yeTcs Ans BKAUEHUA trap-coobweHnii ans ERPS.

CuHTakcuc
config erps trap [enable | disable]

MapameTpsbl

enable — yka3biBaeT BK/IOYEHWE trap-COO6LLEHWIA.

disable — yka3biBaeT oTk/IH0UEHME trap-coobLueHuiA. Mo ymonyaHuio yHKLUS OTKOUEHa.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator, Operator nnu Power-User MOryT BbINO/HATb AAHHYO KOMaHAY.

Mpumep
HacTpoliika trap-coo6ueHunin gns ERPS:

DGS-3000-28XMP:admin# config erps trap enable
Command: config erps trap enable

Success.

DGS-3000-28XMP: admin#

34-13 erps clear instance

OonucaHue
[JaHHasi KomaHAa Ucnosb3yeTcs AN OYNCTKM aKTUBHOM TOKa/IbHOM KOMaHAbl aAMUHUCTpaTopa.

'y MpumeyaHne: faHHas KoMaHga MCNob3yeTcs TOMIbKO B Bepcun ERPSv2.
CuHTtakcuc
erps clear instance <value 1-16>

MapameTpbl

<value 1-16> — BBeguTe ak3emnasap. [JocTyneH anana3oH 3HadeHuii ot 1 o 16.

OrpaHuyeHus
Tonbko nosb3oBartenu ypoHsa Administrator, Operator nam Power-User MoryT BbINOMHATb AaHHYHO KOMaH4y.

Mpumep
Ouunctka ERPS-ak3emnnsapa 1.
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DGS-3000-28XMP:admin#erps clear instance 1
Command: erps clear instance 1

Success.

DGS-3000-28XMP : admin#

34-14 erps force switch instance
OnucaHue
ﬂ,aHHaFl KOMaHga WUCNonb3yeTcda AOsiAd HeMe,D,HEHHOﬁ 6I'IOKI/IDOBKI/I YKa3aHHOro Ko/sbueBOoro noprta

onpeneneHHoro aKksemmnaapa.

R MpumeyaHue: JaHHaA KOMaH4a UCMOMb3YEeTCA TOMbKO B Bepcun ERPSv2.

«

CunHTtakcuc
erps force switch instance <value 1-16> ring_port [west | east]

MapameTpbl

<value 1-16> — BBeauTe 3k3emMnAp. JocTyneH gmanas3oH 3HadeHuii ot 1 go 16.

ring_port — ykasbIBaeT UCMNO/b3yEMblii KONbLIEBOIA NOPT.
west — ykasbIBaeT 6/10KMPOBKY west-nopra.
east — ykasblBaeT G/10KMPOBKY east-nopra.

OrpaHuyeHus
Tonbko nonb3oBarenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
Bnoknposka east-nopra aksemnngapa 1:

DGS-3000-28XMP:admin#erps force switch instance 1 ring_port east
Command: erps force switch instance 1 ring_port east

Success.

DGS-3000-28XMP : admin#

34-15 erps manual switch instance
OnucaHue

[aHHas KomaHZa MCrnosb3yeTcs A/ Py4YHO G/IOKMPOBKM YKa3aHHOTO KOJIbLEBOrO MopTa OMpPeAesiEHHOMo
aK3emnapa, Ha KOTOPoM HacTpoeHa MS BO Bpemsi 6051 COeUHEHNS U NPU OTCYTCTBIM HacTpoek FS.
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R MpumeyaHue: faHHaA KOMaH4a NUCMosib3yeTcs TOoNbKO B Bepcun ERPSv2.
CuHTtakcuc
erps manual switch instance <value 1-16> ring_port [west | east]

MapameTtpbl

<value 1-16> — BBeguTe 3k3emnasap. [JocTyneH ananasoH 3HauyeHuii ot 1 o 16.

ring_port — yka3biBaeT NCMnosib3yeMblii KO/IbLLEBOW MOpPT.
west — yka3biBaeT 6/I0KMPOBKY west-nopra.
east — ykasbiBaeT 6/10KMpPOBKY east-nopra.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoBHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AaHHYHO KOMaHay.

Mpumep
Py4yHas 6nokvpoBka west-nopta ak3emnnspa 1:

DGS-3000-28XMP:admin#erps manual switch instance 1 ring_port west
Command: erps manual switch instance 1 ring_port west

Success.

DGS-3000-28XMP : admin#

34-16 show erps

OnucaHue

KomaHaa ncnonb3yetcs An18 npocMoTpa nHhopmaLuum o HacTpoiikax n pabote ERPS.

Crarycom KOmbLEBOro nopra MoxXeT ABnATbcA «Forwarding», «Blocking» nnm «Signal Fail». «Forwarding»
0O3HavaeT, 4YTo Tpadnk rotoB K nepepade. «Blocking» o3HauaeT, uTo Tpadmk 3abnokuposaH ERPS u c6oii
curHana He obHapyeH. «Signal Fail» o3HauyaeT, 4uTo 6bl1 06HapyeH cboii curHana n Tpadgmk ERPS.

RPL MOXeT 6bITb HACTPOeH kak «Owner», «Neighbor» or «None».

CuHTtakcuc
show erps {[ring <string 1-32> | instance <value 1-16> {sub_ring_instance} | raps_vlan <vlanid 1-
4094> {sub_ring}]}

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne nHgopmaymmn o ERPS:
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DGS-3000-28XMP:admin#show erps

Command: show erps

Global Status : Enabled

Log Status : Disabled

Trap Status : Disabled

Global version : G.8032v1l

Ethernet Ring : major_ring

West HC)

East HIO}

Ethernet Ring : erps_ring

West H

East HC)

Instance T2

Instance Status ! Disabled
Instance R-APS VLAN HC)

West : 1 (Forwarding)
East 1 @ (Forwarding)
RPL Port S

RPL Role : None

Protected VLANS

Instance MEL 1
Quit Next Page Next Entry B All

OTobpaxeHne HacTpoek ERPS R-APS VLAN:

DGS-3000-28XMP:admin#show erps raps_vlan 4094
Command: show erps raps_vlan 4094

Ethernet Ring : ring_4094

West 5

East ]

Instance 1

Instance Status : Disabled
Instance R-APS VLAN . 4094

West : 5 (Forwarding)
East : 0 (Forwarding)
RPL Port ]

RPL Role . Owner

Protected VLANs 1 10-20

Instance MEL 2

Holdoff Time : 100 milliseconds
Guard Time : 500 milliseconds
WTR Time : 5 minutes
Revertive Mode . Enabled

Current Instance State . Deactivated
DGS-3000-28XMP:admin#
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OTo6paeHns HacTpoek noa-konbua ERPS R-APS VLAN:

Command: show erps raps_vlan 4094 sub_ring

Instance 1

Sub-Ring instance TC Propagation State
5 Enable
6 Enable

DGS-3000-28XMP: admin#

DGS-3000-28XMP:admin#show erps raps_vlan 4094 sub_ring

OTo6paxeHne nHhopmaumm o hr3nyeckom KosnbLie:

DGS-3000-28XMP:admin#show erps ring erps_ring
Command: show erps ring erps_ring

Global Status : Enabled

DGS-3000-28XMP: admin#

Log Status : Disabled

Trap Status : Disabled

Global Version : G.8032vi

Ethernet Ring : erps_ring

West 1

East 1 0

Instance b2

Instance Status . Disabled
Instance R-APS VLAN 10

west : 1 (Forwarding)
East t 0 (Forwarding)
RPL Port HE

RPL Role . None

Protected VLANs

Instance MEL Hg !

Holdoff Time : @ milliseconds
Guard Time : 500 milliseconds
WTR Time : 5 minutes
Revertive Mode : Enabled
Current Instance State . Deactivated

OTo6paxeHne nHcopmaumm 06 skzemnspe 1:
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DGS-3000-28XMP:admin#show erps instance 1
Command: show erps instance 1

Instance 1

Instance Status . Disabled
Instance R-APS VLAN . 4094

West : 5 (Forwarding)
East 1 @ (Forwarding)
RPL Port I

RPL Role . Owner

Protected VLANS 1 10-20

Instance MEL 2

Holdoff Time : 100 milliseconds
Guard Time : 500 milliseconds
WTR Time : 5 minutes
Revertive Mode . Enabled

Current Instance State . Deactivated

DGS-3000-28XMP:admin#
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35. KomaHAab! hunbTpa

config filter netbios [<portlist> | all] state [enable | disable]

show filter netbios

config filter extensive_netbios [<portlist> | all] state [enable | disable]

show filter extensive_netbios

35-1 config filter netbios

OnucaHue
[JaHHas komaHga ucnonblyetcs Ans 6/1okmpoBky naketoB NetBIOS Ha ykasaHHbIX nopTax.

CuHTtakcuc
config filter netbios [<portlist> | all] state [enable | disable]

MapameTpbl

<portlist> — ykasblBaeT CNNCOK HacCTpanBaeMbIX NOPTOB.

all — ykasbIBa€eT, UTO B HACTpOlike 6yayT y4acTBOBaTb BCE MOPThI.

state — yka3biBaeT cTtaTyc domnbTpa naketoB NetBIOS.
enable — yka3biBaeT 6110kMpoBKy naketoB NetBIOS Ha ykasaHHbIX nopTax.
disable — yka3biBaeT gonyck naketoB NetBIOS uepes ykazaHHble NOPTbI.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator, Operator nnu Power-User MOryT BbINO/HATb AAHHYO KOMaHAY.

Mpumep
Hactpoiika cpunbtpa NetBIOS:

DGS-3000-28XMP:admin# config filter netbios 1-10 state enable
Command: config filter netbios 1-10 state enable

Success.

DGS-3000-28XMP : admin#

35-2 show filter netbios
OnucaHue
[JaHHas KkomaHfa ucnonb3yeTca A7 NpocMoTpa UHgopmaumm o ctatyce dunstpa naketos NetBIOS Ha

KOMMYyTaTope.

CuHTakcuc
show filter netbios
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MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTob6paXxeHne co3aaHHbIX Ha KommyTaTope thunsTpoB NetBIOS:

DGS-3000-28XMP:admin# show filter netbios
Command: show filter nethios

Enabled ports: 1-3

DGS-3000-28XMP: admin#

35-3 config filter extensive_netbios
OnucaHue
[aHHasi KomaHga Ucnosb3yeTcs A1s HaCTPOVKKM Ha KoMmyTaTope dunbrpaumy naketos NetBIOS B kagpax

802.3 Ha yKa3aHHbIX nopTrax.

CuHTakcuc
config filter extensive_netbios [<portlist> | all] state [enable | disable]

MapameTpbl

<portlist> — BBeagnTe CNNCOK HacCTpamBaeMbIX NMOPTOB.

all — ykasbIBa€eT, UTo B HACTPOIiKe ByayT y4acTBOBATb BCE NOPThI.

state — yka3bIBa€eT BK/IlOUEHNE NN OTKNOUEeHMe dmneTpaumm naketoB NetBIOS B kagpax 802.3.
enable — yka3biBaeT BK/IIOUEHNE PUBTPA.
disable — yka3sbiBaeT oTKNOYEHNE PUNBTPA.

OrpaHunyeHus
Tonbko nosb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AAaHHYH KOMaHAy.

Mpumep
HacTpoiika counetpa naketoB NetBIOS ot 802.3 kaapos:

DGS-3000-28XMP:admin# config filter extensive_nethios 1-10 state enable
Command: config filter extensive_netbios 1-10 state enable

Success.

DGS-3000-28XMP : admin#

35-4 show filter extensive netbios

OnucaHue
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[aHHasi KomaHga MCnonb3yeTcst s npocmoTpa uHdopmaumm o cTtatyce cumnbtpa naketoB NetBIOS B

Kagpax 802.3.

CuHTakcuc
show filter extensive_netbios

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne co3aaHHbIX unbTpoB Extensive NetBIOS:

DGS-3000-28XMP:admin# show filter extensive_netbios
Command: show filter extensive_netbios

Enabled ports: 1-3

DGS-3000-28XMP: admin#
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36. KomaHabl Filter Database (FDB)

create fdb <vlan_name 32> <macaddr> [port <port> | drop]

create fdb vlanid <vidlist> <macaddr> [port <port> | drop]

create multicast_fdb <vlan_name 32> <macaddr>

config multicast_fdb <vlan_name 32> <macaddr> [add | delete] <portlist>

config fdb aging_time <sec 10-1000000>

config multicast vlan_filtering_mode [vlanid <vidlist> | vlan <vlan_name 32> | all] [forward_all_groups |
forward_unregistered_groups | filter_unregistered_groups]

delete fdb <vlan_name 32> <macaddr>

clear fdb [vlan <vlan_name 32> | port <port> | all]

show multicast_fdb {[vlan <vlan_name 32> | vlanid <vidlist>] | mac_address <macaddr>}

show fdb {port <port> | [vlan <vlan_name 32> | vlanid <vidlist>] | mac_address <macaddr> | static |
aging_time | security}

show multicast vlan_filtering_mode {[vlanid < vidlist> | vlan <vlan_name 32>]}

36-1 create fdb

OonucaHue

[aHHas komaHga mcnosb3yeTcs A1 CO3[aHus cTatudeckon 3anucu B Tabnuue MAC-agpecoB (Tabnmupl
KoMmmyTaumn/FDB-Tab/mubl) o4HOA[PECHO pacchl/iku Ha ocHoBe nveHn VLAN.

CuHTtakcuc
create fdb <vlan_name 32> <macaddr> [port <port> | drop]

MapameTpbl

<vlan_name 32> - ykasbiBaeT umsa VLAN, cootsetctByioweii MAC-agpecy. Vima VLAN He MoOxeT
cofepxarb 6onee 32 CMMBO/OB.

<macaddr> - ykasbiBaeT MAC-agpec, KOTOpblii HeobxoAuMO [06aBUTb B CTaTUYECKYl Tabruvuy
KOMMYyTaLuu.

port — ykasbiBaeT HOMep nopTa, cooTseTcTBylowmini MAC-agpecy HasHaueHus. lMNMepepaya Tpaduka Ha
ykaszaHHOe yCTPOICTBO Bcerga OyaeT npoxoauTb Yepes aToT NopT.
<port> — BBeauTe Homep noprta, cootseTcTayowero MAC-agpecy HasHayeHus.

drop — yka3sbiBaeT Ha geiicTBue «drop» (0T6POCUTD).

OrpaHuyeHus
Tonbko nosb3oBartenu ypoHsa Administrator, Operator nam Power-User MoryT BbINOAHATb AaHHYHO KOMaH4y.

Mpumep
CosgaHue 3anvcy B Tabnuue ogHoagpecHbix MAC-aapecos:
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DGS-3000-28XMP:admin# create fdb default 00-00-00-00-081-02 port 5
Command: create fdb default 00-00-00-00-01-02 port 5

Success.

DGS-3000-28XMP : admin#

dunsTpaunsa ogHoagpecHoro MAC:

DGS-3000-28XMP:admin# create fdb default 90-00-00-080-01-02 drop
Command: create fdb default 00-00-00-00-01-02 drop

Success.

DGS-3000-28XMP: admin#

36-2 create fdb vlanlid

OnucaHue
[JaHHasi KomaHga WCnoMb3yeTcss ANs co3daHus cTaTuyeckoin 3anmcn B Tabnuue MAC-agpecoB
ofHOaApecHO paccbisikn Ha ocHoBe VLAN ID.

CunHTtakcuc
create fdb vlanid <vidlist> <macaddr> [port <port> | drop]

MapameTpsbl

<vidlist> — ykasbiBaeT VLAN ID, cootBeTcTBytOWmMin MAC-agpecy.

<macaddr> - ykasbiBaeT MAC-agpec, KOTOpblii HeobxoAMMO [06aBUTb B CTaATMYECKY Tabrvuy
KOMMyTaumm.

port — ykasblBaeT HOMep nopTa, cooTBeTcTBylowmin MAC-agpecy HasHaveHus. lNMepegava Tpadmka Ha
yKasaHHOoe yCTPOICTBO Bcerga byaeT NpoxoanTb Yepes 3TOoT NopT.
<port> — BBegMTE HOMEpP nopTa, cooreseTcTByoWwero MAC-agapecy HasHa4yeHus.

drop — ykasbiBaeT Ha gelictene «drop» (0T6pocuTh).

OrpaHuyeHus
Tonbko nonb3oBartenu ypoBHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AAaHHYHO KOMaHay.

Mpumep
CospgaHue 3anucy B Tabnmue MAC-afgpecoB 0fHOaAPECHOW PacChbIfku:

DGS-3000-28XMP:admin# create fdb vlanid 1 ©0-00-00-080-02-02 port 5
Command: create fdb wvlanid 1 00-0@-00-00-02-02 port 5

Success.

DGS-3000-28XMP:admin#

dunbrpauns MAC-agpeca ogHoafpecHol pacChiiku:
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DGS-3000-28XMP:admin# create fdb vlanid 1 ©0-00-00-00-02-82 drop
Command: create Tdb vlanid 1 00-00-00-00-02-02 drop

Success.

DGS-3000-28XMP : admin#

36-3 create multicast_fdb

OonucaHue

[aHHas KoMaHAa UCMo/b3yeTcs ANs CO3[JaHus cTaTMueckold 3anucy B Tabnuue MAC-aapecoB rpynrnoBoii
pPacchbISKu.

CuHTakcuc
create multicast_fdb <vlan_name 32> <macaddr>

MapameTpbl

<vlan_name 32> - BBegute umsa VLAN, B kotopoii Haxogutca MAC-agpec. Vima VLAN He moxet
cofepxarb 6onee 32 CMMBO/OB.

<macaddr> — BBegute MAC-agpec rpynnoBoi paccbiiikv, KOTOpbIi He06XoAMMO A06aBUTL B CTATUYECKYHD
Tab/mLy KoMmyTaunu.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator, Operator nnu Power-User MOryT BbINO/HATb AAHHYO KOMaHAY.

Mpumep
Cozpanue 3anucu MAC-agpeca rpynnoBoii paccbiikvi ans VLAN no ymosyaHuio;

DGS-3000-28XMP:admin# create multicast_fdb default 01-00-5E-00-00-00
Command: create multicast_fdb default ©1-00-5E-00-00-00

Success.

DGS-3000-28XMP : admin#

36-4 config multicast_fdb
OnucaHue
[aHHas KoMaHAa UCnonb3yeTca ANs HACTPONKM Tabnuubl koMMyTaumun MAC-aapecoB rpynnoBoi paccbifku

Ha KOMMyTarope.

CuHTtakcuc
config multicast_fdb <vlan_name 32> <macaddr> [add | delete] <portlist>

MapameTpbl

<vlan_name 32> - Beegute umsA VLAN, B kotopoit Haxogutcsa MAC-agpec. ma VLAN He MoxeT
cofepxarb 6onee 32 CMMBO/OB.
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<macaddr> — BBegute MAC-agpec, KOTopblIil 6yaeT Aob6aBneH nnv yaasieH u3 tTabnuubl KoMMyTaumu.

add — yka3biBaeT gobasneHne NOpToB B Tab/MLy KOMMYTaLMK rPYnnoBOi PacChIIKM.

delete — yka3blBaeT yaaneHne NopToB 13 TabnvLbl KOMMyTaLUK FPYNNOBOIA PacChIKM.

<portlist> — BBeguTe gnanasoH HacTpanBaembIX NMOPTOB.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
Job6asneHune 3anncn MAC-agpeca rpynnoBoii paccelsiku B VLAN no ymony4aHuio Ha noptel 1-5:

DGS-3000-28XMP:admin# config multicast_fdb default 01-00-5E-00-00-00 add 1-5
Command: config multicast fdb default 01-00-5E-00-00-00 add 1-5

Success.

DGS-3000-28XMP: admin#

36-5 config fdb aging_time

OonucaHue

[aHHas koMaHga ucnosib3yeTcs 418 HacTpoikn BpemeHn yctapeBaHns MAC-agpeca (aging time). Bpems
ycTapeBaHunsl BANSET Ha NpoLecc camMoobyyeHuss kommyTaropa. QuHamumyeckue 3anucu 6yayT yaasieHbl U3
Tabnuupl KommyTaumu, ecnn no MAC-agpecy 3Toi 3anMcu He OblNo ObpalleHnsi B TEYEHUEe yKalaHHOro
BpEMEHW.

Ecnu ykasatb cnvwKom 60/1bLLOe 3HAYEHVE BPEMEHWN yCTapeBaHUs, TO 3TO MOXET NPUBECTU K NOSABNEHUIO
ycTapeBWnx unu 60nee He CyLIECTBYIOLMX [AMHAMWYECKMX 3anuceil, 4To, B CBOK odepefb, MOXET
HeraTVBHO NOBAMATL Ha Npouecc npoaBwkeHns kagpos (forwarding). Ecnn xe ykasaH KOPOTKUIA NPOMEXYTOK
BPEMEHW, MHOTME 3annMcu MOryT ObiTb yAasnieHbl C/ULLKOM GbICTPO. DTO NPUBEAET K GO/bLUOMY KOMYECTBY
MOMy4YeHHbIX MaKeToB, YbW afpeca UCTOUYHUKOB HE MOrYT ObiTb HalifeHbl B Tabnuue KOMMyTauum, 1 Takum
obpa3oMm kKommyTaTop OyaeT TpaHCAMpPOBaTb MakeT Ha BCe MOPTbl, UTO 3HAYUTESIbHO CHWXaeT
paboToCnoCOB6HOCTL KOMMYyTaTOopa.

CuHTakcuc
config fdb aging_time <sec 10-1000000>

MapameTtpsbl

<sec 10-1000000> — BBeauTe BpeMsi ycTapeBaHusa 3anuceit ot 10 go 1000000 cekyHA. 3Ha4YeHue no
ymon4yaHuto — 30 cekyHz,.

OrpaHuyeHus
Tonbko nonb3osBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYO KOMaHAy.

Mpumep

HacTpoiika 3HauyeHuss 600 cekyHO O/11 BPEMEHM YycTapeBaHusi AMHAMWYECKUX 3anuceli B Tabnuue
KOMMYTaLWK:
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DGS-3000-28XMP:admin# config fdb aging_time 600
Command: config fdb aging_time 600

Success.

DGS-3000-28XMP : admin#

36-6 config multicast vlan_filtering_mode

OnucaHue
[aHHasi KomaHga NCNob3yeTcs A/1s1 HACTPOMKM pexuma unsTpaumMm MHoroagpecHsix naketos ans VLAN.
3aperncTpupoBaHHble rpynnbl 6yayT nepeaaHbl nopTam B MHOroagpecHol FDB-Tabnuue.

CuHTakcuc
config multicast vlan_filtering_mode [vlanid <vidlist> | vlan <vlan_name 32> | all]
[forward_all_groups | forward_unregistered_groups | filter_unregistered_groups]

MapameTpbl

vlanid — yka3biBaeT cnvcok HacTpanBaeMbix VLAN.
<vidlist> — BBegute cnmcok VLAN ID.

vlan — ykasbiBaeT umsa VLAN. ims VLAN He MoxXeT cofepxatb 6onee 32 CMMBOJOB.
<vlan_name 32> — Beegunte nms VLAN.

all — ykasbiBaeT HacTpoliky Bcex VLAN.

forward_all_groups - ykasbiBaeT nepegadvy 3apervcTpUpoBaHHbIX W HE3apErMcTpMpOBaHHLIX Py
3aeiicTBOBaHHLIM NopTaM ykasaHHoro VLAN, B KOTOpble NOCTYyNaeT MHOTroafpecHbIli Tpaduk.

forward_unregistered_groups — ykasblBaeT nepefayy He3aperucTpupoBaHHbIX Tpynn  BCEM
3a/encTBOBaHHbLIM NopTam ykasaHHoro VLAN, B KOTOpble NOCTynaeT MHOroaapecHblii Tpagiuk.

filter_unregistered_groups — ykasbiBaeT (huibTPaLMi0 HE3APErMCTPMPOBAHHbIX FPYm.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb SAHHYH KOMaHAY.

Mpumep
HacTpoiika pexvma dunstpaumy MHOToaZpecHblX MakeToB [/ BCEX He3aperncTpyupoBaHHbIX Tpymnn
MHoroagpecHoli paccolikm ans VLAN 200-300:

DGS-3000-28XMP:admin# config multicast vlan_filtering_mode vlanid 200-300
filter_unregistered_groups

Command: config multicast vlan_filtering_mode vlanid 200-300 filter_unregistered_groups

Success.

DGS-3000-28XMP : admin#

36-7 delete fdb

OonucaHue
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JlaHHas komMaHa 1Cnonb3yeTcsl ANs YAA/IeHUs] CTaTMYECKol 3anmcy u3 Tabnmubl KOMMYTaL UK.

CuHTakcuc
delete fdb <vlan_name 32> <macaddr>

MapameTpbl

<vlan_name 32> - Beegute mmsa VLAN, B kotopoii Haxogutcs MAC-agpec. Vima VLAN He MmoxeT
cofiepxarb 6osee 32 CMMBO/OB.

<macaddr> - BBeaute MAC-agpec rpynnoBoii paccbi/ikvi, KOTOPbIi HEO6XOAVMMO yAanuTb U3 Tabavubl
KOMMYyTaLuu.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb SAHHYH KOMaHAY.

Mpumep

YpaaneHue ctatnyeckoi 3anucu ns FDB-tabnuupbl:
DGS-3000-28XMP:admin# delete fdb default 00-00-00-00-01-02
Command: delete fdb default 00-00-00-00-01-02

Success.

DGS-3000-28XMP : admin#

36-8 clear fdb

OnucaHue

[aHHaa KomaHaa Ucnonb3yeTca ANs yAaNeHNst BCEX AMHAMUYECKM U3yueHHbIXx MAC-aapecoB U3 Tabnupl
KOMMYyTaLum.

CuHTakcuc
clear fdb [vlan <vlan_name 32> | port <port> | all]

MapameTpsbl

vlan — ykasbiBaeT yganeHue 3anmcu no ykazaHHomy nmeHn VLAN.
<vlan_name 32> — Beegute ums VLAN, B koTopoii Haxoautca MAC-agpec. Vims VLAN He MoOXeT
cogepxarb 6onee 32 CMMBO/OB.

port — ykasblBaeT yganeHue 3anmcu no ykasaHHoMy Homepy nopra.
<port> — BBegu1Te NMs noprta, cooTeeTcTaylolero MAC-agpecy HasHa4yeHus.

all — ykasbIBa€eT ygasieHme Bcex gnHamMmnyeckmx sanmcei n3 Tabavubl KOMMyTauuu.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoBHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AAaHHYHO KOMaHAy.

Mpuwmep
OumwieHve FDB-Tabnuubl OT BCEX AMHAMUYECKNX 3anunceid:

340



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

DGS-3000-28XMP:admin# clear fdb all
Command: clear fdb all

Success.

DGS - 3000 - 28XMP : admin#

36-9 show multicast fdb

OonucaHue
[aHHas komaHga ucnosnb3yeTcs ans npocmoTtpa FDB-Tabnuubl rpynnoBoi pacchisiku.

CuHTakcuc
show multicast_fdb {[vlan <vlan_name 32> | vlanid <vidlist>] | mac_address <macaddr>}

MapameTtpbl

vlan — (onumoHanbHO) ykasbiBaeT umsa VLAN, B koTopoli Haxoautcs MAC-aapec.
<vlan_name 32> — Beeaute nmsa VLAN. Nms VLAN He MoxXeT coepxaTb 6osee 32 CMMBOJOB.

vlanid — (onuuoHasbHO) yKasbiBaeT oTobpaxeHne 3anuceli gns VLAN, otobpaxeHHbix B cnvcke VID.
<vidlist> — BBeguTe cnuncok VLAN ID.

mac_address — (onuuoHasibHO) ykasbiBaeT MAC-agpec, 18 KOToporo 6yayT oTobpaxeHsl FDB-3anucu.

<macaddr> — Beegnte MAC-agpec.

Ecnun napameTpbl He yKasaHbl, 6yayT oTo6paxeHbl Bce FDB-3anncu rpynnoBoi PacChl/iKu.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne Tabnuupsl MAC-agpecos:

DGS-3000-28XMP:admin# show multicast_fdb
Command: show multicast_fdb

VLAN Name : default

MAC Address ! 01-00-5E-00-00-00
Egress Ports : 1-5

Mode : Static

Total Entries: 1

DGS - 3000 - 28XMP : admin#

36-10 show fdb

OonucaHue
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[aHHasi KomaHga ucnosb3yeTcs Ans otobpaxeHus Tekywein FDB-Tabnuupl ogH0aApecHOl pacChIisku.

CuHTakcuc

show fdb {port <port> | [vlan <vlan_name 32> | vlanid <vidlist>] | mac_address <macaddr> | static |
aging_time | security}

MapameTpbl

port — (onuMoHaNbLHO) yYKasbiBaeT 0TOOpakeHMe 3anncein AN ykasaHHoro nopra.
<port> — BBeANTE HOMEp MnopTa.

vlan — (onumoHanbHO) ykasblBaeT OTobGpaxeHue 3anucein Ansa ykaszaHHoro VLAN. Vivs VLAN He moxet
cofepxarb 6onee 32 CMMBO/OB.
<vlan_name 32> — BeegunTe nmsa VLAN.

vlanid — (onuuoHasnbHO) yKasbiBaeT oTobpaxeHue 3anuceli gnis VLAN us cnvcka VID.
<vidlist> — BBegute cnmcok VLAN ID.

mac_address — (OnuuoHasIbHO) yKa3blBaeT oTobpaxeHue ykasaHHoro MAC-azpeca.
<macaddr> — Beeante MAC-agpec.

static — (onunoHanbHO) 0TOBpaXKeHMEe BCEX MOCTOSAHHBIX 3anuceil.

aging_time — (onuuMoHanbHO) OTOGpaXeHMe BpemeHun YycTapeBaHnss MAC-afpecoB OAHOALPECHO
paccblku.

security — (OnuuoHasIbHO) YKasbiBaeT oOTOOpaxkeHme Bcex FDB-3anuceid, CcO34aHHbIX MOAYEM
6e3onacHoCTH.

Ecnu B kOMaHae He ykasaHbl napameTpbl, 6yayT oto6pakeHa FDB-Tabnuua oAHOaApECHOIN PacChIiKu.

OrpaHuyeHus
HerT.

Mpumep
OTo6paxeHne FDB-TabnumLbl:

DGS-3000-28XMP;admin# show fdb
Command: show fdb

Unicast MAC Address Aging Time = 308

VID VLAN Name MAC Address Port Type Status

1 default 00-01-02-03-04-00 CPU Self Forward
1 default PB-23-7D-BC-08-44 1 Dynamic Forward
1 default 00-23-7D-BC-2E-18 1 Dynamic Forward
1 default PO-26-5A-AE-CA-1C 1 Dynamic Forward
1 default 60-33-4B-C4-52-1A 1 Dynamic Forward

Total Entries: 5

DGS-3000-28XMP : admin#

OTo6paxeHne FDB-Tabnuupl moayns 6e30nacHoOCTH:
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DGS-3000-28XMP:admin# show fdb security
Command: show fdb security

VID MAC Address Port Type Status  Security Module

1 00-00-00-10-00-01 1 Dynamic Drop 802.1X

1 00-00-00-10-00-02 2 Static  Forward  WAC

1 00-00-00-10-00-04 4 Static Forward Port Security

1 00-00-00-10-DO-0A 5 Static Forward MAC-based Access Control
1 00-00-00-10-DO-06 6 Dynamic Drop Compound Authentication
Total Entries: 5

DGS-3000-28XMP :admin#

36-11 show multicast vlan_filtering_mode

OnucaHue
[JaHHas KkomaHga ncnonb3yercs AN8 NnpocMoTpa pexuma unstpaumm MHoroagpecHslx naketos anis VLAN.

é 'Y MpumeuaHue: yCTPOICTBO, NOAAEPXMBAIOLLEE PEXMM MHOroafpecHol dunsTpauum
\ VLAN, HEe MOXET OfHOBPEMEHHO MOAAEPXKMBATL PEXUM (PUALTpaL MK NOPTOB.
CuHTakcuc

show multicast vlan_filtering_mode {[vlanid < vidlist> | vlan <vlan_name 32>]}

MapameTpsbl

vlanid — (onumoHasibHO) yKasblBaeT CNMCOK HacTpamBaeMblx VLAN.
<vidlist> — BBeguTe VLAN ID.

vlan — (onumoHanbHo) ykasbiBaet ums VLAN. Vimst VLAN He MOXeT cogepxatb 6os1ee 32 cMMBO/IOB.
<vlan_name 32> — sBeeante nms VLAN.

Ecnu B kOMaHfe He yka3zaHbl napameTpsbl, OyayT 0TO6GpaxeHbl BCe HACTPOIKM MHOToaApecHon hnbTpaumm
Ha ycTpoiicTse.

OrpaHuyeHus
HerT.

Mpumep
OTobpaxeHne MHoroagpecHoro vlan_filtering_mode gna VLAN:
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DGS-3000-28XMP:admin# show multicast vlan_filtering_mode
Command: show multicast wvlan_filtering_mode

VLAN ID/VLAN Name Multicast Filter Mode

1 /default forward_unregistered_groups

DGS - 3000 - 28XMP : admin#
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37. KomaHabl Flash File System (FFS)

show storage_media_info

md {<drive_id>} <pathname>

rd {<drive_id>} <pathname>

cd {<pathname>}

dir {<drive_id>} {<pathname>}

rename {<drive_id>} <pathname> <filename>

del {<drive_id>} <pathname> {recursive}

erase {<drive_id>} <pathname>

move {<drive_id>} <pathname> {<drive_id>} <pathname>

copy {<drive_id>} <pathname> {<drive_id>} <pathname>

37-1 show storage_media_info

OonucaHue

[JaHHasi koMaHaa ucnonb3yeTcs A5t NPoCcMoTpa UHApOpMaLMM 0 SOCTYMHOM B CUCTEME HOCUTENe AaHHbIX.

VHdhopMaLmsa BKIOUYAET B CEOS HOMEP AMCKa 1 NAEHTUdNKALNI0 HOCUTENS.

CuHTakcuc
show storage_media_info

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne nHopmMaLm o HocuTene AaHHbIX:

DGS-3000-28XMP:admin# show storage_media_info
Command: show storage_media info

Drive Media Type Size Label FS Type

DGS - 3000-28XMP : admin#

37-2 md

OonucaHue
JaHHaa komaHga ncnosb3yercsa A co3gaHusa Kkartasora.
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CuHTakcuc
md {<drive_id>} <pathname>

MapameTpbl

<drive_id> — (onunoHasbHO) BBeguTe ID HocuTens.

<pathname> — BBeauTe UMS 1 NyTb A0 HOBOIO KaTasora. ECim nyTk He ykasaH B KomaHae, Katasor 6yaer
CO3/aH B TEKYLLEM KaTasiore.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator nnmn Operator MOryT BbINO/HATb AAHHYK0 KOMaHAY.

Mpumep
CospgaHue karanora:

DGS-3000-28XMP:admin# md c:/abc
Command: md c:/abc

success.

DGS-3000-28XMP:admin#

37-3rd

OonucaHue

[aHHasa komaHga Mcnonb3yeTcs AN yaaneHns karanora. Ecnv B katanore ecTb haiinbl, KOMaHaa He 6yaet
BbIMO/THEHA U MOSABUTCA COOOLLIEHME 06 OLLMOKE.

CuHTakcuc
rd {<drive_id>} <pathname>

MapameTpbl

<drive_id> — (onunoHanbHO) BBeauTe ID HocuTens.

<pathname> — BBeguTE UMSA 1 NyTb A0 KaTasiora Ans yaaieHus.

OrpaHuyeHus
Tonbko nonb3oBareny yposHA Administrator nnm Operator MOryT BbINO/THATL AAHHYIO KOMaHAY.

Mpumep
YnaneHuve katasiora:

DGS-3000-28XMP;admin# rd c:/abc
Command: rd c:/abc

Success.

DGS-3000-28XMP : admin#
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37-4 cd

OnucaHue

JaHHaa kKomaHga wucCnosib3ayeTca A1 CMeHbl Tekylero katasora. Katanor MOXHO CMEHUTb TOJIbKO Ha
Tekywlem Hocutene. Ecnu Tpe6yeTc;| CMEHUTb aKTMBHbIA KaTasor Ha Kartanor Ha Apyrom HocwuTersne,
H606XO,EI|I/IMO CHa4vaJsia NoOMEeHATb TEKyLLI'I/II‘/JI HOCUTEJIb Ha Hy)KHbII7I, a 3aremM CMeHUTb TeKyLU|l/II7I KataJsior.

CuHTakcuc
cd {<pathname>}

MapameTtpbl

<pathname> - (OI'ILI,VIOHa_I'IbHO) BBEAUTE MYTb N UMA KaTasiora, K KOToOpomy 6y,u,eT OCyLLEeCTBNATLCA OO0CTYI.

Ecnn napameTp He ykasaH, 6yayT OTOGpaXKeHbl TEKYLLMIA HOCUTENb U TEKYLLWIA KaTaslor.

OrpaHuyeHus
Her.

Mpumep
CwmMeHa KaTtaniora Ha Apyrow katasior uin oTobpaxeHne nNyTu K TEKyLEeMyY KaTanory:

DGS-3000-28XMP:admin# cd
Command: cd

current work directory: "/c:".

DGS-3000-28XMP : admin#

37-5 dir

OonucaHue
[JaHHas komaHga ucnosb3yeTcs A5 BbiBOAA CNMcKa BCeX (hai/ioB B KaTasiore HOCUTENS.

Ecnu nyTb He yka3aH B KOMaHAg, TO ByayT oToGpaXeHbl Bce dhalisibl Ha ykazaHHOM HocuTene. Ecnv Hu ogvH
napameTp He ykasaH, 6yayT 0TobpaeHbl haiisibl Ha TEKYLLEM HOCUTENE.

CuHTakcuc
dir {<drive_id>} {<pathname>}

MapameTtpsbl

<drive_id> — (onunoHansHo) BBeaguTe 1D HocuTens.

<pathname> — (onunoHanbHO) BBEAMTE NYTb N UMS KaTasiora w/wunm gaina, KoTopblii 6yAeT 0TOOPaKEH.
Ecnv nyTb He yka3aH B kKoMaHze, 6yaeT oTobpaxaTbCsl COAEPXKMMOE TEKYLLEro KaTasiora.
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OrpaHuyeHus
Her.

Mpumep
BbiBOA, cnucka ainnos:

DGS-3000-28XMP:admin# dir
Command: dir

Directory of /c:

Idx Info Attr Size Update Time Name
1 RUN(*) -rw- 5491536 2000/01/01 00:41:03 DES3200_RUNTIME_V4.00.014.had
2 CFG(™) -rw- 31142 2000/01/01 02:19:40 config.cfg
3 d--- 2000/01/01 00:00:16 system

29618 KB total (24127 KB free)
(*) -with boot up info (b) -with backup info

DGS-3000-28XMP: admin#

37-6 rename

OnucaHune
[JaHHaa komaHAa vcnosnb3yeTca AN nepevMeHoBaHua halina B dhainosoli cucteme. MNyTb (pathname)
ykasblBa€eT haiin, KOTopblii He06x0ANMO NepemmeHoBaTh, a uvs (filename) ykasbiBaeT HoBoe MMSA halina.

Ecnu ykasaH HEnosHblid NyTb, TO OH OTHOCUTCS K TeKylleMy KaTasiory Ha Hocutesne. MNepeMmeHOBaHHbIiA
thaiin ocTaeTcs B TOM Xe Katasiore.

CuHTakcuc
rename {<drive_id>} <pathname> <filename>

MapameTtpbl

<drive_id> — (onunoHasibHO) BBeauTe ID HocuTens.

<pathname> — (onynoHasibHO) BBEAUTE NyThb U UMSA haiisa, KOTOpbI HEO6X0AMMO NepenMeHoBaTb. Ecnn
nyTb HE YKa3aH B kKoMaHAae, dpaiin 6yaeT nepenMeHoBaH B TEKYLLEM KaTasiore.

<filename> — BBeagnTE HOBOE MMS (haiina.

OrpaHuyeHus
Tonbko nonb3oBarteny ypoHa Administrator nav Operator MOryT BbINO/HATL AaHHY0 KOMaHAy.

Mpumep
MepeumeHoBaHve daiina:
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DGS-3000-28XMP:admin# rename run.had runil.had
Command: rename run.had runi.had

Success.

DGS-3000-28XMP : admin#

37-7 del

OnucaHue

[aHHas komaHga Ucrnosnb3yetcst Ans U3NUECKOro Un «MSITKOTo» yaaneHus daina, a Takke ans yaaneHus
Katanora u ero cogepxumoro. Ecnn B ogHom katanore OyayT nocnefoBaTtesibHO «MATKO» yaaneHbl ABa
haiina € OAHMM WUMEeHeM, OyaeT CywecTBoBaTb TOMIbKO NOCAEAHWIA. YaaneHue, KOMMpoBaHue,
nepenmMeHoOBaHue 1 NepeMeLLeHne «MArko» yaaneHHbIx ainnos HEBO3MOXHO.

CucTtema oTNpaBUT 3anpoc, ABMSIETCS /N yKa3aHHbIA dpainn NporpaMmHbIM 0b6ecneyeHnem unmn 3arpy304HbIM
KOHpMrypaumoHHbIM cpaiiniom.

CunHTtakcuc
del {<drive_id>} <pathname> {recursive}

MapameTpbl

<drive_id> — (onunoHansHo) BBeaguTe 1D HocuTens.

<pathname> — BBeguTe NyTb U MMs haiina, KOTOpbIi HEOBXOAMMO yAaanUTb. ECnu nyTb He ykasaH B
KomMaHge, chaiin 6yaeT yaaneH U3 TekyLero Kkatasora.

recursive — (ONUMOHa/IbHO) YKa3biBaeT yAasieHe KaTasiora v ero CoaepXvnMoro, faxe ecnv B karasiore
€CTb oaiisbl.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator nnm Operator MOryT BbINO/THATL AAHHYIO KOMaHAY.

Mpumep
YpaneHue katasiora ¢ napaMmeTpom «recursive»:
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DGS-3000-28XMP:admin# dir
Command: dir

Directory of / c:

Idx Info Attr Size Update Time Name
1 drw- @ 2000/04/02 06:02:04 12
2 CFG(*) -rw- 29661 2000/04/01 085:54:38 config.cfg
3 RUN(*) -rw- 4879040 2000/03/26 03:15:11 BO19.had
4 d--- @ 2000/04/01 05:17:36 system

29618 KB total (24727 KB free)
(*) -with boot up info (b) -with backup info

DGS-3000-28XMP:admin# del 12 recursive
Command: del 12 recursive

Success.

DGS-3000-28XMP:admin# dir
Command: dir

Directory of / c:

Idx Info Attr Size Update Time Name

1 CFG(*) -rw- 29661 2008/04/01 85:54:38 config.cfg
2 RUN(*) -rw- 4879040 2000/03/26 03:15:11 BE19.had
3 d--- 0 2000/04/01 85:17:36 system

29618 KB total (24727 KB free)
(*) -with boot up info (b) -with backup info

DGS-3000-28XMP: admin#

37-8 erase

OonucaHue

[JaHHas komaHza ucnonb3yeTcs ans yganexnus cainna ns daiisioBoli CMcTeMsl.
Cuctema 0TnNpaBuT 3anpoc, SBSETCS /1M yKa3aHHbI haiin nporpaMMHbIM 06ecnevyeHneM Uy 3arpy30UHbIM
KOHpMrypaumoHHbIM dpaiiniom.

CuHTakcuc
erase {<drive_id>} <pathname>

MapameTpbl

<drive_id> — (onunoHasbHO) BBeguTe ID HocuTens.

<pathname> — BBeguTe NyTb U MMs haiina, KOTOpbIi HeOBXoAMMO yaanuTb. Ecnu nyTb He ykasaH B
KoMaHge, chalin 6yaeT yaaneH U3 TeKyLLEero katasiora.
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OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator nnmn Operator MOryT BbINO/HATb AAHHYH0 KOMaHAY.

Mpumep
YpaneHue dpainna:

DGS-3000-28XMP:admin# dir
Command: dir

Directory of /c:

Idx Info Attr Size Update Time Name

1 CFG(b) -rw- 29661 2000/04/02 B6:83:19 config2.cfg
2 CFG(*) -rw- 29661 2000/04/01 05:54:38 config.cfg
3 RUN(*) -rw- 4879040 2000/03/26 0©3:15:11 B019.had

4 d--- @ 2000/04/01 05:17:36 system

29618 KB total (24697 KB free)
(*) -with boot up info (b) -with backup info

DGS-3000-28XMP:admin# erase configZ.cfg
Command: erase config2.cfg

Success.

DGS-3000-28XMP:admin# dir
Command: dir

Directory of /c:

Idx Info Attr Size Update Time Name

1 CFG(*) -rw- 29661 2000/04/01 05:54:38 config.cfg
2 RUN(*) -rw- 4879040 2000/03/26 0©3:15:11 B019.had
3 d--- @ 2000/04/91 05:17:36 system

29618 KB total (24727 KB free)
(*) -with boot up info (b) -with backup info

DGS-3000-28XMP :admin#

37-9 move

OonucaHue

JaHHas KomMaHAa MCnosib3yeTcst Afsi nepemelleHns caiina B caiinoBoii cucteme. daiis He MOXET GbiTb

nepenMmeHoBaH BO BpeMs nepemMeLleHns.

CuHTakcuc
move {<drive_id>} <pathname> {<drive_id>} <pathname>

MapameTtpsbl
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<drive_id> — (onuuoHanbHO) BBeauTe ID HOCUTENsa AN UCXOAHOro doaiina.

<pathname> — BBeguTe NyTb 1 UMS (daiifa, KOTOPLIK HEOGXOAMMO NepemecTuTb. Ecnv nyTb He ykazaH B
KoMaHge, chaiin 6yaeT nepemelleH U3 TEKYLLIEro kaTtasiora.

<drive_id> — (onuuoHasnbHO) BBeanTe |D HOoCcUTENA ANs KOHeYHoro daiina.

<pathname> — BBeguTe NyTb U MMSA KOHeYHOro chavina. Ecnm nyTb He yka3aH B komaHge, hainn byaet
nepemMelleH B TEKYLLWIA KaTaslor.

OrpaHunyeHus
Tonbko nonb3oBareny yposHa Administrator nnn Operator MOryT BbINO/HATL SAHHYH KOMaHAY.

Mpumep
MepemeleHne thaiina 13 ogHoro Mecta ¢oainoBoi CUCTEMbI B Apyroe:

DGS-3000-28XMP:admin# move c:/log.txt c:/logl.txt
Command: move c:/log.txt c:/logl.txt

Success.

DGS-3000-28XMP : admin#

37-10 copy

OonucaHue
[aHHas komaHza ucnosnb3yeTcs Ans KonmpoBaHus haiina B Apyroe MecTto B ¢palifioBoii cucTeMme.

CuHTakcuc
copy {<drive_id>} <pathname> {<drive_id>} <pathname>

MapameTpsbl

<drive_id> — (onunoHanbHO) BBeanTe ID HOCcKTeNns As1s UCXogHoro daina.

<pathname> — BBeauTe NyTb U UMS haiina, KOTopbIA HE0BXOAUMO ckonupoBaTk. Ecnu nyTb He ykasaH B
KOMaHge, haiin 6yaeT CKonMpoBaH U3 TEKYLLEro Katasiora.

<drive_id> — (onunoHanbHo) BBeaMTe ID HOCUTENS A1 KOHEYHOoro dpaiina.

<pathname> — BBeaMTE MyTb U UMS KOHEYHOrO chaiina. Ecnm nyTb He ykasaH B KOMaHge, (painn yger
CKOMUPOBAH B TEKYLLMIA KaTasor.

OrpaHuyeHus
Tonbko nonb3oBarteny yposHa Administrator nam Operator MOryT BbINO/HATL AAHHYIO KOMaHAy.

Mpumep
KonuposaHue chaiina:

DGS-3000-28XMP:admin# copy c¢:/log.txt c¢:/logl.txt
Command: copy c¢:/log.txt c:/logl.txt

Success.

DGS-3000-28XMP : admin#
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38. KomaHabl Flex Link

create flex_link group_id <value> primary_port <port> backup_port <port>

delete flex_link group_id <value>

show flex_link {group_id <value>}

38-1 create flex_link group_.id
OnucaHue
[aHHasi komaHga MCnosb3yeTcst Ansa cos3gaHus cBasku flex-link n HasHauyeHust NopTy MM mMacTep-nopTy us
rpynmnbl arpernpoBaHHbIX KaHa0B PO/lb OCHOBHOIO UMK pe3epBHOro nopTa B cBs3ke flex-link.
e MpumeuaHue: Flex Link He B3anmogeiicteyeT ¢ STP nam LBD.
CuHTtakcuc

create flex_link group_id <value> primary_port <port> backup_port <port>

MapameTpsbl

<value> — Beegute ID cBsA3ku flex-link. JocTynHbl 3Ha4eHns ot 1 o 4.

primary_port — Ha3Ha4YaeT NopTy Uan MacTep-nopTy posib OCHOBHOTO nopta B cBaske flex-link.
<port> — BBeANTE OCHOBHOI NOPT B cBA3Ke flex-link.

backup_port — HazHayaeT nopTy WM MacTep-nopTy Posib pe3epsBHOro nopta B cBsA3ke flex-link
<port> — BBeanTe pe3epBHbIii NopT B cBsA3ke flex-link.

OrpaHuyeHus
Tonbko nonb3oBarenu ypoHs Administrator, Operator nam Power-User MOryT BbINO/HATb AaHHY0 KOMaHay.

Mpumep
CosgaHue cBsAskm flex-link:

DGS-3000-28XMP:admin#create flex_link group_id 1 primary_port 1 backup_port 2
Command: create flex_link group_id 1 primary_port 1 backup_port 2

Success.

DGS-3000-28XMP:admin#

38-2 delete flex_link group_id

OnucaHue
JaHHas komaHaa uvcnosnb3yetcs Aansa yaaneHnsa ceasku flex-link. Mpu yganeHuu rpynnbl arpernpoBaHHbIX
KaHas10B MacTep-nopT 3TOW rpynnbl OCTAETCA OCHOBHbLIM WU/ Pe3epBHLIM NOPTOM cBA3KM flex-link. .
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CuHTakcuc
delete flex_link group_id <value>

MapameTpbl

<value> — Beegute ID cBa3ku flex-link. JocTynHbl 3Ha4eHus oT 1 ao 4.

OrpaHuyeHus

Tonbko nonb3oBarenu yposHa Administrator, Operator unu Power-User MOryT BbINOHATb AAaHHYI0 KOMaHAy.

Mpumep
YpaneHue cBsasku flex-link:

DGS-3000-28XMP:admin#delete flex_link group_id 1
Command: delete flex_link group_id 1

Success.

DGS-3000-28XMP :admin#

38-3 show flex_link

OnucaHue
[JaHHasi KomaHga ucnonblyetcs Ans npocmoTtpa HacTpoek Flex Link.

CuHTakcuc
show flex_link {group_id <value>}

MapameTpbl

group_id — (onuuoHansHo) ykasbiBaeT ID ceasku flex-link.
<value> — BBegute ID cBa3ku flex-link. JocTynHbl 3HaueHns oT 1 ao 4.

OrpaHuyeHus
HeT.

Mpumep
OTobpaxeHne HacTpoek Flex Link:

DGS-3000-28XMP:admin#show flex_link
Command: show flex_link

Group Primary Port Backup Port Status(Primary/Backup)
1 1 2 Inactive/Inactive

Total Entries:i

DGS-3060-28XMP: admin#
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39. KomaHgb! Gratuitous ARP (6ecnpuunHHblivi ARP)

config gratuitous_arp send ipif_status_up [enable | disable]

config gratuitous_arp send dup_ip_detected [enable | disable]

config gratuitous_arp learning [enable | disable]

config gratuitous_arp send periodically ipif <ipif_name 12> interval <value 0-65535>

enable gratuitous_arp {ipif <ipif_name 12>} {trap | log}(1)

disable gratuitous_arp {ipif <ipif_name 12>} {trap | log}(1)

show gratuitous_arp {ipif <ipif_name 12>}

39-1 config gratuitous_arp send ipif_status_up

OnucaHue

JaHHas komaHaa mcnosnb3yetcsa AN BKAKYEHUA/OTKIYEHUS oTnpaBkyu naketoB ARP Request, korga IP-
nHTEpenc HaxoAWTCA B COCTOSHUM «up». [laHHble MakeTbl aBToMarudeckn coobwawTt IP-agpec
nHTepdeica gpyrum ysnam. Mo ymonyaHuio yHKUMA NOAK/IOUEHA U TPAHC/IMPOBAaTLCA ByAEeT TOMbKO OAMH
naket Gratuitous ARP.

CuHTakcuc
config gratuitous_arp send ipif_status_up [enable | disable]

MapameTtpsbl

enable — ykasbiBaeT Bk/OYEHME OTNpaBku naketoB Gratuitous ARP, korga IP-uHTepdeiic Haxogutcs B
COCTOAHUN «Up».

disable — ykasbiBaeT oTKNtO4EHNE OTMpaBkM naketoB Gratuitous ARP, korga IP-uHTepdelic HaxoguTcs B
COCTOAHNN «Uup>.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator v Power-User MOryT BbINOHATL AAaHHYI0 KOMaHAy.

Mpumep
MogknoyeHre oyHKUMKM oTnpasku naketos ARP Request npu ctaH4apTHbIX YC/I0BUAX:

DGS-3000-28XMP:admin# config gratuitous_arp send ipif_status_up enable
Command: config gratuitous_arp send ipif_status_up enable

Success.

DGS-3000-28XMP : admin#

39-2 config gratuitous_arp send dup_ip_detected

OonucaHue
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[aHHasi KomaHAga MCMosb3yeTcs ANs BKNHOYEHMA/OTKIUEHMA OoTnpaBky naketoB ARP Request B cnydvae
ayonuposaHus |IP-agpecoB. 3TO 03Ha4aeT, 4To cuctema nonayumna naket ARP Request ¢ IP-agpeca,
coBnagatollero ¢ IP-agpecom camoli cuctemsl. Takum 06pasom, cnucteme 6yaeT M3BECTHO, YTO CyLLecTByeT
06bEKT € KOHnmkTyowmum IP-agpecom. s yCTaHOBMEHUS KOPPEKTHOro y3na C AdaHHbiM IP-agpecom
cuctema MOXeT oTnpaBuTh Naket ARP Request Ha y3en ¢ cosnagarowum IP-agpecom.

CuHTakcuc
config gratuitous_arp send dup_ip_detected [enable | disable]

MapameTpbl

enable — yka3biBaeT Bk/OUeHMe OTrNpaBku naketoB Gratuitous ARP B cnyyae gy6nvposaHus IP-agpecos.
Mo ymonuyaHuio AaHHbIVi CepBUC BKITHOYEH.

disable — yka3sbiBaeT oTKNOYEHME OTNPaBkK NnakeToB Gratuitous ARP B cnyyae gy6nuposaHus IP-agpecos.

OrpaHuyeHus
Tonbko nosb3oBarenu ypoHs Administrator, Operator nnam Power-User MOryT BbINO/HATb AaHHY0 KOMaHay.

Mpumep
BkntoueHune otnpaskn naketoB ARP Request B cnyyae gyo6nupoBaHust IP-aapecos:

DGS-3000-28XMP:admin# config gratuitous_arp send dup_ip_detected enable
Command: config gratuitous_arp send dup_ip_detected enable

Success.

DGS-3000-28XMP:admin#

39-3 config gratuitous_arp learning

OnucaHue

JaHHas KomaHza ucnosb3yeTcs A7 HaCcTponkm pyHKumn 3anoMuHaHua Gratuitous ARP. o ymonyaHuto
cucTtemMa 3anoMuHaeT Tosibko nakeTbl ARP Reply n ARP Request, kotopble 3anpawmsatT MAC-agpec,
CcooTBEeTCTBYOWMIA IP-agpecy cuctembl. [JaHHas KomaHga Mcnosb3yeTca Ans 3anoMuHanua ARP-3anucu B
ARP-K3lLle Ha 0OCHOBE NOoJTydYeHHbIX NakeToB. Y oTnpasneHHbiXx ARP-nakeToB IP-agpec UCTOYHMKA coBnajaeT
¢ IP-agpecom wno3a. MNocne npumMmeHeHUss KOMaHabl cucteMa 6yAeT He TO/IbKO 3arnoMUHaTbL HOBbIE 3aruciy,
HO 1 06HOBNATL ARP-Tab/MLy npy nosyvyeHnn HoBbiX ARP-NakeTos.

CuHTakcuc
config gratuitous_arp learning [enable | disable]

MapameTpsbl

enable — ykasbiBaeT Bk/YeHMe 3anomuHaHus ARP-3anuceid npu nonydeHun ARP-naketoB. [lo
YMONUYaHWIO JaHHbIVi CepBUC BKJTIOYEH.

disable — yka3biBaeT oTkA0UeHME 3anoMuHaHnsa ARP-3anncein npu nonyyeHnn ARP-nakeTos.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHa Administrator, Operator nnam Power-User MOryT BbINOAHATb AaHHY0 KOMaHay.

Mpuwmep
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BkntoveHue pyHkumMmM 3anommnHaHma Gratuitous ARP:

DGS-3000-28XMP:admin# config gratuitous_arp learning enable
Command: config gratuitous_arp learning enable

sSuccess.

DGS-3000-28XMP: admin#

39-4 config gratuitous_arp send periodically

OnucaHue
[JaHHas koMaH4a UCnosib3yeTcs A1 HACTPONKM BPEMEHHOTO MHTEpBasia Mexay NMOBTOPHbIMW OTNpaBKamm
naketos ARP Request.

CuHTakcuc
config gratuitous_arp send periodically ipif <ipif_name 12> interval <value 0-65535>

MapameTpbl

ipif — ykasbiBaeT nmsa IP-nHTepdeiica 3-ro ypoBHs.
<ipif_name 12> — Beegute ums IP-uHTepdelica. MakcumasibHO [OMYyCTUMOE KONMYeCTBO CMMBOJIOB B
NMeHn — 12.

interval — yka3biBaeT f/IMHy HTepBasia B cekyHaax. 0 o3HayaeT, UTo nakeTbl Gratuitous He 6yayT NOBTOPHO
oTnpasneHbl. 3Ha4YeHre no ymondaxuio — 0.
<value 0-65535> — BBeauTe BpeMEHHOI nHTepBas. [OCTyneH AnanasoH 3HadeHuii oT 0 go 65535
CEeKYH/.

OrpaHuyeHus
Tonbko nosb3oBareny ypoHs Administrator, Operator nnam Power-User MOryT BbINO/HATb AaHHY0 KOMaHay.

Mpumep
HacTtpoiika mnHTepBania mexay oTnpaBkoil naketoB Gratuitous ARP co 3HadeHuem 5 cekyHg ansa IPIF
System:

DGS-3000-28XMP:admin# config gratuitous_arp send periodically ipif System interval 5
Command: confilg gratuitous_arp send periodically ipif System interval 5

Success.

DGS-3000-28XMP: admin#

39-5 enable gratuitous_arp

OonucaHue

[JaHHas komaH4a Ncnonb3yeTcs A5 BKAYeHUs trap-coobuwennii (trap) n normposanus (log) ans Gratuitous
ARP. Tpn o6HapyxeHus ownbok OyayT co3faHbl 3anucu B XXypHasle U OTMpaB/ieHbl yBELOMJIEHMS
agmuHucTpartopy. o ymonyaHuio trap-coobLeHnst OTKMIOYEHbI, a JIOTPoBaHWe BK/THOUEHO.

CuHTakcuc
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enable gratuitous_arp {ipif <ipif_name 12>} {trap | log}(1)

MapameTpbl

ipif — (onuuoHanbHO) ykasbiBaeT uMs IP-nHTepdeiica 3-ro ypoBHs.
<ipif_name 12> — Beegute ums IP-uHTepdelica. MakcumasibHO [ONyCTUMOEe KONMYeCcTBO CMMBOJIOB B
NmeHn — 12.

trap — yKa3bIBaeT BK/IlOYEHne tl’ap-COO6UJ,eHI/II7I.

Iog — YKa3bIBa€T BK/1HOHEHNE JTOTMPOBAaHUA.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator unv Power-User MOTryT BbINOSHATb AAaHHYI0 KOMaHay.

Mpumep
BkoueHue trap-coobLueHnii n normposaHmns ans Gratuitous ARP:

DGS-3000-28XMP:admin# enable gratuitous_arp ipif System trap log
Command: enable gratuitous_arp ipif System trap log

Success.

DGS-3000-28XMP : admin#

39-6 disable gratuitous_arp

OnucaHue

[aHHasi KomaHga Wucnonb3yeTca ANs OTK/AYeHus trap-cooblleHwnii (trap) u normpoBaHus (log) Aans
Gratuitous ARP. Tpu 06Hapy>XeHUN OLIMOGOK B CUCTEME KOMMyTatopa MOryT ObiTb CO34aHbl 3anncu B
XypHauie 1 oTnpasfieHbl YBeLOM/IEHUS agMuHUCTpaTopy. o ymonyaHuio trap-coo6LLIEeHNS OTK/IOYEHbI, a
NlormpoBaHve BK/IHYEHO.

CuHTakcuc
disable gratuitous_arp {ipif <ipif_name 12>} {trap | log}(1)

MapameTpbl

ipif — (onuuoHanbHO) ykasbiBaeT uMms IP-nHTepdeiica 3-ro ypoBHs.
<ipif_name 12> — Beegunte nmvs IP-nHtepdeiica. MakcumanbHO AONYCTUMOE KO/IMYECTBO CMMBOJIOB B
nmeHn — 12.

trap — yKa3blBaeT OTK/1loueHne trap-coo6u.|,eH|/|V|.

|Og — YKa3bIBa€T OTK/1HOHEHNE JTOTMPOBAHUA.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator uiav Power-User MOryT BbINOHATL AAaHHYI0 KOMaHAy.

Mpumep
OTkNoYEeHMe trap-coo6LeHunin 1 ormpoBaHms ansa Gratuitous ARP:
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DGS-3000-28XMP:admin# disable gratuitous_arp ipif System trap log
Command: disable gratuitous_arp ipif System trap log

Success.

DGS-3000-28XMP: admin#

39-7 show gratuitous_arp

OnucaHue
[JaHHas komaHga ncnonb3yercs Ana npocmotpa HacTpoek Gratuitous ARP.

CuHTakcuc
show gratuitous_arp {ipif <ipif_name 12>}

MapameTpsbl

ipif — (onuuoHanbHO) ykasbiBaeT M IP-nHTepdeiica 3-ro ypoBHs.
<ipif_name 12> — BBegute ums IP-uHtepdeiica.

OrpaHuyeHus
Her.

Mpumep
OTobpaxeHne cTatyca trap-coobLyeHnii n normposaHus ans Gratuitous ARP:

DGS-3000-28XMP:admin# show gratultous_arp
Command: show gratuitous_arp

Send on IPIF Status Up : Enabled
Send on Duplicate IP Detected : Enabled
Gratuitous ARP Learning : Enabled

IP Interface Name : System
Gratuitous ARP Trap : Enabled
Gratuitous ARP Log ! Enabled
Gratuitous ARP Periodical Send Interval : 5

Total Entries: 1

DGS-3000-28XMP: admin#
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40. KomaHgbl IGMP Snooping

Internet Group Management Protocol (IGMP) — 3T0 NpOTOKOA 3-r0 YPOBHS, UCNOMb3YEeMbIii AN yrnpaBAeHus
NPUHAANEXHOCTBIO K rpynnam MHOroaApecHoOM paccCbl/ikKn MHTepHeT-npoTtokona. IGMP ucnonb3yetcsa IP-
y3laMn 1 MHOroagpecHbIMn  MapLupyTusatopamu, YCTaHOBUBLUMMW COCEACTBO, A1 YCTaHOBNEHUA
NPUHaONEXHOCTN K MHoroagpecHsiM rpynnam. IGMP Snooping — 310 npouecc oTcnexusaHua ISMP-
Tpadmka. IGMP snooping, kak cnegyeT 13 Ha3BaHus, ABNSETCA PyHKUMEN, KoTopas NO3BONSET KOMMYTaTOPY
2-r0 ypoBHSA «npocnywmsaTtb» IGMP-coobueHunsa (3anpocbl U OTBETHLI), NepefaBaemMble Mexay y3namu u
MapLupyTu3aTtopamu (KoMMyTaTtopamu 3-ero ypoBHsl) MHOroapecHoi ceTu.

Mpu BKNOUYEHHON doyHKUMKM IGMP Snooping KommyTaTtop aHanusupyet Bce IGMP-nakeTbl, nepegaBaemMble
Mexay ysnamu, NOAKMOYEHHbIMW K HEeMy, U MHOroafpecHbiMW MaplipyTusaropamu. Ecnum kommyTtarop
noslyyaeT 3anpoc Ha BCTyMNJ/IEHME B Fpynny MHOroagpecHoi pacchisiky B coobuweHmn IGMP Report oT y3na,
KOMMYyTaTop A06aBNsSET HOMEpP MopTa B 3anUCb accouMaTMBHOM Tabnuubl kommyTaumm IGMP Snooping ais
aToi rpynnbl. Ecnn kommyTatop nosyyaeTr coobuieHne IGMP Leave, OH ygansieT mopT y3na U3 3anucu
Tabnuupl.

config igmp_snooping [vlan_name <vlan_name 32> | vlanid <vlanid_list> | all ] {state [enable | disable] |
fast leave [enable | disable] | report_suppression [enable | disable] | proxy_reporting {state [enable |
disable] | source_ip <ipaddr>}(1)}(1)

config igmp_snooping rate_limit [ports <portlist> | vlanid <vlanid_list>] [<value 1-1000> | no_limit]

config igmp_snooping querier [vlan_name <vlan_name 32> | vlanid <vlanid_list> | all] {query_interval
<sec 1- 65535> | max response_time <sec 1-25> | robustness variable <value 1-7> |
last_member_query_interval <sec 1-25> | state [enable | disable] | version <value 1-3>}(1)

config igmp access_authentication ports [all | <portlist>] state [enable | disable]

config router_ports [<vlan_name 32> | vlanid <vlanid_list> ] [add | delete] <portlist>

config router_ports_forbidden [ <vlan_name 32> | vlanid <vlanid_list> ] [add | delete] <portlist>

enable igmp_snhooping

disable igmp_snooping

create igmp_shooping static_group [vlan <vlan_name 32> | vlanid <vlanid_list>] <ipaddr>

delete igmp_snooping static_group [vlan <vlan_name 32> | vlanid <vlanid_list>] <ipaddr>

config igmp_snooping static_group [vlan <vlan_name 32> | vlanid <vlanid_list>] <ipaddr> [add | delete]
<portlist>

show igmp_shooping static_group {[vlan <vlan_name 32> | vlanid <vlanid_list>] <ipaddr>}

config igmp_snooping data_driven_learning [all | vlan_name <vlan_name> | vlanid <vlanid_list>] {state
[enable | disable] | aged_out [enable | disable] | expiry_time <sec 1-65535>}

config igmp_snooping data_driven_learning max_learned_entry <value 1-1024>

clear igmp_snooping data_driven_group [all | [vlan_name <vlan_name> | vlanid <vlanid_list>] [<ipaddr>
[ all]]

show igmp_shooping {[vlan <vlan_name 32> | vlanid <vlanid_list>]}

show igmp_snooping rate_limit [ports <portlist> | vlanid <vlanid_list>]

show igmp_shooping group {[vlan <vlan_name 32> | vlanid <vlanid_list> | ports <portlist>] {<ipaddr>}}
{data_driven}

show igmp_snooping forwarding {[vlan <vlan_name 32> | vlanid <vlanid_list>]}
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show router_ports [vlan <vlan_name 32> | vlanid <vlanid_list> | all ] {[static | dynamic | forbidden]}

show igmp_shooping statistic counter [vlan <vlan_name> | vlanid <vlanid_list> | ports <portlist>]

show igmp access_authentication ports [all | <portlist>]

show igmp_snooping host {[vlan <vlan_name 32>| vlanid <vlanid_list> | ports <portlist> | group
<ipaddr>]}

clear igmp_snooping statistics counter

40-1 config igmp_snooping

OonucaHue
[JaHHas komaHga ucnonb3yeTcs Ans HacTpoiikn IGMP Snooping Ha KommyTaTope.

CuHTtakcuc

config igmp_snooping [vlan_name <vlan_name 32> | vlanid <vlanid_list> | all ] {state [enable |
disable] | fast_leave [enable | disable] | report_suppression [enable | disable] | proxy_reporting {state
[enable | disable] | source_ip <ipaddr>}(1)}(1)

MapameTtpbl

vlan_name — yka3biBaeT nmsa VLAN, Ansi KOTopoii 6yaeT HacTpoeHa pyHkumsa IGMP Snooping.
<vlan_name 32> — Beegunte nms VLAN. Nmsa VLAN He go/mkHO cogepxatb 6osee 32 CMMBO/IOB.

vlanid — ykasbiBaet VLAN ID, ans kotoporo 6yget HactpoeHa hyHkums IGMP Snooping.
<vlanid_list> — BBeante VLAN ID.

all — ykasbiBaeT ncnonb3oBaHne Bcex HacTPoeHHbIX VLAN.

state — ykasbiBaeT Bk/toueHne nam otktodeHne IGMP snooping a1 BeibpaHHoi VLAN.
enable — yka3sbiBaeT BkoueHne IGMP snooping ans Bbi6paHHoi VLAN.
disable — ykasbiBaeT oTktoueHne IGMP snooping ans BolopaHHoi VLAN.

fast_leave — yka3bIBa€eT BK/tOUEHNE NN OTKNOYEHMe dyHKUMK IGMP Snooping Fast Leave.
enable — yka3biBaeT BkoyeHne yHkuMmM IGMP Snooping Fast Leave. BknoueHHas yHKUMA
No3BOMISAET MIHOBEHHO UCK/IIOUUTL MOPT U3 Tab/uvLbl KOMMyTauMn nNpu nonyvyeHnn coobuweHma IGMP
Leave.
disable — yka3biBaeT oTkoueHne yHkuun IGMP Snooping Fast Leave.

report_suppression — ykasbiaeT IGMP Report Suppression. Ecav onums BK/OYEHA, MHOroagpecHble
coobuweHus IGMP Report unn IGMP Leave Ha onpegeneHHyto rpynny 6ygoyT o6befuMHeHbl B OLHO
coobLeHne nepes OTNPaBKO Ha MOPT, NOAK/HOYEHHBIA K MHOrOa4pecHOMY MapLUpyTU3aTopy.

enable — yka3biBaeT BktoveHne IGMP Report Suppression.

disable — yka3biBaeT oTkoueHne IGMP Report Suppression.

proxy_reporting — ykasbiBaeT IGMP Proxy Reporting. Ecnn onums BK/IOYEHa, MHOroaZpecHble
coobuenus IGMP Report nim IGMP Leave 6yayT 06beguHeHbl B OOHO COOOLLEHMe nepes OTNpPaBKoi Ha
nopT.
state — yka3bIBa€eT BK/IlOUEHNE NN OTKNOYEeHMe Proxy Reporting.
enable — yka3biBaeT Bk/oueHne Proxy Reporting.
disable — yka3biBaeT oTkAoueHne Proxy Reporting.
source_ip — yKka3sblBaeT MCXoAHblli IP 06begnHeHHOro coobuieHuss Proxy Reporting. 3HaveHve no
yMonuaHuio coctasnisiet 0.
<ipaddr> — BBeguTe IP-agpec.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.
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Mpumep
HacTpolika IGMP snooping:

DGS-3000-28XMP:admin# config igmp_snooping wvlan_name default state enable
Command: config igmp_snooping vlan_name default state enable

Success.

DGS-3000-28XMP : admin#

40-2 config igmp_snooping rate_limit
OnucaHue
[aHHas komaHga 1Ucnosb3yeTcs 47151 HACTPOMKM paspeLleHHoli ckopocTh nepegayun IGMP-nakeToB Ha nopt

nnn VLAN.

CuHTakcuc
config igmp_snooping rate_limit [ports <portlist> | vlanid <vlanid_list>] [<value 1-1000> | no_limit]

MapameTpsbl

ports — yka3blBaeT Anana3oH HacTpanBaeMbIX NOPTOB.
<portlist> — BBeguTe grnanasoH HacTpanBaeMbIX NOPTOB.

vlanid — yka3biBaeT gnanasoH HacTpamBaembix VLAN.
<vlanid_list> — Beeante VLAN ID.

<value 1-1000> - yka3blBaeT MPOMYCKHYID CMOCOGHOCTbL (KO/IMYECTBO MaKeToB B CeKyHAy) AN
ynpassoLwmx naketos IGMP, 06paboTka KOTOpbIX BO3MOXHa Ha onpegeneHHom nopty wam B VLAN. Mpu
NpeBbILLEHUN OrpaHUyeHmns nakeTbl OyayT OTOPOLLEHbI.

no_limit — yka3biBaeT OTCYTCTBME OrpaHMyeHns CKopocTu nepefadn IGMP-nakeToB, KOTOpblIE KOMMYTATOP
MOXeT obpaboTarb Ha ykaszaHHOM nopte/VLAN. CKOpoCTb yKasblBaeTcs B Naketax B cekyHAy. lMakeTbl,
npesbiWaroLmne mMmMuT, 6yayT oTOPOLLEHbI. 3HaYeHe No YyMo4aHuo — no_limit.

OrpaHuyeHus
Tonbko nonb3oBarenu ypoBHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYH KOMaHAy.

Mpumep
HacTtpoliika IGMP Snooping rate_limit ans nopra:

DGS-3000-28XMP:admin# config igmp_snooping rate_limit ports 1 1600
Command: config igmp_snooping rate_limit ports 1 100

Success.

DGS-3000-28XMP ; admin#

40-3 config igmp_snooping querier

OnucaHue
[JaHHas komaHZa mcnosb3yeTcsa A1 HACTPOViku BpemeHu (B CekyHAax) Mexay oTrnpasBkoi 3anpocoB IGMP
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General Query, mMakcumanbHOrO BpeMeHU (B CekyHAax) OXugaHus OTBETa OT K/IMEHTOB WM AONycTUMoe
KO/INYECTBO NOTEPSIHHbIX NakeToB IGMP Snooping.

CuHTtakcuc
config igmp_snooping querier [vlan_name <vlan_name 32> | vlanid <vlanid_list> | all] {query_interval
<sec 1-65535> | max_response_time <sec 1-25> | robustness_variable <value 1-7> |

last_member_query_interval <sec 1-25> | state [enable | disable] | version <value 1-3>}(1)

MapameTpsbl

vlan_name — ykasbiBaeT ums VLAN, ans kotopoii Hactpamsaetcs IGMP Snooping Querier.
<vlan_name 32> — seegnte nms VLAN. Nmsa VLAN He fomkHO cogepxatb 6onee 32 CMMBO/OB.

vlanid — yka3biBaeT VLAN ID, ansa kotoporo Hactpansaetcs IGMP Snooping Querier.
<vlanid_list> — BBeante cnucok VLAN ID.

all — ykasbiBaeT HacTpoliky Bcex VLAN, ans kotopbix HacTpamBaetcs IGMP Snooping Querier.

query_interval — yka3biBaeT KO/IM4ECTBO BPEMEHUN B CeKyHAaxX Mexay oTnpaskoi 3anpocos IGMP General
Query. 3HayeHne No ymonyaHuio coctasnseT 125 cekyHa,.
<sec 1-65535> — BBeNTE 3HAYEHME BPEMEHHOIO MHTepBasia. [oCTyneH AnanasoH 3HadeHuin ot 1 go
65535 cekyHA.

max_reponse_time — yka3blBaeT MakC/MaslbHOe KOIMYECTBO BPeEMEHU OXuaaHusa (B CeKyHaax) oTeeta oT
KNIMEHTOB. 3Ha4YeHve no ymonyaHuio coctasnsiet 10 cekyHa.
<sec 1-25> — BBeguTe MaKCMMa/IbHOE KO/IMYECTBO BPEMEHW OXuaaHus. [ocTyneH AuanasoH
3HaueHwuii ot 1 fo 25 cekyHa,

robustness_variable — ykasbiBaeT o6ecneyeHne TOYHOW HaCTPOMKM A1 yyeTa OXuaaemol notepu
naketoB B noacetn. [llepemeHHas HagexHocTu (robustness variable) wcnonb3yetcss npu  pacuete
cnegywowmx nHtepeanos IGMP-coobLeHwuii:
<value 1-7> — BBeAMTe MNEPEMEHHYI HaAexXHOCTWU. [ocTyneH Auanas3oH 3HadeHuidi or 1 go 7.
3HayeHVe No ymMo4aHuIo cocTas/isieT 2. MOXHO yBENNUUTL JaHHOEe 3HauYeHue, ecnu npegnonaraercs,
YTO CeTb HE CMMNLLKOM HaZexXHa.

* Group member interval — NPOMEXYTOK BPEMEHU, NO UCTEYEHWUN KOTOPOrO MapLUpyT13aTop
cuMTaer, 4to B rpynne 60/blle HEeT akTWBHbIX Y4YaCTHMKOB. [JaHHbIli WHTepBasl
paccunTbiBaeTCA cnegyowmm obpasoM: (robustness variable x query interval) + (1 x query
response interval).

* Other querier present interval — npoMeXxyToK BpeMeHW, N0 WCTEYEHUU KOTOpPOro
MHOrOaApECHbIA MapLUpyTU3aTOp CUYUTaEeT, YTO MapLlpyTM3atop, sABnswoowminca Querier,
6o5blWe He [ocTyneH. [laHHbIi WHTEpPBasT pacCYMTbIBAETCA CriegyrowyMm o6pasom:
(robustness variable x query interval) + (0.5 x query response interval).

* Last member query count — KONM4YeCTBO 3anpocoB C YkasaHuem rpynnbl (Group-Specific
Queries), oTnpaBneHHbIX MapLIPyTU3aTOPOM A0 TOro, Kak OH npeanonaraet, 4YTo B rpynne
HET JIOKaJIbHbIX Y4YaCTHWKOB. [lepeMeHHas HaAeXHOCTU SABNSAETCA 3HavyeHneM no
YMOJ/TYaHUIO AaHHOIo CYETUUKA.

last_member_query_interval — ykasbiBaeT MakCMMasibHbIA MPOMEXYTOK BPEMEHU MEXAY COOOLLEHMNAMU
Group-Specific Query, BKNtoYass OTNpas/ieHHble B OTBET Ha COOOLLEHUA O BbIXOAE U3 rpynnbl. MOXHO
YMEHbLUUTb 3TOT MHTEPBaUT, UTOObI COKPATUTL KOJIMYECTBO BPEMEHU, KOTOpOe TpebyeTca MapLupyTusaTopy
4N 06HapyXeHus noTepu nocfefHero yyacTHuka rpynnel. Monyuns coobleHre O BbIXo4e W3 rpynmbl,
MapLipyTusatop OyaeT cuuTaTb, YTO Ha MHTepdpeiice HET NOKa/IbHbIX YYacCTHUKOB, €C/iM N0 UCTEeYEHUN
BpEMeHN He GyfeT MoslyyYeHO HU OAHOro OTBeTa. Bpems oTBeTa paccuuTbiBaeTCs Cneaylowmm o6pasom:
last member query interval * robustness variable.

<sec 1-25> — BBeguTe 3HauyeHme last member query interval. [JocTyneH gnanasoH 3Ha4YeHuii oT 1 Ao

25 ceKkyHA.

state — gaHHbLI NapameTp ykasbiBaeT KoMMmyTaTop kak IGMP Querier (oTBeyaeT 3a OTMpaBKy MakKeToOB
IGMP Query). Ecnn pgaHHbili napameTp OTK/IHOYEH, KOMMYTaTop He MOXET ObiTb HasHaueH Querier.
O6paTtnte BHMMaHWe, 4TO ecnyM Maplpytusatop 3-f0 YpPOBHS, MNOAK/OYEHHbI K KOMMYyTaTopy,
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nogoepxuBaer ToNbko yHkumio IGMP  Proxy, HO He nogaepxvBaeT YHKUMIO MHOroazpecHoi
MapLipyTu3aumm, TO AaHHbli napameTp A[O0/keH ObiTb OTkIlYeH. B obpaTHom cnydae, ecnw
MapLupyTmusaTop 3-ro ypoBHSA He BblbpaH B KayecTBe Querier, TO OH He OyaeT oTnpasiAaTb nakeTol IGMP
Query. lNockonbky OH He OyaeT OTnpaBfATb MakeTbl MHOrOAAPECHON MapLupyTusauuu, nopt He 6yaer
cUMTaTbCA MOPTOM, NMOAK/OUEHHBIM K MHOTOaA4peCHOMY MapLUpyTMU3aTopy, No Tanm-ayTy.

enable — yka3bIBaeT BK/IHOYEHNE JaHHOI ONumK.

disable — yka3biBaeT OTK/IIO4EHME JAHHON ONUUN.

version — ykasblBaeT Bepcuto IGMP-nakeToB, KoTopble OyayT OTnpaB/eHbl Ha YCTPOWCTBO. Ecnu Bepcus
nony4yeHHoro IGMP-nakeTa Bbille yKa3aHHON B KOMaHAe, TO 3TOT nakeT OyAeT OTOPOLLEH.
<value 1-3> — BBeguTe HOMep Bepcun. JocTyneH agnanasoH 3Ha4yeHunin ot 1 go 3.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYIO KOMaHAy.

Mpumep
HacTtpoiika IGMP snooping Querier:

DGS-3000-28XMP:admin# config igmp_snooping querier vlan_name default query_interval 125 state
enable

command: config igmp_snooping querier vlan_name default query_interval 125 state enable
Success.

DGS-3000-28XMP :admin#

40-4 config igmp access_authentication ports

OonucaHue

[JaHHas komaHza ncnonb3yetca A8 BKNveHusa/oTkaodeHns doyHkuun IGMP Access Control Ha yka3zaHHbIX
noptax. Ecnu doyHKUmMA BKIOYEHA 1 KOMMYyTaTop nosyyaet coobwerre IGMP JOIN, kommyTaTop otnpasut
3anpoc goctyna Ha RADIUS-cepBep Ansa ayTeHTUmkaumm.

CuHTakcuc
config igmp access_authentication ports [all | <portlist>] state [enable | disable]

MapameTpbl

all — ykasbIBaeT HacTpoiiky Bcex NOpTOB.

<portlist> — yka3blBaeT Anana3oH HacTpansaembIx NOPTOB.

state — yka3blBaeT Bk/lloUeHne/oTkNoYeHne yHkumm RADIUS-ayTeHTUbmKaum Ha ykasaHHbIX noprax.
enable — ykasbiBaeT BktoueHne pyHkuMn RADIUS-ayTeHTUdMKALMN Ha YKa3aHHbIX NopTax.
disable — yka3biBaeT oTkioueHre yHKUmm RADIUS-ayTeHTUMKaL MM Ha yKa3aHHbIX NopTax.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
BknroueHue IGMP Access Control Ha Bcex noprax:
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DGS-3000-28XMP:admin#config igmp access_authentication ports all state enable
Command: config igmp access_authentication ports all state enable
Success,

DGS-3000-28XMP : admin#

40-5 config router_ports

OonucaHue

[JaHHas KoMaHAa Ucnosb3yeTca ANs 0603HAYEHUs AMmana3oHa MopToB, NOAK/IUYEHHbLIX K MHOrOaApecHbIM
mMapLupyTusatopaM. 3T0 rapaHTUpyeT, YTo BCe NakeTbl C TakMM MapLUpyTU3aTopoM B KayecTBe MyHKTa
Ha3HauYeHusl, 4OCTUrHYT MHOTOaIPeCHOro MaplpyTM3aTopa BHe 3aBMCMOCTM OT NPOTOKOMa U T. 4.

CuHTtakcuc
config router_ports [<vlan_name 32> | vlanid <vlanid_list> ] [add | delete] <portlist>

MapameTpbl

<vlan_name 32> — yka3biBaeT nmsa VLAN nopta, NoAKNIOYEHHOTO K MapLupyTM3aTopam.

vlanid — yka3biBaeT VLAN ID nopTta, NOAK/TIOYEHHOIO K MapLupyTnusaropam.
<vlanid_list> — BBeante VLAN ID.

add — ykasbiBaeT J06aBIEHUE NMOPTOB.

delete — yka3biBaeT yaaneHune nopTos.

<portlist> — ykasbiBaeT AnanasoH HaCTPauBaeMbIX NMOPTOB.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb SAaHHYH KOMaHAY.

Mpumep
HacTpoiika ctatuyecknx nopToB, NOAKMOYEHHbIX K MapLUpyTU3aTopam:

DGS-3000-28XMP:admin#config router_ports default add 1-10
Command: config router_ports default add 1-10

Success.

DGS-3000-28XMP : admin#

40-6 config router_ports_forbidden

OonucaHue
[aHHas komaHaa ncnonb3yetcs A7 0603HayYeHus auanasoHa NopToB, KOTOpble He 6yAyT NOAK/IYEHb! K

MHOrOaJpPeCHbIM MapLIpyTU3aTopaM. TO rapaHTUPYeT, YTo 3anpeLleHHblii NopT He 6yAeT pacnpocTpaHsATh
MakeTbl MapLLPYTU3aLIN.

CuHTakcuc
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config router_ports_forbidden [ <vlan_name 32> | vlanid <vlanid_list> ] [add | delete] <portlist>

MapameTpbl

<vlan_name 32> — yka3biBaeT umsa VLAN nopta.

vlanid — yka3biBaeT VLAN ID nopta.
<vlanid_list> — BBegute VLAN ID.

add — yka3blBaeT gobaBneHne nopTos.

delete — yka3biBaeT yganeHue nopros.

<portlist> — yka3blBaeT Anana3oH HacTpaneaembIx NOPTOB.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
HacTtpoiika noptoB 1-10 kak 3anpeLleHHbIX nopTos B VLAN Mo ymonyaHmio:

DGS-3000-28XMP:admin#config router_ports_forbidden default add 11-12
Command: config router_ports_forbidden default add 11-12

Success.

DGS-3000-28XMP : admin#

40-7 enable igmp_snooping

OnucaHue
[JaHHasi KomaHga ncnonblyercs ansa BkadeHns IGMP Snooping Ha KOMMyTaTope.

CuHTakcuc
enable igmp_snooping

MapameTpsbl
HerT.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYIO KOMaHAy.

Mpumep
BknoyeHue IGMP Snooping Ha komMmyTaTope:

DGS-3000-28XMP:admin# enahle igmp_snooping
Command: enable igmp_snooping

Success.

DGS-3000-28XMP: admin#

40-8 disable igmp_snooping
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OonucaHue

[JaHHasi KomaHga ncnonb3yetcs Ans otkadeHns IGMP Snooping Ha kommyTaTtope. OTKoYeHne yHKUUK
obecneumBaeT naBuHHy nepegady (flooding) mHoroagpecHoro IGMP- u IP-Tpadhmka B ykasaHHOM |P-
NHTEpgoeiice.

CuHTakcuc
disable igmp_snhooping

MapameTpsbl
HerT.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYIO KOMaHAy.

Mpumep
OTtknoyeHne IGMP Snooping Ha koMMyTaTope:

DGS-3000-28XMP:admin# disable igmp_snooping
Command: disable igmp_snooping

Success.

DGS-3000-28XMP : admin#

40-9 create igmp_shooping static_group

OnucaHue

[aHHasi KomaHaa ucnonb3yeTcs Ansa co3fgaHns ctatndeckoi rpynnel IGMP Snooping. Member-nopTbl MoryT
6bITb A06aBfeHbl B cTaTuyeckyko rpynny. Cratmyeckne v AvHammuyeckme member-noptbl QOPMUPYHOT
member-nopTbl rpynnbl.

Crartuueckasi rpynna 6ygeTt aeiictBoBarb, TObKO ecnu B VLAN nogknoydeHo IGMP Snooping. Ans aTux
member-nopToB YCTPOWCTBO A0/MKHO 3MynupoBatb paboty ¢ IGMP Querier n nepegatb Tpadmk,
npeaHa3Ha4YeHHbIl rpynne MHOroaZpecHol pacchlsiki, Ha member-nopTsbl.

YCTpoCTBO 3-T0 YPOBHA TakkKe OTBEYaeT 3a MapLlipyTu3auuio naketa, npegHasHaveHHOro ykasaHHOW
cTatuyeckoli rpynne, K member-nopTtam.

Crartuuecknii member-nopT 6yaeTt BNUATbL TOsbKo Ha paboty IGMP Bepcun 2.

MHoroagpecHblin 3ape3epBupoBaHHbIii IP-agpec 224.0.0.X Ao/mKeH ObiTb WCKAOUYEH U3 HacTpavBaeMoii
rpynmbl.

VLAN gonxHa ObITb CO3faHa paHblLle CTaTMYEeCKOM rpynnbl.

CuHTtakcuc
create igmp_snooping static_group [vlan <vlan_name 32> | vlanid <vlanid_list>] <ipaddr>

MapameTpsbl

vlan — yka3biBaeT umsa VLAN nopTa mapLupyTtumsaropa.
<vlan_name 32> — geegnte nms VLAN. Nmsa VLAN He fo/mkHO cogepxatb 6onee 32 CUMBO/OB.

vlanid — yka3biBaeT VLAN ID nopta MapLupyTtusaropa.
<vlanid_list> — BBeante VLAN ID.
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<ipaddr> — BBeguTe IP-aapec rpynnbl MHOFOAAPECHOI PaCChINKM.

OrpaHunyeHus
Tonbko nonb3oBarenu ypoHs Administrator, Operator nnm Power-User MOryT BbINOHATb AAaHHYH KOMaHAy.

Mpumep
CospgaHune ctatnyeckoii rpynnbl IGMP Snooping B VLAN 1, rpynnbl 239.1.1.1:;

DGS-3000-28XMP:admin#create igmp_snooping static_group vlan default 239.1.1.1
Command: create igmp_snooping static_group vlan default 239.1.1.1
Success.

DGS-3000-28XMP :admin#

40-10 delete igmp_snooping static_group

OonucaHue

[aHHaa kKomMaHZa uvcnosnb3yeTcs O yAasleHus CTaTuyeckol rpynnbl MHOroagpecHol paccbiikn IGMP
Snooping. YganeHue ctatnyeckoii rpynnbl IGMP snooping He NoBAUSIET HA AUHaMUYeckne member-noprhbl
rpynnbl.

CunHTtakcuc
delete igmp_snooping static_group [vlan <vlan_name 32> | vlanid <vlanid_list>] <ipaddr>

MapameTpbl

vlan — yka3biBaeT umsa VLAN nopta mapLupyTtusaropa.
<vlan_name 32> — Beegute nmsa VLAN. Nma VLAN He go/mkHO cogepxatb 6onee 32 CMBOJIOB.

vlanid — yka3biBaeT VLAN ID nopta MapLupyTtusaropa.
<vlanid_list> — BBeaute VLAN ID.

<ipaddr> — BBeguTe IP-agpec rpynnbl MHOFOAAPECHOI PaCChIKU.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
YpaneHne ctatmndeckoii rpynnsl IGMP Snooping n3 VLAN 1, rpynnbi 239.1.1.1:

DGS-3000-28XMP:admin#delete igmp_snooping static_group vlan default 239.1.1.1
Command: delete igmp_snooping static_group vlan default 239.1.1.1

Success.

DGS-3000-28XMP : admin#

40-11 config igmp_snooping static_group
OnucaHue
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[JaHHasi KoMaHaa ucnonb3yeTcs Ans HaCTPOMKK cTaTmdeckol rpynnbl IGMP Snooping. Ecav nopT HacTpoeH
KaK cTatnyeckuin member-nopt, IGMP-npotokon He 6yAeT geicTtBoBaTb Ha 3TOM nopTe. Hanpuwmep,
NPeAnonoXuM, YTO MOPT SBASIETCA AMHAMUYECKMM member-nopToM, usydeHHbiM IGMP. Ecnn 3TOT nopt
BMOC/NeAcTBMM  OyAeT HacCTpOeH Kak cTatudeckuin member-nopt, 10 IGMP-NpOTOKOA nepecTaHeT
AencTBoBaTb Ha 3TOM nopTe. IGMP-NpOTOKO/ BO30OHOBUT CBO PaboTy, Kak TO/IbKO 3TOT NopT OyaeT yaaneH
N3 cTaTnyeckmx member-nopTos.

Crartuuecknii member-nopT 6yaet BNuATbL TosbKo Ha paboty IGMP Bepcun 2.
CuHTakcuc

config igmp_snooping static_group [vlan <vlan_name 32> | vlanid <vlanid_list>] <ipaddr> [add |
delete] <portlist>

MapameTpbl

vlan — ykasbiBaeT ums VLAN cTatnyeckoii rpynmbl.
<vlan_name 32> — Beegnte nms VLAN. Nmsa VLAN He fo/mkHO cogepxatb 6onee 32 CMMBO/OB.

vlanid — ykaxuTe VLAN ID ctatunyeckoli rpynnbl.
<vlanid_list> — Beeaute VLAN ID.

<ipaddr> — BBeguTe IP-agpec rpynnbl MHOroaapecHO pacchisikn (4719 KOMMyTaTopa 3-ro YpoBHS).

add — yka3biBaeT fobaBneHne member-nopTos.

delete — yka3biBaeT ynasneHne member-nopTos..

<portlist> — BBeauTe gManasoH HacTpanBaeMbIX NOPTOB.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaH4y.

Mpumep
YpaneHne noptoB 9-10 mn3 crtatnyeckux member-noptoB IGMP Snooping ans rpynnsl B VLAN no
YMO/IYaHUIO:

DGS-3000-28XMP:admin#config igmp_snooping static_group vlan default 239.1.1.1 delete 9-10
Command: config igmp_snooping static_group vlan default 239.1.1.1 delete 9-10

Success.

DGS-3000-28XMP : admin#

40-12 show igmp_snooping static_group

OnucaHue
[aHHaa komaHZa MCNonb3yeTcs ANns NpocMoTpa CcTaTuMyeckux member-nopTtoB rpynnbl MHOTOaApecHol
paccblikn IGMP Snooping.

CuHTtakcuc
show igmp_snooping static_group {[vlan <vlan_name 32> | vlanid <vlanid_list>] <ipaddr>}

MapameTtpbl

vlan — (OnuuoHasnbHO) ykasbiBaeT ums VLAN cTatnyeckoi rpynnsbi.
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<vlan_name 32> — seegute nms VLAN. Mima VLAN He fo/mkHO cofepxaTb 6onee 32 CMMBOSOB.

vlanid — (OnuuoHanbHo) ykasbiBaeT VLAN ID cTtatnyeckoii rpynnsbi.
<vlanid_list> — BBegute VLAN ID.

<ipaddr> — (OnunoHanbHO) BBeAuTe IP-agpec rpynnbl MHOroagpecHo paccbiikn (o158 KoMmyTaropa 3-ro
YPOBHS).

OrpaHuyeHus
HeT.

Mpumep
OTobpaxeHne Bcex ctatnyeckmx rpynn IGMP Snooping:

DGS-3000-28XMP: adnin#show igmp_snooping static_group
Command: show igmp_snooping static_group

VLAN ID/Name IP Address Static Member Ports

1 /default 239.1.1.1 9-10

Total Entries @ 1

DGS-3000-28XMP:admin#

40-13 config igmp_snooping data_driven_learning

OnucaHue

KomaHga ncnosnb3lyercs Ans BKAOYEHUS U OTK/IHOYEHMS 00y4eHUs Ha OCHoBe AaHHbIX (data-driven learning)
IGMP snooping-rpynnsbil.

Korga obyuyeHne Ha OCHOBE AaHHbIX BKAoYeHO B VLAN, KOMMyTaTop No/syvyaeT MHOroagpecHblin IP-tpadmk n
cosgaetcsa rpynna IGMP Snooping. 3anoMuvHaHue 3anucu akTUBUPYETCS He peructpauuein B rpynne
MHOroapecHoli paccbifikn, a Tpadukom. 3a yganeHue o6bivHol IGMP-3anncn otBevaetr IGMP-nNpoToKon.
[nsa 3anucu, nlyyeHHoi ¢ nomoullbio data-driven learning, MOXeT 6bITb HACTPOEH TallMep, N0 UCTEYEeHUN
BPEMEHV KOTOPOro 3anncb MOXET ObITb yAasieHa v He yaaneHa.

Korga o6yyeHne Ha OCHOBE pfaHHbIX BK/IOYEHO U Tabnuua data-driven He 3anofiHeHa, pPexum
MHOroaJpecHoin unbTpaumMmM BCEX MNOPTOB WrHopupyetcs. To ecTb, MHOroaZpecHble nakeTbl 6yayT
nepeHanpas/ieHbl Ha MOpPTbl, NOAK/YEHHbIE K MaplpyTusaropam. Ecnu data-driven tabnuua 3anofniHeHa,
MHOroapecHble NakeTbl OyAyT NepeHanpas/ieHbl COI/TACHO PEXMMY MHOToapecHo ounsTpaLun.

A MpumeyaHue: ecnn rpynna data-driven cosgaHa 1 member-nopTel 6yayT 3anOMHEHbI
no3xe, 3anucb CTaHOBUTCHA 06bIYHON 3anucbio IGMP Snooping. To ecTb, yaaneHue
‘ data-driven 3anucu 6yneT npov3BeAeHO Kak yaaneHme o06biuHol IGMP  Snooping
3anucu.
CuHTakcuc

config igmp_snooping data_driven_learning [all | vlan_name <vlan_name> | vlanid <vlanid_list>]
{state [enable | disable] | aged_out [enable | disable] | expiry_time <sec 1-65535>}(1)
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MapameTpbl

all — ykasbiBaeT HacTpoliky Bcex VLAN.

vlan_name - yka3biBaeT nMs HacTpauBaemoin VLAN.
<vlan_name> — Beegute ums VLAN.

vlanid — yka3biBaeT HacTpavBaemblii VLAN ID.
<vlanid_list> — Beeaute VLAN ID.

state — yka3blBaeT BK/IlOUEHWE UM OTK/TIOYEHNE 0B6YyYeHNS Ha OCHOBE AaHHbIX rpynnsl IGMP Snooping.
enable — yka3blBaeT BK/OYEHME OOyYeHMA Ha OCHOBE JaHHblX. Mo yMO/4yaHuio AaHHas onuus
BK/IIOYEHA.
disable — yka3biBaeT oTk/Il0UEHE 00YUYEHNSA HA OCHOBE AaHHbIX.

aged_out — yka3blBaeT BK/IlOUEHWE U/ OTK/THOYEHNS yCTapeBaHus 3anuncu.
enable — yka3biBaeT BK/IlOUEHVE YyCTapeBaHs 3anuncu.
disable — ykasbiBaeT oTk/Il0UEHME YCTapeBaHns 3anncu. Mo ymonyaHuio gaHHasi onuus OTKYeHa.

expiry_time — ykasblBaeT BpeMs X13HM data-driven rpynnbl B cekyHAax. TOT napameTp AeACTBYET TO/IbKO
npy BKNOYEHUN NnapameTpa aged_out.
<sec 1-65535> — BBeguTe BpeMs B cekyHgax. JocTyneH guanasoH 3HadeHuin ot 1 go 65535 cekyHg.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb AAaHHYIO KOMaHAy.

Mpumep
BkoueHne obyyeHunsa Ha ocHoBe AaHHbIX (data-driven learning) IGMP-rpynnbsl B VLAN no ymonyaHuio:

DGS-3000-28XMP:admin# config igmp_snooping data_driven_learning vlan_name default state
enable

Command: config igmp_snooping data_driven_learning vlan_name default state enable
Success.

DGS-3000-28XMP: admin#

40-14 config igmp_snooping data_driven_learning max_learned_entry

OonucaHue
[aHHas KomaHga MCMnoNb3yeTcs A1 HACTPOMKM MaKCMMaslbHOTO KOIMYecTBa rpynm, KOTopble MOryT ObiTh
N3y4eHbl C NOMOLLbI 06YUYEHNS1 HA OCHOBE [laHHbIX.

Korga Tabnuua 3anosiHeHa, cMcTeMa OCTAaHOBWUT MPOLECC 3anoMWHaHWSA HOBbIX rpynn. Tpadddhuk HOBbIX
rpynn 6yger oTopoLUeH.

CuHTakcuc
config igmp_snooping data_driven_learning max_learned_entry <value 1-1024>

MapameTpsbl

<value 1-1024> - BBeAMTE MaKCMMasIbHOE KOMMYECTBO W3Yy4YeHHbIX 3anucein. [ocTyneH AuanasoH
3HaueHuit oT 1 o 1024. 3Ha4yeHne No yMon4aHuio coctaBnsier 28.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.
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Mpumep
HacTpoiika MakCMMasibHOro KosmyecTBa rpynm, KOTopble MOryT ObiTb M3y4YeHbl C MOMOLLLI0 0ByyeHus Ha
OCHOBE [aHHbIX:

DGS-3000-28XMP:admin# config igmp_snooping data_driven_learning max_learned_entry 50
Command: config igmp_snooping data_driven_learning max_learned_entry 50

success.

DGS-3000-28XMP:admin#

40-15 clear igmp_snooping data_driven_group

OnucaHue

[JaHHasa KkomaHaa ucnonbayetca Ans yaanedus rpynn IGMP Snooping, U3y4YeHHbIX C MOMOLLbI0 06y4YeHnsi Ha
OCHOBE [IaHHbIX.

CuHTakcuc
clear igmp_snooping data_driven_group [all | [vlan_name <vlan_name> | vilanid <vlanid_list>]
[<ipaddr> | all]]

MapameTpsbl

all — yka3biBaeT Bce VLAN, ons kotopbix 6yayT yaaneHsl IGMP Snooping rpynnbl.

vlan_name — yka3biBaeT nmsa VLAN.
<vlan_name> — Beeante nms VLAN.

vlanid — yka3biBaeT VLAN ID.
<vlanid_list> — Beegute VLAN ID unu cnvcok VLAN ID.

<ipaddr> — BBegute IP-rpynnbl, U3y4eHHOI C NOMOLLbH 06y4YEHUSI HA OCHOBE [aHHbIX.

all — yka3biBaeT ygasieHune scex IGMP Snooping rpynn ykasaHHbIX VLAN.

OrpaHuyeHus
Tonbko nonb3oBarenu ypoHsa Administrator, Operator nnm Power-User MoryT BbINOAHATb AaHHYHO KOMaH4y.

Mpumep
YpaneHvie Bcex rpynm, U3y4eHHbIX C MOMOLLbI0 06y4YeHUsI Ha OCHOBE [aHHbIX:

DGS-3000-28XMP:admin# clear igmp_snooping data_driven_group all
Command: clear igmp_snooping data_driven_group all

success.

DGS-3000-28XMP: admin#

40-16 show igmp_snooping

OonucaHue
[JaHHasi KomaHga ucnosb3yeTcs s NnpocmoTpa Tekywmx HacTpoek IGMP Snooping Ha komMmyTaTtope.
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CunHTtakcuc
show igmp_snooping {[vlan <vlan_name 32> | vlanid <vlanid_list>]}

MapameTpbl

vlan — (onuuoHanbHO) ykasbiBaeT umsa VLAN, ons kotopoli HeobxoAMMo 0To6pasnTb MHOopMauMio O
HacTpoiikax IGMP Snooping.
<vlan_name 32> — Beegute umsa VLAN. ma VLAN He o/mkHO cogepxatb 6onee 32 CMBOJIOB.

vlanid — (onuynoHansbHO) ykasbiBaeT VLAN ID, Ans KOTOporo Heo6xoAMmo O0To6pa3vTb MHhopMaumio o
HacTpoiikax IGMP Snooping.
<vlanid_list> — BBeaute cnucok VLAN ID.

Ecnn napameTpbl He yKa3aHbl, 6yayT 0To6paeHbl Bce Tekywue HacTpoliku IGMP Snooping.

OrpaHuyeHus
HeT.
Mpumep
OTob6paxeHne Hactpoek IGMP Snooping:
DGS-3000-28XMP:admin#show igmp_snooping
Command: show igmp_snooping
IGMP Snooping Global State : Enabled
Data Driven Learning Max Entries 1 128
VLAN Name : default
Query Interval 1 125
Max Response Time : 10
Robustness Value T2
Last Member Query Interval HE
Querier State : Disabled
Querier Role : Non-Querier
Querier IP 1 0.0.0.0
Querier Expiry Time : 0 secs
State : Disabled
Fast Leave : Disabled
Rate Limit : No Limitation
Report Suppression : Enabled
Proxy Reporting : Disabled
Proxy Reporting Source IP ! 0.0.0.0
Version 3
Data Driven Learning State : Enabled
Data Driven Learning Aged Out : Disabled
Data Driven Group Expiry Time : 260
Total Entries: 1
DGS-3000-28XMP:admin#

40-17 show igmp_shooping rate_limit
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OnucaHue
[JaHHasi KomaHga Ucnonb3yeTcs Ans NPoCMoTpa HaCTPOeK paspeLLeHHoin ckopocTn IGMP-Snooping.

CuHTakcuc
show igmp_snooping rate_limit [ports <portlist> | vlanid <vlanid_list>]

MapameTpbl

ports — yka3sbiBaeT AManasoH nopTos.
<portlist> — BBeuTE CNUCOK NOPTOB.

vlanid — yka3biBaeT ananasoH VLAN.
<vlanid_list> — BBeaute cnucok VLAN ID.

OrpaHuyeHus
Her.

Mpumep

OTob6paxeHne HaCTPOEK paspeLleHHOol CKopocTh Ans noptos 1-15:
DGS-3000-28XMP:admin# show igmp_snooping rate_limit ports 1-15
Command: show igmp_snooping rate_limit ports 1-15

Port Rate Limit
1 No Limit
2 100
3 No Limit
4 No Limit
5 No Limit

Total Entries: 5

40-18 show igmp_snooping group

OnucaHue
[JaHHas komMaHga wucnonb3yetca ANs MpocMoTpa  Tekyuwmx HacTtpoek rpynnel IGMP  Snooping Ha
KOMMyTaTope.

CuHTakcuc
show igmp_snooping group {[vlan <vlan_name 32> | vlanid <vlanid_list> | ports <portlist>]
{<ipaddr>}} {data_driven}

MapameTpbl

vlan — (onumoHanbHO) ykasbiBaeT umsa VLAN, Ans KoTopoli Heo6xoAMMoO 0To6pasvTb MHAIOPMAaLUIO O
HacTpoliikax rpynnbl IGMP Snooping. Ecin VLAN, noptbl 1 IP-agpec He ykasaHbl, 6yayT 0To6paxeHbl Bce
TeKyLLue HaCTPOIKM rpynmbl.

<vlan_name 32> — seegute nms VLAN. Nima VLAN He fo/mkKHO cofepxaTb 6onee 32 CMMBOSOB.

vlanid — (onynoHanbHO) ykasbiBaeT VLAN ID, Ansi KOTOpPOro Heo6xoAMmo 0To6pa3vTb MHopMaumio o
HacTpolikax rpynnsl IGMP Snooping.
<vlanid_list> — BeBegute cnucok VLAN ID.
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ports — (onuuoHasibHO) YKasblBAeT MOPThbl, ANS KOTOPbIX HEo6XoAMMO OTo6pasvTb WHopMaLMio o

HacTpolikax rpynnsl IGMP Snooping.

<portlist> — BBeNTE CNUCOK NOPTOB.

<ipaddr> - (onumMoHasnbHO) ykasbiBaeT |P-agpec rpynnbl, A5 KOTOpPO HeobxogmMmMo OTobpasuTb

MHGOpMaLMIO O HAaCTPOKaXx.

data_driven — (onunoHasibHO) yKasbIBaEeT TOLKO rPYMnbl M3yYeHHble ¢ noMoLlblo data-driven learning.

OrpaHuyeHus
Her.

Mpumep

OTtobpaxeHne IGMP Snooping-rpynn, nogaepxvsawowmx IGMP sepcun 3:

Member Ports
Router Ports
UP Time

Expiry Time
Filter Mode

Source/Group
VLAN Name/VID
Member Ports
Router Ports
UP Time
Expiry Time
Filter Mode

Source/Group
VLAN Name/VID
Member Ports
Router Ports
UP Time
Expiry Time
Filter Mode

Total Entries: 3

DGS-3000-28XMP: admin#

. 6
H )
5 i

HI )
LT
© 252

DGS-3000-28XMP:admin# show igmp_snooping group
Command: show igmp_snooping group

Source/Group 1 20.64.85.0/226.1.1.1
VLAN Name/VID 1 v1e3/103

253
INCLUDE

20.64.85.1/226.1.1.1
v103/103

252
INCLUDE

20.64.85.2/226.1.1.1

1 v1e3/103

6

INCLUDE

OTobpaxeHune rpynn IGMP Snooping, n3y4eHHbIX ¢ nomoLbio data-driven learning:
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DGS-3000-28XMP:admin# show igmp_snooping group data_driven
Command: show igmp_snooping group data_driven

Source/Group : NULL/226.1.1.1
VLAN Name/VID : v103/103
Member Ports

Router Ports :

UP Time : 92

Expiry Time : 168
Filter Mode : EXCLUDE

Total Entries: 1

DGS-3000-28XMP:admin#

OTtobpaxeHne rpynn IGMP Snooping, ecnv nogaepxuBaetca Tosnbko IGMP Bepcun 2: TPETWIl MyHKT —
3anucb, ulydyeHHaa ¢ nomollbto data-driven learning. Ecniv cnncok member-noptoB nyct, MHOroagpecHble
nakeTbl OyayT HanpasfeHbl Ha MNOPTbl, MOAK/YEHHbIE K MapLupyTmu3aTopam. Ecnv cnncok atux nopTos
TaKke nycT, nakeTbl 6yayT OTOPOLLEHBI.

DGS-3000-28XMP:admin# show igmp_snooping group
Command: show igmp_snooping group
Source/Group : NULL/226.1.1.1
VLAN Name/VID : v103/103
Member Ports : 6
Router Ports : 8

UP Time ¥ 18
Expiry Time 1 260
Filter Mode : EXCLUDE
Source/Group : NULL/226.1.1.2
VLAN Name/VID 1 v1e3/163
Member Ports : 6
Router Ports : 8

UP Time 1 16
Expiry Time 1 260
Filter Mode : EXCLUDE
Source/Group : NULL/226.1.1.3
VLAN Name/VID : v1e3/103
Member Ports :

Router Ports : 8

UP Time : 80
Expiry Time 1 1860
Filter Mode : EXCLUDE
Total Entries: 3

DGS-3000-28XMP:admin#

40-19 show igmp_snooping forwarding
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OnucaHue

[aHHasi KomaHAa MCcnonb3yeTcs Ansi NpocMoTpa Tekyllen Tabnuupl kommyTaummn IGMP Snooping. Tabnuua
npeaocTaBnseT MoMb30BaTeNIsiM NPOCTOM CMOCO6 NPOCMOTPETbL CMMCOK MOPTOB, Ha KoTopble Oyaer
HanpasneHa rpynna MHOroaApecHoOn pacchi/iku, NOCTynawwas M3 ykasaHHbIX WMCTOYHUKOB. Ec/iM nakeTbl
npuxoasat m3 ucxogHoii VLAN, oHu 6yayT nepeHanpasneHbl B Forwarding VLAN. IGMP Snooping
[ONO/THUTENBHO OrpaHMuYnBaEeT NopPTbl NpoasxeHns kaapos (forwarding ports).

CuHTakcuc
show igmp_snooping forwarding {[vlan <vlan_name 32> | vlanid <vlanid_list>]}

MapameTpbl

vlan — (onymoHasibHO) ykasbiBaeT nmst VLAN, gnis KOTopoilt Heo6xoAMmo 0To6pa3nTb Tabnuuy KommyTauum
IGMP Snooping.
<vlan_name 32> — Beegnte nms VLAN. Nmsa VLAN He go/mkHO cogepxaTb 6onee 32 CMMBOJIOB.

vlanid — (onuuoHanbHO) ykasbiBaeT VLAN ID, gna kotoporo Heobxogumo o0To6pasvTb Tabnvuy
kKommyTaumm IGMP Snooping.
<vlanid_list> — BBeante cnucok VLAN ID.

Ecnn napameTpbl He ykasaHbl, 6yayT OTOOGpaXeHbl BCe Tekylime 3anvcu B Tabnvue kommyTtauuun IGMP
Snooping.

OrpaHuyeHus
Her.

Mpumep
OTob6paxeHne Bcex 3anucei B Tabnuue kommyTtaumm IGMP Snooping:

DGS-3000-28XMP:admin# show igmp_snooping forwarding
Command: show igmp_snooping forwarding
VLAN Name : default

Source IP 5 &

Multicast Group: 225.0.0.0

Port Member 2,7

VLAN Name : default

Source IP *

Multicast Group: 225.0.0.1

Port Member 1 2,56

VLAN Name : default

Source IP =

Multicast Group: 225.0.0.2

Port Member : 2,8

Total Entries : 3

DGS-3000-28XMP: admin#

40-20 show router_ports

377



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

OonucaHue

[aHHas KomaHAa Wucnonbayetcsl A1 NPOCMOoTpa  TeKyLIMX MNOPTOB KOMMYTaTopa, MOAKMOUYEHHbIX K
MapLupyT13aTopam.

CuHTakcuc
show router_ports [vlan <vlan_name 32> | vlanid <vlanid_list> | all ] {[static | dynamic | forbidden]}

MapameTpsbl

vlan — yka3biBaeT umsa VLAN nopTa, NOAK/OYEHHOIO K MapLupyTusaropam.
<vlan_name 32> — seegnte nms VLAN. Nmsa VLAN He fomkHO cogepxatb 6onee 32 CMMBO/OB.

vlanid — yka3biBaeT VLAN ID nopta, NoAKNKYEHHOTO K MapLupyTM3aTopam.
<vlanid_list> — BBeante cnucok VLAN ID.

all — yka3biBaeT Bce VLAN nopToB, NOAKMIOYEHHBIX K MapLupyTusaropam.

static — (onunoHanbHO) OTOGPaXaeT cTaTuyeckme nopThbl.

dynamic — (onuuoHanbHO) oTo6paXkaeT AnHaMUYECKUE MOPThI.

forbidden — (onunoHanbHO) oTOGpaXaeT 3anpeLleHHble cTaTuyeckue nopTol.

Ecnn napameTpbl He ykasaHbl, 6yayT 0TOGpakeHbl BCE TEKYLUME MOPTbl KOMMYTaTOpa, NOAK/OUYEHHBIE K
MapLupyTM3aTopam.

OrpaHunyeHus
Her.

Mpumep
OTo6paxeHne NOPTOB, NOAKMIOHYEHHbIX K MapLLpyTU3aTopam:

DGS-3000-28XMP:admin# show router_ports all
Command: show router_ports all

VLAN Name : default
Static Router Port ;1-10
Dynamic Router Port
Router IP :10.0.0.1, 10.0.0.2, 10.0.0.3

Forbidden router port

VLAN Name : vlan2
Static router port
Dynamic router port 1 13
Router IP : 10.0.0.4, 10.0.0.5, 10.0.0.6

Forbidden router port

Total Entries : 2

DGS-3000-28XMP: admin#

40-21 show igmp_snooping statistics counter

OonucaHue
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[aHHasi KomaHaa MCcrnonb3yeTca AN NPOCMOTpa cyeTumka ctatucTukm (Statistics Counter) IGMP-nakeTos,
NO/YYEHHbIX KOMMYTaTOpPOM C MOMeHTa Bk/IoueHnst IGMP Snooping.

CuHTakcuc
show igmp_snooping statistic counter [vlan <vlan_name> | vlanid <vlanid_list> | ports <portlist>]

MapameTpsbl

vlan — ykasbiBaeT umsa VLAN, 415 KOTOpoi HE06X04UMO 0TOBPa3nTb CTATUCTUKY.
<vlan_name> — Beegnte nms VLAN.

vlanid — yka3biBaeT cnncok VLAN, 415 KoTopbIX HE06X0AUMO 0TOBPa3nTb CTATUCTUKY.
<vlanid_list> — BBeante cnucok VLAN ID.

ports — yka3bIBaeT CNMCOK NOPTOB, A/15 KOTOPbIX HE06X0ANMO 0TO6Pa3nTbL CTATUCTUKY.
<portlist> — BBeanTE CNMCOK NOPTOB.

OrpaHuyeHus
Her.

Mpumep
OTto6paxeHne IGMP Snooping Statistics Counter:
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DGS-3000-28%XMP:admin# show igmp_snooping statistic counter vlanid 67
Command: show igmp_snooping statistic counter wvlanid &7

VLAN Name o VLANGT

Group Number : B

Receive Statistics
Query

IGMP v1 Query

IGMP w2 Query

IGMP w3 Query

Total

Dropped By Rate Limitation
Dropped By Multicast VLAN

L3 T o T - R v 3

Report & Leave
IGMP v1 Report
IGMP vZ Report
IGMP v3 Report
IGMP v2 Leave
Total
Dropped By Rate Limitation
Dropped By Max Group Limitation
Dropped By Group Filter
Dropped By Multicast VLAN

L T o TR TR Y Y R 3 [ 3 ) %

Transmit Statistics
Query
IGMP v1 Query M
IGMP vZ2 Query 44
IGMF v3 Query H
Total 44

Report & Leawve
IGMP w1 Report
IGMP vZ Report
IGMP w3 Report
IGMP v2 Leave
Total

D@D @@ @

Total Entries : 1

DGS- 3000 -28XMP tadming

OTtobpaxeHne IGMP Snooping Statistics Counter gns nopra:
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DGS- 3000 -28XMP :admin# show igmp_snooping statistic counter perts 1
Command: show igmp_snooping statistic counter ports 1

Group Number 1 B

Receive Statistics
Query
IGMP w1l Query
IGMP w2 Query
IGMP w3 Query
Total
Dropped By Rate Limitation
Dropped By Multicast VLAN

DR @ @ @D

Report & Leave
IGMP w1 Report
IGMP w2 Report
IGMF w3 Report
IGMP w2 Leave
Total
Dropped By Rate Limitation
Dropped By Max Group Limitation
Dropped By Group Filter
Dropped By Multicast VLAN

L B - R R o

Transmit Statistics
Query
IGMP w1l Query
IGMP w2 Query
IGMP w3 Query
Total

[ o -

Report & Leawve
IGMP w1 Report
IGMF w2 Report
IGMP w3 Report
IGMF w2 Leave
Total

o @@ @

Total Entries @ 1

DGS- 3000 -28XMP radmin#

40-22 show igmp access_authentication ports
OnucaHue

[JaHHas KomaHga ucnonb3yeTcs A1 0TOOpaXeHUs TeKyLLMX HacTpoek ynpasieHusa goctyrnoMm IGMP (Access
Control).
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CunHTtakcuc
show igmp access_authentication ports [all | <portlist>]

MapameTpbl

all — ykasbiBaeT oTo6paxkeHne Bcex NopToB.

<portlist> — BBegnTe gnanasoH 0Tob6paxaeMblxX NOPTOB.

OrpaHuyeHus
HeT.

Mpumep
OTobpaxeHune ctatyca IGMP Access Control gns noptos 1-4:

DGS-3000-28XMP:admin# show igmp access_authentication ports 1-4
Command: show igmp access_authentication ports 1-4

Port State

1 Enabled
2 Disabled
3 Disabled
4 Disabled

DGS-3000-28XMP:admin#

OTobpaxeHue ctaryca Access Control Ans Bcex NOpToB.:
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DGS-3000-28XMP:admin# show igmp access_authentication ports all
Command: show igmp access_authentication ports all
Port State

1 Enabled

2 Disabled

3 Disabled

4 Disabled

5 Disabled

6 Disabled

7 Disabled

8 Disabled

9 Disabled

10 Disabled

11 Disabled

12 Disabled

13 Disabled

14 Disabled

15 Disabled

16 Disabled

17 Disabled

18 Disabled

19 Disabled

20 Disabled

Quit Next Page Next Entry B All

40-23 show igmp_snhooping host

OonucaHue

[JaHHas komaHga ucnons3yerca Anas npocmortpa IGMP-y3n108, BCTYNUBLUUX B rpynny Ha ykasaHHbIX VLAN
NN noprax.

CuHTakcuc
show igmp_snooping host {[vlan <vlan_name 32> | vlanid <vlanid_list> | ports <portlist> | group
<ipaddr>]}

MapameTtpsbl

vlan — (onuuoHanbHo) ykasbiBaeT umsi VLAN.
<vlan_name 32> — Beegunte nms VLAN.

vlanid — (onuymoHanbHO) ykasbiaeT VLAN ID.
<vlanid_list> — BBegute cnucok VLAN.

ports — (ONuUMOHaIbHO) YKaXnTe NopTbl, KOTOPbIE HEOOBXOANUMO OTOOPa3nTb.
<portlist> — BBeanTe AgnanasoH NOPTOB 4151 OTOOPaKEHUS.

group — (ONUMOHasILHO) YKakuUTe Tpynnbl, KOTOPble HEOBXOAMMO 0TOGPA3NTD.
<ipaddr> — BBeguTe IP-agpec rpynnol.

OrpaHuyeHus
Her.
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Mpumep
OTo6paxeHne nHcopmaumm o6 IP IGMP-y3r108 B VLAN nNo ymonyaHuio:

DGS-3000-28XMP:admin#show igmp_snooping host vlan default
Command: show igmp_snooping host vlan default
VLANID Group Port Host

1 225.0.1.0 2 198.19.1.2

1 225.0.1.0 2 198.19.1.3

1 225.0.1.0 3 198.19.1.4

1 225.0.1.2 2 198.19.1.3

1 225.0.2.3 3 198.19.1.4

1 225.0.3.4 3 198.19.1.5

1 225.0.4.5 5 198.19.1.6

1 225.0.5.6 5 198.19.1.7

1 225.0.6.7 4 198.19.1.8

1 225.0.7.8 4 198.19.1.9

1 239.255.255.250 7 10.90.90.90
Total Entries : 11

DGS-3000-28XMP:admin#

OTo6paxeHne nHpopmauum 06 IP IGMP-y3noB ana rpynnbl «225.0.1.0»:

DGS-3000-28XMP:admin# show igmp_snooping host group 225.0.1.0
Command: show igmp_snooping host group 225.0.1.0

VLANID Group Port Host
1 225.0.1.0 198.19.1.2
1 225.0.1.0 198.19.1.3
1 225.0.1.0 198.19.1.4

Total Entries : 3

DGS-3000-28XMP:admin#

40-24 clear igmp_snooping statistics counter

OnucaHue
[JaHHas KomaHOa Ucnonb3yeTcs A8 OUUCTKM cueTumka ctatuctukm IGMP Snooping.

CuHTakcuc
clear igmp_snooping statistics counter

MapameTpbl
Her.

OrpaHuyeHus
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Tonbko nonb3oBarenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
Ounctka IGMP Snooping Statistics Counter:

DGS-3000-28XMP:admin# clear igmp_snooping statistic counter
Command: clear igmp_snooping statistic counter

Success.

DGS-3000-28XMP: admin#
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41. KomaHgb! IP-MAC-Port Binding (IMPB)

create address_binding ip_mac ipaddress <ipaddr> mac_address <macaddr> {ports [<portlist> | all]}

config address_binding ip_mac ports [<portlist> | all] {arp_inspection [strict | loose | disable] |
ip_inspection [enable | disable] | nd_inspection [enable | disable] | protocol [ipv4 | ipv6 | all] | allow_zeroip
[enable | disable] | forward_dhcppkt [enable | disable] | stop_learning_threshold <int 0-500>}

create address_binding ip_mac ipv6address <ipv6addr> mac_address <macaddr> {ports [<portlist> |

all]}

config address_binding ip_mac ipv6address <ipv6addr> mac_address <macaddr> {ports [<portlist>|

all]}

delete address_binding blocked [all | vlan_name <vlan_name> mac_address <macaddr>]

delete address_binding ip_mac [all | ipaddress <ipaddr> mac_address <macaddr> | ipv6address
<ipv6addr> mac_address <macaddr>]

config address_binding ip_mac ipaddress <ipaddr> mac_address <macaddr> {ports [<portlist> | all]}

show address_binding {ports {<portlist>}}

show address_binding blocked [all | vlan_name <vlan_name> mac_address <macaddr>]

show address_binding ip_mac [all | [ipaddress <ipaddr> | ipv6address <ipv6addr>] mac_address
<macaddr>]

show address_binding {[ip_mac [all | [[ipaddress <ipaddr>] [mac_address <macaddr>]] | blocked [all |
vlan_name <vlan_name> mac_address <macaddr>] | ports {<portlist>}]}

enable address_binding dhcp_snoop {[ipv6 | all]}

disable address_binding dhcp_snoop {[ipv6 | all]}

clear address_binding dhcp_snoop binding_entry ports [<portlist> | all] {[ipv6 | all]}

show address_binding dhcp_shoop {max_entry {ports <portlist>}}

show address_binding dhcp_snoop binding_entry {port <port>}

config address_binding dhcp_snoop max_entry ports [<portlist> | all] limit [<value 1-50> | no_limit]
{ipv6}
enable address_binding nd_snoop

disable address_binding nd_snoop

config address_binding nd_snoop ports [<portlist> | all] max_entry [<value 1-50> | no_limit]

show address_binding nd_snoop {ports <portlist>}

show address_binding nd_snoop binding_entry {port <port>}

clear address_binding nd_snoop binding_entry ports [<portlist> | all]

enable address_binding trap_log

disable address_binding trap_log

config address_binding recover_learning ports [<portlist> | all]

debug address_binding [event | dhcp | all] state [enable | disable]

no debug address_binding

enable address_binding roaming

disable address_binding roaming
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download address_binding snoop_entry fromTFTP [<ipaddr>| <ipv6addr> | <domain_name 255>]
filename <path_filename 64>

upload address_binding snoop_entry_toTFTP [<ipaddr> | <ipv6addr> | <domain_name 255>] filename
<path_filename 64>

download address_binding snoop_entry_fromFTP [<ipaddr> {tcp_port <tcp_port_number 1-65535>}
filename <path_filename 64> | ftp: <string user:pasword@ipaddr:tcpport/path_filename>]

upload address_binding shoop_entry toFTP [<ipaddr> {tcp_port <tcp_port_number 1-65535>} filename
<path_filename 64> | ftp: <string user:pasword@ipaddr:tcpport/path_filename>]

enable address_binding dhcp_pd_snoop

disable address_binding dhcp_pd_snoop

show address_binding dhcp_pd_snhoop {binding_entry {port <port>}}

41-1 create address_binding ip_mac ipaddress

OnucaHue
KomaHpga ncnonb3yetca ansa cosgaHna sanvcu IMPB.

CuHTakcuc
create address_binding ip_mac ipaddress <ipaddr> mac_address <macaddr> {ports [<portlist> | all]}

MapameTtpbl

<ipaddr> — BBeguTe IP-agpec, ncnonb3yemblii ansa sanucu IMPB.

mac_address — ykasbiBaeT MAC-agpec, ncnosnb3yemsiin gns sanncu IMPB.
<macaddr> — BBegnte MAC-ajpec.

ports — (OnuMoHa/IbHO) yKa3bIBAEeT CMNMCOK MOPTOB, K KOTOPbIM ByAeT npumeHeHa 3anncb. Ecnu noptbl He
yKasaHbl, HaCTPOWKN O6yayT NPUMEHEHbI KO BCEM MOPTaM.

<portlist> — BBeaAMTE CNNUCOK NOPTOB A1 AAHHON KOHpMTrypaumu.

all — ykasbiBaeT Bce noprhbl.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb AAaHHYIO KOMaHAy.

Mpumep
Co3pgaHue 3anucu IMPB:

DGS-3000-28XMP:admin#create address_binding ip_mac ipaddress 10.1.1.1 mac_address 00-00-00-
00-00-11

Command: create address_binding ip_mac ipaddress 108.1.1.1 mac_address 00-00-00-00-00-11

Success.

DGS-3000-28XMP : admin#

41-2 config address_binding ip_mac ports

OonucaHue
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KomaHaa ncnonb3yeTcs An1s HacTponku ctatyca IMPB Ha KomMmyTaTope Ans Kaxaoro nopra.

CuHTtakcuc

config address_binding ip_mac ports [<portlist> | all] {arp_inspection [strict | loose | disable] |
ip_inspection [enable | disable] | nd_inspection [enable | disable] | protocol [ipv4 | ipv6 | all] |
allow_zeroip [enable | disable] | forward_dhcppkt [enable | disable] | stop_learning_threshold <int 0-
500>}

MapameTpbl

<portlist> — BBeanTe CNNCOK HacCTpanBaeMbIX NMOPTOB.

all — YKa3bIBa€eT UCMNOJ/Ib30BaHNE A/14 BCEX MOPTOB.

arp_inspection — (0nNuMoHa/bHO) yKa3biBaeT HacTpoliky onuum ARP Inspection.
strict — B JaHHOM peXuMe Bce NakeTbl 0TOpachbiBaOTCA MO YyMOMYaHUIO, Noka He ByaeT 06GHapyXeH
paspeLueHHbii (legal) ARP v IP-naker.
loose — B JaHHOM pexumMe BCe MakeTbl Nepechl1aloTca No YMOSYaHuio, noka He 6yaeT obHapyxeH
HepaspeweHHsbli (illegal) ARP nam wnpokoBeLatTenbHbli IP-nakeT.

disable — yka3biBaeT otkoueHne dyHkuun ARP Inspection. [aHHOe 3HayeHWe ucnonb3yeTcs no
YMONYaHMIO.

ip_inspection — (onNuMoHasIbHO) yKa3blBaeT HACTPOIiKy onumu IP Inspection.
enable — yka3biBaeT BknUeHue QyHkumMmM IP  Inspection. PaspelwueHHble [IP-naketbl 6yayT
nepeagpecoBaHbl, a HepaspeLLeHHble 0TOPOLLEHbI.

disable — ykasbiBaeT oTknoueHne qyHkuum IP Inspection. [JaHHOe 3HavyeHMe WCMOosb3yeTcs no
YMOMYaHMI.

nd_inspection — (onynoHansbHO) onpegenset ctatyc ND Inspection Ha nopTy.
enable — ykasbiBaeT BkOYeHne dyHkuMnM ND Inspection. Pa3pelleHHble ND-naketbl 6yayT
nepeagpecoBaHbl, a HepaspeLleHHble OTOPOLLIEHbI.
disable — ykasbiBaeT oTktodyeHne yHkuMM ND Inspection. [JaHHOe 3HauyeHue WCMOoJb3yeTcs Mo
YMOJIHaHMIO0.

protocol — (onuuoHasibHO) onpeaensieT NCnosb3yemMyto BEPCUIO.
ipv4 — npoBepATbLCA ByAyT TONLKO NakeTsbl IPv4,
ipv6 — npoBepATbLCA ByAyT TONLKO NakeTobl IPV6.
all — npoBepATbLCA ByayT BCe NakeThbl.

allow_zeroip — (onunoHasibHO) ykasblBaeT paspeliats 1M ARP-naketbl ¢ IP-agpecom nctouHunka 0.0.0.0.
Ecnn IP-agpec 0.0.0.0 He HacTpoeH B Tabnvue MpMBA30K, a AaHHas onuus BkoyveHa, ARP-naketbl ¢
IP-agpecom wnctodHuka 0.0.0.0 6yayT paspeweHbl. Ecnm IP-agpec 0.0.0.0 He HacTpoeH B Tabnuue
NpuBSI30K, U AaHHasi onuusa oTkNoveHa, ARP-nakeTbl ¢ IP-agpecom nctodHmka 0.0.0.0 6yayT 3anpeLleHsbl.
JaHHasa onuusa He BnuseT Ha pexum IMPB ACL.

enable — yka3biBaeT Bk/oUYeHMe onuun Zero IP.

disable — ykasbiBaeT oTkoueHne onuun Zero IP.

forward_dhcppkt — (onumoHanbHO) nNo ymonyaHuio naketel DHCP ¢ wwupokoBellatensHbim DA 6yayT
pasocnaHbl Ha Bce nopTbl. Ecnn 3agath ctatyc disabled, wmnpokoBelarensHblin DHCP-nakeT, Nosy4yeHHbIi
yKasaHHbIM MOPTOM, Mnepecblinarbcs He Oyaer. [laHHas HacTpoWka 3dpdpekTMBHa, Korga BknwoveH DHCP
Snooping, B gaHHom cnyvyae DHCP-naketbl, nonagatowue Ha CPU, fomkHbl ObiTb NepeHanpas/ieHbl
nporpamMmmHo. [laHHas HacTpoiika ynpas/isieT NoBeAeHNEM NePECHINKM B aHHOW CUTyaLmn.

enable — yka3biBaeT Bk/toveHue onunm Forward DHCP Packets.

disable — yka3biBaeT oTkntoveHue onuuu Forward DHCP Packets.

stop_learning_threshold — (onuuoHanbHO) KkOrga KOMYECTBO 3a6/10KMPOBAHHLIX 3anUCell NPEBbLICUT
MOpPOroBOE 3HaYeHWe, MOPT MPEKpPaTUT M3yYeHMEe HOBbIX agpecoB. [MakeTbl ¢ HOBbIMM agpecamu OyayT
OTOPOLLEHBI.

<int 0-500> — BBeANTE NOPOroBoe 3Ha4eHue . [locTyneH agnanasoH 3HaveHnii ot 0 go 500.
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OrpaHuyeHus
Tonbko nonb3oBarenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
BkntoveHne IMPB Ha nopty 1:

DGS-3000-28XMP:admin#config address_binding ip_mac ports 1 arp_inspection strict
Command: config address_binding ip_mac ports 1 arp_inspection strict

Success.

DGS-3000-28XMP : admin#

41-3 create address_binding ip_mac ipv6address

OnucaHue
KomaHpga nossonsiet co3gatb 3annck IP-MAC-Port Binding ¢ ncnonssoaHunem IPv6.

CuHTakcuc
create address_binding ip_mac ipv6address <ipv6addr> mac_address <macaddr> {ports [<portlist> |

all}

MapameTpbl

<ipv6addr> — BBegute IPv6-agpec.

mac_address — yka3biBaeT MAC-agpec.
<macaddr> — sBBegute MAC-azgpec.

ports — (oNuMOHasIbHO) YKa3blBaET AuanasoH NopToB WU/N BCE NOPTHI.
<portlist> — BBeAMTE AMana3oH NOPTOB.
all — yka3biBaeT Bce noprhbl.

OrpaHunyeHus
Tonbko nonb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AAaHHYH KOMaHAy.

Mpumep
CospgaHune ctatudyeckoii 3anucu IPv6 IMPB c IPv6-agpecom fe80::240:5ff:fe00:28 n MAC-agpecom 00-00-00-
00-00-11:

DGS-3000-28XMP:admin#create address_binding ip_mac ipv6address fe80::240:5ff:fe00:28
mac_address 00-00-00-00-00-11

Command: create address_binding ip_mac ipv6address FE80::240:5FF:FEQ0:28 mac_address 00-00-
00-00-00-11

Success.

DGS-3000-28XMP : admin#

41-4 config address_binding ip_mac ipv6address

OnucaHue
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KomaHga ncnonb3yetcs ans 06HoBAeHus npuesaski IMPB, ncnonbaytouleii IPv6.

CuHTtakcuc
config address_binding ip_mac ipv6address <ipv6addr> mac_address <macaddr> {ports [<portlist> |

all}

MapameTpbl

<ipv6addr> — BBegute IPv6-agpec.

mac_address — yka3biBaeT MAC-agpec.
<macaddr> — Beegnte MAC-agpec.

ports — (onuuoHasbHO) YyKasblBAeT Amana3oH NopToB. EcAu nopTbl He ykasaHbl, HacTpoiku 6yayT
NPUMEHeHbI KO BCEM MOpPTaM.

<portlist> — BBeanTE AMana3oH NOPTOB.

all — yka3biBaeT Bce noprhbl.

OrpaHunyeHus
Tonbko nonb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AAaHHYH KOMaHAy.

Mpumep
HacTpoiika ctatnueckoin 3anucu IMPB c¢ IPv6-agpecom fe80::240:5ff:fe00:28 n MAC-agpecom 00-00-00-00-
00-11:

DGS-3000-28XMP:admin#config address_binding ip_mac ipv6address fe80::240:5ff:fe00:28
mac_address 00-00-00-00-00-11

Command: config address_binding ip_mac ipv6address FE80::240:5FF:FEQ0:28 mac_address 00-00-
00-00-00-11

Success.

DGS-3000-28XMP : admin#

41-5 delete address_binding blocked

OonucaHue
KomaHga ncnonb3yetcs ans yganeHus 3abnokMpoBaHHO 3anmcu.

CuHTakcuc
delete address_binding blocked [all | vlan_name <vlan_name> mac_address <macaddr>]

MapameTtpsbl

all — ykaxute ansa yaaneHus Bcex 3ab6/10KMPOBaHHbIX CUCTEMOIA 3anuceit B 6a3e JaHHbIX.

vlan_name — yka3biBaeT nms VLAN, accolumnpoBaHHo ¢ 3abnokmpoBaHHbIM MAC-aapecom.
<vlan_name> — Beeante ums VLAN.
mac_address — ykasbiBaeT MAC-agpec 3anucu nnm 3abnoknpoBaHHblii MAC-agpec.
<macaddr> — Beegnte MAC-agpec.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.
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Mpumep

YnaneHue 3a6n0KMPOBaHHOIO aapeca:

DGS-3000-28XMP:admin# delete address_binding blocked vlan_name v31 mac_address 00-00-00-00-
00-11

Command: delete address_binding blocked vlan_name v31 mac_address 00-00-080-00-00-11

Success.

DGS-3000-28XMP : admin#

41-6 delete address_binding ip_mac

OnucaHune
KomaHpga ncnosnb3yetca ana yganeHus sanucu IMPB.

CuHTtakcuc
delete address_binding ip_mac [all | ipaddress <ipaddr> mac_address <macaddr> | ipv6address

<ipv6addr> mac_address <macaddr>]

MapameTpsbl

all — ykaxxute gnsa yganenuns scex MAC-agpecos.

ipaddress — yka3biBaeT nsyueHHblii IP-agpec 3anncy B 6a3e AaHHbIX.
<ipaddr> — BBegute IP-agpec.
mac_address — ykasbiBaeT MAC-agpec, UCNo/b3yeMblil 4151 AaHHOW KOHGUrypaLmn.
<macaddr> — Beegute MAC-aapec.

ipvb6address — yka3blBaeT M3yyeHHbIn IPv6-agpec 3anucn B 6a3e AaHHbIX.
<ipv6addr> — Beegute IPv6-agpec.
mac_address — ykasbiBaeT MAC-agpec, UCNonb3yeMblii 4718 AaHHON KOHdUrypaumn.
<macaddr> — Beegnte MAC-agpec.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnn Power-User MOryT BbINONHATb JAaHHYH0 KOMaHAy.

Mpumep
YpaneHune 3a610KMPOBaHHOIO ajpeca:

DGS-3000-28XMP:admin# delete address_binding ip_mac ipaddress 18.1.1.1 mac_address 00-80-00-
00-00-11
Command: delete address_binding ip_mac ipaddress 10.1.1.1 mac_address 00-00-00-80-00-11

Success.

DGS - 3000 - 28XMP : admin#

41-7 config address_binding ip_mac ipaddress

OnucaHue
KomaHga nucnonb3syetcs s 06HoBeHus 3anucu IMPB.
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CuHTtakcuc
config address_binding ip_mac ipaddress <ipaddr> mac_address <macaddr> {ports [<portlist> | all]}

MapameTpbl

<ipaddr> — BBeguTe |IP-agpec.

mac_address — ykasbiBaeT MAC-aapec 06HOBNSIEMOI4 3anucu.
<macaddr> — Beegnte MAC-agpec.

ports — (ONuuoHa/IbHO) YKa3bIBaeT, Kakue MopTbl UCMOMb3YTCA Ansi obHoBnsiemon 3anucyn IMPB. Ecnm
napameTpbl He YKka3aHbl, HACTPOIKM NPUMEHSIIOTCA KO BCEM NOpTam.

<portlist> — BBeNTE CNUCOK NOPTOB.

all — ykaxxute ona ncnonb3oBaHUsA OJ/19 BCEX NOPTOB.

OrpaHuyeHus
Tonbko nonb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOMHATb AAaHHYH KOMaHAy.

Mpumep
HacTpoiika 3anncu IMPB:

DGS-3000-28XMP:admin# config address_binding ip_mac ipaddress 10.1.1.1 mac_address 00-00-00-
00-00-11

Command: config address_binding ip_mac ipaddress 10.1.1.1 mac_address 00-00-00-00-00-11

sSuccess.

DGS-3000-28XMP : admin#

41-8 show address_binding

OnucaHue
KomaHga ncnonb3yetcs gs1s npocmMoTpa obumx Hactpoek IMPB nnn Hactpoek IMPB Ha yka3aHHbIX nopTax.

CunHTtakcuc
show address_binding {ports {<portlist>}}

MapameTpsbl

ports — (onuMoHanbHO) yKasblBaeT MNOPTbl, A1 KOTOpbIX OyAeT oTobpaxeHa WHdopMauus. Ecnu
napameTpbl He YKasaHbl, MHhopMaLms oTobpaxaeTcs /151 BCEX NOPTOB.
<portlist> — (onunoHanbLHO) BBEANTE CNUCOK NOPTOB.

OrpaHuyeHus
Her.

Mpumep
OTob6paxeHne obLmx HacTpoek IMPB:
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Roaming state
Trap/Log

DHCP Snoop(IPv4)
DHCP Snoop(IPvE)
DHCP-PD Snoop

ND Snoop
Function Version

: Enabled

: Disabled
: Disabled
: Disabled
: Disabled
: Disabled

. 3.97

DGS-3000-28XMP: admin#

DGS-3000-28XMP: admin#show address_binding
Command: show address_binding

OTo6paxeHne HacTpoek IMPB anis nopToB:

ARP: ARP Inspec
Port ARP

1 Disabled
2 Disabled
3 Disabled
4 Disabled
5 Disabled
6 Disabled
7 Disabled
8 Disabled
9 Disabled
10 Disabled
11 Disabled
12 Disabled
13 Disabled
14 Disabled
15 Disabled
16 Disabled

tion IP: IP Inspection

IP

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

ND

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

DGS-3000-28XMP:admin#show address_binding ports
Command: show address_binding ports

ND: ND Inspection

Prot Zero IP

All

Not

Allow

DHCP Packet

Forward
Forward
Forward
Forward
Forward
Forward
Forward
Forward
Forward
Forward
Forward
Forward
Forward
Forward
Forward
Forward

Quit Next Page Next Entry B All

Prot: Protocol

Stop Learning
Threshold/Mode

500/Normal
500/Normal
500/Normal
500/Normal
500/Normal
500/Normal
500/Normal
500/Normal
500/Normal
500/Normal
500/Normal
500/Normal
500/Normal
500/Normal
500/Normal
500/Normal

41-9 show address_binding blocked

OonucaHue

KomaHga vcnosnb3yeTcst 4718 NpocMoTpa 3a6/10KMpoBaHHbIX MAC-3anuceil.

CuHTakcuc

show address_binding blocked [all | vlan_name <vlan_name> mac_address <macaddr>]
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MapameTpbl

all — YKaXute Osid npocmMmoTpa BCeX 3a6ﬂOKMpOBaHHHX agpecos B 6aze OaHHbIX, KOTOpPble Ob1nn paHee
N3y4eHbl.

vlan_name — yka3biBaeT nmsa VLAN, KOTOpOIi NpuHagiexuT 3a6/10kMpoBaHHbIini MAC-agpec.
<vlan_name> — BBeguTe nmsa VLAN.
mac_address — yka3biBaeT MAC-agpec 3anucu uam 3abiokmpoBaHHbiii MAC-aapec.
<macaddr> — Beegute MAC-agpec 3anvcu nam 3abnoknposaHHblli MAC-agpec.

OrpaHuyeHus
Her.

Mpumep
OTob6paxeHne 3ab10KMpoBaHHbIX 3anuceli IMPB:

DGS-3000-28XMP:admin# show address_binding blocked all
Command: show address_binding blocked all

VID VLAN Name MAC Address Port

1 default 00-0C-6E-AA-B9-CO 1

Total Entries : 1

DGS-3000-28XMP:admin#

41-10 show address_binding ip_mac

OnucaHue
KomaHga ncnonbsyetcs anst npocmotpa 3anvceli IMPB.

CuHTakcuc
show address_binding ip_mac [all | [ipaddress <ipaddr> | ipv6address <ipv6addr>] mac_address

<macaddr>]

MapameTpsbl

all — ykaxxute gna otobpaxeHus scex IP-agpecos.

ipaddress — yka3blBaeT n3yueHHblii IP-agpec 3anvicu B 6ase AaHHbIX.
<ipaddr> — BBeguTe n3yyeHHslii IP-agpec.
ipv6address — yka3blBaeT M3yyeHHbIn IPv6-agpec 3anucu B 6a3e AaHHbIX.
<ipv6addr> — BBeanTe M3yyeHHblin IPv6-agpec.
mac_address — ykasbiBaeT MAC-agpec 3anucu B 6a3e AaHHbIX.
<macaddr> — Beegnte MAC-agpec.

OrpaHuyeHus
Her.

Mpumep
OTobpaxeHne 3anvceii IMPB:

394



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

DGS-3000-28XMP:admin# show address_binding ip_mac all
command: show address_binding ip_mac all

M(Mode) - D:DHCP, S:Static ACL - A:Active I:Inactive

IP Address MAC Address M ACL Ports

10.1.1.1 00-00-00-00-00-11 S I 1-28
Total Entries : 1

DGS-3000-28XMP :admin#

41-11 enable address_binding dhcp_snoop

OnucaHune
KomaHga ucnosnb3syetcs ans skaoveHns pexvima DHCP Snooping.
Mo ymonuaHuo doyHkumoHann DHCP Snooping OTK/THOYEH.

Ecnm pexunm DHCP Snooping BKMHOYEH, BCe MOPTbl, HA KOTOPbIX OTKAYEH iyHKumoHan IMPB, ctaHyT
noprtamMmu, NOAK/IYEHHBIMU K cepBepy. KommyTaTop 6yaer nsyyarb IP-agpeca yepes atn noptbl (C NOMOLLBI0
DHCP Offer n DHCP ACK-nakeTtoB).

DHCP Discover-nakeT He MOXeT OblTb NPOMyLeH 4Yepe3 nosb3oBaresibCknue MnopTbl, ecnin  yHKumA
allow_zeroip oTk/to4eHa Ha nopry.

ABTOMaTU4yeckn usydyeHHas IMPB-3anucb 6ygeT conocTaBfeHa C onpeAesieHHbIM MOPTOM WUCTOYHMKA Ha
oCHOBe QOyHKUMK un3ydyeHnss MAC-agpecoB. [laHHas 3anucb OyAeT co3daHa Kak MpuBA3Ka pexuma
IP-Inspection ansa ykasaHHoro nopta. Kaxgas 3anucb accouumnpoBaHa ¢ BpeMeHeM apeHgbl (lease time). Mo
NCTEYEHUN BPEMEHUN apeHbl, 3anncb byaeT yaaneHa ¢ nopta. ABTOMaTMYECKM N3yYeHHas NpuBsi3Ka MOXET
ObITb NepeMelLleHa C 04HOro nopTa Ha apyroi, ecnu gyHkuus DHCP Snooping o6HapyxuT, uto MAC-agpec
nepemeLLeH Ha Apyroii NopT.

MoryT BO3HUKHYTb CUTyaLuu, Korga npuBsaska, U3yyeHHas ¢ nomolubio DHCP Snooping, KOHMKTYET co
CTaTU4ecKn HaCTPOEHHO 3anucbio. Hanpumep, ecnun IP A npusasaH k MAC X ctatuyecku, U NpeanosioxXnTb,
yTo MpuBsAska, n3yvyeHHas DHCP Snooping, npussket IP A k MAC Y, To npousoiger koHdnukT. Korga
3anucb, u3yvyeHHas DHCP Snooping, cornacyetcsa €O CTaTM4yeckM HACTPOEHHOW 3anvcbio, 3anuchb,
n3yyeHHas DHCP Snooping, He 6yaeT co3gaHa.

B cutyauuun, korga ogHa u Ta xe napa IMPB 6biia cTaTWyecks HacTpoeHa, aBTOMAaTUYecKU M3yyeHHast
3anuck He 6yaeT cosgaHa. B cuTyauuu, Korga uayyeHHas MHpopMauvsi COrflacyetcsi CO CTaTuuyecku
HaCTPOEHHOI 3anncbio, aBTOMATUYECKM U3yYeHHas 3anucb He GyAeT co3faHa. B cuTyaumu, korga 3anuch
CTaTMUYeckn HacTpoeHa B pexume ARP, aBTomMatnyeckn usyyeHHasi 3anvck He GyAeT co3gaHa. B cutyauuu,
Koraa 3annchb CTAaTWYECKU HACTPOEHA HA OAHOM MOPTY, M 3anvchb M3yuyeHa aBTOMATUYECKW Ha ApPYroM MopTy,
aBTOMAaTUYECKN M3yuyeHHast 3anuchb He GyAeT cozgaHa.

CuHTakcuc
enable address_binding dhcp_snoop {[ipv6 | all]}
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MapameTpbl

ipv6 — (onuMoHasIbHO) yKa3biBa€eT BK/IlOYEHNE |IPv6-3anunceii.

all — (onymoHanbHO) yKasbiBaeT BKKOUEHUE BCeX pexnmoB DHCP Snooping.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
BkntoueHue pexvma DHCP IPv4 Snooping:

DGS-3000-28XMP: admin# enable address_binding dhcp_snoop
Command: enable address_binding dhcp_snoop

Success.

DGS-3000-28XMP:admin#

41-12 disable address_binding dhcp_snoop
OnucaHune
KomaHga wcnone3yetca ansa otknoyveHus pexuma DHCP Snooping. Korga dyHkuns DHCP  Snooping

OTK/TOYEHa, BCE aBTOMaTU4eCKN N3yHEHHbIE NPUBA3KUN 6y,qu yaaneHobl.

CuHTakcuc
disable address_binding dhcp_snoop {[ipv6 | all]}

MapameTpbl

ipv6 — (onuMoHasIbHO) yKaknTe Ans oTkAdeHus IPv6-3anucei.

all — (onumoHanbHO) yKaxuTe ANa OTKIYeHUs Bcex pexnmos DHCP Snooping.

OrpaHuyeHus
Tonbko nonb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
OtkntoueHme pexuma DHCP IPv4 Snooping:

DGS-3000-28XMP:admin# disable address_binding dhcp_snoop
Command: disable address_binding dhcp_snoop

Success.

DGS-3000-28XMP: admin#

41-13 clear address_binding dhcp_snoop binding_entry ports

OnucaHue
KomaHga ncnonb3yetcs ans yganeHus nsyyeHHoix sanucein DHCP Snooping Ansi ykasaHHbIX NOPTOB.
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CuHTtakcuc
clear address_binding dhcp_snoop binding_entry ports [<portlist> | all] {[ipv6 | all]}

MapameTpbl

<portlist> — BBeaNTE CNMCOK NOPTOB.

all — YKa3bIBa€eT UCMOJIb30BaHNE A1 BCEX NMOPTOB.

ipv6 — (onumoHaibHO) ykaxknTe ansa yganenus IPv6-3anuceii.

all — (onuMoHanbHO) yKaxuTe ANs yaaneHns Bcex 3anuncei.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
YpaneHwne 3anucein DHCP IPv4 Snooping Ha noptax 1-3:

DGS-3000-28XMP:admin# clear address_binding dhcp_snoop binding_entry ports 1-3
Command: clear address_binding dhcp_snoop binding_entry ports 1-3

Success.

DGS-3000-28XMP: admin#

41-14 show address_binding dhcp_snoop
OnucaHue
KomaHga ucnosnb3yercs gss npocMotpa nHgopmaumm o koHdgurypaumm DHCP Snooping 1 6a3e gaHHbIX

06y4YeHus.

CuHTakcuc
show address_binding dhcp_snoop {max_entry {ports <portlist>}}

MapameTpsbl

max_entry — (ONUMOHa/IbHO) YKaXknTe A1 0TOOPaXEHM MakCMMasibHOro KOMyecTBa 3anunceii Ha nopr.
ports — (onunoHasIbHO) yKka3blBaeT NOPThbI, UCMO/b3yeMble 4151 AaHHOW KOHMIypauuu.
<portlist> — BBeguTE CNNCOK NOPTOB.

Ecnun napameTpbl He yKasaHbl, KomaHAa otobpaxaeT ctatyc DHCP Snooping.

OrpaHuyeHus
Het.

Mpumep
OTobpaxeHne ctatyca DHCP Snooping:
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DGS-3000-28XMP: admin#show address_binding dhcp_snoop
Command: show address_binding dhcp_snoop

DHCP Snoop(IPv4) : Disabled
DHCP Snoop(IPvé) : Disabled

DGS-3000-28XMP: admin#

OTob6paxeHne KOHPUIypaLmumn MmakcMMasibHOro konmnyecTea 3anucein DHCP Snooping:

DGS-3000-28XMP:admin#show address_binding dhcp_snoop max_entry
Command: show address_binding dhcp_snoop max_entry
Port Max Entry Max IPv6 Entry

1 No Limit No Limit

2 No Limit No Limit

3 No Limit No Limit

4 No Limit No Limit

5 No Limit No Limit

6 No Limit No Limit

7 No Limit No Limit

8 No Limit No Limit

9 No Limit No Limit

10 No Limit No Limit

11 No Limit No Limit

12 No Limit No Limit

13 No Limit No Limit

14 No Limit No Limit

15 No Limit No Limit

16 No Limit No Limit

17 No Limit No Limit

18 No Limit No Limit

19 No Limit No Limit

20 No Limit No Limit

Quit Next Page Next Entry f] All

41-15 show address_binding dhcp_snhoop binding_entry

OnucaHue
KomaHga ncnonb3yetcs ans otobpaxeHms npmeasok DHCP Snooping.

CuHTakcuc
show address_binding dhcp_snoop binding_entry {port <port>}

MapameTpbl

port — (ONuUMoHabHO) yKa3bIBAET NOPT, UCMOMb3YEMbI A5 AaHHO KoHdurypauuu.
<port> — BBeauTe HOMep nopTa.

OrpaHunyeHus
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Her.

Mpumep
OTo6paxeHne npmesasok DHCP Snooping:

DGS-3000-28XMP:admin#show address_binding dhcp_snoop binding_entry
Command: show address_binding dhcp_snoop binding_entry

S (Status) - A: Active, I: Inactive
Time - Left Time (sec)

IP Address MAC Address S LT(sec) Port

Total Entries : @

DGS-3000-28XMP: admin#

41-16 config address_binding dhcp_snoop max_entry ports

OonucaHue
KomaHga wcnonb3yetca pgns Toro, 4Tobbl 3a4aTb MaKCMMaslbHOE KOMMYECTBO 3anuvceil, n3yvaemblx
yKazaHHbIM NOpTOM.

CuHTtakcuc
config address_binding dhcp_shoop max_entry ports [<portlist> | all] limit [<value 1-50> | ho_limit]
{ipv6}

MapameTtpbl

<portlist> — BBeanTe CNMCOK NOPTOB.

all — yka3biBaeT ncnonb3oBaHWe 419 BCEX NOPTOB.

limit — ykasbiBaeT MakcMMasibHOe KO/IMYeCcTBO 3anuceii. Mo ymonyaHuio ncnosb3yercs sHadyeHme no_limit.
<value 1-50> — BBeAuTE MakCUMasibHOE 3Ha4yeHue. [JoCcTyneH AnanasoH 3HavyeHuin ot 1 go 50.
no_limit — ykasblBaeT, 4TO MakCUMasIbHOE KOSIMYECTBO M3YUYEHHbIX 3aNncein He OrpaHUYEHo.

ipv6 — (onumoHasibHO) yKka3biBaeT IPv6-agpec ons gaHHo KoHgUrypawmn.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb AAaHHYIO KOMaHAy.

Mpumep
HacTpoiika makcumasibHOro konmuyecTtsa 3anvcein DHCP IPv4 Snooping, paBHbiM 10, KOTOpble MOryT 6bITh
n3y4yeHbl noptamu 1-3:

DGS-3000-28XMP:admin# config address_binding dhcp_snoop max_entry ports 1-3 limit 10
Command: config address_binding dhcp_snoop max_entry ports 1-3 limit 10

Success.

DGS-3000-28XMP:admin#

399



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

41-17 enable address_binding nd_snoop

OnucaHue
KomaHga ncnonb3yetcs Ans BkAoveHns yHkuun ND Snooping Ha KOMMmyTaTope.

CuHTakcuc
enable address_binding nd_snoop

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb SAaHHY KOMaHAY.

Mpumep
BkntoveHune pyHkumm ND Snooping Ha KomMyTaTope:

DGS-3000-28XMP:admin#enable address_binding nd_snoop
Command: enable address_binding nd_snoop

Success.

DGS-3000-28XMP:admin#

41-18 disable address_binding nd_snoop

OnucaHue
KomaHga ncnonb3yetcs a5 oTkadeHns yHkumm ND Snooping Ha komMMmyTaTtope.

CuHTakcuc
disable address_binding nd_snoop

MapameTpbl
Her.

OrpaHunyeHus
Tonbko nonb3oBarenu ypoHs Administrator, Operator nnm Power-User MOryT BbINOMHATb AAaHHYH KOMaHAy.

Mpumep
OTtkntoueHne dyHKumMmM ND Snooping Ha kKomMyTaTope:

DGS-3000-28XMP:admin#disable address_binding nd_snoop
Command: disable address_binding nd_snoop

Success.

DGS-3000-28XMP: admin#
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41-19 config address_binding nd_snoop ports

OnucaHue

KomaHga ncnonb3yeTtcst Ans ykasaHus MakCMMaslbHOro KO/IMyecTBa 3anmcel, KoTopble MOTryT ObiTb U3YYeHbl
€ nomolpto hyHkuMm ND Snooping. Mo ymonyaHuio, orpaH1NYeHnin Ha MakCuMasibHOe KO/IMYEeCTBO 3amnmnce,
KOTOpPble MOTYT 6bITb U3y4eHbl Ha NOPTY ¢ noMowko ND Snooping, HeT.

CuHTakcuc
config address_binding nd_snoop ports [<portlist> | all]] max_entry [<value 1-50> | no_limit]

MapameTpbl

<portlist> — BBeagnTe CNNCOK HacCTpanBaeMbIX NMOPTOB.

all — ykasbIBaeT HacTpOiiKy BCcex NOpToB.

max_entry — yka3sbiBaeT MakC/MaslbHOe KO/IMYEeCTBO 3anucen.
<value 1-50> — BBeguTe 3HAYEHME MaKCHMas/IbHOrO KoMM4yecTBa 3anvceit. [OocTyneH [auanasoH
3HaueHwuii ot 1 go 50.
no_limit — yka3sbiBaeT, UTO MakCUMasibHOE KOIMYECTBO N3YUEHHbIX 3amnMcei He orpaHnyeHo.

OrpaHuyeHus
Tonbko nosb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaH4y.

Mpumep
HacTtpoliika konuuecTBa 3anuncei, KoTopble MOryT ObITb M3y4YeHbl ¢ noMoLbio ND Snooping, paBHbIM 10, ans
noptos 1-3:

DGS-3000-28XMP:admin#config address_binding nd_snoop ports 1-3 max_entry 10
Command: config address_binding nd_snoop ports 1-3 max_entry 10

Success.

DGS-3000-28XMP: admin#

41-20 show address_binding nd_snoop

OnucaHue
KomaHpga ncnonb3yetca A1 npocmMoTpa craryca pyHkumm ND Snooping Ha KOMmMyTaTope.

CuHTakcuc
show address_binding nd_snoop {ports <portlist>}

MapameTpsbl

ports — (onuMoHasIbHO) YKa3blBaeT CN1COK MOPTOB, A/151 KOTOPbIX HE0HX0AMMO 0TO6Pa3nNTbL NHhopMaLMIO.
<portlist> — BBeANTE CNNUCOK NOPTOB.

OrpaHuyeHus
Her.

Mpumep
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MpocmoTp ctatyca dyHkuun ND Snooping:

DGS-3000-28XMP:admin#show address_binding nd_snoop
Command: show address_binding nd_snoop

ND Snoop : Enabled

DGS-3000-28XMP: admin#

MpocMOoTp MHcopMauMM 0 MakCcMMasibHOM KonmyecTBe 3anuceid ans yHkumm ND Snooping Asa nopToB
1-5:

DGS-3000-28XMP:admin#show address_binding nd_snoop ports 1-5
Command: show address_binding nd_snoop ports 1-5

Port Max Entry

1 10
2 10
3 10
4 No Limit
5 No Limit

DGS-3000-28XMP: admin#

41-21 show address_binding nd_snoop binding_entry

OnucaHue
KomaHga ncnonb3yetcs ans npocmoTpa npmeA3ok ND Snooping Ha KOMMyTaTope.

CuHTakcuc
show address_binding nd_snoop binding_entry {port <port>}

MapameTpbl

port — (onumMoHasibHO) yKasbiBaeT NopT, /19 KOTOPOro HeobxoAMMo 0TOBpa3nTL MHopMaLMIO.
<port> — BBeANTE HOMEP MNopTa.

OrpaHuyeHus
Het.

Mpumep
MpocmoTp npussasok ND Snooping:
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DGS-3000-28XMP :admin#show address_binding nd_snoop binding_entry
Command: show address_binding nd_snoop binding_entry

S (Status) - A: Active, I: Inactive
Time - Left Time (sec)

IP Address MAC Address S LT(sec) Port
2001:2222:1111:7777:5555:6666: 77/77:8888 00-00-00-00-00-02 I 50 5
2001::1 00-00-00-00-03-02 A 100 6

Total Entries : 2

DGS-3000-28XMP: admin#

41-22 clear address_binding nd_snoop binding_entry ports

OnucaHue
KomaHga ncnonbsyetcs ans yganenus sanucein ND Snooping Ha ykasaHHbIX NopTax.

CuHTakcuc
clear address_binding nd_snoop binding_entry ports [<portlist> | all]

MapameTpsbl

<portlist> — BBeANTE CNNCOK NOPTOB, [/151 KOTOPbLIX HEOBXOAMMO YAanIMTb U3yueHHble 3anncu ND Snooping.

all — ykaxxute gnsa yganeHns Bcex n3yyeHHblx 3anuceit ND Snooping.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator, Operator nnu Power-User MOryT BbINO/HATb AAHHYO KOMaHAY.

Mpumep
Ypanenwne 3anucein ND Snooping Ha noptax 1-3:

DGS-3000-28XMP: admin#clear address_binding nd_snoop binding_entry ports 1-3
Command: clear address_binding nd_snoop binding entry ports 1-3

Success.

DGS-3000-28XMP:admin#

41-23 enable address_binding trap_log
OnucaHune
KomaHaa wvcnonb3yeTcs A1 OTNPaBkM trap-COOOLUEHUA W BKKOYEHWS SIOTMPOBaHUA Npu 06HapyXeHuu

3anpelueHHoro IP n MAC-agpeca ¢ nomoLsio doyHkuun IMPB.

CuHTakcuc
enable address_binding trap_log
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MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBarenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYH KOMaH4y.

Mpumep
BkntoueHune trap-cooblueHunii n normposaHusa gnis IMPB:

DGS-3000-28XMP:admin# enable address_binding trap_log
Command: enable address_binding trap_log

Success.

DGS-3000-28XMP : admin#

41-24 disable address_binding trap_log

OnucaHune
KomaHga ncnonb3yeTcs Ansi OTKIYEeHNs trap-coobeHnii n nornposaHus ans IMPB.

CuHTakcuc
disable address_binding trap_log

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYHO KOMaHAy.

Mpumep
OTKNoYEHME trap-co06LeHunin 1 normposaHns IMPB:

DGS-3000-28XMP:admin# disable address_binding trap_log
Command: disable address_binding trap_log

Success.

DGS - 3000 -28XMP : admin#

41-25 config address_binding recover_learning ports
OnucaHue
KomaHga vcnonb3yeTcs AN BOCCTaHOBMNEHUA (PyHKUMOHasa nposepku IMPB nocne npekpawieHust ero

paboThbl HA YKa3aHHbIX NOpTax.

CuHTakcuc
config address_binding recover_learning ports [<portlist> | all]
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MapameTpbl

<portlist> — BBeanTe CNNCOK HACTpanBaeMbIX NMOPTOB.

all — ykasbIBaeT HacTpoiiky Bcex NopToB.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
BoccraHoBneHue dyHkUmMoHana nposepku IMPB Ha noprtax 6-8:

DGS-3000-28XMP:admin# config address_binding recover_learning ports 6-8
Command: config address_binding recover_learning ports 6-8

sSuccess.

DGS-3000 - 28XMP : admin#

41-26 debug address_binding

OonucaHue

KomaHga vcnonb3yetcs ansa 3anycka otnagku IMPB, ecnn IMPB-mogynb nonydaetr ARP/IP-nakeT wnu
DHCP-naker.

CunHTtakcuc
debug address_binding [event | dhcp | all] state [enable | disable]

MapameTpsbl

event — ykasblBaeT BbIBOg, CO0O6OLLEHU 06 oTragke, ecnv IMPB-moaynb nonyvaet ARP/IP-nakeT.

dhcp — ykasbiBaeT BbIBOg, CO06LLEHNI 06 oTnagke, ecniv IMPB-mogyne nonyvaet DHCP-naker.

all — yka3biBaeT BbIBOf BCex co0bLLeHNli 06 oTaake.

state — yka3biBaeT ctaryc otnagku IMPB.
enable — yka3biBaeT Bk/oueHve otnagky IMPB.
disable — yka3biBaeT oTk/ItoueHve otnagky IMPB.

OrpaHunyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYIO KOMaHAay.

Mpumep
BbiBOA, BCEX CO06LLEHMI 06 oTnagke IMPB:

DGS-3000-28XMP:admin# debug address_binding all state enable
Command: debug address_binding all state enable

Success.

DGS-3000-28XMP:admin#
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41-27 no debug address_binding

OnucaHue
KomaHga ncnonb3yetcs ans npekpaweHus otnagkn IMPB, ecnn IMPB-moaynb nonyyaet ARP/IP-nakeT nam
DHCP-naker.

CuHTakcuc
no debug address_binding

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nosb3oBareny yposHs Administrator MOryT BbINOMHATL AaHHYIO KOMaH4y.

Mpumep
MpekpatleHne otnagkm IMPB, ecnn IMPB-mogynb nonyvaet ARP/IP-nakeT unm DHCP-naker:

DGS-3000-28XMP:admin# no debug address_binding
Command: no debug address_binding

Success.

DGS-3000-28XMP:admin#

41-28 enable address_binding roaming

OnucaHue
KomaHpga ucnonb3syetcs g/1a BkaodeHns IMPB Roaming.

CuHTakcuc
enable address_binding roaming

MapameTtpbl
Her.

OrpaHuyeHus
Tonbko nonb3osBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYO KOMaHAy.

Mpumep
BknoyeHne IMPB Roaming:

DGS-3000-28XMP:admin#enable address_binding roaming
Command: enable address_binding roaming

Success.

DGS-3000-28XMP:admin#
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41-29 disable address_binding roaming

OnucaHue
KomaHpga ncnonb3yetcs ans otkaodeHns IMPB Roaming.

CuHTakcuc
disable address_binding roaming

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb SAaHHY KOMaHAY.

Mpumep
OTtkntoueHve IMPB Roaming:

DGS-3000-28XMP: admin#disable address_binding roaming
Command: disable address_binding roaming

Success.

DGS-3000-28XMP: admin#

41-30 download address_binding snoop_entry_fromTFTP

OnucaHue
KomaHga ncnonb3yetcs ans 3arpyskm npussasok DHCPv4 Snooping ¢ TFTP-cepsepa.

OrpaHuyeHus npu 3arpyske npmesasok DHCP Snooping:
* Ecnu IMPB oTk/1t04eHO, 3arpy3ka NpmMBsA30K He byAeT nponsBedeHa.
e  Ecnu DHCP oTK/1H04eHO, CKauvBaHne 3anuceli NpuBs3ki He ByaeT Npon3BeaeHo.
* [pueaska 6yget oTbpoLleHa, ecnv NpoBepKka Le/IoCTHOCTU AaHHbIX He yaanach.
* [puBsaska 6yneTt OTOPOLLEHA, eC/iM 3anncb He COOTBETCTBYET KOHmrypauun IMPB.
* [puBs3ka 6ygeT OTOpOLLEHa, eC/IM 3annCb KOHAIMKTYET C TEKYLLE Tabnuue NpuBs30K.
* [puBsaska Oyget oTOpoLLEHa, ec/v Takas 3anunch yXxe CyLLecTByeT.
* [puBsska byget oTOpoLIEHa, eC/M HET annapaTtHbIX Pecypcos.
*  Bpewms geiictBusa NpuBA3KK Oy[ET BOCCTAHOB/IEHO BO BPEMS 3arpy3ku 3anmcu.
* Bpewms apeHAbl 3anvcu He ByneT u3MeHeHo, u cyetyuk lifetime Gynet ysenuumsartbCs, noka 3anucb
aKTMBHa.

CunHTtakcuc
download address_binding shoop_entry fromTFTP [<ipaddr>| <ipv6addr> | <domain_name 255>]

filename <path_filename 64>

MapameTpsbl

<ipaddr> — BeeguTte IP-agpec TFTP-cepepa.
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<ipv6addr> — Beegute IPv6-agpec TFTP-cepsepa.

<domain_name 255> — BBeauTe fomeHHoe umsa TFTP-cepsepa.

filename — yka3biBaeT, 4TO He06x04MMO BBECTM NapameTp «path_filename».
<path_filename 64> — ykaxuTe nyTb K chainny. ims 4o/mKHO cogepxatb He 6onee 64 CMMBO/IOB.

OrpaHunyeHus
Tonbko nonb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AAaHHYH KOMaHAy.

Mpumep
3arpyska Taonuupl npuesidok DHCP Snooping ¢ TFTP-cepsepa:

DGS-3000-28XMP: admin#download address_binding snoop_entry_fromTFTP 10.0.0.1 filename impb.cfg
Command: download address_binding snoop_entry_fromTFTP 10.0.0.1 filename impb.cfg

Success.

DGS-3000-28XMP:admin#

41-31 upload address_binding snoop_entry_ toTFTP

OnucaHue
KomaHpga ncnonb3syetcs s 3arpysku npussa3ok DHCPv4 Snooping Ha TFTP-cepsep.

CuHTtakcuc
upload address_binding snoop_entry_toTFTP [<ipaddr> | <ipv6addr> | <domain_name 255>] filename

<path_filename 64>

MapameTpbl

<ipaddr> — BBegute IP-agpec TFTP-cepBepa.

<ipv6addr> — BeeguTte IPv6-agpec TFTP-cepBepa.

<domain_name 255> — BeeguTe gomeHHoe nmsi TFTP-cepBepa.

filename — ykasbiBaeT, 4TO HE06X0AMMO BBECTU NapameTp «path_filename».
<path_filename 64> — ykaxxute nyTb K chaiiny. /ims AOXHO cogepxaTb He 6onee 64 CUMBO/IOB.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nnm Power-User MoryT BbINOAHATb AAaHHYHO KOMaHAy.

Mpumep
3arpy3ska Tabnumupl npnsaszok DHCP Snooping Ha TFTP-cepsep:

DGS-3000-28XMP:admin#upload address_binding snoop_entry_toTFTP 10.0.0.1 filename impb.cfg
Command: upload address_binding snoop_entry_toTFTP 10.0.0.1 filename impb.cfg

Success.

DGS-3000-28XMP: admin#
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41-32 download address_binding snoop_entry_fromFTP

OnucaHue
KomaHga ncnonb3yetca ans 3arpysku npuessok DHCPv4 Snooping ¢ FTP-cepsepa.

OrpaHuyeHus npu 3arpyske npmessok DHCP Snooping:
* Ecnu IMPB oTk/itoueHo, 3arpy3ka npmMBsa30K He 6yaeT npoussefeHa.
*  Ecnm DHCP Snooping OTK/KO4EH, 3arpy3ka NpmBs30K He byaeT Npon3BoanTbLCS.
* [puBsska byget oTbpoLleHa, ec/v NPOBEPKa LEeTOCTHOCTY AaHHbIX HE yaanach.
* [puBs3ka 6yaeT OT6poOLLEHa, eC/iM 3anncb He COOTBETCTBYET KOHmrypauun IMPB.
» [puBsiska byageT oT6poLIeHa, ecn 3anncb KOHQMKTYET C TEKyLLER TabmLein NpMBSI30K.
* [puBsi3ka 6ygeT OTOPOLLEHA, EC/IM Takas 3anNnCb YXXe CyLLIeCTBYET.
* [puBsi3ka 6yaeT OTOPOLLEHA, EC/IM HET annapaTHbIX PECYPCOB.
*  Bpewms geiictBua npussA3ky 6yaeT BOCCTAHOB/IEHO BO BPEMS 3arpy3ku 3anucu
* Bpewms apeHibl 3anvcy He BygeT U3MeHeHo, 1 cyetyuk lifetime Gyget yBenuumsartbCs, Noka 3anucb
aKTMBHa.

CuHTaKkcuc
download address_binding snoop_entry_fromFTP [<ipaddr> {tcp_port <tcp_port_number 1-65535>}

filename <path_filename 64> | ftp: <string user:pasword@ipaddr:tcpport/path_filename>]

MapameTpbl

<ipaddr> — BeBegute IP-agpec FTP-cepBepa.
tcp_port — ykasbisaet TCP-nopr.
<tcp_port_numberl-65535> — BBeauTe 3Ha4YeHve oT 1 no 65535.
filename — ykasbiBaeT pacnonoxeHune NCXO4HOro thaina.
<path_filename 64> — Beegnte nyTb K panny Ha FTP-cepBepe. 3TO MOXET ObITb OTHOCUTENBHOE
nUNn abCconTHOE MMs NyTK. [JaHHOE NMS He A0/MKHO codepXaTtb 6onee 64 cMMBOOB.

ftp: — yka3biBaeT pacnonoxeHve FTP.
<string user:password@ipaddr:tcpport/path_filename> — Bsegute katanor FTP.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYIO KOMaHAy.

Mpumep
3arpyska Tabnuupl npuesaszok DHCP Snooping ¢ FTP-cepsepa:

DGS-3000-28XMP:admin#download address_binding snoop_entry_fromFTP 10.0.0.1 tcp_port 21
filename impb.cfg

Command: download address_binding snoop_entry_fromFTP 10.0.0.1 tcp_port 21 filename impb.cfg

Connecting to server................... Done.

User (Anonymous): IMPB

Pass:**r***

Download DHCPv4 Snooping binding table................. Done.

Success.

DGS-3000-28XMP: admin#
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41-33 upload address_binding snoop_entry_toFTP

OnucaHue
KomaHpga ncnonb3syetcs ans 3arpyskm npussasok DHCPv4 Snooping Ha FTP-cepsep.

CuHTakcuc
upload address_binding snoop_entry_toFTP [<ipaddr> {tcp_port <tcp_port_ number 1-65535>}

filename <path_filename 64> | ftp: <string user:pasword@ipaddr:tcpport/path_filename>]

MapameTpbl

<ipaddr> — BBegute IP-agpec FTP-cepsepa.
tcp_port — ykasbisaeT TCP-nopr.
<tcp_port_numberl-65535> — BBegunTe 3Ha4eHue oT 1 ao 65535.
filename — yka3biBaeT pacnonoxeHue oaiisia NCTOYHMKA.
<path_filename 64> — BBeguTte uma nytn Ha FTP-cepBep. 3TO MOXET ObITb OTHOCUTE/IBHOE U
abconoTHoe umsa nNyTu. [laHHoe M MOXET codepXaTb A0 64 CUMBOJ/IOB.

ftp: — yka3biBaeT pacnonoxeHve FTP.
<string user:password@ipaddr:tcpport/path_filename> — Beegnte katanor FTP.

OrpaHuyeHus
Tonbko nosb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOMHATb AaHHYHO KOMaHAy.

Mpumep
3arpyska Tabnuubl npuesa3ok DHCP Snooping Ha FTP-cepsep:

DGS-3000-28XMP:admin# upload address_binding snoop_entry_toFTP 10.0.0.1 tcp_port 21 filename
impb.cfg

Command: upload address_binding snoop_entry_toFTP 10.0.0.1 tcp_port 21 filename impb.cfg

Connecting to Server............c..vuu.n Done.

User (Anonymous): IMPB

Pagg:*rFRA*

Upload DHCPv4 Snooping binding table................. Done.

Success.

DGS-3000-28XMP: admin#

41-34 enable address_binding dhcp_pd_snhoop

OnucaHune

KomaHga wucnonb3yetrca pna BknodeHus DHCP-PD Snooping. [aHHas QyHKUMA MpUMeHseTcsa Ans
oTcnexveaHnsa IPv6-npednkcoB, Ha3HavYeHHbIX ¢ MOMOLLbI0 npoTokona DHCPV6 prefix delegation (PD). Mpwu
3ToM ByaeT co3gaH «benblii» cnucok IPv6-npedmkcoB. Ha ocHoBe gaHHoro cnucka IMPBVE dmnstpyeT IPV6-
naketbl. Ecnu IP-agpec UCTOYHMKA HaxoguTcsa B «b6enom» cnucke, IPv6-nakeTbl 6yayT nepecblnartbcsa. B
NMPOTUBHOM C/yyae, nakeTbl 6yayT OTOPOLLEHbI.

CuHTtakcuc
enable address_binding dhcp_pd_snoop
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MapameTpbl
Her.

OrpaHuyeHus
Tonbko nosb3oBartenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
BkntoueHne DHCP-PD Snooping:

DGS-3000-28XMP:admin#enable address binding dhcp_pd_snoop
Command: enable address_binding dhcp_pd_snoop

Success.

DGS-3000-28XMP: admin#

41-35 disable address_binding dhcp_pd_snoop

OnucaHune
KomaHga wcnonb3yetca pansa otkmodeHns DHCP-PD  Snooping. [aHHas onuus  UCNosnb3yetcsa Mo
ymonyaHuio. Ecnv onums oTkloveHa, Bce aBToMaTnyeckn 3yyeHHble NpuBA3KA 6yayT yaaneHs.l.

CuHTtakcuc
disable address_binding dhcp_pd_snoop

MapameTpsbl
Her.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoBHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AaHHYHO KOMaHay.

Mpumep
OTtkntoyeHne DHCP-PD Snooping:

DGS-3000-28XMP: admin#disable address_binding dhcp_pd_snoop
Command: disable address_binding dhcp_pd_snoop

Success.

DGS-3000-28XMP: admin#

41-36 show address_binding dhcp_pd_snoop

OnucaHue
KomaHga ucnosnb3syetcs ans npocmorpa nHgopmauum o DHCP-PD Snooping.

CunHTtakcuc
show address_binding dhcp_pd_snhoop {binding_entry {port <port>}}
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MapameTpbl

binding_entry — (onuuoHanbHO) YkasbiBaeT oTobpaxeHue npussaszok DHCP-PD  Snooping. Ecnu
napameTpbl HE yKa3aHbl, 0TOGpaxaTbest 6yayT Bce HacTpoikn DHCP-PD.
port — (oNuUMOHaJIBHO) yKaxknTe NopT. EC/iv NOpT He ykasaH, 0Tobpaxarbes 6yayT Bce NMPUBSA3KM.
<port> — BBeguUTe NopT, 4715 KOTOPOro HE06X0AMMO 0TO6Pa3nTL NHGOPMALIMID.

OrpaHunyeHus
Tonbko nonb3oBarenu ypoHs Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYH KOMaHAy.

Mpumep
OTo6paxeHne Hactpoek DHCP-PD Snooping:

DGS-3000-28XMP : admin#show address_binding dhcp_pd_snoop
Command: show address_binding dhcp_pd_snoop

DHCP-PD Snoop : Enabled

DGS-3000-28XMP:admin#

OTo6paxeHue npuesasok DHCP-PD Snooping:

DGS-3000-28XMP:admin#show address_binding dhecp_pd_snoop binding_entry
Command: show address_binding dhcp_pd_snoop binding_entry

S (Status) - A: Active, I: Inactive
Time - Left Time (sec)

IP Address MAC Address S LT(sec) Port

Total Entries : @

DGS-3000-28XMP: admin#
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42. KomaHgbl IPv6 Neighbor Discovery

create ipv6 neighbor_cache ipif <ipif_name 12> <ipv6addr> <macaddr>

delete ipv6 neighbor_cache ipif [<ipif_name 12> | all] [<ipv6addr> | static | dynamic | all]

show ipv6 neighbor_cache ipif [<ipif_name 12> | all] [ipv6address <ipv6addr> | static | dynamic | all]

config ipv6 nd ns ipif <ipif_name 12> retrans_time <millisecond 0-4294967295>

show ipv6 nd {ipif <ipif_name 12>}

42-1 create ipv6 neighbor_cache ipif
OnucaHue
[aHHas koMaHga ucnosb3yeTcs o fo6aBneHns cTaTMYeckon 3anmcK Ans CoceHero ycTporictea Ha IPv6-

nHTepdeiice.

CuHTakcuc
create ipv6 neighbor_cache ipif <ipif_name 12> <ipv6addr> <macaddr>

MapameTpbl

<ipif_name 12> — Beegute nms IP-uHTtepdeica. Mima MOXeT COCTOSATb He 6onee, Yem U3 12 CUMBOJIOB.

<ipv6addr> — BBegute IPv6-agpec cocegHero ycTpoiicTaa.

<macaddr> — Beegute MAC-agpec coceHero ycTponcTaa.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHa Administrator, Operator nam Power-User MOryT BbINOAHATb AaHHYHO KOMaHay.

Mpumep
CoszgaHve ctatnyeckoii 3anucu B NDP-Tabnmue (Neighbor Cache):

DGS-3000-28XMP:admin# create ipvé neighbor_cache ipif System 3ffc::1 00-01-02-03-04-05
Command: create ipwv6 neighbor_cache ipif System 3ffc::1 00-01-02-03-04-85

Success.

DGS-3000-28XMP : admin#

42-2 delete ipv6 neighbor_cache ipif

OnucaHue

[aHHas komaHAa MCnoNb3yeTcsa 4719 yAasIeHNs CTaTUYeCcKo Uan guHammnyeckoid 3anucu n3 NDP-Tabnumubl
Wnn 4na yganeHus Bcex 3anuceli Ha IP-unTepdpeiice. MoryT ObiTb yAaneHbl Kak cTaTtmyeckue, Tak K

AnHaMn4yeckme 3arnmcun.

CuHTakcuc
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delete ipv6 neighbor_cache ipif [<ipif_name 12> | all] [<ipv6addr> | static | dynamic | all]

MapameTpbl

<ipif_name 12> — BBeguTe ums IP-uHTepdelica. Mims MoOXeT coCToATb He 6onee, YeM 13 12 cMMBONOB.

all — yka3biBaeT HaCTpOIiKy BCEX MHTEPIEICOB.

<ipv6addr> — BBeguTte IPv6-agpec cocegHero ycTpolicTsa.

static — yka3bIBa€eT yjasieHne cTatuyeckoi 3anmcu.

dynamic — yka3blBaeT yaaneHne agnHaMMUeckux 3anuncei.

all — ykasbIBa€eT ygasieHme BCex CTaTtndecknx u gUHaMmMyecKmnx 3anmce.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb AAHHYO KOMaHAY.

Mpumep
Ypanenwne 3anmcy NDP-Tabnuubl Ha IP-nHTepdielice «Systems:

DGS-3000-28XMP:admin# delete ipvé neighbor_cache ipif System 3ffc::1
Command: delete ipwvé neighbor_cache ipif System 3FFC::1

Success.

DGS-3000-28XMP : admin#

42-3 show ipv6 neighbor_cache ipif

OnucaHue
[aHHasi KomaHaa Mcnosnb3yeTcs Ans npocmotpa 3anmcu NDP-Tabnuupl Ha ykasaHHOM MHTepdieiice. MoxeT
6bITb OTOOpaXEeHa ykasaHHas 3annchb, BCE 3an1cu Uamn Bce ctatuyeckne 3anmcu.

CuHTtakcuc
show ipv6 neighbor_cache ipif [<ipif_name 12> | all] [ipv6address <ipv6addr> | static | dynamic | all]

MapameTpbl

<ipif_name 12> — Beegute nms IP-uHtepdeica. Mima MoOXeT COCTOSATb He 6onee, Yem U3 12 CUMBOJIOB.

all — yka3biBaeT oTobpaxeHne Bcex NHTepghencos.

ipvb6address — ykasbiBaeT |IPv6-agpec coceHero ycTpoicTaa.
<ipv6addr> — BeegnTte IPv6-agpec.

static — yKka3blBaeT cTaTuyeckyto 3arnmchb.

dynamic — yka3blBaeT gnHaMnyeckune 3arnmcu.

all — YKa3blBaeT 0To6pa>|<eH|/|e BCEX CTaTU4YEeCKUX N ANHaAMNYECKUX 3anucei.

OrpaHuyeHus
HerT.

Mpumep
OTo6paxeHne Bcex 3anucein NDP-Tabnuubl Ha IP-nHTepdeiice «Systemy»:
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DGS-3000-28XMP:admin# show ipv6 neighbor_cache ipif System all
Command: show ipvé neighbor_cache ipif System all

3FFC::1 State: Static
MAC Address : 00-01-02-03-04-05 Port : NA
Interface : System vib : 1

Total Entries: 1

DGS-3000-28XMP: admin#

42-4 config ipv6 nd ns retrans_time ipif

OnucaHue

[aHHaa komaHfa uCnonb3yeTcs A7 HAcTPOVKM MHTepBasia Mexay OTNpaBKol cocefHeMy YCTPOWCTBY
coobueHmnin Neighbor Solicitation (NS) npu paspelleHun agpeca unv npy NpoBepke AOCTYNHOCTU COCEeOHEro
yCTpoiicTBa.

CuHTakcuc
config ipv6 nd ns ipif <ipif_name 12> retrans_time <millisecond 0-4294967295>

MapameTpsbl

<ipif_name 12> — Beegute nms IP-untepdeiica. Mima MOXeT COCTOSITb He 6onee, Yem U3 12 CMMBOJIOB.

retrans_time — ykasblBaeT BpeMs MWHTepBasia Mexay MOBTOPHOM OTnpaBkoi coobuleHnii NS B
MWNIMCEKYHAAX .
<millisecond 0-4294967295> — BBeguMTe Bpems. [JocTyneH AgnanasoH 3HaveHuii ot 0 o 4294967295.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb AAaHHYIO KOMaHAy.

Mpumep
HacTpoiika nHTepBasia nepes NoOBTOPHOWM OTNpaBKoi coobueHnii NS:

DGS-3000-28XMP:admin# config ipv6 nd ns ipif Zira retrans_time 1000000
Command: config ipv6 nd ns ipif Zira retrans_time 1000000

Success.

DGS-3000-28XMP: admin#

42-5 show ipv6 nd

OnucaHue
[JaHHas KomaHfa WCronb3yetcs A8 nNpocMmoTpa MHgopMauum 06 OBHapy)XeHUM CcocefHUX YCTPONCTB
(Neighbor Detection, ND) Ha komMmyTaTope.
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CunHTtakcuc
show ipv6 nd {ipif <ipif_name 12>}

MapameTpbl

ipif — (onuuoHasbHO) ykasbiBaeT MA nHTepdpeiica.
<ipif_name 12> — BBegute ums IP-uHTepdeiica. ima moxeT coctosATb He 6Gonee, yem u3 12
CMMBOJIOB.

Ecnv napameTtpbl He yka3aHbl, 6yayT oTobpakeHbl HacTpoiikm IPv6 ND ans Bcex nHTepdheincos.

OrpaHuyeHus
Her.

Mpumep
OTob6paxeHne HacTpoek IPv6 ND:

DGS-3000-28XMP:admin# show ipv6 nd ipif System
command: show ipv6 nd ipif System

Interface Name : System
NS Retransmit Time : ® (ms)

DGS-3000-28XMP : admin#
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43. KomaHgbl Jumbo Frame

enable jumbo_frame

disable jumbo_frame

show jumbo_frame

43-1 enable jumbo_frame

OnucaHue
[JaHHas komaHga ucnosb3yeTcs A1 BKIYEHUs jumbo-gopeliMoB.

CuHTakcuc
enable jumbo_frame

MapameTpbl
HeT.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator nnv Operator MOryT BbINO/THATL AAHHYIO KOMaHAY.

Mpumep
BkntoueHune jumbo-cpeiimos:

DGS-3000-28XMP:admin#enable jumbo_frame
Command: enable jumbo_frame

The maximum size of jumbo frame is 9216 bytes.
Success.

DGS-3000-28XMP : admin#

43-2 disable jumbo_frame

OnucaHue
[aHHasi KomaHga Ucnosb3yeTcs Ans oTKIYeHns jumbo-dpeiimos.

CuHTtakcuc
disable jumbo_frame

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny ypoBHa Administrator nunmn Operator MOryT BbINO/HATb AAHHYH KOMaHAY.
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Mpumep
OTkitoueHne jumbo-tpeiimos:

DGS-3000-28XMP:admin# disable jumbo_frame
Command: disable jumbo_frame

Success.

DGS-3000-28XMP : admin#

43-3 show jumbo_frame

OonucaHue
[JaHHas komaHga ucnosb3yeTcs A5 NPOCMOTPa TEKYLLMX HacTpoek jumbo-thpeimos.

CuHTtakcuc
show jumbo_frame

MapameTtpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OT06paxeHne HacTpoek jumbo-gpenmoB:

DGS-3000-28XMP:admin# show jumbo_frame
Command: show jumbo_frame

Jumbo Frame State : Disabled
Maximum Frame Size : 1536 Bytes

DGS-3000-28XMP : admin#
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44. KomaHgbl Layer 2 Protocol Tunneling (L2PT)

enable I12protocol_tunnel

disable I12protocol_tunnel

config I2protocol_tunnel ports [<portlist> | all] type [uni tunneled_protocol [{stp | gvrp | protocol_mac [01-

00-0C- CC-CC-CC | 01-00-0C-CC-CC-CD]}1) | all] {threshold <value 0-65535>} | nni | none]

show I2protocol_tunnel {[uni | nni]}

44-1 enable I2protocol_tunnel

OnucaHue
[JaHHasi KomaHga ucnonb3yetcs Ans BkAUeHnUs yHKumn L2PT.

CuHTtakcuc
enable I12protocol_tunnel

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator nnmn Operator MOryT BbINO/HATb AAHHYO KOMaHAY.

Mpumep
BkntoveHue pyHkumm L2PT:

DGS-3000-28XMP:admin# enable 12protocol_tunnel
Command: enable l2protocol_tunnel

Success.

DGS-3000-28XMP : admin#

44-2 disable I12protocol_tunnel

OonucaHue
[JaHHas KomaHga ucnonb3yercs Ansa oTkveHnsa yHkumm L2PT rno6asbHo Ha KoMmyTaTope.

CunHTtakcuc
disable I12protocol_tunnel

MapameTpsbl
Her.

OrpaHuyeHus
Tonbko nonb3oBarteny yposHa Administrator niv Operator MOryT BbINO/THATL AaHHY0 KOMaHAy.
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Mpumep
OTktoueHne dpyHkumm L2PT:

DGS-3000-28XMP:admin# disable 12protocol_tunnel
Command: disable 12protocol_tunnel

Success.

DGS-3000-28XMP : admin#

44-3 config I12protocol_tunnel ports

OnuncaHue

[aHHasi koMaHAa Ncnonab3yeTcs AN HacTpoikn L2PT Ha nopTtax. L2PT ncnonb3yeTtcs ansg TyHHeNnMpoBaHus
naketoB L2-npotokona. Ecnv Ha UNI nogknoyeH L2-NpOTOKOM C NOAAEPXKON TYHHEeNUPOBaHUSA, TO npu
nony4yeHumn Ha nopte PDU, agpec multicast-paccbinkm HazHavyeHms PDU 6yget 3ameHeH agpecom multicast-
paccbinkn L2PT. Agpecom multicast-paccbinkn L2PT ansa STP asnsetca 01-05-5D-00-00-00, ans GVRP —
01-05-5D-00-00-21, pna L2-npotokosioB MAC 01-00-0C-CC-CC-CC asnsietca 01-05-5D-00-00-10 n pgnis
npotokosa MAC 01-00-0C-CC-CC-CD saBnsetca 01-05-5D-00-00-11.

Ecnu Ha kommyTatope nogkatodeHo QinQ, k L2 PDU 6yger po6asneH S-TAG. S-TAG HasHavaeTcs B
COOTBETCTBUM C HacTpoiikoi QinQ VLAN.

CuHTakcuc

config I2protocol tunnel ports [<portlist> | all] type [uni tunneled_protocol [{stp | gvrp |
protocol_mac [01-00-0CCC-CC-CC | 01-00-0C-CC-CC-CD]}(1) | all] {threshold <value 0-65535>} | nni |
none]

MapameTtpbl

<portlist> — yka3biBaeT CNUCOK NOPTOB, HA KOTOPbLIX HEOBXOAUMO HAaCTpouTb L2PT.

all — yka3biBaeT HaCTpOIiKy BCEX NOPTOB.

type — ykasblBaeT TuN NopToB.
uni — ykasbiBaeT noptbl kak UNI-nopThbl.
tunneled_protocol — yka3biBaeT NpoTokon TyHHennposaHusa Ha UNI-noprtax.
stp — yka3blBaeT ucnosb3oBaHne STP-nportokona.
gvrp — ykasbiBaeT ucnosnb3osaHne GVRP-npoTtokona.
protocol_mac — ykasbiBaeT MAC-agpec HasHauyeHus nakeToB L2-npoTokona, Kotopble 6yayT
TYHHenupoBaTtbcs Ha gaHHble UNI-nopThbl.
01-00-0C-CC-CC-CC - yka3biBaeT MAC-agpec kak 01-00-0C-CC-CC-CC.
01-00-0C-CC-CC-CD - yka3biBaeT MAC-agpec kak 01-00-0C-CC-CC-CD.
all — ykasbiBaeT TyHHenuMpoBaHue Bcex L2-npoToKonoB, NogaepXmBatowwmnx TYHHeNMpoBaHue,
Ha nopTbl.
threshold — (onuvoHanbHO) ykasblBaeT Nopor oToépachbiBaHUA B naketax B cekyHAy Ha UNI-
noptax. Moptbl c6packiBatoT PDU, ecnu npesbIllaeTcst Nopor npoTokona.
<value 0-65535> — BBeauTE 3Ha4YeHMe nopora. [JocTyneH ananasoH 3HadeHuin ot 0 go 65535
(nakeToB B cekyHay). O 03Ha4yaeT oTcyTCTBME NIMMUTA. 3HAYEeHUEe N0 YMONYaHUI0 COCTaBNseT
0.
nni — ykasbiBaeT NopTbl kKak NNI-nopTbi.
none — ykasblBaeT OTK/IH0YEHUE TYHHENMPOoBaHNs nopta(os).

OrpaHuyeHus
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Tonbko nosb3oBateny ypoBHst Administrator nnm Operator MOryT BbINO/IHSATL AaHHYH KOMaHy.

Mpumep
HacTtpoiika STP-TyHHenMpoBaHusa Ha nopTtax 1-4:

DGS-3000-28XMP:admin# config l2protocol_tunnel ports 1-4 type uni tunneled_protocol stp
Command: config l2protocol tunnel ports 1-4 type uni tunneled_protocol stp

Success.

DGS-3000-28XMP : admin#

44-4 show I2protocol_tunnel

OnucaHue
[JaHHas KkomaHga ncnonb3yercs Ana npocmotpa nHdopmaumm o L2PT.

CuHTakcuc
show I2protocol_tunnel {[uni | nni]}

MapameTpsbl

uni — (onuuoHanbHO) YKasblBaeT oTobpaxeHne uHGopmauun o UNI, BkIwYas CTaTucTuKy

TYHHENIMPOBaHHbIX M O0TOPOLLEHHbIX PDU.

nni  — (onuuoHanbHO) YyKasblBaeT oTobpaxeHne uHdopmauunm o NNI, BkAvass  CTaTUCTUKY

AekancynupoBaHHbIx L2 PDU.

OrpaHuyeHus
HerT.

Mpumep
OTob6paxeHve nHpopmauuu o L2PT:

DGS-3000-28XMP:admin# show l2protocol_tunnel
Command: show 12protocol_tunnel

Global State : Enabled
UNI Ports r 1-4
NNI Ports

DGS-3000-28XMP : admin#

OTob6paxeHne nHhopmaumm o TYyHHeNMpoBaHMn npotokona L2 Ha noptax UNI:
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DGS-3000-28XMP:admin# show l2protocol_tunnel uni
Command: show l2protocol tunnel uni

UNI  Tunneled Threshold
Port Protocol (packet/sec)
1 STP 0]

2 STP 0]

3 STP 0]

4 STP 0]

DGS-3000-28XMP :admin#
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45. KomaHgbl Link Aggregation

create link_aggregation group_id <value> {type [lacp | static]}

delete link_aggregation group_id <value>

config link_aggregation group_id <value> {master_port <port> | ports <portlist> | state [enable | disable]

config link_aggregation algorithm [mac_source | mac_destination|mac_source_dest | ip_source |
ip_destination | ip_source_dest]

show link_aggregation {group_id <value> | algorithm}

config lacp_port <portlist> mode [active | passive]

show lacp_port {<portlist>}

45-1 create link_aggregation group_id

OonucaHue
[JaHHas KkomaHOa ncnonb3yetcsa Ana cosgaHus rpynnel arpernposaHus (Link Aggregation) Ha kommyTartope.

CuHTakcuc
create link_aggregation group_id <value> {type [lacp | static]}

MapameTpbl

<value > — BeguTe ID rpynnsl.

type — (onuuMoHasbHO) yKasbiBaeT TuM rpynnbl (CTaTuyHblini nnn LACP). Ecnn napameTrp He YKasaH,
KOMaHza no yMoN4aHuto AB/SAETCA CTaTUYHOMN.

lacp — ykasbiBaeT LACP-Tun rpynnbi.

static — ykasblBaeT cTaTuyeckuin Tun rpynnbi.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator niv Power User MOTyT BbINONHATb JaHHYHO KOMaHAY.

Mpumep
Co3spgaHuie rpynnbl arpermpoBaHus:

DGS-3000-28XMP:admin# create link_aggregation group_id 1 type lacp
Command: create link_aggregation group_id 1 type lacp

sSuccess.

DGS-3000-28XMP :admin#

45-2 delete link_aggregation group_id
OnucaHue

[aHHas KomaHga wcrnonb3yeTcs A1 yAasieHWsl paHee HACTPOEHHO [pynnbl  arperupoBaHusi Ha
KoMMyTaTope.
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CuHTakcuc
delete link_aggregation group_id <value>

MapameTpbl

<value > — BeeguTe ID rpynnbi.

OrpaHuyeHus
Tonbko nosnb3oBareny yposHa Administrator, Operator unn Power User MOTyT BbIMOMHATL AaHHYI0 KOMaH4y.

Mpumep
YpaneHve rpynnbsl arperMpoBaHus:

DGS-3000-28XMP:admin# delete link_aggregation group_id 3
Command: delete link_aggregation group_id 3

Success.

DGS-3000-28XMP : admin#

45-3 config link_aggregation group_.id

OnucaHue

[JaHHas komaHAa WCMoNb3yeTcs A7 HACTPONKM NpeaBapuTeNbHO CO3[4aHHOI Tpynnbl arpernpoBaHus.
BnoknpoBka MNOPTOB, 3epKanMpoBaHWe MOpPTOB, ynpasreHue Tpadmkom u 802.1X He [0/DKHbI ObiTb
NoAKNOYEHBbI B TPAHKOBOI rpynne.

CuHTtakcuc
config link_aggregation group_id <value> {master_port <port> | ports <portlist> | state [enable |
disable]

MapameTpsbl

<value> — BeeguTe ID rpynnoi.

master_port — (onuvoHasbHO) ykasbiBaeT ID macTep-nopTa. YkasbiBaeT (Mo HOMepy nopTa), Kakoii NnopT 13
rpynnbl arperupoBaHusi GyaeT mactep-noptoM. Bce mopThbl rpynnbl arpervpoBaHns GyayT HacTPOEeHbl Tak
Xe, KaK 1 MacTep-nopr.

<port> — BBeguTe HOMEP MacTep-nopTa.

ports — (onuMoHasIbHO) yKa3bIBaeT Anana3oH NopPToB, BXOAALLMX B FPYNMy arpernpoBaHus.
<portlist> — BBeTe CNNCOK HacCTpanBaembIX MOPTOB.

state — (ONUMOHa/IbHO) YKa3bIBAET BK/IHOUEHUE UMM OTK/IIOUYEHWE YKa3aHHOI rpynnbl arpernpoBaHus. Ecnu
napameTp He ykasaH, rpynna coxpaHuT npeablayLiee COCTOsIHME.

enable — ykasbiBaeT BK/IOUEHME YKa3aHHOW IPynMbl arpermpoBaHmst.

disable — ykasblBaeT OTK/IOUEHME YKa3aHHOW IpynMbl arperMpoBaHms. 3T0 COCTOSAHME NO YMOTYAHUIO.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator unn Power User MOryT BbIMOMHATL AaHHYI0 KOMaH4y.

Mpumep
Onpegenexve rpynnbl NOPTOB pacnpeaeneHuns Harpyskn (Load Sharing):
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DGS-3000-28XMP:admin# config link_aggregation group_id 1 master_port 5 ports 5-7
Command: config link_aggregation group_id 1 master_port 5 ports 5-7

Success.

DGS-3000-28XMP : admin#

45-4 config link_aggregation algorithm

OnucaHune
[aHHas KkomaHZa WCMnosib3yeTcsa A7s1 HaCTPOMKM anroputma arpervpoBaHusi KaHasioB. [JaHHas KoMaHpga
[OCTynHa TO/IbKO NMpu Ucnonb3oBaHuy anroputma Load Sharing Ha ocHoBe aZipecos.

CuHTtakcuc
config link_aggregation algorithm [mac_source | mac_destination|mac_source_dest | ip_source |

ip_destination | ip_source_dest]

MapameTtpbl

mac_source — ykasbIBa€eT, YTO KOMMYTaTOP A0/MKEH NpoBepnTb MAC-agpec NCTOYHMKA.

mac_destination — yka3bIBaeT, UTO KOMMYyTaTOp A0/HKEeH nposepuTb MAC-aapec Ha3HauYeHus.

mac_source_dest — ykasblBaeT, 4TO KOMMyTaTtop [Ao/kKeH npoBeputb MAC-agpec WCTOYHMKA W
MAC-agpec HazHayeHus.

ip_source — yka3bIBa€eT, YTO KOMMYTATOP LO/PKEH NPOBEPUTL IP-afipec NCTOYHUKA.

ip_destination — yka3bIBa€eT, UTO KOMMYTATOP A0/MKEH NPOBEPUTL IP-aapec HasHadeHus.

ip_source_dest — ykasblBaeT, UTO KOMMYyTaTOp [O/DKEH npoBepuTb IP-aapec nctouHuka u IP-agpec
Ha3Ha4yeHus.

OrpaHuyeHus
Tonbko nonb3oBarteny yposHa Administrator, Operator nav Power User MOTyT BbINOAHATb AAaHHYH KOMaHAY.

Mpumep
HacTpoiika anropytma arpernposaHuns kaHanos Ans8 mac-source-dest:

DGS-3000-28XMP:admin# config link_aggregation algorithm mac_source_dest
Command: config link_aggregation algorithm mac_source_dest

Success.

DGS-3000-28XMP: admin#

45-5 show link_aggregation

OonucaHue
[JaHHaa kKomaHga ucnosb3yetrca A MNPocMoTpa  TeKywmux HacTpPoeKk arpermpoBaHus KaHasloB Ha
KoOMMyTarope.
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CuHTakcuc
show link_aggregation {group_id <value> | algorithm}

MapameTpbl

group_id — (onumoHasibHO) ykasbisaeT ID rpynnbl. Homep rpynnbl nAEHTUULMPYET Kaxayto U3 rpynn.
<value > — seegute ID rpynnbl.

algorithm - (onumoHanbHO) MO3BOMSET OTOOGPa3UTb HACTPOWKM arperpoBaHWs B 3aBMCUMOCTM OT
MCMOoIb3yeMOro B AaHHOW rpynne ajroputma.

Ecnun napameTpbl He ykasaHbl, byaeT oTobpaxeHa Bca nHopMaums 06 arpermpoBaHuv KaHanoB.

OrpaHuyeHus
HeT.

Mpumep
lpynna arpernpoBaHus BK/IOYEHA:

DGS-3000-28XMP:admin# show link_aggregation
Command: show link_aggregation

Link Aggregation Algorithm = MAC-Source-Dest

Group ID i ¢

Type : LACP
Master Port ;S
Member Port : 5-7
Active Port :

Status : Enabled

Flooding Port : 7
Total Entries : 1

DGS-3000-28XMP : admin#

prnna arpermpoBaHung Bk/llo4HEHa U NMOPTbl HEAKTUBHDbI:

DGS-3000-28XMP:admin# show link_aggregation
Command: show link_aggregation

Link Aggregation Algorithm = MAC-Source-Dest

Group ID H

Type . LACP
Master Port 15
Member Port . 5-7
Active Port :

Status : Enabled

Flooding Port
Total Entries ; 1

DGS-3000-28XMP : admin#
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lpynna arperMpoBaHusi OTK/loUeHa:

DGS-3000-28XMP:admin# show link_aggregation
command: show link_aggregation

Link Aggregation Algorithm = MAC-Source-Dest

Group ID 1

Type : LACP
Master Port : B

Member Port . Bb-7
Active Port :

Status : Disabled

Flooding Port : 7

Total Entries : 1

DGS-3000-28XMP : admin#

45-6 config lacp_port

OnucaHue
[JaHHasi KomaHga ucnonb3yetcs s HacTpoikm pexunma LACP Ha nopre.

CuHTakcuc
config lacp_port <portlist> mode [active | passive]

MapameTpbl

<portlist> — BBenTe CNNCOK HacCTpamBaeMbIX NMOPTOB.

mode — yka3bIBaeT Ucnosb3yemblii pexxum LACP.
active — yka3blBaeT yCTaHOBKY aKTMBHOro pexuma LACP.
passive — yka3bIBaeT YCTaHOBKY NaccusHoro pexunma LACP.

OrpaHuyeHus
Tonbko nosb3oBartenu ypoHsa Administrator, Operator nan Power User MOryT BbINOMHATb AaHHYH KOMaHAy.

Mpumep
HacTtpolika pexuma LACP Ha noptax 1-12:

DGS-3000-28XMP:admin# config lacp_port 1-12 mode active
command: config lacp_port 1-12 mode active

Success.

DGS-3000-28XMP: admin#

45-7 show lacp_port
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OnucaHue
[aHHasi KomaHga ucnosb3yeTcs Ans oTobpaxeHus Tekywero pexumma LACP Ha nopTax.

CunHTtakcuc
show lacp_port {<portlist>}

MapameTpbl

<portlist> — (onynoHasIbHO) BBEAMTE CMMUCOK MOPTOB, A1 KOTOPBIX HY)XXHO 0TO6pasnTb MHAopMaLuio.

Ecnv napameTtp He ykasaH, cucteMa 0Tobpasut TekyLumii pexum LACP Ha Bcex noprax.

OrpaHuyeHus
HeT.
Mpumep
OTob6paxeHne pexrma LACP Ha noprax:
DGS-3000-28XMP:admin#show lacp_port
Command: show lacp_port
Port Activity
1 Active
2 Active
3 Active
4 Active
5 Active
6 Active
7 Active
8 Active
9 Active
10 Active
11 Active
12 Active
13 Passive
14 Passive
15 Passive
16 Passive
17 Passive
18 Passive
Quit Next Page Next Entry B All
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46. KomaHabl npotokona Link Layer Discovery Protocol
(LLDP)

enable lidp
disable lidp

config lldp [message_tx_interval <sec 5-32768> | message_tx_hold_multiplier <int 2-10> | tx_delay <sec
1- 8192> | reinit_delay <sec 1-10>]

config lldp notification_interval <sec 5-3600>

config lldp ports [<portlist> | all] [notification [enable | disable] | admin_status [tx_only | rx_only | tx_and_rx
| disable] | mgt_addr [ipv4 <ipaddr> | ipv6 <ipv6addr>] [enable | disable] | basic_tlvs [{all} | {port_description
| system_name | system_description | system_capabilities}] [enable | disable] | dotl_tlv_pvid [enable |
disable] | dotl_tlv_protocol_vid [vlan [all | <vlan_name 32> ] | vlanid <vidlist>] [enable | disable] |
dotl_tlv_vlan_name [vlan J[all | <vlan_name 32> ] | vlanid <vidlist> ] [enable | disable] |
dotl_tlv_protocol_identity [all | {eapol | lacp | gvrp | stp}] [enable | disable] | dot3_tlvs [{all} |
{mac_phy_configuration_status | link_aggregation | power_via_mdi | maximum_frame_size}] [enable |
disable]]

config lldp forward_message [enable | disable]

show lldp

show lldp mgt_addr {[ipv4 <ipaddr> | ipv6 <ipv6addr>]}

show lldp ports {<portlist>}

show lldp local_ports {<portlist>} {mode [brief | normal | detailed]}

show lldp remote_ports {<portlist>} {mode [brief | normal | detailed]}

show lldp statistics

show lldp statistics ports {<portlist>}

46-1 enable lidp

OnucaHue
[JaHHasi KomaHga ncnonblyetcs Ans obulero BkadeHns LLDP Ha kommyTaTtope.

Korga paHHasi pyHKUMS BK/IIOYEHA, KOMMYTaTop MOXET MnepeaaBaTb, MofyyaTb W ob6pabarbiBaTb
LLDP-nakeTbl. OnpefeneHHas yHKLWs NopTa 3aBUCUT OT HACTPOEK AJ1A KaXA0ro 13 NopToB.

[nsa paccbiikn LLDP-nakeToB KOMMYTaTOp aHOHCMPYET MHhOpMaLMio COCeqHMM YCTPONCTBaM Yepes nopThbl.
[nsa nonyyeHusa LLDP-nakeToB kOMMyTaTop u3yyaeT MHopmauuio n3 naketo LLDP, aHOHCHMPOBaHHbLIX
COCEAHUM YCTPOCTBOM 13 Tabnuubl cCocegHNX yCTpoicTB. Mo ymonyaHuio LLDP oTknroueH.

CuHTakcuc
enable lidp

MapameTpsbl
HerT.

OrpaHuyeHus
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Tonbko nosb3oBartenu ypoHsS Administrator, Operator nnvn Power User MOryT BbINONHATb AaHHYHO KOMaHAy.

Mpumep
BkntoueHnue LLDP:

DGS-3000-28XMP:admin# enable 1lldp
Command: enable 1ldp

Success.

DGS-3000-28XMP :admin#

46-2 disable lldp

OnucaHue
JaHHaa KomaH4a ncnosib3yeTca AN OTK/IUYEHUA oTnpasky 1 nonyvyeHnsa LLDP-nakeTos.

CuHTakcuc
disable lidp

MapameTpsbl
HeT.

OrpaHuyeHus
Tonbko nonb3oareny yposHa Administrator, Operator niv Power User MOTyT BbINONHATb JaHHYHO KOMaHAY.

Mpumep
OTkntoyeHue LLDP:

DGS-3000-28XMP:admin# disable 1ldp
Command: disable lldp

Success.

DGS-3000-28XMP : admin#

46-3 config lidp

OnucaHue
[aHHasi KomaHga Ucnosb3yeTcs A1s HaCTPOMKK YacToTbl nepegayn LLD-nakeTos.

CuHTakcuc
config lldp [message_tx_interval <sec 5-32768> | message_tx_hold_multiplier <int 2-10> | tx_delay

<sec 1-8192> | reinit_delay <sec 1-10>]

MapameTpbl

message_tx_interval — yka3biBaeT nNepuoaMyHOCTb pacchl/iku naketoB LLDP. 3HaueHre no ymonyaHuto
coctasnset 30 cekyHA,.
<sec 5-32768> — BBeguTe BpeMs WHTepBaia B cekyHaax. [loCTyneH AnanasoH 3HadeHwii oT 5 go
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32768.

message_tx_hold_multiplier — ykasbiBaeT HACTPOIKY MHOXUTENS yAepXaHUsi COO6LLEHUS. 3HaYeHne no
YMOIYaHUIo cocTasnseT 4.
<int 2-10> — BBeAuTE 3HAYEHNE MHOXUTENS. [OCTYyNeH AnanasoH 3HavyeHuii ot 2 go 10.

tx_delay — ykasbiBaeT MUHVMMa/bHbI MHTEpPBas Mexay oTnpaBkoit LLDP-coobuieHwuii, koTopble 6yayT
OTMpaB/ieHbl U3-3a U3MEHEHW B cogepxumom MIB. 3HauyeHne no ymoadaHui — 2.
<sec 1-8192> — BBeguTe BpeEMS 3a4EPXKN B CeKyHAax. [JOCTyneH ananasoH 3HavyeHuii ot 1 go 8192,

reinit_delay — ykasbiBaeT MWHMMasIbHOE BpeMs nepef MOBTOPHOW WHMUManmnsaumeid. 3HadeHvne no
YMOJ/THaHUIO COCTaBNAET 2.
<sec 1-10> — BBeanTe BpeMS 3a4epXkn B cekyHaax. JocTyneH guanasoH 3HadeHuin ot 1 go 10.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nav Power User MOryT BbINOMHATb AaHHYH0 KOMaHAy.

Mpuwmep
VI3meHeHne YacToTbl Nnepegayn NakeToBs:

DGS-3000-28XMP:admin# config lldp message_tx_interval 30
Command: config lldp message_tx_interval 30

Success.

DGS-3000-28XMP:admin#

46-4 config lldp notification_interval
OnucaHune
,ﬂ,aHHaFI KOMaHga WCNoJib3yeTca Onsd HaCTDOVIKI/I MHTEpPBa/ila Mexay OTI'IpaBKOI7I OI'IOBELU,EHVIVI 3alaHHbIM

nonydarensam SNMP-trap.

CuHTakcuc
config lldp notification_interval <sec 5-3600>

MapameTpsbl

<sec 5-3600> — BBeauTe BpPeMA WHTepBasia Mexay onoselleHnAMW B cekyHpax. [octyneH guanasoH
3HayeHuin ot 5 o 3600. 3Ha4YeHne No yMOM4YaHMI0 COCTaBNSET 5 CEKyHA.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator unn Power User MOryT BbIMONHATL AaHHYI0 KOMaH4y.

Mpumep
HacTpoiika nHtepana mexay onoelleHnsMy B 10 cekyHs;

DGS-3000-28XMP:admin# config lldp notification_interval 10
Command: config lldp notification_interval 1@

Success.

DGS-3000-28XMP : admin#
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46-5 config lidp ports

OnucaHue
[aHHasi koMaHAa Mno3BOMISAET HACTPOUTb OTMPAaBKY OMOBELLUEHUI C KaXAoro noprta 3afaHHbIM nosyvarensm
SNMP-trap.

CuHTakcuc

config lldp ports [<portlist> | all] [notification [enable | disable] | admin_status [tx_only | rx_only |
tx_and_rx | disable] | mgt_addr [ipv4 <ipaddr> | ipv6 <ip6addr>] [enable | disable] | basic_tlvs [{all} |
{port_description | system_name | system_description | system_capabilities}] [enable | disable] |
dotl_tlv_pvid [enable | disable] | dotl_tlv_protocol_vid [vlan [all | <vlan_name 32> ] | vlanid <vidlist>]
[enable | disable] | dotl_tlv_vlan_name [vlan [all | <vlan_name 32> ] | vlanid <vidlist>] [enable |
disable] | dotl_tlv_protocol_identity [all | {eapol | lacp | gvrp | stp}] [enable | disable] | dot3_tlvs [{all}
| {mac_phy_configuration_status | link_aggregation | power_via_mdi | maximum_frame_size}]
[enable | disable]]

MapameTpbl

<portlist> — BBeanTe CNNCOK HacTpamBaeMbIX NMOPTOB.

all — ykasbIBaeT HacTpOiiKy Bcex NOpToB.

notification — ykasbiBaeT Bk/toueHne nnm otkatodeHne SNMP-trap npu o6HapyxeHun nsmeHexnust LLDP-
JaHHbIX B 00bABMEHMSAX, OTNPAB/IEHHbIX COCEAHMMMN YCTPONCTBaMM.

enable — BkntoyeHne SNMP-trap npu o6HapyxeHun nameHeHus LLDP-gaHHbIX.

disable — oTknoueHne SNMP-trap npy 06HapyxeHnn nameHeHns LLDP-aaHHbIX.

admin_status — yka3sbiBaeT pexvmMbl nepegadv 1 nosyvyeHns naketos Ha noprax.
tx_only — yka3biBaeT nepegayy LLDP-nakeToB, HO 6/10KMPOBKY MOly4aeMbIX OT COCEAHUX YCTPOIACTB
LLDP-nakeToB.
rx_only — yka3sbIBaeT NoO/ly4eHne OT COCefHUX YCTPOWCTB LLDP-nakeToB, HO G/IOKMPOBKY MCXOAALLMX
NnakeToB.
tx_and_rx — yka3bIBa€eT Kak nepegauy, Tak n nonyyeHne LLDP-nakeTos.
disable — ykasbiBaeT oTk/04eHME nepefayn 1 nonyvyeHns LLDP-nakeToB Ha yKka3aHHbIX MopTax.

mgt_addr — ykasbiBaeT Mcnosb3yemsblin agpec ynpasneHus (management address).
ipv4 — ykasbiBa€eT ncnonb3yemslii IPv4-agpec.
<ipaddr> — BBegute IP-aapec.
ipv6 — ykasbiBa€eT Ucnonb3yemslii IPv6-agpec.
<ipv6addr> — Beegute IPv6-agpec.
enable — yka3biBaeT BK/OUEHNE aHOHCHPOBaHWE afpeca ynpaBieHus.
disable — yka3biBaeT OTK/IOYEHME @HOHCUMPOBAaHUA aapeca ynpaseHus.

basic_tlvs — yka3biBaeT 0CHOBHbIe TUMbl TLV-AaHHbIX, UCMO/b3yeMble B UCXOAALWMX LLDP-aHoHcax.
all — (onumoHasIbHO) yKa3bIBAET UCMO/Ib30BaHNe BCEX OCHOBHbIX TUMOB TLV-AaHHbIX.

port_description — (onyMoHanbHO) ykasblBaeT paccbiiky LLDP-areHTOM «Port Description TLV on the
port». Mo yMonyaHunio onunus oTK/IKYeHa.

system_name — (onuuoHasibHO) ykasblBaeT paccbliky LLDP-areHTom «System Name TLV». Tlo
YMOJIHaHMIO ONLUSA OTK/IOYEHa.

system_description — (onuuoHasnbHO) ykasbiBaeT paccblky LLDP-areHTom «System Description
TLV». o ymOnyaHuio onunsa OTK/Io4eHa.

system_capabilities — (onunoHanbHO) ykasbiBaeT CMUCOK pacchliiaeMbix «System Capabilities TLV».
MokasblBaeT peXxum paboTbl yCcTpoicTBa (MOBTOPUTENL/MOCT/MapLIpyTM3aTop) 1 ero dpyHkuuoHasn. Mo
YMOYaHMI0 ONUMS OTK/IHOYEHA.

enable — ykasbiBaeT BK/IHOYEHME OCHOBHbIX TMMNOB TLV-AaHHbLIX, WUCMONb3YEMbIX B UCXOAALMX
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LLDP-aHOHCax.
disable — ykasblBaeT OTK/IOYEHME OCHOBHbIX TUMNOB TLV-AaHHbLIX, WCMO/Mb3YEMbIX B UCXOAALLMX
LLDP-aHOHCax.

dotl_tlv_pvid — ykasbiBaeT BK/IHUYEHUE WM OTK/IHOYEHME OpraHmM3auuoHHoN pacceiikn IEEE 802.1 port
VLAN ID TLV Ha yka3zaHHOM LLDP-nopty paccbiiiku. 10 yMon4aHuIo pacchblsika OTK/IYeHa.

enable — yka3biBaeT BkIoueHve onuuun Dotl TLV PVID.

disable — ykasbiBaeT oTktoueHne onuun Dotl TLV PVID.

dotl_tlv_protocol_vid — ykasbiBaeT BK/IlOUEHUE WU/ OTK/THOYEHNE OpraHn3aLoHHOR pacceinikn IEEE 802.1
«port and protocol VLAN ID TLV» Ha yka3zaHHOM LLDP-nopTy. N0 ymMoO/4aHuio paccblsika OTK/IIo4eHa.
vlan — yka3biBaeT HacTpanBaemyto VLAN.

all — ykasbIiBaeT ncnonb3oBaHmne Bcex HacTpoeHHbIX VLAN.

<vlan_name 32> — Beegute ums VLAN. /ima VLAN MOXeT COCTOSTb He 6onee, yem u3 32

C/MBOJIOB.

vlanid — yka3sbiBaeT HacTpanaembliii VLAN ID.

<vlanid_list> — Besegute VLAN ID.
enable — yka3sbiBaeT Bk/IoveHne Dotl TLV protocol VID.
disable — yka3biBaeT oTkoueHne Dotl TLV protocol VID.

dotl_tlv_vlan_name — yka3blBaeT BK/IlOUEHME UM OTK/OYEHME paccblikn uMeHn VLAN Ha nopty. Ecnu
nopT accoumupoBaH € HeckosnibkuMu VLAN, 6yger paccblnarbcs Tofbko ID BkaouveHHoli VLAN. TMo
YMONYaHUI0 pacchliika OTK/IYeHa.

vlan — yka3biBaeT HacTpansaemyto VLAN.

all — ykasbiBaeT HacTpoiiky Bcex VLAN.

<vlan_name 32> — Beegute nms VLAN. Nmsa VLAN MOXET COCTOSITb He 6onee, 4em u3 32 CMBO/IOB.

vlanid — ykasbiBaeT HacTpamBaemsblii VLAN ID.

<vlanid_list> — BBeante VLAN ID.

enable — ykasbiBaeT BkoueHne Dotl TLV VLAN.

disable — ykasbiBaeT oTkaoueHne Dotl TLV VLAN.

dotl_tlv_protocol_identity — ykasblBaeT BK/OYEHWE WU OTK/OYEHWE PacCbIIKM uaeHTurkaTopa
MpPOTOKONa NOKaNbHOW CUCTEMbI Ha NOPTYy. VaeHTudhmkaTop nNpoTOKosa NpeaocTaB/isieT BO3MOXHOCTb
aHoHcUpoBaTb Takue npoTokosbl, kak STP, LACP n gp. Ecnv Ha nopTy BK/IKYEH UAeHTUdukatop
npotokona EAPOL, GVRP, STP (Bkntovas MSTP) nnm LACP, To npu BKIOYEHWUN JaHHOWK onuun oH ByaeT
aHoHcuMpoBaTtbcs. Mo ymonYaH1io onums OTK/I0YEHa.

all — yka3biBaeT aHOHCUPOBaHWE BCEX CneunasibHbIX NPOTOKOMOB.

eapol — (onuuoHanbHO) ykasbliBaeT aHoHcUpoBaHue EAPOL-npoTokona.

lacp — (onumoHanbHO) yKasbiBaeT aHOHcuMpoBaHme LACP-npoTokona.

gvrp — (onuuoHasbHO) yKa3biBaeT aHOHcupoBaHme GVRP-npoTokona.

stp — (onuMoHanbHO) yKasbiBaeT aHOHCUMpoBaHue STP-npoTokona.

enable — yka3bIiBaeT BK/IHOUEHWE pacChl/IKnN naeHTudgmrkaropa nporokona TLV.

disable — yka3biBaeT oTK/IO4EHME paCChIIKU naeHTudmkaropa npotokona TLV.

dot3_tlvs —yka3biBaeT HaCTPOiiKy cneuuduyHbix ans IEEE 802.3 TLV-gaHHbIX.
all — (onumoHanbHO) yKasbIiBaeT UCMOMb30BaHNE BCeX TUNOB TLV-AaHHbIX.
mac_phy_configuration_status — (onunoHasibHO) yKa3biBaeT nepegadvy LLDP-areHTom «MAC/PHY
configuration/status TLV». 3TOT Tvn gaeT BO3MOXHOCTb yCTaHaB/MBaTb OrpaHWYEHHOE COeAuHEHuEe
JaXe Npu pasmualromnxcsa HacTpolikax gynaekca wu/uam CKOpPOCTU Ha MPOTMBOMOMOXHbIX CTOPOHAaX
kaHana I|EEE 802.3. T[lpepocTtaBnserca uHdopMauus 06 onepatmBHoM MAU-TUNe u  TOM,
nogaepXuBaeTca NN NOPTOM (PYHKUMSA aBTOCOINacoBaHWsA, NOAK/IOYEHA W aHOHCUMPYETCA Nn aTa
dhyHKUUSA Ha nopTy. Mo ymon4YaHuio onums OTK/loYeHa.
link_aggregation — (onuuoHasnbHO) ykasbiBaeT nepepadvy LLDP-areHtom «Link Aggregation TLV».
[aHHbIi TUN yKasbiBaeT TeKyLMn cTaTyc arpernposaHusi kaHanoB ans IEEE 802.3 MAC. Tak xe
yKasblBaeTCs, BO3MOXHO JIM arpermpobBaHve KaHasioB Ha MopTy, arpernposaH v nopt u ID
arpermpoBaHHOro nopTa.
power_via_mdi — (onumoHanbHO) ykasbiBaeT nepepady LLDP-areHTom «Power via MDI TLV». Tpu
BapvaHTa |IEEE 802.3 PMD (10BASE-T, 100BASE-TX, and 1000BASE-T) ob6ecneumBatoT nogady
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NUTaHUA MOOK/OYEHHBIM cucTeMam 6e3 nuTaHusa. Power Via MDI TLV no3sonseTr aHOHcMpoBaTb U

06Hapy)KI/IBaTb Yy3/bl C nop,,qep»(Kon nuTaHua no cetu n MDI. Mo ymonyaHuio onunsa oTKoYeHa.

maximum_frame_size — (onunoHanbHO) ykasbiBaeT nepegavy LLDP-areHTom «Maximum-frame-size

TLV». 1o ymon4aHuo onuusa oTko4veHa.

enable — ykasblBaeT BK/IIOUYEHNE AHOHCUPOBAHUS BbIGPAHHBIX TUMOB TLV-AaHHbIX, CNeunuyHbIX 415

IEEE 802.3.

disable — ykasbiBaeT OTKNHOYEHME AHOHCUPOBAHUSA BblOPAHHbLIX TUMOB TLV-AaHHbIX, cneundnyHbIX

ana IEEE 802.3.

OrpaHuyeHus

Tonbko nosb3oBateny ypoBHs Administrator, Operator unu Power User MOryT BbINOHATE AaHHYIO KOMaHay.

Mpumep
BkntoueHne SNMP-onoBelueHnii Ha noptax 1-5:

DGS-3000-28XMP:admin# config 1lldp ports 1-5 notification enable
command: config 1ldp ports 1-5 notification enable

Success.

DGS-3000-28XMP : admin#

HacTtpoiika noptoB 1-5 Ha nepegadvy v nonyveHve LLDP-nakeToB:

DGS-3000-28XMP:admin# config 1lldp ports 1-5 admin_status tx_and_rx
Command: config 1lldp ports 1-5 admin_status tx_and_rx

Success.

DGS-3000-28XMP : admin#

Bk/llo4eHVe aHOHCHMPOBAHUSA aApeca ynpas/eHust Ha noprtax 1-2:

DGS-3000-28XMP:admin# config lldp ports 1-2 mgt_addr ipv4 10.90.90.90 enable
Command: config 1ldp ports 1-2 mgt_addr ipv4 10.90.90.90 enable

Success.

DGS-3000-28XMP : admin#

WcknmoueHne System Name TLV 3 ncxogawmx LLDP-aHOHCOB ans Bcex nopTos:

DGS-3000-28XMP:admin# config lldp ports all basic_tlvs system_name enable
Command: config 1lldp ports all basic_tlvs system_name enable

Success.

DGS-3000-28XMP: admin#

BkitoueHune paccoinkun IEEE 802.1 port VLAN ID TLV gna Bcex NopToB:
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DGS-3000-28XMP:admin# config lldp ports all dotl_tlv_pvid enable
Command: config lldp ports all dotl_tlv_pvid enable

Success.

DGS-3000-28XMP : admin#

VcknmoueHune noprta v npotokosa VLAN ID TLV u3 ncxogawmx LLDP-aHoHCOB /15 BCEX NOPTOB:

DGS-3000-28XMP:admin# config 1lldp ports all dotl_tlv_protocol vid vlanid 1-3 enable
Command: config 1lldp ports all dotli_tlv_protocol_vid vlanid 1-3 enable

Success.

DGS-3000-28XMP : admin#

VckntoueHne umernn VLAN 13 nexopAwmnx LLDP-aHoHCOB A/15 BCeX NOPTOB:

DGS-3000-28XMP:admin# config lldp ports all dotl_tlv_wlan_name vlanid 1-3 enable
Command: config 1ldp ports all dotl_tlv_vlan_name vlanid 1-3 enable

Success.

DGS-30008-28XMP : admin#

VckntoueHnne Protocol Identity TLV n3 nexogsawmx LLDP-aHOHCOB Ansi BCex NOpTOB:

DGS-3000-28XMP:admin# config 1lldp ports all dotl_tlv_protocol_identity all enable
Command: config 1lldp ports all dotli_tlv_protocol_identity all enable

Success.

DGS-3000-28XMP : admin#

VckntoueHne MAC/PHY configuration/status TLV 13 ncxogsawmx LLDP-aHOHCOB Ans BCeX NOPTOB:

DGS-3000-28XMP:admin# config lldp ports all dot3_tlvs mac_phy_configuration_status enable
Command: config 1lldp ports all dot3_tlvs mac_phy_configuration_status enable

Success.

DGS-3000-28XMP :admin#

46-6 config lldp forward_message

OonucaHue

[aHHaa komaHga ncnosib3yercs AN HaCTPOWMku nepeHanpasneHns naketos LLDP PDU B cnyvae, ecnu

LLDP oTkntoyeH.

CuHTtakcuc
config lldp forward_message [enable | disable]
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MapameTpbl

enable — yka3biBaeT Bk/OUEHME nepeHanpaBneHns naketos LLDP PDU B cnyyae, ecnu LLDP oTkntoueH.

disable — yka3biBaeT oTkIOUEHNE NepeHanpaBneHns naketos LLDP PDU B cny4vae, ecnu LLDP oTkt04YeH.

OrpaHuyeHus
Tonbko nonb3oareny yposHa Administrator, Operator niv Power User MOTyT BbINONHATb JaHHYIO KOMaHAY.

Mpumep
HacTpoiika nepeHanpasneHns naketos LLDP PDU:

DGS-3000-28XMP:admin# config lldp forward_message enable
Command: config lldp forward_message enable

Success.

DGS-3000-28XMP : admin#

46-7 show lldp

OonucaHue
[JaHHasi KomaHga Ucnosib3yeTcs Aas NpocmoTpa 06Wwmux HacTpoek oyHkuun LLDP Ha kommyTaTtope.

CuHTakcuc
show lldp

MapameTpsbl
Her.

OrpaHuyeHus
HerT.

Mpumep
OTOob6paxeHne CUCTEMHbIX HACTPOeK yHKUMK LLDP:
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DGS-3000-28XMP:admin#show 1ldp
Command: show 1ldp

LLDP System Information

Chassis ID Subtype : MAC Address

Chassis ID : FO-7D-68-15-10-00
System Name

System Description : Gigabit Ethernet Switch
System Capabilities : Repeater, Bridge

LLDP Configurations

LLDP Status : Disabled
LLDP Forward Status : Disabled
Message TX Interval ;30

Message TX Hold Multiplier:
ReInit Delay

TX Delay

Notification Interval

a N N A

DGS-3000-28XMP: admin#

46-8 show lldp mgt_addr
OnucaHue
[aHHasi KomaHaa MCMosb3yeTcs Ans oTobpaxkeHnss uHopmaumm o6 agpece ynpasnenus (Management

address) dyHkumm LLDP.

CuHTtakcuc
show lidp mgt_addr {[ipv4 <ipaddr> | ipv6 <ipv6addr>]}

MapameTpbl

ipv4 — (onumoHasibHO) yKkasbiBaeT IPv4-agapec ons oTobpaxeHus.
<ipaddr> — BBeguTe IPv4-agpec.

ipv6 — (onumoHanbHO) ykasbiBaeT |IPv6-agpec ansa oTobpaxeHus .
<ipv6addr> — BBeguTte IPv6-agpec.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne nHdopmaumm 06 agpece ynpas/eHus:
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DGS-3000-28XMP:admin# show lldp mgt_addr ipwv4 10.90.90.90
Command: show 1lldp mgt addr ipv4 10.90.90.90

Address 1 :
Subtype ! IPv4
Address : 10.90.90.90
IF Type : IfIndex
0ID $1.3.6.1.4.1.171.10.113.8.1
Advertising Ports :1-2,5

DGS-3000-28XMP :admin#

46-9 show lldp ports

OnucaHue
JaHHaa komaHga ncnonb3yeTcsd 419 NpocmoTpa HacTpoek LLDP aHOHCMpOBaHUA Ha Kavk4oM MopTy.

CuHTtakcuc
show lldp ports {<portlist>}

MapameTpbl

<portlist> — (onuMoHasibHO) yKa3blBaeT AManasoH NOpPToB A1 OTOOPaKEHNS.

EC/n AaHHblii napameTp He ykasaH, 6yAeT oTo6paxeHa HGopMaLmst st BCex NopToB.

OrpaHuyeHus
HeT.

Mpumep
OTob6paxeHne HacTpoek aHoHcpoBaHus LLDP Ha nopty 1:
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DGS-3000-28XMP:admin# show 1lldp ports 1
Command: show 1lldp ports 1
Port ID H
Admin Status ¢ TX_and_RX
Notification Status : Enabled
Advertised TLVs Option
Port Description Disabled
System Name Enabled
System Description Disabled
System Capabilities Disabled
Enabled Management Address
10.90.90.90
Port VLAN ID Enabled
Enabled Port_and_Protocol VLAN_ID
1, 2, 3
Enabled VLAN Name
1-3
Enabled Protocol_Identity
(None)
MAC/PHY Configuration/Status Disabled
Power Via MDI Disabled
Link Aggregation Disabled
Maximum Frame Size Disabled
DGS-3000-28XMP:admin#

46-10 show lldp local_ports
OnucaHue
[aHHasi KoMaHga ucnonb3yeTcs A5 0TOOpaXeHUs TeKyllel aHOHCUPYEMORN MHAopMaLUn B UCXOASALLMX

LLDP-06bsBAEHNSIX HA YKa3aHHOM MOPTY.

CunHTtakcuc
show lldp local_ports {<portlist>} {mode [brief | normal | detailed]}

MapameTpbl

<portlist> — (onuuoHanbHO) yKa3bIiBaeT AMana3oH NOPTOB A/ 0TO6PaxeHUs. Ecniv gaHHbIA napaMeTp He
yKkasaH, 6ynet oTobpaxeHa nHgopmaumus /18 BCex NopTos..

mode — (ONuUoHasIbHO) YKa3bIBaET PEXMUM 0TOBPaXKEHUSA MHAOpMaLUN.
brief — yka3biBaeT cokpalleHHbIli hopmar.
normal — yka3biBaeT cTaHAapTHbIN hopMat. TO PEXMM MO YMOTHAHNIO.
detailed — yka3sbiBaeT nogpo6HebIin hopmart.

OrpaHuyeHus
Her.

Mpumep
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OTob6paxeHne wncxogsawmx LLDP-o6bsBneHnii ana nopta 1 B nogpo6Hom dpopmare. Port description

0TOBpaXaEeT Ty e MHdhopmauuio, 4YTo 1 3HadeHue ifDescr:

DGS-3000-28XMP:admin#show 1lldp local ports 1 mode detailed
Command: show 1lldp local_ports 1 mode detailed
Port ID 1
Port ID Subtype ! MAC Address
Port ID : FO-7D-68-15-10-01
Port Description : D-Link DGS-3000-28XMP R4.00.010
Port 1

Port PVID 01
Management Address Count 1

Subtype : IPv4

Address : 10.90.90.90

IF Type : IfIndex

0ID £ 1.3.6.1.4.1.171.160.133.11.2
PPVID Entries Count 0

(None)
VLAN Name Entries Count 1
Entry 1

VLAN ID H

VLAN Name : default
Protocol Identlty Entries Count Q
B B Quit Next Page [ Next Entry B All

OTo6paxeHne nexogswmx LLDP-o6baBneHnii Ans nopta 1 B cTaHAAPTHOM doopmare:

DGS-3000-28XMP:admin#show 1lldp local_ports 1 mode normal

Command: show 1lldp local_ports 1 mode normal

Port ID : 1

Port ID Subtype : MAC Address

Port ID . FO-7D-68-15-10-01

Port Description : D-Link DGS-3000-28XMP R4.00.010
Port 1

Port PVID 1

Management Address Count 1

PPVID Entries Count 0

VLAN Name Entries Count 1

Protocol Identity Entries Count 10

MAC/PHY Configuration/Status : (See Detail)

Power Via MDI ! (See Detail)

Link Aggregation ! (See Detail)

Maximum Frame Size 1 1536

DGS-3000-28XMP :admin#

440



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

OTo6paxeHune nexogswmx LLDP-06baBneHWid Ans nopta 1 B CokpaleHHOM hopmare:

DGS-3000-28XMP:admin#show lldp local_ports 1 mode brief
command: show 1ldp local_ports 1 mode brief

Port ID : 1

Port ID Subtype ! MAC Address

Port ID . FB-7D-68-15-10-01

Port Description ¢ D-Link DGS-3000-28XMP R4.00.010

Port 1

DGS-3000-28XMP : admin#

46-11 show lldp remote_ports

OonucaHue
[JaHHas komaHga Ucnosb3yeTcs A58 0TOGPaKeHUS MOYYEHHOI OT COCEAHUX YCTPOCTB MHGopMaLmm.

CuHTakcuc
show lldp remote_ports {<portlist>} {mode [brief | normal | detailed]}

MapameTpbl

<portlist> — (onunoHanbHO) yKa3blBaeT AuManas3oH HacTpamBaeMbIX MOPTOB. ECAM AaHHbIA napameTp He
yKasaH, 6yaeT oTobpaxeHa nHopmaums ans Bcex NopToB.

mode — (ONuUMOHasbHO) yKa3bIBAET PEXMM O0TOOPAKEHUST MHpOPMALAN.
brief — ykasbiBaeT cokpallleHHbIi hopmar.
normal — yka3bIBaeT cTaHAapTHbI oopMaT. ITO PEXMM MO YMOIHaHMIO.
detailed — yka3biBaeT nogpo6HbIi hopmar.

OrpaHuyeHus
HeT.

Mpumep
OT06paxeHve NpUHUMaeMbIX AaHHbIX B COKpalleHHOM doopmare:
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Port ID : 3

Remote Entities Count : 1
Entity 1
Chassis ID Subtype
Chassis ID
Port ID Subtype
Port ID
Port Description

DGS-3000-28XMP : admin#

DGS-3000-28XMP:admin# show lldp remote_ports 3 mode brief
command: show 1lldp remote_ports 3 mode brief

MAC Address
00-12-13-04-05-00

MAC Address
P0-12-13-04-05-03
D-Link DGS-3000-28XMP
R4.00.010 Port 3

OToGpaxeHne NPUHUMAEMbIX JaHHbIX B CTaHAAPTHOM dhopmarte:

Port ID : 3

Remote Entities Count : 1
Entity 1
Chassis ID Subtype
Chassis ID
Port ID Subtype
Port ID
Port Description

System Name

System Description

System Capabilities
Management Address Count
Port PVID

PPVID Entries Count

VLAN Name Entries Count
Protocol ID Entries Count
MAC/PHY Configuration/Status
Power Via MDI

Link Aggregation

Maximum Frame Size
Unknown TLVs Count

DGS-3000-28XMP: admin#

@ O~ =

DGS-3000-28XMP:admin# show lldp remote_ports 3 mode normal
Command: show 1lldp remote ports 3 mode normal

MAC Address
00-12-13-04-05-00

MAC Address
00-12-13-04-05-03
D-Link DGS-3000-28XMP
R4.00.010 Port 3

Gigabit Ethernet Switch
Repeater, Bridge

0

(See Detail)
(None)

(See Detail)
1536

0

OTo6paxeHWe NPUHMMAEMbIX AaHHLIX B NOAPO6GHOM (dopmMare:
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DGS-3000-28XMP:admin# show 1ldp remote_ports 3 mode detailed
Command: show lldp remote_ports 3 mode detailed

Port ID : 3

Remote Entities Count : 1

Entity 1
Chassis ID Subtype : MAC Address
Chassis ID ! 00-12-13-04-05-00
Port ID Subtype : MAC Address
Port ID : 00-12-13-04-05-03
Port Description : D-Link DGS-3000-28XMP

R4.00.010 Port 3
System Name H

System Description : Gigabit Ethernet Switch
System Capabilities ¢ Repeater, Bridge
Management Address Count 1
Entry 1
Subtype : IPv4
Address : 10.90.90.98
IF Type : IfIndex
0ID :1.3.6.1.4.1.171.16.113.9.1
Port PVID 1
PPVID Entries Count : B
(None)
VLAN Name Entries Count 1 B
(None)
Protocol ID Entries Count : B
(None)

MAC/PHY Configuration/Status
Auto-Negotiation Support : Supported
Auto-Negotiation Status : Enabled
Auto-Negotiation Advertised Capability : 6c@8(hex)
Auto-Negotiation Operational MAU Type : 0018(hex)

Power VWia MDI : (None)
Link Aggregation
Aggregation Capability : Aggregated
Aggregation Status : Not Currently in Aggregation
Aggregation Port ID 0
Maximum Frame Size : 1536
Unknown TLVs Count : B
(None)

DGS5-3000-28XMP:admin#

443



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

46-12 show lldp statistics

OnucaHue
[aHHasi KomaHAa MCcnonb3yeTcs A5 0TobpaxeHus nHgopmaumm 06 obHapyXeHun coceHnxX YCTPOMCTB Ha
KOomMMyTaTope.

CunHrtakcuc
show lldp statistics

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne obLel CTaTUCTUKK:

DGS-3000-28XMP:admin# show lldp statistics
Command: show lldp statistics

Last Change Time 1 1792
Number of Table Insert : ©
Number of Table Delete : ©
Number of Table Drop H 0]
Number of Tahle Ageout : @

DGS-3000-28XMP: admin#

46-13 show lldp statistics ports

OnucaHue
JaHHaa komaHga ncnonb3yeTca s npocmoTpa ctatuctuku LLDP no nopry.

CunHTtakcuc
show lldp statistics ports {<portlist>}

MapameTpbl

<portlist> — (onunoHasibHO) yKa3blBaeT Anana3oH NOPTOB AS1 0TOOPaKEHNSI.

Ecnu aaHHbIii napameTp He ykasaH, 6yaeT oTo6paxeHa MHGopMaLus A1 BCEX NMOPTOB.

OrpaHuyeHus
HerT.

Mpumep
OTO06paxeHne CTaTUCTUKX No nopTy 1:
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DGS-3000-28XMP:admin# show lldp statistics ports 1
Command: show lldp statistics ports 1

Port ID : 1
LLDPStatsTXPortFramesTotal 1 23
LLDPStatsRXPortFramesDiscardedTotal Q
LLDPStatsRXPortFramesErrors [¢]
LLDPStatsRXPortFramesTotal (0]
LLDPStatsRXPortTLVsDiscardedTotal 10
LLDPStatsRXPortTLVsUnrecognizedTotal : @
LLDPStatsRXPortAgeoutsTotal 0]

DGS-3000-28XMP :admin#
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47. KomaHabl npotokona LLDP-MED

config lldp_med fast_start repeat_count <value 1 - 10>

config lldp_med log state [enable | disable]

config lldp_med notification topo_change ports [<portlist> | all] state [enable | disable]

config lldp_med ports [<portlist> | alll] med_transmit_capabilities [all | {capabilities | network_policy |
power_pse | inventory}(1)] state [enable | disable]

show lldp_med ports {<portlist>}

show lldp_med

show lldp_med local_ports {<portlist>}

show lldp_med remote_ports {<portlist>}

47-1 config lldp_med fast_start repeat_count

OonucaHue

JaHHas koMaHga ucnosb3yeTcs /19 HaCTPOWKM KonmyecTBa oTnpaBnseMbix naketoB fast start. Korga
LLDP-MED Capabilities TLV o06HapyxeH B kayectBe MSAP-ngeHTMdmkatopa, He COOTBETCTBYHLIETO
CYLLIECTBYOLWMM 3anMcsam B Tabnuue yaaneHHbix y3nos LLDP, To cuctemMa go/mkHa 3anycTuTb npoueaypy
fast start n yctaHoBuTh Talimep «medFastStart» Ha 3HauyeHne 1 «medFastStartRepeatCount».

CuHTtakcuc
config lldp_med fast_start repeat_count <value 1-10>

MapameTpbl

<value 1-10> — BBeguTE KONMYECTBO OTNPaB/IseMbIxX NakeToBs fast start. JocTyneH AvanasoH 3HadeHuii ot 1
40 10. 3HayeHve No ymonyaHuio — 4.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator niv Power User MOTyT BbINONHATb JaHHYHO KOMaHAY.

Mpumep
HacTpoiika otnpaBku 5 nakeTtos fast start:

DGS-3000-28XMP:admin#config lldp_med fast_start repeat_count 5
Command: config lldp_med fTast_start repeat_count 5

Success.

DGS-3000-28XMP : admin#

47-2 config lldp_med log state

OnucaHue
[aHHas komaHza Ucnosb3yeTcs A5l HACTPOKK cTaTyca /1orMpoBaHns cobbiTuin LLDP-MED.
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CuHTakcuc
config lldp_med log state [enable | disable]

MapameTpbl

enable — yka3biBaeT BKtOUEHNE NorMpoBaHus cobbiTuii LLDP-MED.

disable — yka3biBaeT oTk/IOUEHME N0rMpoBaHna cobbiTuii LLDP-MED. [laHHas onums Mcnonb3yetcs Mo
YMONYaHUIo.

OrpaHuyeHus
Tonbko nosb3oBartenu ypoHsa Administrator, Operator nnan Power User MOryT BbINONHATb AaHHYH KOMaHAy.

Mpumep
BkntoyeHue nornpoBaHus cobbituii LLDP-MED:

DGS-3000-28XMP:admin#config 1ldp_med log state enable
Command: config lldp_med log state enable

sSuccess.

DGS-3000-28XMP : admin#

47-3 config lldp_med notification topo_change ports

OnucaHue

[aHHas koMaHda ucnonb3yetcsa N5 BKIYEHUS UW OTKKOYEHUS OTNpPaBkU yBeAOM/IEHUS 06 U3MeHeHUn
Tonosorum nonyyarento (-Am) SNMP-trap, B cnyyae ec/iv KOHEYHOE YCTPOICTBO YAA/IEHO W/IN NEPEMELLEHO
Ha [pyroii nopr.

CuHTakcuc
config lldp_med notification topo_change ports [<portlist> | all]] state [enable | disable]

MapameTpbl

<p0l’t|iSt> — BBegunTe gmnana3oH HacTpanBaeMbIX MOPTOB.

all — yka3biBaeT HaCTpOIiKy BCEX NOPTOB.

state — yka3blBaeT BK/IOUEHME WM OTK/IKYEHMEe YyBEAOM/IEHN 06 U3MEHEHNW TONOJIOTUK.
enable — yka3biBaeT BK/ItOUEHNE yBEAOMIEHN 06 N3MEHEHUN TOMOOTUN.
disable — ykasbiBaeT OTK/IOYEHUE YBEAOM/IEHUA 06 MW3MEHeHuM Tonosormn. o ymonyaHuo
yBEOM/IEHVS HE OTNPAaBAIOTCA.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nav Power User MOryT BbINOMHATb AAaHHY0 KOMaHAy.

Mpumep
BkoueHue yBegomneHmsa 06 n3meHeHun Tonosormm Ha noprax 1-2:
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DGS-3000-28XMP:admin#config lldp_med notification topo_change ports 1-2 state enable
Command: config 1lldp_med notification topo_change ports 1-2 state enable

sSuccess.

DGS-3000-28XMP: admin#

47-4 config lldp_med ports

OnucaHue

JaHHaa komaHga ncnonb3yeTcsa 4719 BKAKUYEHUS Unu oTKIrYeHusa nepegadn LLDP-MED TLV.

BbiknoyeHne LLDP-MED TLV Ha noptax npoucxoguTt MyTeM OTK/OYEeHUA nepefayn paccbinkn TLV
Capabilities. B Takom cnyyae 06bekTbl 13 Tabnunubl yaaneHHbIx y3108 B LLDP-MED MIB, cooTBETCTBYHOLLNE
yKasaHHbIM nopTtam, He 6yayT paccbliaTbCs.

CunHTtakcuc
config lldp_med ports [<portlist> | all] med_transmit_capabilities [all | {capabilities | network_policy |

power_pse | inventory}(1)] state [enable | disable]

MapameTpbl

<portlist> — BBeauTe AMana3oH HacTpanBaeMbIX NOPTOB.

all — ykasbIBaeT HacTpoiiKy Bcex NopToB.

med_transit_capabilities — yka3biBaeT paccbinky ykasaHHbiX LLDP-MED TLV Capabilities.
all — yka3biBaeT paccbliiky Capabilities, Network policy n Inventory.
capabilities — ykasbiBaeT paccbiiky LLDP-areHTOM «LLDP-MED capabilities TLV». [na nepegaun
LLDP-MED PDU pgaHHblli TN TLV-AaHHbIX A0/KEeH ObiTb BKIOYEH. B obpaTHOM criyvae nopT He
oynet paccbinate LLDPMED PDU.
network_policy — yka3biBaeT paccbinky LLDP-areHTom «LLDP-MED network policy TLV».
power_pse — yka3biBaeT paccblky LLDP-areHTom «LLDP-MED extended Power via MDI TLV», ecnu
NoKasibHOE YCTPOICTBO siBNsSieTcsl PSE-yCcTpoiicTBOM.
inventory — yka3biBaeT paccbliiky LLDP-areHtom «LLDP-MED inventory TLV».

state — ykasbiBaeT BK/IOUEHNE UK OTKAYeHne nepegaun LLDP-MED TLV.
enable — ykasbiBaeT Bk/oueHne nepegayun LLDP-MED TLV.
disable — yka3biBaeT BbiktoueHne nepegaun LLDP-MED TLV.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator niv Power User MOTyT BbINONHATb JaHHYHO KOMaHAY.

Mpumep
BkntoueHue paccbinkn Bcex Capabilities Ha Bcex noprax:

DGS-3000-28XMP:admin#config lldp_med ports all med_transmit_capabilities all state enable
Command: config lldp_med ports all med_transmit_capabilities all state enable

Success.

DGS-3000-28XMP : admin#
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47-5 show lldp_med ports
OnucaHue
[aHHasi KomaHga ucnonb3yeTcs A5 NPocMoTpa MHopMaLmMm 0 HacTpoikax aHoHcupoBaHusa LLDP-MED Ha

noprax.

CuHTakcuc
show lldp_med ports {<portlist>}

MapameTpbl

<portlist> — (onuvoHanbHO) BBeAMTe [AuanasoH MopPTOB, /19 KOTOPbIX Heobxo4MMOo 0To6pasuTb
NHhopmauuio.

Ecnn cnvcok nopToB He yKasaH, 6yaet oTobpaxeHa MHhopmauna 418 BCEX NOPTOB.

OrpaHuyeHus
Her.

Mpumep
OTob6paxeHune HacTpoek LLDP-MED pana nopra 1:

DGS-3000-28XMP:admin#show 1lldp_med ports 1
Command: show lldp_med ports 1

Port ID .

Topology Change Notification Status tEnabled
LLDP-MED Capabilities TLV :Enabled
LLDP-MED Extended Power Via MDI PSE TLV tEnabled
LLDP-MED Inventory TLV :Enabled

DGS-3000-28XMP: admin#

47-6 show lldp_med

OnucaHune
[JaHHas komaHza ucnosb3yeTcs Ans NpocMoTpa 06Lmx Hactpoek LLDP-MED Ha KommyTartope.

CuHTakcuc
show lldp_med

MapameTpsbl
Her.

OrpaHuyeHus
HerT.

Mpumep
OTob6paxeHne obLmx HacTpoek LLDP-MED:
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DGS-3000-28XMP: admin#show 1lldp_med
Command: show 1lldp_med

LLDP-MED System Information:

Device Class : Network Connectivity Device
Hardware Revision T Bl

Firmware Revision ; 4.00.001

Software Revision : 4.00.010

Serial Number : DGS-3000-28XMP

Manufacturer Name : D-Link

Model Name : DGS-3000-28XMP Gigabit Ethernet
Asset ID :

PoE Device Type : PSE Device

PoE PSE Power Source : Primary

LLDP-MED Configuration:
Fast Start Repeat Count 14

LLDP-MED Log State:Disabled

DGS-3000-28XMP: admin#

47-7 show lldp_med local_ports
OnucaHune
[aHHasa komMaHAa mcnonb3yeTcs A8 NpocMoTpa Tekyllein nHgopmauun 06 aHoHcupoBaHum LLDP-MED Ha

noprax.

CunHTtakcuc
show lldp_med local_ports {<portlist>}

MapameTpsbl

<portlist> — (onuuoHanbHO) BBEAUTE AuanasoH MOPTOB, A1 KOTOPbIX Heo6XoAMMO OTo6pasvTb
WHpopmMauumto.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne nHcopmaLlmm 06 aHoHcupoBaHun LLDP-MED, paccblnaemoii ycTpoicTBOM, Asisi nopTa 1:
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DGS-3000-28XMP:admin#show 1lldp_med local_ports 1
Command: show lldp_med local_ports 1

Port ID H

LLDP-MED Capabilities Support:

Capabilities :Support
Network Policy :Not Support
Location Identification :Not Support

Extended Power Via MDI PSE :Support
Extended Power Via MDI PD :Not Support
Inventory :Support

Extended Power Via MDI:
Power Priority rLow

Power Value 1162

DGS-3000-28XMP: admin#

47-8 show lldp_med remote_ports
OnucaHue
[aHHasi KomaHaa MCMosb3yeTcs Ans oTobpaxkeHnss uHopmaumm o6 agpece ynpasnenus (Management

address) dyHkumm LLDP.

CuHTtakcuc
show lldp_med remote_ports {<portlist>}

MapameTpbl

<portlist> — (onuuoHanbHO) BBeAUTE AManasoH MOPTOB, A9 KOTOPbIX HeobXoAMMO OTobpasvTb
WHpopmaumo.

OrpaHuyeHus
Her.

Mpumep
OTobpaxeHne nHpopmaunm LLDP-MED, nosy4eHHOR OT coceHnX YCTPOMICTB:
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DGS-3000-28XMP:admin#show lldp_med remote_ports 1

Command: show 1ldp_med remote_ports 1

Remote Entities Count : 1
Entity 1
Chassis ID Subtype
Chassis ID
Port ID Subtype
Port ID

LLDP-MED capabilities:

MAC Address
00-01-02-03-04-00
Net Address
172.18.10.11

LLDP-MED Device Class: Endpoint Device Class III

LLDP-MED Capabilities Support:
Capabilities
Network Policy
Location Identification
Extended Power VYia MDI
Inventory
LLDP-MED Capabilities Enabled:
Capabilities
Network Policy
Location Identification
Extended Power Via MDI
Inventory

Network Policy:
Application Type : Voice

VLAN ID
Priority
DSCP
Unknown
Tagged

Application Type : Softphone Voice
VLAN ID
Priority
DSCP
Unknown
Tagged

Location Identification:

Support
Support
Support
Support
Support

Enabled
Enabled
Enabled
Enabled
Enabled

True

200

False
True
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Location Subtype: CoordinateBased
Location Information

Location Subtype: CivicAddress
Location Information

Extended Power Via MDI
Power Device Type: PD Device

Power Priority : High
Power Source : From PSE
Power Request » 8 Watts

Inventory Management:

Hardware Revision
Firmware Revision
Software Revision
Serial Number
Manufacturer Name
Model Name

Asset ID

DGS-3000-28XMP:admin#
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48. KomaHgbl Loop Back Detection (LBD)

config loopdetect {recover_timer [<value 0> | <sec 60-1000000>] | interval <sec 1-32767> | mode [port-
based | vlan-based]}

config loopdetect ports [<portlist> | all] state [enable | disable]

enable loopdetect

disable loopdetect

show loopdetect

show loopdetect ports {<portlist>}

config loopdetect trap [none | loop_detected | loop_cleared | both]

config loopdetect log state [enable | disable]

48-1 config loopdetect

OnucaHue
[JaHHas komaHza ucnosnb3yeTcs ans HacTpoiikn dyHkuun Loop Back Detection (LBD) Ha kommyTaTope.

CuHTakcuc
config loopdetect {recover_timer [<value 0> | <sec 60-1000000>] | interval <sec 1-32767> | mode
[port-based | vlan-based]}

MapameTpbl

recover_timer — (OnuMoHaNbHO) YKa3blBa€T BPEMEHHOW WHTEpPBasl B CeKyHAaxX, WCNONb3yeMbiii
MEXaHM3MOM aBTOMaTW4YecKoro BoccTaHoBneHuss (Auto-Recovery), No uncTedeHum KoToporo Oyaet
NnpoBepeH cTaTtyc 3abnokMpoBaHHOIO yHkumelr LBD nopta. 3HaveHWe no ymonyaHuto cocTtasnser 60
CEKYH/.

<value 0> — BBegute 0, 4TOOGbl OTK/IOUYUTL MEXaHW3M aBTOMATWUYECKOro BOCCTaHOBMEHUA. Ecnu

MEXaHMW3M BbIK/IlOUYEH, OTK/IFOUYEHHbI NOPT HEOBXOAMMO BOCCTaHaB/IMBATb BPYUHYIO.

<sec 60-1000000> — BBegMTe 3HauyeHue Talimepa. [JoCcTyneH agnanasoH 3HavyeHuin ot 60 go 1000000.

interval — (onuuoHasIbHO) YyKasblBaeT BPEMEHHOW WHTepBas B CeKyHAaX, MO WCTEYEHUN KOTOPOro
ycTpoiictBo otnpasut Bce CTP-naketbl (Configuration Test Protocol) gns obHapyxeHus netnn. 3HavyeHune
no ymon4yaHuio coctasniseT 10 cekyHa,.

<sec 1-32767> — BBeaMTe BPEMEHHOI1 MHTepBas. [JOCTyneH AnanasoH 3HavyeHuin ot 1 go 32767.

mode — (onuMoHaNbHO) YKa3bIBAET PEXNM 0GHAPYXEHUST NeT/n. MNpy 06HapPYXXeHUN NET/IM B PEXMME port-
based nopt 6yget 3abnokupoBaH. B pexunme VLAN-based nopt 6ygeT 6nokupoBartbCs A8 nepegaqu
Tpacpmka Tonbko 1o VLAN, B KOTOPOI 06HapyXeHa netns.

port-based — yka3biBaeT pexxum o6HapY>XeHUs1 NeTIN Ha NopTy.

vlan-based — yka3biBaeT pexum o6HapyxeHus netnm o VLAN.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator v Power User MOTyT BbINONHATb AAaHHYHO KOMaHAY.

Mpumep

YctaHoBKa 3HauveHus «0» ansa recover_timer, npuBogsLllas K OTK/IOUYEHUIO MeXaHU3Ma aBTOMaTUyecKoro
BOCCTaHOB/IEHMS, HACTpoiika nHTepBana B 20 cekyHz 1 ykasaHune pexnmva VLAN-based:
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DGS-3000-28XMP:admin# config loopdetect recover_timer © interval 2@ mode vlan-based
Command: config loopdetect recover_timer @ interval 20 mode vlan-based

Success.

DGS-3000-28XMP : admin#

48-2 config loopdetect ports

OnucaHue
[aHHas komaHza ucnosb3yeTcs Ans HacTpoikn yHkuun LBD gnia nHtepdeincoB Ha komMyTaTope.

CunHTtakcuc
config loopdetect ports [<portlist> | all] state [enable | disable]

MapameTpbl

<portlist> — BBeanTe CNMcoK NOpTOB.

all — YKa3blBaeT HaCTpOﬁKy BCEX MNOPTOB B CUCTEME.

state — ykasblBaeT BK/IOYEHME WAWN OTKAYeHMe yHKUMM LBD Ha ykasaHHbIX B crnmcke noptax. [lo
YMO/THaHUIO AaHHas (PYHKLMSA OTKYeHa.

enable — yka3biBa€eT BK/OUEHNE DYHKUUN.

disable — yka3biBaeT oTkO4EHNE PYHKUNN.

OrpaHuyeHus
Tonbko nonb3oareny yposHA Administrator, Operator niv Power User MOTyT BbINOMHATb JAHHY0 KOMaHAY.

Mpumep
BkntoueHue dpyHkumm LBD Ha noprtax 1-5:

DGS-3000-28XMP:admin# config loopdetect ports 1-5 state enable
Command: config loopdetect ports 1-5 state enable

sSuccess.

DGS-3000-28XMP : admin#

48-3 enable loopdetect
OnucaHue
[aHHasi KomaHga ucnonb3yeTcs Ansa obuero BkaveHus dyHkumn LBD Ha kommyTtaTtope. o ymonyaHuto

hyHKLYMS OTK/IOUEHa.

CunHTtakcuc
enable loopdetect

MapameTpbl
Her.
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OrpaHuyeHus
Tonbko nonb3oBartenu ypoHsa Administrator, Operator nan Power User MOryT BbINONHATb AaHHYH KOMaHAy.

Mpumep
BkntoueHune doyHkummn LBD:

DGS-3000-28XMP:admin# enable loopdetect
Command: enable loopdetect

Success.

DGS-3000-28XMP : admin#

48-4 disable loopdetect

OnucaHue
[JaHHas komaHga ncnonb3yeTcs Ans otkaoveHns yHkuun LBD rnobasibHO Ha KOMMyTaTope.

CuHTakcuc
disable loopdetect

MapameTtpsbl
HeT.

OrpaHuyeHus
Tonbko nonb3osBareny yposHa Administrator, Operator niv Power User MOTyT BbINONHATb JaHHYHO KOMaHAY.

Mpumep
OTknoyeHne pyHkumm LBD rno6anbHo:

DGS-3000-28XMP:admin# disable loopdetect
Command: disable loopdetect

Success.

DGS-3000-28XMP: admin#

48-5 show loopdetect

OnucaHue
[JaHHas komaHza ucnosb3yeTcs An4 NpocMoTpa 06LLMX HacTpPoeK pyHKumn LBD.

CuHTtakcuc
show loopdetect

MapameTtpbl
Her.

OrpaHuyeHus
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Tonbko nosib3oBateny ypoBHst Administrator nnm Operator MOryT BbINOSHATL AAHHYO KOMaHy.

Mpumep
OTob6paxeHne 06X HacTpoek hyHkummn LBD:

DGS-3000-28XMP:admin# show loopdetect
Command: show loopdetect

LBD Global Settings

Status : Disabled
Mode : Port-based
Interval : 10 sec
Recover Time : B0 sec
Trap State : None

Log State : Enabled

DGS-3000-28XMP :admin#

48-6 show loopdetect ports

OnucaHue
[JaHHas komaHga ucnosb3yeTcs Ans 0TobpakeHns HacTpoek hyHkumn LBD ans nopTos.

CuHTakcuc
show loopdetect ports {<portlist>}

MapameTtpsbl

<portlist> — BBeayTe CNUCOK NOPTOB, KOTOPbIE HEOBXOAMMO 0TOGPA3UTL.

Ecnun napameTp He ykasaH, byayT oTo6paXkeHbl HACTPOIKM AN BCEX MOPTOB.

OrpaHuyeHus
Her.

Mpumep
OTob6paxeHne HacTpoek LBD ansa noptos 1-9:
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DGS-3000-28XMP:admin# show loopdetect ports 1-9
Command: show loopdetect ports 1-9
Port Loopdetect State Loop Status
1 Enabled Normal

2 Enabled Normal

3 Enabled Normal

4 Enabled Normal

5 Enabled Loop!

6 Enabled Normal

7 Enabled Loop!

8 Enabled Normal

9 Enabled Normal
DGS-3000-28XMP :admin#

48-7 config loopdetect trap

OonucaHue
[aHHas komaHga Ucnosb3yeTcs 4151 HACTPOIKM PEXMMOB trap-coo6LeHunin ans dpyHkuumn LBD.

CuHTtakcuc
config loopdetect trap [none | loop_detected | loop_cleared | both]

MapameTtpbl

none — yKkasblBaeT OTCYTCTBME trap-COOOLLEHUIA.

loop_detected — ykasbiBaeT oTnpaBKy trap-coo6LLeHNIA TONTbKO NpY 06HAPY)XEHUN NET/N.

loop_cleared — yka3biBaeT oTnpaBKy trap-CoO6LLEHNI TO/IbKO NPY YCTPAHEHUW NETNN.

both — ykasbiBaeT 0Tnpasky trap-COO6LLEHNI NPW 0GHAPYXXEHUN U YCTPAHEHUN NET/IN.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHa Administrator, Operator unu Power User MOryT BbINOAHATb AaHHYH KOMaHAY.

Mpumep
HacTpoiika oTnpaBku trap-coobLleHuniA Npy 06HaPYXEeHUN N YCTPAHEHUUN NETAN:

DGS-3000-28XMP:admin# config loopdetect trap both
Command: config loopdetect trap both

sSuccess.

DGS-3000-28XMP: admin#

48-8 config loopdetect log

OonucaHue
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[aHHasi koMaHAa MCnosb3yeTcsa A1S BKAKYEHUS WM OTKIYEHMS norMpoBaHus ansa doyHkumm LBD. Mo
YMO/IHaHUIO AaHHbIV CEPBUC OTK/IIOYEH.

CuHTakcuc
config loopdetect log state [enable | disable]

MapameTpbl

enable — yka3sbiBaeT BK/IlOUEHNE flormposanusa ansa oyHkumm LBD.

disable — yka3biBaeT oTk/l0uEeHNE NormpoBaHus ans yHkumm LBD. Bee XypHasbl, CBSi3aHHble ¢ DyHKUMel
LBD, He 6yayT coxpaHeHbl B XypHase.

OrpaHunyeHus
Tonbko nosb3oBartenu yposHs Administrator, Operator nnn Power User MOryT BbINOMHATb AaHHYH KOMaHAy.

Mpumep
BkntoueHue nornpoBaHus ansa qyHkumm LBD:

DGS-3000-28XMP:admin# config loopdetect log state enable
Command: config loopdetect log state enable

Success.

DGS-3000-28XMP : admin#
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49. KomaHabl MAC Notification

enable mac_notification

disable mac_notification

config mac_notification {interval <sec 1-2147483647> | historysize <int 1-500>}

config mac_notification ports [<portlist> | all] [enable | disable]

show mac_notification

show mac_notification ports {<portlist>}

49-1 enable mac_notification

OonucaHue

[aHHas komaH4a MCMNoNb3yeTcs 4719 BK/IYEHUS yBeAOMIEHU ¢ uHdopmaunein o Tabnuue MAC-agpecos
rno6asibHO Ha KOMMYyTaTope.

CuHTakcuc
enable mac_notification

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nosb3oBartenu ypoHsa Administrator, Operator nnn Power User MOryT BbINONHATb AaHHYH KOMaHAy.

Mpumep
BkntoueHune dpyHkumm MAC Notification:

DGS-3000-28XMP;admin# enable mac_notification
Command: enable mac_notification

Success.

DGS-3000-28XMP : admin#

49-2 disable mac_notification

OonucaHue

[aHHasa KoMaHAa 1cnosb3yeTcsa A71a OTKAoUEHUs yBeAOMEHWI ¢ nHdopmaumeid o Tabnuue MAC-agpecos
rnobanbHO Ha KOMMYyTaTOope.

CuHTakcuc
disable mac_notification

MapameTtpbl
Her.
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OrpaHuyeHus
Tonbko nosb3oBartenu ypoHsS Administrator, Operator nav Power User MOryT BbINONHATb AaHHYH KOMaHAy.

Mpumep
OtkntoueHne doyHkumm MAC Notification:

DGS-3000-28XMP:admin# disable mac_notification
Command: disable mac_notification

Success.

DGS-3000-28XMP : admin#

49-3 config mac_notification
OnucaHue
[JaHHas KomaHga wucnosb3yeTca A7s 06weli HacTpoWku yBegomaeHuin o Tabnvmue MAC-agpecos

KoMMyTaTopa.

CuHTakcuc
config mac_notification {interval <sec 1-2147483647> | historysize <int 1-500>}

MapameTpbl

interval — (onuMoHanbHO) yKasbiBaeT BPEMS B CEKYHAAX MeXAy YBeLOM/TEHUAMMU.
<sec 1-2147483647> — BBeguTe BpeMs MWHTepBasa. [oCTyneH puanasoH 3HadeHwidi ot 1 go
2147483647 cekyHa,

historysize — (onunoHanbHO) yKa3blBaeT MakCUMMaslbHOE KO/IMYECTBO 3anuncei B XypHane, Ans KOTopbiX
6b111M OTNpaBs/eHbl yBeAOMIEHNS. MakCcMasibHO JONyCTUMOe KOMYecTBo 3anuceli coctasnset 500.
<int 1-500> — BBeANTE pa3mep XypHasa. JocTyneH gnanas3oH 3HadeHuin ot 1 go 500.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nav Power User MOryT BbINOMHATE AAaHHY0 KOMaHAYy.

Mpumep
O6uas HacTpoiika doyHkumn MAC Notification:

DGS-3000-28XMP:admin# config mac_notification interval 1 historysize 500
Command: config mac_notification interval 1 historysize 500

Success.

DGS-3000-28XMP : admin#

49-4 config mac_notification ports

OnucaHue
[JaHHas komaHza Ucnosb3yeTcs 4151 HACTPOIKM yBeAOMEHUA 0 Tabnuue MAC-agpecoB 4ns nopra.
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CunHTtakcuc
config mac_notification ports [<portlist> | all] [enable | disable]

MapameTpbl

<portlist> — BBegnTe CNNCOK HacCTpanBaeMbIX NMOPTOB.

all — ykasbIBaeT HacTpoiiky Bcex NopToB.

enable — yka3biBaeT BKoUeHNe yBefOMEHNIA o5 nopTa.

disable — yka3biBaeT oTk/IOUEHNE YBEAOMIEHWI A5 nopTa.

OrpaHuyeHus
Tonbko nonb3osBareny yposHa Administrator, Operator niv Power User MOTyT BbINONHATb JaHHYHO KOMaHAY.

Mpumep
BkoueHne yBegomaeHnin gns nopra 7:

DGS-3000-28XMP:admin# config mac_notification ports 7 enable
Command: config mac_notification ports 7 enable

Success.

DGS-3000-28XMP : admin#

49-5 show mac_notification

OnucaHue
[JaHHasi KomaHga ucnosb3yeTcs Ans npocmoTpa 06LWwmux HacTpoek dhyHkuun MAC Natification.

CuHTakcuc
show mac_notification

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTob6paxeHne obumx HacTpoek hyHkumm MAC Notification:

DGS-3000-28XMP:admin# show mac_notification
Command: show mac_notification

Global MAC Notification Settings

State : Disabled
Interval 1
History Size : 1

DGS-3000-28XMP :admin#
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49-6 show mac_notification ports

OnucaHue
[aHHasi KomaHga ucnonb3yetcs ans npocmoTtpa HacTpoek doyHkuun MAC Notification ans nopra.

CuHTakcuc
show mac_notification ports {<portlist>}

MapameTpbl

<portlist> — (onuMoHanbLHO) BBEAUTE CNMCOK HAaCTpamBaeMbIX NMOPTOB.

OrpaHuyeHus
HeT.

Mpumep
OTobpaxeHne HacTpoek goyHkumn MAC Notification gns Bcex nopTos:

DGS-3000-28XMP:admin# show mac_notification ports
Command: show mac_notification ports

Port MAC Address Tabhle Notification State
1 Disabled

2 Disabled

3 Disabled

4 Disabled

5 Disabled

6 Disabled

7 Disabled

8 Disabled

9 Disabled

10 Disabled

11 Disabled

12 Disabled

13 Disabled

14 Disabled

15 Disabled

16 Disabled

17 Disabled

18 Disabled

19 Disabled

20 Disabled

Quit Next Page [ Previous Page [§ Refresh
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50. KomaHgbl ynpasneHuna goctynom Ha ocHose MAC

enable mac_based_access_control

disable mac_based_access_control

config mac_based_access_control password <passwd 16>

config mac_based_access_control method [local | radius]

config mac_based_access_control guest_vlan ports <portlist>

config mac_based_access_control ports [<portlist> | all] {state [enable | disable] | mode [port_based |
host_based] | aging_time [infinite | <min 1-1440>] | block_time <sec 0-300> | max_users [<value 1-1000> |
no_limit]}(1)

create mac_based_access_control [guest_vlan <vlan_name 32> | guest_vlanid <vlanid 1-4094>]

delete mac_based_access_control [guest_vlan <vlan_name 32> | guest_vlanid <vlanid 1-4094>]

clear mac_based_access_control auth_state [ports [all | <portlist>] | mac_addr <macaddr>]

create mac_based_access_control_local mac <macaddr> {[vlan <vlan_name 32> | vlanid <vlanid 1-
4094>1}

config mac_based_access_control_local mac <macaddr> [vlan <vlan_name 32> | vlanid <vlanid 1-
4094> | clear_vlan]

delete mac_based_access_control_local [mac <macaddr> | vlan <vlan_name 32> | vlanid <vlanid 1-
4094>]

config mac_based_access_control authorization attributes {radius [enable | disable] | local [enable |
disable]}(1)

show mac_based_access_control {ports {<portlist>}}

show mac_based_access_control_local {{mac <macaddr> | vlan <vlan_name 32> | vlanid <vlanid 1-
4094>1}

show mac_based_access_control auth_state ports {<portlist>}

config mac_based_access_control max_users [<value 1-1000> | no_limit]

config mac_based_access_control trap state [enable | disable]

config mac_based_access_control log state [enable | disable]

50-1 enable mac_based access control

OonucaHue
[JaHHas KomaHaa ncnonb3yeTcs AN BKIYEHUS YHKLUN ynpaBneHns 4ocTynom Ha ocHose MAC.

CuHTakcuc
enable mac_based_access_control

MapameTpsbl
Her.

OrpaHuyeHus
Tonbko nosnb3oBareny yposHa Administrator, Operator uim Power-User MOryT BbIMOMHATL JaHHYI0 KOMaHay.
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Mpumep
O6ulee BKIKOYEHME yNpaBeHNst A0CTynom Ha ocHoBe MAC:

DGS-3000-28XMP:admin# enable mac_based_access_control
Command: enable mac_based_access_control

Success.

DGS-3000-28XMP : admin#

50-2 disable mac based access control

OonucaHue
[JaHHas KomaHga Ucnosb3yeTcs AN OTKIYEHUA PYHKLUMW YpaBneHns 4oCTynom Ha ocHoBe MAC.

CuHTakcuc
disable mac_based_access_control

MapameTpsbl
Her.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AAaHHYH KOMaHAY.

Mpumep
O6uee oTK/IOUEHME YNpaBneHnUs A0CTYyNnoM Ha ocHoBe MAC:

DGS-3000-28XMP:admin# disable mac_based_access_control
Command: disable mac_based_access_control

Success.

DGS-3000-28XMP : admin#

50-3 config mac_based_access_control password

OnucaHue

[aHHasi KomaHga ucnosb3yetcs Ans HacTpoiky naponsa RADIUS-ayTeHTUdMKauMn Aaa  ynpaenieHus
JocTtynom Ha ocHose MAC.

CunHTtakcuc
config mac_based_access_control password <passwd 16>

MapameTpsbl

<password> — BBeauTe naponb. MakcumasibHas A/iMHa napons coctaenser 16 cumsonos. MNaponb Mo
yMo/iHaHuio — «default».

OrpaHuyeHus
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Tonbko nonb3oBartenu ypoHsS Administrator, Operator nnn Power-User MOryT BbINONHATb AaHHYH KOMaHAy.

Mpumep
HacTtpoiika napons ynpasneHusi 40CTyrnom Ha ocHoBe MAC:

DGS-3000-28XMP:admin# config mac_based_access_control password switch
Command: config mac_based_access_control password switch

Success.

DGS-3000-28XMP : admin#

50-4 config mac_based_access_control method

OnucaHue

[laHHas komaHAa Ucnosb3yeTcs A1 HACTPOKM MeToAa ayTeHTUdMKaLum ynpaeneHns 4OCTYNoOM Ha OCHOBe
MAC.

CuHTakcuc
config mac_based_access_control method [local | radius]

MapameTpsbl

local — yka3bIBaeT ayTeHTU(IMKALMIO Yepes IoKasIbHY0 6a3y AaHHbIX.

radius — yka3biBaeT ayTeHTUhmKauuio yepes RADIUS-cepBep.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator uim Power-User MOTyT BbIMOMHATL JaHHYI0 KOMaHay.

Mpumep
HacTtpoiika meToga ayteHTudmnkaumm local ynpasneHust goctynom Ha ocHose MAC:

DGS-23000-28XMP:admin# config mac_based_access_control method local
Command: config mac_based_access_control method local

Success.

DGS-3000-28XMP : admin#

50-5 config mac_based_access_control guest_vlan ports

OonucaHue

[JaHHas KomaHfa MCrnonb3yeTca A1 Ha3HauyeHUs yka3aHHOro crnvcka noptos B rocteBylo VLAN (guest
VLAN) Ha ocHoBe MAC-agpeca. MopTbl, He BK/IOYEHHbIE B CMMCOK, ByayT yaaneHsl n3 roctesoli VLAN.
MogpobHasa nHcopmauma no paéote ¢ roctesbiMM VLAN Ha ocHoBe MAC-afpecoB ykasaHa B onucaHuu
KomaHapb! config mac_based_access_control ports.

CuHTakcuc
config mac_based_access_control guest_vlan ports <portlist>
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MapameTpbl

<portlist> — BBeaNTE CNUCOK NOPTOB.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator uin Power-User MOTyT BbIMOMHATL AaHHYI0 KOMaHay.

Mpumep
HacTpoiika y4actus B rocteBoii VLAN Ha ocHoBe MAC-aapecos:

DGS-3000-28XMP:admin# config mac_based_access_control guest_vlan ports 1-8
Command: config mac_based_access _control guest_wvlan ports 1-8

Success.

DGS-3000-28XMP :admin#

50-6 config mac_based_access_control ports

OnucaHue

[JaHHas komaHga Ucnosb3yeTcs 4151 HACTPOKM NOPTOB yNpaBfeHns AoCTynoM Ha ocHoBe MAC-agpeca.
Ecnu dyHKUMA ynpaeneHus goctyrnoM Ha ocHoBe MAC BK/IlOUYEHa, HO NOPT He ABASETCA YYACTHUKOM
rocteBoin cetm VLAN (guest VLAN), To Tpadwmk OyaeT nepeHanpaB/ieH TOMbKO MOC/AE MPOXOXAEHUS
ayTeHTUuKaLum.

+  O6CcnyxXuBaHVe BO3MOXHO TO/IbKO NMOC/E NPOXOXKAEHUSI ayTEHTUIMKALMN.
*  Ecnu ayTeHTUdmKauums npoiifeHa, BbiNonHseTcs nepegaya tpacuka B HasHaueHHyo cetb VLAN.

Ecnu cyHkums ynpasneHus goctynom Ha ocHose MAC Bk/OUeHa A1 nopTa v NopT ABASETCH YYaCTHUKOM
rocteBoi cetn VLAN, TO AaHHbIl NOPT 6yAeT yaasnieH u3 nepBoHadvasibHol(-bix) cetu (-eii) VLAN n gobasneH
Kak yyacTHuk rocteBoi cetn VLAN ¢ ynpaBneHnem gocTtynom Ha ocHoBe MAC-agpeca.

« [lo Hauyana npouecca ayTeHTMdMKaumm BO3MOXHa nepegada Tpadmka B rocteByto cetb VLAN.
* [locne ayTeHTU(MKaLMM NoNb30BaTE/b NONYUYNT AOCTYN B Ha3Ha4YeHHy VLAN.

Ecnv  ncnonb3yetca pexum  aBTopu3auum Ha OCHOBE MOpPTOB, TO MNpyU MNepemMeLleHun nopta B
aBTOpM30BaHHyto ceTb VLAN, nocneaywolume nosb3oBaTeny He OyayT NPOXOAMTb ayTeHTUMKaLUIO CHOBa 1
6yayT paboTaTb B TeKyllel aBTopm3oBaHHon VLAN.

Mpn pexume aBTOpM3auUMM MNOpPTa Ha OCHOBE Yy3Na KaxAabli nonb3oBartesls OyfeT asBTOpu30BaH
WHANBUAYAIEHO N NOMYYUT AOCTYN B HasHayeHHyto ceTb VLAN.

Ecnn BpemMs OGM0OKMPOBKM MOpTa YCTAHOB/MIEHO Kak «infinite» (6ECKOHEYHOE), K/MEHT, He MpOoLUeALWii
ayTeHTUprkaumto, He ByaeT 3ab6nokMpoBaH. A BpeMeHn 6/10KUPOBKM ByaeT yCTaHOB/IEHO 3HaYeHne «0».

CuHTakcuc

config mac_based_access_control ports [<portlist> | all] {state [enable | disable] | mode [port_based
| host_based] | aging_time [infinite | <min 1-1440>] | block_time <sec 0-300> | max_users [<value 1-
1000> | no_limit]}(1)

MapameTpbl

<portlist> — BBEAUTE CNUCOK NOPTOB /151 HACTPOKM.

all — ykasbiBaeT Bce CyLLecTBYHOLME NMOPTbl KOMMYTATOPA A/151 HACTPOMKN (DYHKLMW YIPaBAeHns LOCTYMNOM
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Ha ocHoBe MAC.

state — yka3blBaeT, BK/IOUYEHa WM OTK/IIoYeHa (DYHKLMSA ynpasB/ieHns 4ocTynom Ha ocHoBe MAC ans nopra.
enable — yka3biBaeT, 4To (OYyHKUUSA YynpasfieHWs [OoCTynom Ha ocHose MAC anga nopra 6yaet
BK/IIOUEHA.
disable — ykasbiBaeT, 4UTO OyHKUMSI ynpaBneHus JOCTynom Ha ocHoBe MAC ansa noprta 6yger
OTK/IOYEHA.

mode — yka3bIBAEeT UCNO/b3YEMbI PEXMUM NopTa /151 (PYHKLMM YNpaBieHUs 4OCTYNOM Ha ocHoBe MAC.
port_based — yka3biBaeT peXum Ha OCHOBE MopTa A/18 (PYHKUMM YNpaBfeHns A0CTyNnoOM Ha OCHOBe

MAC.
host_based — yka3biBaeT pexunm Ha OCHOBe y3na AN PYHKUUWU yrnpas/ieHus AOCTYNOM Ha OCHOBe
MAC.

aging_time - yka3blBaeT nepuoj BpPEMEHM, B TeyeHMe KOTOporo Yy3en OydeT HaxoguTbCa B

ayTeHTMPULUMPOBAHHOM  COCTOSSHUW. 1o WUCTeYeHUM 3TOT0  BpPemMeHU Mpou3ongeTr BO3Bpar B
HeayTeHTU(ULMPOBAHHOE COCTOSTHUE.
infinite — ykasbiBaeT, UTO Bpems NOAK/IOYEHUSA aBTOPU3OBAHHBLIX K/MEHTOB He OyAeT uctekartb
aBTOMaTUYeCKMu.
<min 1-1440> — BBeauTe BpeMs ycTapeBaHus. [JocTyneH avanasoH 3HadeHuii ot 1 go 1440 MUHYT.

block_time - ykasbiBaeT Bpems 6/10KMpOBKM. Ecnn y3ny He ygaeTcs NpoiTW ayTeHTUdmKaumio,
crnegywowas ayteHTupukaumsa He 6yaeT BbIMONIHEHA paHee NCTeYeHUss BpeMeHn G/10KMPOBKM A0 Tex nop,
noka nosib30Bate/ib BPYUHYIO HE U3MEHUT CTaTyC BXOAA.
<sec 0-300> — BBeauTe BpeMsi 6/I0KMPOBKN. [LOCTyNeH gnanasoH 3HadeHuin ot 0 go 300 cekyHa. Ecnm
Ans BpeMeHn G/10KMPOBKU YCTAHOBMEHO 3HaveHne 0, TO K/IMEHT MOC/e HeyAauyHol ayTeHTudmKaumm
He ByaeT 3a6/10KMPOBaH.

max_users — ykasbiBaeT MakCMMasibHOe KO/IMYECTBO MNOJIb30BaTE/eN Ha NOPT. 3HAYEHNE MO YMOSTYaHUI0 —
128.
<value 1-1000> — BBeAMTE MaKCMMaslbHOE KO/IMYECTBO NO/Mb30oBaTesnieli Ha nopt. JocTyneH avanasoH
3Ha4veHuin ot 1 go 1000.
no_limit — HeorpaHM4yeHHOE KOMIMYECTBO NOMb30BaTENEN Ha NOPT.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nnn Power-User MOryT BbINOAHATb AaHHYHO KOMaHAY.

Mpumep
HacTpoiika HeorpaHW4YeHHOro Ko/IMYecTBa Mo/b3oBaTesieil Ha noptax 1-8 Ans ynpaBnieHus A4OCTYNOM Ha
ocHoBe MAC:

DGS-3000-28XMP:admin# config mac_based_access_control ports 1-8 max_users no_limit
Command: config mac_based_access_control ports 1-8 max_users no_limit

Success.

DGS-3000-28XMP : admin#

HacTtpoiika napameTpoB TaliMepa ynpaBneHuss A0CTynom Ha ocHoBe MAC Ha 6eckoHeyHoe Bpewms
ycTapeBaHus 1 BpeMst 6/1I0KMPOBKK, paBHoe 120 cekyHA, Ha nopTtax 1-8:

DGS-3000-28XMP:admin# config mac_based_access_control ports 1-8 aging_time infinite
block_time 120

Command: config mac_based_access_control ports 1-8 aging_time infinite block_time 120
Success.

DGS-3000-28XMP : admin#
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50-7 create mac_based_access_control

OnucaHue

[aHHasi KomaHga no3BosisieT HasHaunTb ctatmyeckyto 802.1Q VLAN B kavectBe rocteBoi cet VLAN Ha
ocHosBe MAC-appeca.

CunHTtakcuc
create mac_based_access_control [guest_vlan <vlan_name 32> | guest_vlanid <vlanid 1-4094>]

MapameTpsbl

guest_vlan — ykasbiBaeT ummMsa rocteBoii cetn VLAN Ha ocHoBe MAC-agpeca. 310 AomkHa ObiTb
cratnyeckas 1Q VLAN.
<vlan_name 32> — Beegunte nmsa VLAN anunHoii oo 32 CMMBOJIOB.

guest_vlanid — ykasbiBaet VID rocteBoii VLAN Ha ocHoBe MAC-agpeca. 970 A0/kHa ObiTb cTatmyeckas
1Q VLAN.
<vlanid 1-4094> — seeguTe VLAN ID. [JocTyneH ananasoH 3HavyeHuii ot 1 o 4094,

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator i Power-User MOryT BbIMOMHATL JaHHYI0 KOMaH4y.

Mpumep
CosgaHue rocteBoit cetn VLAN KOHTpO/S gocTyna Ha ocHoBe MAC:

DGS-3000-28XMP:admin# create mac_based_access_control guest_vlan VLANS
Command: create mac_based_access control guest_wlan VLANS

Success.

DGS-3000-28XMP : admin#

50-8 delete mac_based_access_control

OnucaHue
JaHHaa komaHga no3sonser yaanmte rocteByto cetb VLAN Ha ocHoBe MAC-agpeca.

CuHTakcuc
delete mac_based_access_control [guest_vlan <vlan_name 32> | guest_vlanid <vlanid 1-4094>]

MapameTpbl

guest_vlan — yka3biBaeT ums roctesoli VLAN Ha ocHoBe MAC-agpeca.
<vlan_name 32> — Beeante ums VLAN aavHoli go 32 cMBOJIOB.

guest_vlanid — yka3biBaeT VID roctesoit VLAN Ha ocHoBe MAC-afpeca.
<vlanid 1-4094> — seegute VLAN ID. [JocTyneH gnanas3oH 3HauyeHuii ot 1 go 4094.

OrpaHuyeHus
Tonbko nonb3oBareny yposHA Administrator, Operator nnn Power-User MOryT BbINONHATb JaHHYHO KOMaHAY.

Mpumep
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YpnaneHue rocteBoii VLAN Ha ocHoBe MAC-agpeca nog Ha3saHuem default:

DGS-3000-28XMP:admin# delete mac_based_access_control guest_vlan default
Command: delete mac_based_access_control guest_wlan default

Success.

DGS-3000-28XMP :admin#

50-9 clear mac_based access_control auth_state

OonucaHue

[aHHas KoMaHAa MCcnosib3yeTcs A1 OUMCTKM cTaTyca ayTeHTudgmKaumm nosb3oeatens (Wam nopta). Mopt
(nnn nonb3oBaTesb) 6yAeT BO3BpaLLEH B HeAQyTEHTUINLMPOBAHHOE COCTOsSIHNE. Bce TaliMepsl, CBA3aHHbIE C
noptom (MNun nNonb3oBaTenem), 6yayT COPOLLEHbI.

CuHTtakcuc
clear mac_based_access_control auth_state [ports [all | <portlist>] | mac_addr <macaddr>]

MapameTpsbl

ports — ykasbiBaeT guana3oH rnopToB, Ha KOTOPbIX HYXHO yaannte MAC-agpeca.
all — ykasbiBaeT yganeHve MAC-aZpecoB Ha BCeX MopTax, Ha KOTOPbIX BKIKYEHA YyHKLMA
yrnpas/ieHns Joctynom Ha ocHose MAC.
<portlist> — BBeaAnNTE CNNUCOK NOPTOB.

mac_addr — yka3biBaeT yaasieHve onpesesieHHoro y3na ¢ 3agaHHsiM MAC-agpecom.
<macaddr> — BBegute Heobxoanmeiin MAC-agpec.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb AaHHYH0 KOMaHAy.

Mpumep
YpaneHve nHcopmauny 06 ayTeHTUUKaLmMmM KIMEHTOB Ha BCeX noptax ynpasfeHns AOCTYNOM Ha OCHOBE
MAC:

DGS-3000-28XMP:admin# clear mac_based_access_control auth_state ports all
Command: clear mac_based_access_control auth_state ports all

Success.

DGS-3000-28XMP: admin#

YaaneHue nHdopmauum 06 ayteHtTudmkaumm ansa ysna ¢ MAC-agpecom 00-00-00-47-04-65:

DGS-3000-28XMP:admin# clear mac_based_access_control auth_state mac_addr 00-00-00-47-04-65
command: clear mac_based_access_control auth_state mac_addr 00-00-00-47-04-65

Success.

DGS-3000-28XMP :admin#
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50-10 create mac_based_access_control_local mac

OnucaHue

[JaHHas komMaH[a Nno3Bo/SET CO34aTb 3anuchb B JIOKAIbHOW 6a3e AaHHbIX ynpasneHus AOCTYNOM Ha OCHOBE
MAC, koTopas 6yaeT ucnonb3oBaHa Ansa ayteHTMdukaumn. B komaHge Takke MOXeET ObITb ykaszaHa VLAN, B
KOTOpyto ByAeT Ha3Ha4YeH aBTOPU30BaHHbIN y3en.

CuHTakcuc
create mac_based_access_control_local mac <macaddr> {[vlan <vlan_name 32> | vlanid <vlanid 1-
4094>]}

MapameTtpbl

<macaddr> — Beegute MAC-agpec, KOTOPbIA MOXET NPOATY JIOK&/IbHYI0 ayTEHTUUKaLMIO.

vlan — (onuyuoHasnbHO) ykasbiBaeT ums VLAN HasHaueHus. [ocne aBTopu3aumn y3esn 6yaeT HasHa4vyeH B
AaHHyto VLAN.
<vlan_name 32> — Beegunte nmsa VLAN anunHoii oo 32 cMmBO/IOB.

vlanid — (onumoHanbHO) ykasbiBaeT VID VLAN HasHaueHus. Nocne asTopu3salmun ysen 6yaer Ha3HayeH B
AaHHyto VLAN, ecnn oHa cyllecTsyerT.
<vlanid 1-4094> — seeaute VLAN ID. [JocTyneH gnanas3oH 3HadeHuii ot 1 go 4094.

Ecnu napameTpbl vianid nnm vlan He ykasaHbl, VLAN HazHavyeHus A1 3Toro y3na He 3ajaHa.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator i Power-User MOryT BbIMOMHATL AaHHYI0 KOMaH4y.

Mpumep
CospgaHue 3anvcu B JI0KabHON 6a3e faHHbIX yrpasieHns 4ocTynomM Ha ocHoBe MAC ans MAC-apgpeca 00-
00-00-00-00-01 1 ykasaHue TOro, 4To y3en nocne asropmsaumm byget HazHavyeH B VLAN «default»:

DGS-3000-28XMP:admin# create mac_based_access_control_local mac 00-00-008-00-80-01 vlan
default

Command: create mac_based_access_control_local mac 00-00-00-00-00-01 vlan default

Success.

DGS-3000-28XMP :admin#

50-11 config mac_based_access_control_local mac

OonucaHue
[JaHHas komaHga Mcnosb3yeTcs A5 HACTPOIKK 3anvcy B IOKa/IbHOM 6a3e AaHHbIX YNpaB/eHUss A0CTYNoMm
Ha ocHoBe MAC.

CuHTakcuc
config mac_based_access_control_local mac <macaddr> [vlan <vlan_name 32> | vlanid <vlanid 1-
4094> | clear_vlan]

MapameTtpsbl

<macaddr> — Beeante MAC-agpec ayTeHTUnLMPOBAHHOIO y3/1a.

vlan — ykasbiBaeT ums VLAN HasHauyeHusi. lNocne aBTopu3almm y3en bygeTt HasHayeH B gaHHyto VLAN.
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<vlan_name 32> — Beeante umsa VLAN aavHoli go 32 cMBOJIOB.

vlanid — yka3biBaeT VID VLAN HasHayeHus. Nocne aBTopu3aummn y3en 6yaeTt HasHayveH B faHHyo VLAN,
€C/I1 OHa CYLLIeCTBYET.
<vlanid 1-4094> — seegute VLAN ID. [JocTyneH gnana3oH 3HaudeHuii ot 1 go 4094.

clear_vlan — yka3biBaeT ynaneHne VLAN Ha3HauyeHus. MNocne asBTopusauuun y3en He OyAeT Ha3HavyeH B
VLAN Ha3zHayeHus.

OrpaHuyeHus
Tonbko nosb3oBartenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOMHATb AaHHYHO KOMaH4y.

Mpumep
HacTtpoiika VLAN HasHayeHus «default» gns 3anucu B fokasibHOM 6a3e AaHHbIX yrnpaBAeHus AOCTYNOM Ha
ocHose MAC 00-00-00-00-00-01:

DGS-3000-28XMP:admin# config mac_based_access_control_local mac 00-00-00-00-00-01 vlan
default

command: config mac_based_access_control_local mac 00-00-00-00-00-01 vlan default

Success.

DGS-3000-28XMP : admin#

50-12 delete mac_based_access_control_local

OonucaHue

[aHHas komaHaa ncnosb3yeTcs A1s yaaneHus 3anucu B IokasibHOW 6a3e gaHHbIX ynpaBneHus AOCTYNoM Ha
ocHoBe MAC.

CuHTakcuc
delete mac_based_access_control_local [mac <macaddr> | vlan <vlan_name 32> | vlanid <vlanid 1-
4094>]

MapameTtpbl

mac — yKasblBaeT, 4YTO HYXHO YyAanuTb 3anucb B /OKasIbHONW 6as3e AaHHbIX N0  onpeaeneHHomy
MAC-agpecy.
<macaddr> — Beeante MAC-agpec.

vlan — ykasbIBa€eT, YTO HY)XXHO yAa/IUTb 3an1cy B /IOKasIbHOW 6a3e gaHHbIX No onpeaeneHHoMy umenn VLAN
Ha3HayeHus.
<vlan_name 32> — Beegunte nmsa VLAN gnnHoi o 32 cMmMBOsOB.

vlanid — yka3bIBaeT, YTO HYXXHO yAa/IMTb 3anncy B 10KasIbHOM 6a3e AaHHbIX No onpegeneHHomy VLAN ID.
<vlanid 1-4094> — seeauTe VLAN ID. [locTyneH ananasoH 3HadeHuid oT 1 ao 4094.

OrpaHuyeHus
Tonbko nonb3oarenu yposHa Administrator, Operator nnm Power-User MOryT BbINONHATb AAaHHYH0 KOMaHAY.

Mpumep

YganeHvne 3annucu B NIOKasibHOW 6a3e gaHHbIX ynpaBneHus focTynom Ha ocHoBe MAC-agpeca ans MAC-
agpeca 00-00-00-00-00-01:
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DGS-3000-28XMP:admin# delete mac_based_access_control_local mac 00-00-00-00-00-01
Command: delete mac_bhased_access_control_local mac 00-00-00-00-00-01

Success.

DGS - 3000-28XMP : admin#

YpaneHue 3anucu B NokasibHONM 6a3e gaHHbIX ynpasneHus 4ocTynom Ha ocHoBe MAC-agpeca ans VLAN c
nmeHem VLANS:

DGS-3000-28XMP:admin# delete mac_based_access_control_local vlan VLAN3
Command: delete mac_based_access_control_local vlan VLAN3

Success.

DGS-3000-28XMP : admin#

50-13 config mac_based_access_control authorization attributes

OnucaHue

[JaHHas komaHga ncnosb3yeTcs A5 BKAOYEHUS UM OTKTIHOYEHNST MPUMEHEHNS HACTPOEK NPy aBTopr3aunn.
Ecnu aBtopusaums  BkwouveHa  AnA OYHKUMKW  ynpasneHus  AoCTynom Ha ocHoBe MAC c
RADIUS-ayTeHTudmkaumeii, atpnbyTtbl aBTopmnsaumm (Hanpumep, VLAN, npruoputeT no ymonyanuio 802.1p,
ACL), HazHayeHHble RADUIS-cepBepom, 6yayT NpUHSATLI, ECNX aBTOPU3aLMS BKIKOUEHA 106a/1bHO.

Ecnn aBTopuzauus BkOYEeHA 419 (PYHKUMW YyhpaBfieHns [oCTynoM Ha ocHoBe MAC C lokasibHOM
ayTeHTudrkaumein, yayT NPUHATbLI aTpubyTbl aBTOpM3aLMn, Ha3HAYEHHbIe SI0KasibHOM 6a30i AaHHbIX.

CuHTakcuc
config mac_based_access_control authorization attributes {radius [enable | disable] | local [enable |
disable]}(1)

MapameTpsbl

radius — ykasbIBaeT BK/IOUYEHNE U/ OTKNIOYEHMe aTpubyToB RADIUS.
enable — BknoyaeT atpnbyTtbl RADIUS. ATpnbyTbl aBTopmsauun (Hanpumep, VLAN, npuoputet no
ymonyanuio 802.1p, ACL), HasHauyeHHble RADUIS-cepBepom, GyayT NpuHATLI, €Cnn asBTopu3alms
BK/IHOYEHa rnobasibHO. 3TO ONuUMA Mo YMONYaHWIO.
disable — oTknouaet atpnbyTtbl RADIUS.

local — yka3biBaeT BKHOYEHNE UMK OTK/IHOUYEHME aTPUBYTOB, HA3HAYEHHbIX JTIOKa/IbHOM 6a30i1 AaHHbIX.
enable — BkNOYaeT noKasibHble aTpubyTbl. ATPUOYTHLI aBTOpPM3aL MK, Ha3HaYEeHHbIE NTOKasIbHOM 6a30ii
[AaHHbIX, 6yayT NPUHATLI, €CNN aBTOPU3aLUs BKHOYEHA No6aibHO. DTO ONUMS MO YMOMYaHWI.
disable — oTknto4aeT nokasnbHble aTpubyThI.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHA Administrator, Operator nnm Power-User MOryT BbINOAHATb AaHHYHO KOMaHAY.

Mpumep
OTK/II0YEHME aBTOPU3aL MM HA OCHOBE JIOK&/TbHOW 6a3bl AaHHbIX:
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DGS-3000-28XMP:admin# config mac_based_access_control authorization attributes local disable
Command: config mac_based_access_control authorization attributes local disable

Success.

DGS-3000-28XMP : admin#

50-14 show mac_based access_control

OonucaHue

JaHHasi KoMaHAa MCnosb3yeTcsl AN 0TOBPaXeHWs HACTPOeK (DYHKLUM ynpaB/eHUst OCTYNOM Ha OCHOBE
MAC.

CunHTtakcuc
show mac_based_access_control {ports {<portlist>}}

MapameTpbl

ports — (ONuUMOHasIbHO) YKaXuTe A1 NPOCMOTPA HACTPOeK (PYHKLUMW ynpas/ieHus LOCTYNOM Ha OCHOBe
MAC ans onpefeneHHoro nopra uan guanasoHa nopros.
<portlist> — (onunoHasIbLHO) BBEAUTE CMUCOK MOPTOB, KOTOpble ByAyT MCMNOAL30BaTLCSA A5 AAHHOM
KOHourypaumu.

Ecnv napameTpbl He 3afaHbl, TO 6yayT 0ToGpakaThes 06LLMe HACTPOIKN ynpaBieHnus 4OCTYNOM Ha OCHOBE
MAC.

OrpaHuyeHus
HeT.

Mpumep
OTOob6paxeHne HaCTpoeK yrnpas/ieHns 4OcTynom Ha ocHoBe MAC gns noptos 1 — 4:

DGS-3000-28XMP:admin# show mac_based_access_control ports 1-4
Command: show mac_based_access_control ports 1-4

Port State Aging Time  Block Time Auth Mode Max User
(min) (sec)

1 Disabled 1440 300 Host-based 128

2 Disabled 1440 300 Host-based 128

3 Disabled 1440 300 Host-based 128

4 Disabled 1440 300 Host-based 128

DGS-3000-28XMP : admin#

50-15 show mac_based_access_control _local

OonucaHue

[aHHasi KomaHga ucnonb3yeTcs Ans NpocMoTpa 3anucei NokasbHOW 6a3bl AaHHbIX YpaBieHust 4OCTYMNoMm
Ha ocHoBe MAC.

474



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

CuHTakcuc
show mac_based_access_control_local {{mac <macaddr> | vlan <vlan_name 32> | vlanid <vlanid 1-
4094>]}

MapameTpbl

mac — (ONuMOHaNbHO) YKa3biBaeT 0TOOpaXeHne 3anvceil NokanbHOW 6a3bl faHHbIX 418 OnpeaeneHHOro
MAC-agpeca.
<macaddr> — BBegute Heobxoanmeiii MAC-agpec.

vlan — (onyMoHasIbHO) yKasblBaeT OTOBpakeHne 3anuceii IokaibHOW 6a3bl AaHHbIX Ana VLAN HasHadyeHus
C onpefeneHHbIM UMEHeM.
<vlan_name 32> — Beeaunte nmsa VLAN annHoii oo 32 CMMBO/IOB.

vlanid — (onumoHasibHO) yKa3biBaeT 0TOBpakeHne 3annceid IoKasibHOW 6a3bl faHHbIX 418 ONpeaeseHHOro
VLAN ID Ha3HauyeHus.
<vlanid 1-4094> — sBeeguTe VLAN ID. [JocTyneH ananasoH 3HavyeHuin ot 1 ao 4094.

Ecnn napameTtpbl He 3agaHbl, TO ByayT OTOGpaxeHbl BCe 3anncy /I0KaIbHOM 6asbl AaHHbLIX ynpaB/eHus
goctynom Ha ocHose MAC.

OrpaHuyeHus
HerT.

Mpumep
OTob6paxeHne NokasbHOI 6a3bl AaHHbIX ynpaBneHus goctynoM Ha ocHoBe MAC ans VLAN c MMeHeMm
default:

DGS-3000-28XMP:admin#show mac_based_access_control_local vlan default
Command: show mac_based_access_control_local vlan default

MAC Address VID
00-11-22-33-44-55 1

Total Entries:1

DGS-3000-28XMP : admin#

50-16 show mac_based_access_control auth_state ports

OonucaHue

[JaHHas KomaHga ucnosnb3yetcs /19 NpocMoTpa craryca ayTeHTudukaumm ynpasieHus OOCTYNoM Ha
ocHose MAC Ha yka3aHHbIX nopTax.

CuHTakcuc
show mac_based_access_control auth_state ports {<portlist>}

MapameTpbl

<portlist> — (onynoHas/IbHO) BBEAMTE CMUCOK NOPTOB A/15 [AaHHON KOHMrypaumn.

Ecnn napametpbl He 3afjaHbl, OyAeT OTObpakeH cTatyc ayTeHTuduKaumu ynpasfieHWss AOCTYnOM Ha
ocHoee MAC Ha Bcex noprax.
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OrpaHuyeHus
Her.

Mpumep
MpocmoTp cTaTyca ayTeHTUumkaumm ynpassneHnst 4ocTynom Ha ocHoBe MAC Ha nopTax 1-4:

DGS-3000-28XMP:admin# show mac_based_access_control auth_state ports 1-4
Command: show mac_based_access_control auth_state ports 1-4
(P): Port-based

Port MAC Address State VID Priority Aging Time/
Block Time

Total Authenticating Hosts : O
Total Authenticated Hosts HC]
Total Blocked Hosts HC

DGS-3000-28XMP : admin#

50-17 config mac_based_access_control max_users

OonucaHue
[aHHasi KomaHAa Ucnonb3yeTcs A5 HACTPOMKM MakCMMasibHOrO KOSIMYeCcTBa aBTOPU30BaHHbIX KIMEHTOB.

CuHTakcuc
config mac_based_access_control max_users [<value 1-1000> | no_limit]

MapameTpbl

<value 1-1000> — BBegMTe MaKCMMaslbHOE KO/IMYECTBO aBTOPWU30BaHHbIX K/IMEHTOB Ha YCTPOMCTBE.
JlocTyneH gnanasoH 3HavyeHuin ot 1 go 1000.

no_limit — yka3bIBa€eT, UTO MakCMMasibHOe KONMYeCTBO No/b3oBaresieil B cucteme ByaeT HeorpaHUUYEeHHbIM.
3TO 3Ha4YeHne no ymonyaHuio.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
HacTpoiika nogaepxkn go 128 nonb3oBaresnein B cucteme 418 ynpasieHust 4oCTynom Ha ocHose MAC:

DGS-3000-28XMP:admin# config mac_based_access_control max_users 128
Command: config mac_based_access_control max_users 128

sSuccess.

DGS-3000-28XMP:admin#
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50-18 config mac_based_access_control trap state

OnucaHue

JaHHas koMaHaa ucnosib3yetcsl Afs Toro, YToObl BK/OYUTL WM OTK/KUMTL OTMPaBKy trap-coo6lueHui
ynpasneHust OCTynom Ha ocHose MAC.

CunHTtakcuc
config mac_based_access_control trap state [enable | disable]

MapameTpsbl

enable — yka3bIBaeT BK/IOUEHVE OTMPABKY trap-coo6LeHuiA ynpaBneHnst 4ocTynoM Ha ocHoBe MAC.

disable — ykasbiBaeT oTk/OUEHNE OTNPABKY trap-CO0BLLEHWIA yNpaBieHns 4OCTynoM Ha ocHoBe MAC.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
BknroueHue oTnpaBku trap-co0OLLEHNI yNpaBNeHnst A0CTynom Ha ocHoBe MAC:

DGS-3000-28XMP:admin# config mac_based_access_control trap state enable
Command: config mac_based_access_control trap state enable

Success.

DGS-3000-28XMP : admin#

50-19 config mac_based_access_control log state

OonucaHue

KomaHga wucnosb3yeTcs AN BK/AKYEHUA WM OTK/IIOYEHWA NOTMPOBaHUA A4 YrnpasfieHUs LOCTYNOM Ha
ocHoBe MAC.

CuHTakcuc
config mac_based_access_control log state [enable | disable]

MapameTtpsbl

enable — yka3bIBaeT BK/IlOUEHVE /TIOTMPOBAaHMS AN1A YNpaBieHus A0CTyNom Ha ocHoBe MAC.

disable — ykasbiBaeT OTK/IOUEHME NOTMPOBaHNS ANS yNpaBneHnsa AocTynom Ha ocHose MAC.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
OTKNoYEeHVe NornpoBaHns as1a ynpasseHns 4oCcTynomM Ha ocHose MAC:
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DGS-3000-28XMP:admin# config mac_based_access_control log state disable
Command: config mac_based_access_control log state disable

Success.

DGS-3000-28XMP :admin#
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51. KomaHgbl VLAN Ha ocHoBe MAC-agpecoB

create mac_based_vlan mac_address <macaddr> [vlan <vlan_name 32> | vlanid <vlanid 1-4094>]

delete mac_based_vlan {mac_address <macaddr> [vlan <vlan_name 32> | vlanid <vlanid 1-4094>]}

show mac_based_vlan {mac_address <macaddr> [vlan <vlan_name 32> | vlanid <vlanid 1-4094>]}

51-1 create mac_based vlan mac_address

OonucaHue

[JaHHas komaHza ucnonb3yeTcs Ans co3gaHus cratnyeckon 3anmcn VLAN Ha ocHoBe MAC-agpeca.
KomaHga gocTtynHa To/bko Ha mogesnsx ¢ nogaepxkoii VLAN Ha ocHoBe MAC-afpecos.
CyLlecTByeT 06LLiee orpaHnYeHne KonmyecTBa ctatndeckmx 3anucei ans VLAN Ha ocHoBe MAC-agpeca.

CuHTakcuc
create mac_based_vlan mac_address <macaddr> [vlan <vlan_name 32> | vlanid <vlanid 1-4094>]

MapameTpbl

<macaddr> — Beegute MAC-agpec.

vlan — ykasbiBaeT VLAN, koTopas 6yaet cesizaHa ¢ MAC-agpecom.
<vlan_name 32> — BeeanTe ums VLAN gavHoli o 32 cuMBO/IOB.

vlanid — yka3biBaeT VLAN ID.
<vlanid 1-4094> — seegute VLAN ID. [locTyneH ananasoH 3HavyeHuii ot 1 go 4094,

OrpaHuyeHus
Tonbko nonb3osareny yposHA Administrator, Operator nnn Power-User MOTyT BbINOMHATb JAaHHYI0 KOMaHAY.

Mpumep
Cospanue ctatuyeckoi 3anncn VLAN Ha ocHoBe MAC-agpeca:

DGS-3000-28XMP:admin# create mac_based_vlan mac_address 00-11-22-33-44-55 vlanid 100
Command: create mac_based_vlan mac_address 00-11-22-33-44-55 vlanid 100

Success.

DGS-3000-28XMP : admin#

51-2 delete mac_based vlan

OnucaHune
[JaHHasa komaHga ncnonb3yeTcs A yaaneHus ctatudeckoin 3anvcn VLAN Ha ocHoBe MAC-agpeca.

CuHTakcuc
delete mac_based_vlan {mac_address <macaddr> [vlan <vlan_name 32> | vlanid <vlanid 1-4094>]}

MapameTpsbl
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mac_address - (onyuoHanbHO) yKa3biBaeT ncnonb3yemolii MAC-agpec.
<macaddr> — Beeante MAC-agpec.

vlan — (onuunoHanbHo) ykasbiBaeT VLAN, koTopas 6yaet ceazaHa ¢ MAC-agpecom.
<vlan_name 32> — Beeante ums VLAN gavHoli go 32 cumMBO/IOB.

vlanid — (onuyoHasnbHo) ykasbisaeT VLAN ID.
<vlanid 1-4094> — seegute VLAN ID. [locTyneH ananasoH 3HavyeHuii ot 1 go 4094,

Ecnu napameTpbl He yKa3aHbhl, 6y,qu yaaneHbl BCe CTaTtnyecKkne 3anncu.

OrpaHuyeHus
Tonbko nosb3oBartenu yposHsa Administrator, Operator nnn Power-User MOryT BbINONHATb AaHHYH KOMaHAy.

Mpumep
YpaneHue ctatndyeckoii 3anmcn VLAN Ha ocHoBe MAC-agpeca:

DGS-3000-28XMP:admin# delete mac_based_vlan mac_address 00-11-22-33-44-55 vlanid 100
Command: delete mac_based_vlan mac_address 00-11-22-33-44-55 vlanid 100

Success.

DGS-3000-28XMP : admin#

51-3 show mac_based vian

OonucaHue

[aHHaa komaHa ucnonb3yeTcsa 478 NPOCMOTPa CyLLECTBYHOLUMX CTaTUYECKUX W AMHAMUYECKUX 3anvcei
VLAN Ha ocHoBe MAC-agpeca.

CuHTakcuc
show mac_based_vlan {mac_address <macaddr> [vlan <vlan_name 32> | vlanid <vlanid 1-4094>]}

MapameTpsbl

mac_address — (onuuoHasnibHO) ykasbiBaeT MAC-afpec A1 npocmoTpa.
<macaddr> — Beeante MAC-agpec.

vlan — (onuuoHasnbHo) ykasbiBaeT VLAN ans npocmotpa.
<vlan_name 32> — Beegute nms VLAN annHoii go 32 cMmBosioB.

vlanid — (onumoHanbHO) ykasbiaeT VLAN ID.
<vlanid 1-4094> — sBeeguTe VLAN ID. [JocTyneH ananasoH 3HavyeHuii ot 1 o 4094,

Ecnun napameTpbl He yKasaHbl, 6yayT 0TOOpaxeHbl BCe CTaTU4eckme U guHaMmmyeckmne 3anuncu.

OrpaHuyeHus
HerT.

Mpumep

B paHHoM npumepe MAC-agpec «00-80-c2-33-c3-45» BpyyHyto HazHadaeTcs VLAN 300. C nomowbto Voice
VLAN paHHbili agpec HasHavaeTca VLAN 400. Tak kak y Voice VLAN 60751ee BbICOKWI NPUOPUTET, 3anuchb,
HacTpPOeHHas BPYUHYL0, CTaHET HeaKT1BHOIA.

OTto6paxeHune 3anucu VLAN Ha ocHoBe MAC-aapeca:
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DGS-3000-28XMP:admin# show mac_based_wvlan

MAC Address

00-80-e0-14-a7-57
00-80-c2-33-c3-45
00-80-c2-33-c3-45

Total Entries : 3

DGS-3000-28XMP : admin#

VLAN ID

Active
Inactive
Active

Static
Static
Voice VLAN
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52. KomaHabl 3epKa/iupoBaHna NOpPTOB

config mirror port <port> {{add | delete] source [ports <portlist> | vlan vlan_id <vid_list>] [rx|tx|both]}

enable mirror

disable mirror

show mirror

52-1 config mirror port

OnucaHue

[JaHHaa komaHza ucnonb3yeTcs /19 HacTPOikM napbl NopTa 3epkasivMpoBaHus WM nopTa WUCTOYHMKA Ha
KOMMyTaTope. Tpaduk ¢ nopta UCTOUYHMKA 3epKasIMpyeTcs Ha MopT Ha3HavyeHus 4718 aHasmM3a B pexvme
peanbHOro BpeMeHW. [nsA aHaim3a Tpadmka, NPOXOAALEero yepes MNOPT MWCTOYHMKA, MOryT ObiTb
MOAK/IIOYEHbI YCTPOCTBA MOHUTOPUHIa — SIOTMyYecknii aHanmsatop unm 3044 RMON. MopT HasHayeHus v
MOPT MCTOYHUKA AO/DKHbI NpuHagnexatb ogHoli VLAN 1 nogaepxuBarb OAMHAKOBYH CKOPOCTb paboThl. B
TOM C/lyyae, ecnim CKOPOCTb MopTa UCTOYHWKA OyAeT Bbllle CKOPOCTM MopTa HasHayeHus, TO KOMMYTaTop
CHU3WUT CKOPOCTb MopTa UCTOYHUKA [0 CKOPOCTM paboTbl NopTa HasHayeHus. EC/iM UCTOYHUKOM SABNAKOTCA
Heckosibko VLAN, Ha NopT HasHauyeHns 3epkannupyeTcs TO/bKO Tpaduk, NonyyeHHbIl ¢ ykazaHHbIX VLAN.

CuHTakcuc
config mirror port <port> {[add | delete] source [ports <portlist> | vlan vlan_id <vid_list>] [rx|tx|both]}

MapameTtpsbl

<port> — BBeaWTe HOMep MopTa, Ha KOTOPbI GyayT NPUXOLUTb NakeTbl, Ay6AMPOBaHHbIE Ha MopTe
3epKasIMpoBaHmsI.

add — (onumoHanbHO) yKasbiBaeT 406aB/eHMEe 3anncu 3epKkasinpoBaHus.

delete — (onunoHanbHO) yKas3blBAET yaa/leHUe 3anvcy 3epKainpoBaHus.

source — (onuMoHasnbHO) yKasbIiBaeT UCTOYHMK, KOTOPbI OyAeT 3epKasimpoBaTbCA.
ports — ykasbiBaeT MopPT, KOTOpbIA OyfeT 3epkanmposBatbcs. Bce nakeTbl, NpuHUMaemble U
oTnpas/igseMble NOPTOM UCTOYHWUKOM, MOTYT 6bITb Ay61MpoBaHbl Ha NOPTE 3ePKasIMPOBaHUS.
<portlist> — BBeguTE CNNUCOK HacTpamBaeMbIX NOPTOB.
vlan vlan_id — yka3biBaeT gnanaszoH VLAN ID, HacTpavBaeMblX Kak WCTOYHWKW. Bce Bxopgsuime
nakeTbl ¢ ykasaHHbIM VLAN ID 6yayT 3epKkannpoBarbes.
<vid_list> — BBegute cnucok VLAN.

rx — (oNuuoHasIbHO) paspellaeT 3epKasIMPOBaHNe NaKeToB, NOJyYeHHbIX NOPTOM WU NopTamy M3 crucka
MOpTOB.

tx — (ONUMOHasTLHO) pa3peLLaeT 3epKasIMpoBaHNE NaKeTOB, OTNPAB/SEMbIX MOPTOM U/IM MOPTAMU U3 CMCKa
MOpTOB.

both — (onunoHasnbHO) yKasblBAaeT 3epKasiMpoBaHME BCEX MNAKETOB, MOMyUYEHHbIX WAW OTMPaB/EHHbIX
MOpPTOM W/IM NOPTaMK U3 CMCKa NopPTOoB.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator nnmn Operator MOryT BbINO/HATb AAHHY0 KOMaHAY.

Mpumep
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[o6aBneHne NopToB 3epPKAIMPOBAHNS:

DGS-3000-28XMP:admin# config mirror port 3 add source ports 7-12 both
Command: config mirror port 3 add source ports 7-12 both

Success.

DGS-3000-28XMP : admin#

52-2 enable mirror

OonucaHue
[JaHHas KoMaHga MCrnonb3yeTcs ANS BKIYEHUS (PyHKUMM 3epKasinpoBaHusa 6e3 HeoO6X0AMMOCTM BHOCUTH
N3MEHEHUS B HACTPOWKN CECCUUN 3EPKasINPOBaHUS.

CuHTakcuc
enable mirror

MapameTpsbl
HeT.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator nnn Operator MOryT BbINO/THATL AAHHYIO KOMaHAY.

Mpumep
BkitoueHue 3epkasivpoBaHus:

DGS-3000-28XMP:admin# enable mirror
Command: enable mirror

Success.

DGS-3000-28XMP : admin#

52-3 disable mirror

OnucaHue

[laHHas kKomaHAa Ucnosb3yeTcs A1 OTKIOUYEHUST OYHKLMI 3epKannpoBaHna 6e3 Heo6xo4MMOCT BHOCUTb
N3MEHEHUSI B HACTPOWKM CECCUMN 3EPKATMPOBAHUS.

CuHTakcuc
disable mirror

MapameTpsbl
HerT.

OrpaHuyeHus
Tonbko nonb3oBarteny yposHa Administrator nav Operator MOryT BbINO/HATL AaHHY0 KOMaHAy.
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Mpumep
OTK/II04eHVe 3epKasIMpoBaHNS:

DGS-3000-28XMP:admin# disable mirror
Command: disable mirror

Success.

DGS-3000-28XMP : admin#

52-4 show mirror

OonucaHue

JaHHas KomMaHfa Mchofib3yeTcss [A7s  NpocMoTpa  MHGopMauuyM O  Tekyllem cTatyce  (oyHKUuu

3epkasimpoBaHna n o HaCTpOﬁKaX Ceccum 3epkasimpoBaHnAa Ha KOMMyTartope.

CuHTakcuc
show mirror

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OT06paxeHne NHopMAaLMN 0 HACTPOIKax hYHKLMN 3epKaIMpoBaHns:

DGS-3000-28XMP:admin# show mirror
Command: show mirror

Current Settings
Mirror Status: Enabled
Target Port : 3
Mirrored Port
RX: 7-12
TX: 7-12

DGS-3000-28XMP : admin#
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53. KomaHgbl MLD Snooping

MpoTtokon MLD (Multicast Listener Discovery) ncnonb3yeTca MapLupyTM3aTtopamMmn B CTeke npoTtokonos IPv6
ONns onpeaeneHust nosy4vareneil 3anpocoB MHOroagpecHoi paccbiiku aHanormyHo IGMP B IPv4. MLD
BCTpoeH B ICMPV6 1 He npuMeHsIETCS Kak OTAesbHbIi npotokon. MLDv1 cxox ¢ IGMPv2, a MLDv2 - ¢
IGMPV3.

KommyTartopbl nogaepxumsalor Tonbko IGMP 1 MLD Snooping Awareness. 3T0 03HayaeT, 4To nepegada
multicast-Tpadmka nponcxoguT Ha ocHose L2 MAC-aApecoB, acCcoUMMpPOBaHHbLIX C rpynnamu, Ha KoTopble
nognucaH KommyTarop. IP-agpec nctoyHvka multicast-tpacpmka 6yaet urHopmpoBaTtbCs.

config mld_snooping [vlan_name <vlan_name 32> | vlanid <vlanid_list> | all] {state [enable | disable] |
fast_done [enable | disable] | report_suppression [enable | disable] | proxy_reporting {state [enable |
disable] | source_ip <ipv6addr>}(1)}(1)

config mld_snooping querier [vlan_name <vlan_name 32> | vlanid <vlanid_list> | all] {query_interval <sec
1-65535> | max_response_time <sec 1-25> | robustness variable <value 1-7> |
last_listener_query_interval <sec 1-25> | state [enable | disable] | version <value 1-2>}(1)

config mld_snooping mrouter_ports [vlan <vlan_name 32> | vlanid <vlanid_list>] [add | delete] <portlist>

config mld_snooping mrouter_ports_forbidden [vlan <vlan_name 32> | vlanid <vlanid_list>] [add |
delete] <portlist>

enable mld_snhooping

disable mld_snooping

show mild_snooping {[vlan <vlan_name 32> | vlanid <vlanid_list>]}

show mid_snooping group {[vlan <vlan_name 32> | vlanid <vlanid_list> | ports <portlist>] {<ipv6addr>}}
{data_driven}

show mid_snooping forwarding {[vlan <vlan_name 32> | vlanid <vlanid_list>]}

show mid_snooping mrouter_ports [vlan <vlan_name 32> | vlanid <vlanid_list> | all] {[static | dynamic |
forbidden]}

create mld_snooping static_group [vlan <vlan_name 32> | vlanid <vlanid_list>] <ipv6addr>

delete mld_snooping static_group [vlan <vlan_name 32> | vlanid <vlanid_list>] <ipv6addr>

config mld_snooping static_group [vlan <vlan_name 32> | vlanid <vlanid_list>] <ipv6addr> [add | delete]
<portlist>

show mld_snooping static_group {[vlan <vlan_name 32> | vlanid <vlanid_list>] <ipv6addr>}

config mid_snooping data_driven_learning [all | vlan_name <vlan_name> | vlanid <vlanid_list>] {state
[enable | disable] | aged_out [enable | disable] | expiry_time <sec 1-65535>}(1)

config mld_snooping data_driven_learning max_learned_entry <value 1-1024>

clear mid_snooping data_driven_group [all | [vlan_name <vlan_name> | vlanid <vlanid_list>]
[<ipv6addr>| all]]

show mid_snooping statistic counter [vlan <vlan_name> | vlanid <vlanid_list> | ports <portlist>]

clear mld_snooping statistics counter

config mld_snooping rate_limit [ports <portlist> | vlanid <vlanid_list>] [<value 1-1000> | no_limit]

show mild_snooping rate_limit [ports <portlist> | vlanid <vlanid_list>]

show mld_snooping host {[vlan <vlan_name 32>| vlanid <vlanid_list> | ports <portlist> | group
<ipv6addr>]}
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53-1 config mld_snooping

OnucaHue
[aHHas KomaHga npegHasHadveHa ans HacTponkn MLD Snooping Ha KomMyTaTtope.

CuHTakcuc

config mld_snooping [vlan_name <vlan_name 32> | vlanid <vlanid_list> | all] {state [enable | disable] |
fast_done [enable | disable] | report_suppression [enable | disable] | proxy_reporting {state [enable |
disable] | source_ip <ipv6addr>}(1)}(1)

MapameTpbl

vlan_name — yka3biBaeT umsa VLAN, gns KOTOpoi fomkeH 6biTb HacTpoeH MLD Snooping.
<vlan_name 32> — BeeguTte umsa VLAN, cogepxallee He 6onee 32 CUMBOJIOB.

vlanid — yka3biBaeT VLAN ID, A415 KOTOPOro Ao/mkeH 6bITb HacTpoeH MLD Snooping.
<vlanid_list> — BBeauTe cnucok VLAN ID.

all — ykasbiBaeT, uto MLD Snooping 6yaet HacTpoeH a1 Bcex VLAN.

state — yka3sbiBaeT BK/IlOUeHMe Wan BbikoveHne MLD Snooping ans BbibpaHHoi VLAN.
enable — Bkntouaetr MLD Snooping 415 Bbi6paHHoii VLAN.
disable — otknouaer MLD Snooping gns BeibpaHHoi VLAN.

fast_done — yka3biBaeT Bk/l0OUEHME UK BbiKNoYeHe dyHkumn fast done gnia MLD Snooping.
enable — BkntoyaeT dyHkumio fast done gna MLD Snooping. Ecnv doyHKUMA BKNOYEH], yyacTue byaeT
yAaieHo Kak To/IbKo cuctema nosayynt coobuieHne MLD leave.
disable — otkntovaet cpyHkumio fast done gna MLD Snooping.

report_suppression — yka3blBaeT BK/IHOUEHNE WM BbIK/IKOYEHME (PYHKLMK report suppression ans MLD
Snooping.

enable — Bk/touaeT pyHKUMIO report suppression gnst MLD Snooping.

disable — oTkntovaet dhyHkymMIo report suppression gns MLD Snooping.

proxy_reporting — ykasbisaeT MLD proxy reporting.
state — ykasblBaeT BK/IlOUEHUE UM BbIKIOHYEHME ProxXy reporting.
enable — Bk/touaeT proxy reporting.
disable — oTkntouaeT proxy reporting.
source_ip — ykasbiBaeT IP-agpec uCTOYHMKA WHTErpMpPOBaHHONO naketa proxy reporting. Mo
ymonyaHuto IP-agpec 0::0.
<ipv6addr> — BBegute IPv6-agpec.

OrpaHuyeHus
Tonbko nosb3oBarteny yposHs Administrator, Operator nnn Power-User MOryT BbINOMHATb AaHHYH KOMaHAy.

Mpumep
HacTtpoiika MLD Snooping:

DGS-3000-28XMP:admin# config mld_snooping vlan_name default state enable
Command: config mld_snooping vlan_name default state enable

Success.

DGS-3000-28XMP : admin#
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53-2 config mld_snooping querier

OnucaHue

JaHHas KoMaHga ucnosb3yeTcs AN HacTpolkM MHTepBana general query B cekyHAax, MakCUMasibHOro
BpEMEHV OXMAaHWs OT4YeToB (reports) OT MOAMUCYMKOB B CeKyHAaxX W [ONycTUMOM MOTEPU MNakeTos,
paspelwaemoit MLD Snooping.

CuHTakcuc
config mld_snooping querier [vlan_name <vlan_name 32> | vlanid <vlanid_list> | all] {query_interval
<sec 1-65535> | max_response_time <sec 1-25> | robustness_variable <value 1-7> |

last_listener_query_interval <sec 1-25> | state [enable | disable] | version <value 1-2>} (1)

MapameTpbl

vlan_name — yka3biBaeT nmsa VLAN, gns KOTOpoi fosmkeH 6biTb HacTpoeH MLD Snooping querier.
<vlan_name 32> — BeeauTte umsa VLAN, cogepxatlee He 6onee 32 CMMBOJIOB.

vlanid — yka3biBaeT VLAN ID, 415 KOTOPOro Ao/XeH 6bITb HAcTpoeH MLD Snooping querier.
<vlanid_list> — BBeauTe cnucok VLAN ID.

all — ykasbiBaet, uto MLD Snooping querier 6ygeT HacTpoeH a1 scex VLAN.

query_interval — yka3blBaeT MHTEpPBa/I BDEMEHU B CEKyHAAX MexAy OTnpaBKoi general query. 3HavyeHune
Nno yMon4aHuio coctasnigeT 125 cekyHa,.
<sec 1-65535> — BBeguTe query interval. locTyneH ananasoH 3HavyeHnii ot 1 o 65535 cekyHa.

max_response_time — yka3blBaeT MakCMasibHOE BPeEMS OXMAaHUSA OTBETOB OT NOAMWCUYMNKOB B CEKYHAAX.
3HayeHue no ymonyaHuio coctasnseTt 10 cekyHa.
<sec 1-25> — BBeAMTe MaKCUMaslbHOE BPEMS OXWAaHUA OTBETOB OT MOoANUCYMKOB. [JlocTyneH
AnanasoH 3HavyeHuii ot 1 go 25 cekyHa,

robustness_variable — o6ecneunBaeT TOYHYIO HACTPOIKY B COOTBETCTBMM C OXMAAEMOIN NOTEpel NakeToB
B ceTn. 3HayeHune robustness variable ncnonb3yeTcsl B BbIUMCNEHNN CNeayHLNX NHTEPBASIOB COOOLLEHWI
MLD:
<value 1-7> — BBeguTe 3Ha4yeHme robustness variable (ot 1 go 7).
e WHTepBan nognucumka rpynnbl (group listener interval) — KonnM4yecTBo BpEMEHU, MO UCTEYEHUN
KoToporo multicast-mapLupyTM3aTop peLwuT, 4YTo B CeTWM 60sblue HET MOoAMUCYMKOB Tpynmnbl. 3TOT
WHTEpBa/ BbIYUCAETCA cnegyrowmm obpasom: (robustness variable * query interval) + (1 * query
response interval).
* HTepBan oxuaaHusi Opyroro UCTOYHMKa 3anpocoB (other querier present interval) — uHTepBan
BPEMEHMU, N0 UCTEYEHMN KOTOPOro multicast-mapLupyTu3aTop peLumnT, YTO B CeTU 60/iblue HET Apyroro
MapLupyTmh3aTopa, SIBASOWENOCA WCTOYHMKOM 3amnpocoB query. 3TOT MHTepBa/l BbIUMCASETCA
cnegyowmm obpasom: (robustness variable * query interval) + (0.5 * query response interval).
e CueTurk 3anpocoB Ansa nocnegHero nognucumka (last listener query count) — KoAM4YecTBO
OTNpaB/IEHHbIX 3aNpoCOB C yKasaHWeM group-specific, npexge 4yeM MapLupyTM3aTop NOCYMTAET, YTo
NoKasibHble MOAMUCHYMKM Ha TPynny OTCYTCTBYHT. KoOAMYEeCTBO MO YMOJSIMAHUKO pPaBHO 3HAYEHWIO
robustness variable.
¢ o ymonyaHutio robustness variable paBHO 2. [JaHHOe 3HauyeHMe MOXET ObiTb YBENYEHO, ecnu
TpebytoTcsa 601ee cBOOOAHbIE YC/I0BUA A1 CETU.

last_listener_query_interval — ykasblBaeT MakCMMasibHbli MHTEPBa/T BPEMEHN MeXAy COOOLEHNAMN
3anpocos group-specific, B TOM uncne oTnpas/eHHbIMU B OTBET Ha COOOLLEHUA 0 DOPMUPOBAHUN TPYNMbI.
MOXHO MOHWU3WUTbL 3TOT WHTEpBas, YTOObI YMEHbLLUNTL BPEMS, KOTOpoe TpebyeTca MapLupyTusaTopy Ans
06HapyXXeHUs Moc/iefHEero OTK/IIOYEHHOTO MOANMCYMKA B rpynne. 3HadyeHne no ymosvaHuio cocrtasnseT 1
cekyHay.
<sec 1-25> — BBeguTe WHTepBaUl 3anpoca nocsegHero nognucyvka (last listener query interval).
JocTyneH guanasoH 3Ha4eHuin oT 1 o 25 cekyHa.

state — ykasbIBaeT, Gy4eT /I KOMMYTATOP UCTOYHMKOM 3anpocoB (MLD querier), oTnpaBAsiowLmmM NakeTbl C
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3anpocamu (query), Uam Her.
enable — BkntoyaeT MLD querier.
disable — oTknouaet MLD querier.

version — yKa3sblBaeT Bepcuio naketos MLD, koTopble 6yfeT oTnpas/ifaTe KOMMYTATOP.
<value 1-2> — BBeguTE BEPCUIO. DTO 3HAYEHNE MOXET ObITb paBHO 1 nnu 2.

OrpaHunyeHus
Tonbko nosb3oBarteny yposHs Administrator, Operator nnn Power-User MOTyT BbINOMHATb AaHHYH KOMaHAy.

Mpumep
HacTtpoiika MLD Snooping querier:

DGS-3000-28XMP:admin# config mld_snooping querier wvlan_name default query_interval 125 state
enable

Command: config mld_snooping querier vlan_name default query_interval 125 state enable

Success.

DGS-3000-28XMP : admin#

53-3 config mld_snooping router_ports

OonucaHue

JaHHas komaHga oGecreyvBaeT HasHauyeHuwe [uanasoHa MOpPTOB A1 MOAK/IUYEHUS MapLupyTU3aTopoB,
paboTallmx ¢ MHOTOaApPeCcHO Pacchifkoli. DTO rapaHTUMpyeT, YTO BCE MaKeTbl C aApPecoM HasHaYyeHus
TaKoro MapLupyT13aropa, 4OCTUTHYT ero He3aBUCMMO OT NMPOTOKOMa U T. [.

CuHTakcuc
config mld_snooping mrouter_ports [vlan <vlan_name 32> | vianid <vlanid_list>] [add | delete]
<portlist>

MapameTpbl

vlan — ykasbiBaeT ums VLAN, B KOTOpPO# COCTOUT router-nopr.
<vlan_name 32> — Beegute ums VLAN, cogepxatlee He 6onee 32 CMMBOJIOB.

vlanid — ykasbiBaeT VLAN ID, B KOTOpPOM COCTOUT router-nopr.
<vlanid_list> — BBeanTe cnucok VLAN ID.

add — fo6aBnseT router-nopTbl.

delete — ygansert router-nopTsbl.

<portlist> — BBeauTe Aana3oH NOpPTOB A/15 HACTPOIKM.

OrpaHuyeHus
Tonbko nonb3oBatenu ypoHA Administrator, Operator nnn Power-User MOryT BbINOAHATb AAaHHYH KOMaHAY.

Mpuwmep
HacTpoiika ctatnyecknx router-nopTos.:
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DGS-3000-28XMP:admin# config mld_snooping mrouter_ports vlan default add 1-10
Command: config mld_snooping mrouter_ports vlan default add 1-10

Success.

DGS-3000-28XMP : admin#

53-4 config mld_snooping mrouter_ports_forbidden

OnucaHue

[aHHaa komaHfa UCrnonb3yeTcsl A4/ HasHayeHus Avanas3oHa MopToB, KOTOpble He OyayT MOAKIHYEHbI K
MapLupyTM3aTopam, paboTallyMm C MHOroaapecHon pacchinikoii. bnarogaps atomy forbidden router-nopTbl
npekpaTsaT pacnpocTpaHeHe NakeToB, afpeCcoBaHHbIX MapLUpyTU3aTopam.

CuHTakcuc
config mld_snooping mrouter_ports_forbidden [vlan <vlan_name 32> | vlanid <vlanid_list>] [add |
delete] <portlist>

MapameTpsbl

vlan — ykasbiBaeT umsi VLAN, B koTtopoii coctouT forbidden router-nopr.
<vlan_name 32> — Beegute nmsa VLAN, cogepxallee He 6o5ee 32 CMMBO/OB.

vlanid — yka3biBaeT VLAN ID, B koTopoM cocTouT forbidden router-nopr.
<vlanid_list> — BBeante cnucok VLAN ID.

add — go6asnsert forbidden router-nopThl.

delete — ynanser forbidden router-nopTsbl.

<portlist> — BBeanTe AgnanasoH NOPTOB A/151 HACTPOWKM.

OrpaHuyeHus
Tonbko nonb3oBarteny ypoHsa Administrator, Operator nnn Power-User MOryT BbINOMHATb AaHHYH KOMaHAY.

Mpumep
HacTtpoiika nopta 11 kak forbidden router-nopta B VLAN N0 ymonyaHuio:

DGS-3000-28XMP:admin# config mld_snooping mrouter_ports_forbidden vlan default add 11
Ccommand: config mld_snooping mrouter_ports_forbidden vlan default add 11

Success.

DGS-3000-28XMP : admin#

53-5 enable mld_snooping

OonucaHue

[JaHHas komaHfa npegHasHadyeHa ansa BkMoveHuss MLD Snooping Ha kommyTatope. Korga kommyTtaTop
nNpUHMMaeT Ha nopt nakeT MLD report, gaHHbIi NOPT Ha3Ha4yaeTcs yyacTHMKOM Toi multicast-rpynnbl, u3
KOTOPOI NpuLWIO cooblleHne, a mMapLupyTm3aTop OyaeT yyaCTHMKOM 3TOM rpynnbl N0 yMOnvaHuto. akeT
MHOroafpecHoOl paccblfiki, npeaHasHavyeHHbli Ansa 3Toi multicast-rpynnel, 6yaeT nepegaH BCEM ee
y4acTHUKaM.
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CuHTakcuc
enable mld_snooping

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHsa Administrator, Operator nnn Power-User MOryT BbINONHATb AaHHYH KOMaHAy.

Mpumep
BkntoveHne MLD Snooping Ha KoMMmyTaTope:

DGS-3000-28XMP:admin# enable mld_snooping
Command: enable mld_snooping

Success.

DGS-3000-28XMP :admin#

53-6 disable mld_snooping

OonucaHue

JaHHas komaHaa wcnonb3yetrca Ansa oTkwodeHns MLD Snooping Ha kKommyTtaTope. 3T0 onuus no
YMOJTHaHMIO.

CuHTakcuc
disable mld_snooping

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nosb3oBarteny yposHs Administrator, Operator nnn Power-User MOTyT BbINOMHATb AaHHYH KOMaHAy.

Mpumep
OtkntoueHme MLD Snooping Ha KoMmMyTaTope:

DGS-3000-28XMP:admin# disable mld_snooping
Command: disable mld_snooping

Success.

DGS-3000-28XMP : admin#

53-7 show mld_shooping

OonucaHue
[JaHHas komaHga ucnosb3yeTcs A5 NPocMoTpa TekyLen KoHdurypaumm MLD Snooping Ha kommyTaTope.
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CuHTakcuc

show mld_snooping {[vlan <vlan_name 32> | vlanid <vlanid_list>]}

MapameTpbl

vlan — (onuuoHanbHO) ykasbiBaeT ums VLAN, ons kotopoli HeobxoamMMo 0To6pasnTb KoHdurypaumio MLD

Snooping.

<vlan_name 32> — BeeguTe nma VLAN, cogepxallee He 6onee 32 CUMBO/OB.

vlanid — (onumoHanbHo) ykasbiBaeT VLAN ID, on KOTOPOro He06xo4MMo 0To6pasnTb KoHdurypaumo MLD

Snooping.

<vlanid_list> — BBeaute cnucok VLAN ID.

Ecnn napameTpbl HE yKa3aHbl, CCTEMa 0TOOGPas3nT BCe Tekywme koHdurypaumm MLD Snooping.

OrpaHunyeHus
Her.

Mpumep

MpocmoTp HacTpoek MLD Snooping:

Command: show mld_snooping

MLD Snooping Global State

VLAN Name

Query Interval

Max Response Time
Robustness Value

Last Listener Query Interval
Querier State

Querier Role

Querier IP

Querier Expiry Time

State

Fast Done

Rate Limit

Report Suppression

Proxy Reporting

Proxy Reporting Source IP
Version

Data Driven Learning State

Total Entries: 1

DGS-3000-28XMP: admin#

Data Driven Learning Max Entries

Data Driven Learning Aged Out
Data Driven Group Expiry Time

DGS-3000-28XMP: admin#show mld_snooping

Enabled

128

default

125

10

2

1

Disabled
Non-Querier

0 secs
Disabled
Disabled

No Limitation
Enabled
Disabled

2
Enabled
Disabled
260

53-8 show mld_snooping group
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OonucaHue

[aHHasi koMaHfga ucnosb3yerca A7s MpocMoTpa Tekywein uHgopmaumm o rpynnax MLD Snooping Ha
KOMMyTaTope.

CuHTakcuc

show mld_snooping group {[vlan <vlan_name 32> | vilanid <vlanid_list> | ports <portlist>]
{<ipv6addr>}} {data_driven}

MapameTpbl

vlan — (onymoHasibHO) ykasbiBaeT ums VLAN, Ons KOTOpoi Heob6xogumo OoTobpasunTb MHopMauuto o

rpynne MLD Snooping. Ecnn VLAN, nopTel u IP-agpec He ykasaHbl, cUCTEMA OTOOPasvT BCH TEKYLLYHO
nHpopmaumio o rpynnax MLD Snooping.

<vlan_name 32> — Beegute nms VLAN, cogepxallee He 6o5ee 32 CMMBO/OB.

vlanid — (onuuoHanbHO) ykasbiBaeT VLAN ID, as1a KOTOpOro Heo6xoAMmMo oTo6pasuTb UHopMauumio o
rpynnax MLD Snooping.

<vlanid_list> — BBeante cnucok VLAN ID.

ports — (onuMoHa/IbHO) yKa3biBaeT CMNMCOK NOPTOB, 4151 KOTOPbIX HEO6X0AMMO 0TO6pa3nTb MHhopMaLmio O
rpynnax MLD Snooping.

<portlist> — BBeanTE CNMUCOK NOPTOB.

<ipv6addr> — (onuuoHasbHO) yKkasbIiBaeT rpynnoBoli IPv6-agpec, Ansi KOTOPOro HeobxoAnMmMo 0Tobpa3nTb
nHcpopmaumio o rpynnax MLD Snooping.

data_driven — (onunoHanbHO) oTo6pakaeT rpynnsl data driven learning.

OrpaHuyeHus
HerT.

Mpumep
Mpocmotp rpynn MLD Snooping npu nogaepxke MLD v2:

MepBble TPW 3/IEMEHTA 03HAYaloT, 4YTO [ OMpeAenieHHbIX MOpToB 6yAyT nepeaaBaThCsl [faHHble C
onpeaeneHHbIX afpecos.

quBeprIVI aneMeHT — 3anucb data driven Iearning. Cnucok nopToB A4 NOAKMHOYEeHUA K/TMEHTOB MYCT.

Multicast-nakeTbl GyAyT nepefaBaTbCsA Ha router-mopTbl. ECnn cnucok router-mopTtoB MycT, naket 6yaet
OTOPOLLEH.
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DG5-3000-28XMPradming show mld_snooping group
Command: show mld_snooping group
Source/Group ¢ NULL/FF13::1
VLAN Name/VID ¢ vle3/1e3
Member Ports N
Router Ports ]
UP Time v 172
Expiry Time : 89
Filter Mode : EXCLUDE
Source/Group ! NULL/FF13::2
VLAN Name/VID : vle3s 1e3
Member Ports
Router Ports : 8
UP Time : B
Expiry Time 1 254
Filter Mode . EXCLUDE
Source/Group ! NULL/FF13::3
VLAN Name/VID Powle3/1e3
Member Ports
Router Ports : 8
UP Time B
Expiry Time : 254
Filter Mode . EXCLUDE
Source/Group ¢ NULL/FF13::4
VLAN Name/VID ¢ v183/183
Member Ports
Router Ports : 8
UP Time tAr
Expiry Time t 243
Filter Mode ¢ EXCLUDE
Source/Group ¢ NULL/FF13::5
VLAN Name/VID ¢ v183/163
Member Ports
Router Ports : B
UP Time i B S
Expiry Time t 243
Filter Mode ¢ EXCLUDE
Total Entries : 5
DGS- 3000 -28XMP :admin#

MpocmoTp rpynnel MLD Snooping data driven learning:
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DGS-3000-28XMP:admin# show mld_snooping group data_driven
Command: show mld_snooping group data_driven

Source/Group ¢ NULL/FF13::1
VLAN Name/VID : v1e3/163
Member Parts ;

Router Ports ;8

UP Time ;97
Expiry Time : 163
Filter Mode : EXCLUDE

Total Entries: 1

DGS-3000-28XMP: admin#

53-9 show mld_snooping forwarding

OonucaHue

[aHHasi komaHga MCnonb3yeTcsl AN npocmoTpa Tekyuwein Tabnmubl MLD Snooping forwarding. Ta6nuuya
npefocTaBnseT Nnonb3oBarensAM NPOCToii cnocob NPoBepuTb CMIMCOK MOPTOB, Ha KOTOpble 6yayT nepeaaHsbl
naketbl Ana rpynn multicast-pacceiiku 13 onpefenieHHbIX WUCTOYHUKOB. [MakeTbl npuxogsar u3 VLAN
NCTOYHMKa N NepegatoTca B COOTBETCTBYOLLYIO VLAN,

CuHTakcuc
show mld_snooping forwarding {[vlan <vlan_name 32> | vlanid <vlanid_list>]}

MapameTpsbl

vlan — (onuuoHanbHO) ykasbiBaeT umsa VLAN, 415 KOTOpoi Heobxogumo oTo6pasvTtb Tabnuuy MLD
Snooping forwarding.
<vlan_name 32> — Beegute nms VLAN, cogepxallee He 6o5ee 32 CMMBO/IOB.

vlanid — (onuymoHanbHO) ykasbiBaeT VLAN ID, gnis KOTOpOro Heobxogumo otobpasuTs Tabnvuy MLD
Snooping forwarding.
<vlanid_list> — BBeaute cnucok VLAN ID.

Ecnn napameTpbl He yKasaHbl, CMCTEMa OTOOpa3nT Bce 3anucu Tekyuwen Tabnuubl MLD Snooping
forwarding kommyTaropa.

OrpaHuyeHus
HerT.

Mpumep
MpocmoTp Becex 3anuceii Tekyleid Tabnuubl MLD Snooping forwarding Ha KoMMyTaTtope:
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DGS-3000-28XMP:admin# show mld_snooping forwarding
Command: show mld_snooping forwarding

VLAN Name : default
Source IP T
Multicast Group: FE1E::1
Port Member -y
VLAN Name : default
Source IP L
Multicast Group: FF1lE::1
Port Member 28

Total Entries : 2

DGS-3000-28XMP: admin#

53-10 show mild_shooping mrouter_ports

OonucaHue

JaHHas KomaHZa Mcnonb3yeTcsl AJ/1s NPOCMOTPa HAaCTPOEHHbIX B TeKyllee BPEMS router-noptoB Ha
KOMMYyTaTope.

CuHTtakcuc
show mld_snooping mrouter_ports [vlan <vlan_name 32> | vlanid <vlanid_list> | all] {[static |
dynamic | forbidden]}

MapameTpbl

vlan — yka3sbiBaeT ums VLAN, B KOTOpPOIi COCTOUT router-nopr.
<vlan_name 32> — BeeguTe nmsa VLAN, cogepxallee He 6onee 32 CMMBO/OB.

vlanid — (onuuoHansbHO) ykasbiBaeT VLAN ID, K KOTOPOMY NPUHAAIEXMUT router-nopr.
<vlanid_list> — BBeaute cnucok VLAN ID.

all — yka3biBaeT Bce VLAN, K KOTOPbIM NpUHAAIEXAT router-nopTbl.

static — (onynoHanbHO) oTOGpaXxKaeT router-NOpPTbl, KOTOPbIE Obl/IM HACTPOEHbLI CTATUYECKM.

dynamic — (onuroHasibHO) oToBpaxaeT router-nopTbl, KOTOPbIE ObIIM HACTPOEHbI ANHAMUYECKMN.

forbidden — (onunoHanbHO) oTo6paxaeT forbidden router-nopTbl, KOTOPbIE GbIIN HACTPOEHbI CTATUYECKN.

Ecnv napameTpbl He ykasaHbl, CUCTEMa O0TO6pa3nuT BCE HACTPOEHHbIE B TEKYLUEE BPEMS router-noptbl Ha
KOMMYyTaTope.

OrpaHuyeHus
Her.

Mpumep
MpocmoTp router-noptos an18 VLAN no ymonuaHuio (default):
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DGS-3000-28XMP:admin# show mld_snooping mrouter_ports vlan default
Command: show mld_snooping mrouter_ports vlan default

VLAN Name : default
Static Router Port r1-10
Dynamic Router Port

Router IP :
Forbidden Router Port 11

Total Entries: 1

DGS-3000-28XMP : admin#

53-11 create mld_snooping static_group

OonucaHue

[JaHHas KomaHga vcnosb3yeTcsa 418 co3gaHns ctatnyeckoi rpynnel MLD Snooping. B ctatuueckyto rpynny
MOryT ObITb A06aBfeHbl MOPThbl  ANS MNOAKIYEHUs KAMeHToB (member-nopthl). CTatnyeckune u
OVHaMUnYeckne KIIMeHTCKUe NopTbl 06pasyoT KMEHTCKME NOPThI rpymnnbl.

Cratuueckast rpynna OyaeTr AencTBoBaTb TOMbLKO npu BkAodeHun MLD Snooping B VLAN. AkKTuBHas
cTtatmyeckas rpynna (active) go/mkHa ObiTb 3KBMBa/IEHTHa cTatuyeckoi rpynne MLD ¢ NogktoYeHHbIM
K/IMEHTCKMM NOPTOM. [N STWX CTaTUYECKMX K/IMEHTCKMX MNOPTOB YCTPOWCTBO [OO/MKHO 3SMY/IMPOBaTh
onepauun B3aumogencTeus npotokona MLD ¢ MCTOYHMKOM 3anpocoB W nepegasatb  Tpadivk,
npefHasHavYeHHbIn multicast-rpynne, Ha NOpPTbl 4719 K/IMEHTOB.

3apesepBrpoBaHHble agpeca MHoroagpecHoi paccbiikm FFOx::/16 [A0MKHbI  ObITb  WCK/IKYEHbI U3
HacTpanBaemoW rpynmbl.

Mepepn co3pgaHneM cTaTMyeckon rpynnbl Heobxoanmo co3gatb VLAN.

CuHTakcuc
create mld_snooping static_group [vlan <vlan_name 32> | vlanid <vlanid_list>] <ipv6addr>

MapameTpsbl

vlan — yka3sbiBaeT ums VLAN, K KOTOpPOI1 NpuHaAeXnT cTatuyeckas rpynna.
<vlan_name 32> — Beegute nms VLAN, cogepxallee He 6onee 32 CMMBOMOB.

vlanid — ykasbiBaeT VLAN ID, K KOTOPOI NpUHaANexXnT ctaTuyeckas rpynna.
<vlanid_list> — BBeante cnucok VLAN ID.

<ipv6addr> — yka3biBaeT IPv6-agpec multicast-rpynnbi.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nnmn Power-User MOryT BbINONHATb AAaHHYH KOMaHAY.

Mpumep
CosgaHve ctatnyeckoii rpynnsl MLD snooping ans VLAN 1 ¢ agpecom FF1E::1:
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DGS-3000-28BXMP:admin# create mld_snooping static_group vlan default FF1E::1
Command: create mld_snooping static_group vlan default FF1E::1

Success.

DGS-3000-28XMP:admin#

53-12 delete mid_snooping static_group

OnucaHue
[aHHas komaHga ucnosb3yeTcs Ans yaaneHus ctatmdeckoin multicast-rpynnsl MLD Snooping.

CuHTakcuc
delete mld_snooping static_group [vlan <vlan_name 32> | vlanid <vlanid_list>] <ipv6addr>

MapameTtpbl

vlan — ykasbiBaeT ums VLAN, Kk KOTOpPOi1 NpMHaANeXnT cTatuyeckas rpynna.
<vlan_name 32> — Beegute ums VLAN, cogepxatlee He 6onee 32 CMBOJIOB.

vlanid — ykasbiBaeT VLAN ID, K KOTOPOI1 NpUHaANEXnT cTaTuyeckas rpynna.
<vlanid_list> — BBeante cnucok VLAN ID.

<ipv6addr> — yka3biBaeT IPv6-aapec multicast-rpynnbl.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nnn Power-User MOryT BbINOAHATb AaHHYHO KOMaHAY.

Mpumep
Ynanenue ctatnyeckoii rpynnsl MLD Snooping gns VLAN 1 ¢ agpecom FF1E::1:

DGS-3000-28XMP:admin# delete mld_snooping static_group vlan default FF1lE::1
Command: delete mld_snooping static_group vlan default FF1lE::1

Success.

DGS-3000-28XMP : admin#

53-13 config mld_snooping static_group

OnucaHue

[aHHas komaHfa wvcnonb3yetca pas HacTpoikm multicast-rpynnel MLD Snooping co crtatnyeckumu
KNMEHTCKMMK nopTamu. Ecnm nopT HaCTPOeH Kak CTaTUYeCKNiA KITMEHTCKUIA NOPT, TO NpoTokon MLD He 6yget
JeiicTBoBarb. PaccmMoTpMM npuMep, B KOTOPOM MOPT ABNSAETCA AMHAMWUYECKMM K/IMEHTCKUM MNOPTOM C
BK/ItOYEHHbIM MLD. Ecnn no3xe 3TOT NOPT 6yAET HACTPOEH KakK cTaTU4eckunii, To npotokon MLD nepectaHet
pabotatb Ana gaHHoro nopra. Kak TonbKo nopt 6yAeT yaaneH U3 CTaTuyeckmx KIIMEeHTCKUX NOPTOB, NPOTOKON
MLD B0306HOBUT CBOIO paboTy.

CuHTakcuc

config mld_shooping static_group [vlan <vlan_name 32> | vlanid <vlanid_list>] <ipv6addr> [add |
delete] <portlist>
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MapameTpbl

vlan — ykasbiBaeT ums VLAN, KOTOPOi1 NpUHaAANEXUT cTatudeckas rpynna.
<vlan_name 32> — BeeguTe nmsa VLAN, cogepxallee He 6onee 32 CUMBO/OB.

vlanid — yka3biBaeT VLAN ID, KOTOpOMY NPUHALNEXAUT cTaTnyeckas rpynna.
<vlanid_list> — BBeauTe cnucok VLAN ID.

<ipv6addr> — BBegute IPv6-agpec multicast-rpynmol.

add — n06aBUTb KNNEHTCKME NOPTLI.

delete — ynanutb K/iMeHTCKME NOPThI.

<portlist> — ykaxuTe gnanasoH NopToB A/ HACTPOWKMU.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
YpaneHue noptoB 9-10 13 cTaTMYeCcKnxX KmMeHTCKnx noptoB MLD Snooping ans rpynnbl FF1E::1 B VLAN no
ymonyanuio (default):

DGS-3000-28XMP:admin# config mld_snooping static_group wvlan default FF1E::1 delete
9-10

Command: config mld_snooping static_group vlan default FF1E::1 delete 9-10

Success.

DGS-3000-28XMP: admin#

53-14 show mld_shooping static_group

OnucaHue
[aHHasi komaHga wucnonb3yetcs Ans npocmoTtpa multicast-rpynn MLD Snooping co cTtatuyeckummn
KNMEHTCKMMU NnopTamu.

CuHTakcuc
show mld_snooping static_group {[vlan <vlan_name 32> | vlanid <vlanid_list>] <ipv6addr>}

MapameTpbl

vlan — (onunoHanbHo) ykasbiBaeT nms VLAN, KOTOpPOI NpMHaANexuT cTatudeckas rpynna.
<vlan_name 32> — Beegute nmsa VLAN, cogepxallee He 6onee 32 CUMBO/OB.

vlanid — (onunoHansbHO) ykasbisaeT VLAN ID, KOTOpoMY NPUHAAMEXUT cTaTuyeckas rpynna.
<vlanid_list> — BBeguTe cnucok VLAN ID.

<ipv6addr> — (onunoHansHO) BBeauTe IPv6-aapec multicast-rpynnbi.

OrpaHuyeHus
HeT.

Mpumep
MpocmoTp Bcex ctaTnyeckmx rpynn MLD Snooping:
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DGS-3000-28XMP:admin# show mld_snooping static_group
VLAN ID/Name IP Address Static Member Ports

1 / Default FF1E ::1 9-10
Total Entries : 1

DGS-3000-28XMP :admin#

53-15 config mld_snooping data_driven_learning

OonucaHue

[JaHHas koMaHfa WCcrnosb3yeTcsa A1 BKAYEHUS WnnM oTkodeHus data-driven learning 8 rpynne MLD
Snooping.

Ecnn dyHkuma data-driven learning BkitoueHa gnsa VLAN, To npu nosyydeHMrM KOMMyTaTopom multicast-
Tpadmka B atoin VLAN, co3gaetca rpynna MLD Snooping. ApyrMmn cnoBamu, U3yYyeHne 3anncu aktmempyet
He permctpaums yyactus, a Tpadmk. Npu ncnonb3oBaHUK 06bI4HON 3anmucy MLD Snooping npoTtokon MLD
oTCNexvnBaeT Bpemsi ee ycTapeBaHus. [Ons 3anucy data-driven learning MOXHO YyKasaTb Talimep
ycTapeBaHus Uan OTCYTCTBUE yCTapeBaHusl.

Ecnu BkoveH data-driven learning n tabnuua data-driven learning He 3anosiHeHa, pexum uasTpaumm
MHOroafpecHoii paccbiikKu WrHOPUPYETCA Af1 BCeX MOpPTOB. JTO O3HauvaeT, uto multicast-nakeTbl 6yayT
nepefaHbl Ha router-nopTel. Ecnn Ttabnuua data-driven learning 3anonHeHa, multicast-nakeTol 6ygyT
nepeAaHbl B COOTBETCTBUM C PEXMMOM (DULTPALMM MHOTOAAPECHON pacChlKu.

aa MpumeyaHue: TMpu co3gaHuy rpynnbl  data-driven ©  nocregyloweM  U3yvyeHuu
x KNIMEHTCKMX NOpTOB 3anuck MLD Snooping cTaHOBUTCS O6bLIYHONR. [pyrumn crosBamu,
MexaHu3M ycTapeBaHus 6yaeT COOTBETCTBOBaTb 006bI4HOM 3anncy MLD Snooping.

CuHTakcuc
config mld_snooping data_driven_learning [all | vlan_name <vlan_name> | vlanid <vlanid_list>] {state
[enable | disable] | aged_out [enable | disable] | expiry_time <sec 1-65535>}(1)

MapameTpbl

all — ykasbiBaert, 4To 6yayT HacTpoeHbl Bce VLAN.

vlan_name — ykasbiBaeT nms VLAN, KoTopas go/mKHa 6bITb HACTPOEHA.
<vlan_name> — Beeaute ums VLAN.

vlanid — ykasbiBaeT VLAN ID, kOTOpbIi 4O/MKEH ObITb HACTPOEH.
<vlanid_list> — BBeante cnucok VLAN ID.

state — (onumoHasbHO) yKasblBaeT BKAKOYEHME UMM OTKAYeHue data-driven learning B rpynnax MLD
Snooping.

enable — Bkitouaet data-driven learning. 3To onuusi N0 yMo4aHuio.

disable — oTknouaet data-driven learning.

aged_out — (onuuoHanbHO) BK/OYAET UM OTK/IHOYAET ycTapeBaHue 3anuceil.
enable — ycTapeBaHue BK/IHOYEHO.
disable — ycTapeBaHne OTK/IHO4YEHO. DTO ONUUSA MO YMOHAHNIO.

expiry_time — (onuuoHanbHO) ykasblBaeT BpPeMs XW3HM rpynnbl data-driven learning B cekyHgax. 3ToT
napameTp AeicTBMTENEH TONLKO Npu BKNo4eHHOM aged_out (ycTapeBaHun).
<sec 1-65535> — BeeanTe BpeMs. [JoCTyneH Ananas3oH 3Ha4veHuid ot 1 ao 65535 cekyHa.
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OrpaHuyeHus
Tonbko nonb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
BkntoueHune nsydenus data-driven learning B rpynne MLD Snooping B VLAN no ymonyaxuto (default):

DGS-3000-28XMP:admin# config mld_snooping data_driven_learning vlan default state enable
Command: config mld_snooping data driven_learning vlan default state enable

Success.

DGS-3000-28XMP: admin#

53-16 config mld_snooping data_driven_learning max_learned_entry

OonucaHue

[aHHasa KoMaH4a MCnosb3yeTca A1 HACTPOWKM MaKCMMaslbHOTO KOMMYECTBA rpynm, KOTOpble MOryT 6biTb
n3yuyeHbl data-driven learning.
Mpn 3anosHeHun Tabnuupl cucTema nNpekpaTuT M3yvyeHne HoBbIX rpynn data-driven learning. Tpadwuk ans
HOBbIX rpynn 6yAeT OTOPOLLEH.

CuHTtakcuc
config mld_snooping data_driven_learning max_learned_entry <value 1-1024>

MapameTpsbl

<value 1-1024> — BBeaMTE MaKCUMasIbHOE KO/IMYECTBO IPynn, KOTopble MOTYyT ObiTb N3YYeHbl C MOMOLLbIO
pexuma data-driven learning. JoctyneH guana3oH 3HadeHuid oT 1 go 1024. 3HavyeHve No yMOYaHuio —
128.

OrpaHuyeHus
Tonbko nosb3oBartenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaH4y.

Mpumep
HacTpoiika MakcMMasibHOTO KoMmnyecTsa rpynn, KOTopble MOMyT 6biTb U3y4YeHbl C NPUMEHEHWEM pexuma
data-driven learning:

DGS-3000-28XMP:admin# config mld_snooping data_driven_learning max_learned_entry 50
Command: config mld_snooping data_driven_learning max_learned_entry 50

Success.

DGS-3000-28XMP : admin#

53-17 clear mld_snooping data_driven_group

OnucaHune
[JaHHas komaHza ucnosnb3yeTcs ana yganenus rpynn MLD Snooping, n3ydaemsix data-driven learning.

CuHTakcuc
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clear mid_snooping data_driven_group [all | [vlan_name <vlan_name> | vlanid <vlanid_list>]
[<ipv6addr>]| all]]

MapameTpbl

all — yka3biBaert, uto rpynnsl MLD Snooping 6yayT yaasieHsl Bo Bcex VLAN.

vlan_name — yka3biBaeT nms VLAN.
<vlan_name> — Beegute ums VLAN.

vlanid — yka3biBaeT VLAN ID.
<vlanid_list> — BBeaute cnucok VLAN ID.

<ipv6addr> — BBegute IPv6-agpec rpynnsl, n3yyaemolii data-driven learning .

all — ounwaet Bce rpynnsl data-driven learning ykazaHHoi VLAN.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator, Operator nnu Power-User MOryT BbINO/HATb AAHHYO KOMaHAY.

Mpumep
YpaneHue Bcex rpynn, udydyaemnix data-driven learning :

DGS-3000-28XMP:admin# clear mld_snooping data_driven_group all
Command: clear mld_snooping data_driven_group all

sSuccess.

DGS-3000-28XMP : admin#

53-18 show mld_snooping statistic counter

OonucaHue

JaHHas KkomaHAa UCnofb3yeTcs A1 OTOGPaXeHWs CUYETYMKa CTaTUCTWMKM Af1S MakeToB npoTtokona MLD,
MPVHMMAEMbIX KOMMYTaTOPOM C MOMEHTa, korga 6bin BktoueH MLD Snooping.

CuHTakcuc
show mid_snooping statistic counter [vlan <vlan_name> | vlanid <vlanid_list> | ports <portlist>]

MapameTtpsbl

vlan — ykasbiBaeT VLAN, KOTOpy0 HEOBXO4UMO O0TOBpasnTb.
<vlan_name> — Beeante ums VLAN.

vlanid — ykasbiBaeT cnncok VLAN ID, koTopble HE06X0AMMO 0TOGPa3nTb.
<vlanid_list> — BBeaute cnucok VLAN ID.

ports — yka3biBaeT CNMCOK NOPTOB, KOTOPble HEOGXOANMO 0TO6Pa3NTh.
<portlist> — BBeanTE CNMCOK NOPTOB.

OrpaHuyeHus
Her.

Mpumep
OTob6paxeHne cyeTumkoB ctatucTuku MLD Snooping:
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VLAN Name : Default

Total Groups : 18
Receive Statistics
Query
MLD v1 Query
MLD w2 Query
Total
CDropped By Rate Limitation
Dropped By Multicast WLAN

Report & Leave
MLD v1 Report
MLD v2 Report
MLD w1 Done
Total
Dropped By Rate Limitation
Dropped By Max Group Limitation
Dropped By Group Filter
Dropped By Multicast WLAN

Transmit Statistics
Query

MLD v1 Query

MLD w2 Query

Total

Report & Leave

MLD w1 Report

MLD w2 Report

MLD v1 Done

Total

Total Entries : 1

DGS-3000-28XMP:admin#

DGS-3000-28XMP:admin# show mld_snooping statistic counter wlanid 1
Command: show mld_snooping statistic counter vlanid 1

[ ==

10

11

90

10

11

53-19 clear mld_snooping statistics counter

OonucaHue

[JaHHas komaHga npegHasHaveHa ans cobpoca cyeTunkoB ctatncTukn MLD Snooping.

CuHTakcuc
clear mld _snooping statistics counter

MapameTpbl
Her.

OrpaHunyeHus
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Tonbko nonb3oBarenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYHO KOMaHAy.

Mpumep
C6poc cyeTunkoB ctatucTnkm MLD Snooping:

DGS-3000-28XMP:admin# clear mld_snooping statistics counter
Command: clear mld_snooping statistics counter

Success.

DGS-3000-28XMP :admin#

53-20 config mld_snooping rate_limit

OonucaHue

[JaHHasa komaHza MCnonb3yeTcs ANns HACTPONKM NPOMYCKHOW CMOCOB6HOCTY A8 ynpaBnswowmx naketos MLD
Ha onpegeneHHom nopty uam B VLAN.

CuHTakcuc
config mld_snooping rate_limit [ports <portlist> | vlanid <vlanid_list>] [<value 1-1000> | no_limit]

MapameTpbl

ports — yka3biBaeT AyanasoH NopToB, KOTOPble HE0OX0AMMO HACTPOUTb.
<portlist> — BBeanTE AMana3oH NOPTOB.

vlanid — ykasbiBaeT ananasoH VLAN ID, kOTopble HE06X0AMMO HaCTPOUTb.
<vlanid_list> — BBeaute cnucok VLAN ID.

<value 1-1000> - ykasbiBaeT MPOMYCKHYH) CMNOCOOHOCTb (KONMYECTBO NAKETOB B CEKyHAY) AN
ynpaensoLwmx naketos MLD, 06paboTka KOTOpbIX BO3MOXHa Ha onpeaeneHHom nopty mam B VLAN. Mpu
NpeBbILLEHUN OrpaHnyeHmns nakeTbl ByayT OTOPOLUEHbI.

no_limit — 0603HavaeT, 4TO orpaHNYEeHMs NO NPONYCKHON CNOCOBHOCTN HET. DTO ONUMSA MO YMOIHaHMIO.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AAaHHYIO KOMaHAy.

Mpumep
HacTpoiika nponyckHoit cnocobHocT MLD Snooping Ha nopTy:

DGS-3000-28XMP:admin# config mld_snooping rate_limit ports 1 100
Command: config mld_snooping rate_limit ports 1 100

Success.

DGS-3000-28XMP: admin#

53-21 show mid_shooping rate_limit

OonucaHue

[aHHasa komaHga ncnosb3yeTcsa 415 NPOCMOTpa NPOMYyCKHON CNOCO6HOCTY AM1A ynpaBnsawmx naketos MLD
Ha onpegeneHHom nopty uiam B VLAN.
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CuHTakcuc
show mld_snooping rate_limit [ports <portlist> | vlanid <vlanid_list>]

MapameTpbl

ports — yka3sbIBaeT CN1COK NMOpPTOB.
<portlist> — BBeanTE AMana3oH NOPTOB.

vlanid — yka3biBaeT crnvcok VLAN ID.
<vlanid_list> — BBeauTe cnucok VLAN ID.

OrpaHuyeHus
Her.

Mpumep
MpocmoTp nponyckHol cnocobHocTn MLD Snooping Ha nopTax 1-5:

DGS-3000-28XMP:admin# show mld_snooping rate_limit ports 1-5
Command: show mld_snooping rate_limit ports 1-5

Total Entries: 5

DGS-3000-28XMP : admin#

53-22 show mid_snhooping host

OonucaHue

JaHHaa komaHaa ucrnosnb3yerca A npocmorpa MLD-KNnMeHTOoB, KOTOpble NPUCOEANHUIIUCE K rpynnam Ha
onpeaeneHHoOM MopTy Un B KOHKPeTHoM VLAN.

CuHTakcuc
show mld_snooping host {[vlan <vlan_name 32> | vlanid <vlanid_list> | ports <portlist> | group
<ipv6addr>]}

MapameTpbl

vlan — (onuunoHansbHo) ykasbiBaeT nms VLAN.
<vlan_name 32> — Beeante nms VLAN.

vlanid — (onuuoHanbHO) ykasbisaeT VLAN ID.
<vlanid_list> — BBegute cnvcok VLAN ID.

ports — (onuMoHanNbHO) yKasblBaeT NOPThI, A1 KOTOPbIX HE0OX0AMMO 0TO6Pa3nTb MHhopMaLUIO.
<portlist> — BBegnTe gnanasoH NopToB A1 0TOOpaKeHus.

group — (onuMoHanbHO) ykasbiBaeT rpynmny, Ans KoTopoli Heo6XoANMO 0TO6PasNTb MHGOPMALUIO.
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<ipv6addr> — BBegute IPv6-agpec rpynnsoi.

OrpaHunyeHus
Her.

Mpumep
MpocmoTp nHdopmauun o MLD-knmneHTax, NPUCoeaUHNBLUNXCS K onpeaeneHHol rpynne:

DGS-3000-28XMP:admin#show mld_snooping host wvlan default
Command: show mld_snooping host vlan default

VLAN ID !
Group  FF12::1:FF11:11
Port H
Host : FEBO::200:FF:FEVO:3
VLAN ID 1
Group : FF13::1:3
Port 3
Host : FEBO::845:B9BE:A863:A1FD

Total Entries : 2

DGS-3000-28XMP : admin#

MpocMoTp MHpopmaumy o KnneHTax ans rpynnel FF32:3::1234:5600:

DGS-3000-28XMP:admin# show mld_snooping host group FF32:3::1234:5600
Command: show mld_snooping host group FF32:3::1234:5600

VLAN ID H §

Group i FF32:3::1234:5600
Port : 3

Host . FE80::200:4FF:FEG1:1

Total Entries : 1

DGS-3000-28XMP : admin#
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54. KomaHgb! pacwmpeHHon MSTP-oTtnagku

debug stp config ports [<portlist> | all] [event | bpdu | state_machine | all] state [disable | brief | detail]

debug stp show information

debug stp show flag {ports <portlist> }

debug stp show counter {ports [<portlist> | all]}

debug stp clear counter {ports[<portlist> | all]}

debug stp state [enable | disable]

54-1 debug stp config ports

OnucaHue
[JaHHasi KomaHga Ucnosib3yeTcs A1s HAaCTPOVKM YPOBHS STP-0T/1aZIku Ha yKasaHHbIX NopTax.

CuHTtakcuc
debug stp config ports [<portlist> | all] [event | bpdu | state_machine | all] state [disable | brief |
detail]

MapameTpbl

<portlist> — BBeanTe AnanasoH NOPTOB, Ha KOTOPbIX HEOOGXOANMO NPOBECTU OTALKY.

all — ykasbIiBaeT 0T/1a/iKy BCEX NOPTOB KOMMYTaTOpa.

event — ykasbIBaeT 0T/1aKy BHELUHel onepauun 1 06paboTkn CObbITUIA.

bpdu — yka3biBaeT oT1a4Ky NOAYyYEHHbIX U OTNpPaBAeHHbIX BPDU.

state_machine — yka3biBaeT 0TnaaKky CMeHbl COCTOAHNA STP.

all — ykasbiBaeT 0TNaAKy BCEr0 NEPEUNCIEHHONO BblLLIE.

state — ykasblBaeT COCTOSAHME MEXaHM3ma OTNaaKu.
disable — yka3biBaeT oTK/Il0OUEHNE MEXaHM3Ma OT/1aKW.
brief — ykasbiBaeT ypoBeHb OT/1a[IKN KaK COKpPaLLEHHbIA.
detail — yka3biBaeT Noapo6HbIii YypOBEHb OT/1AKM.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator MOryT BbINOMHATL AAHHYHO KOMaHAY.

Mpumep
HacTtpoiika cokpalleHHOro BbiBo4a 0T/1af0uHo nHhopMauum STP Ha Bcex noprax:

DGS-3000-28XMP:admin# debug stp config ports all all state brief
Command: debug stp config ports all all state brief

Success.

DGS-3000-28XMP : admin#
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54-2 debug stp show information

OnucaHue

[JaHHaa KomaHaa ucnosb3yeTcs A7 NpocMoTpa noapo6Hoi nHdopMmaumn o STP, Takoii kak annapatHble

Tabnuubl, coctosHne STP U T. 4.

CunHTtakcuc
debug stp show information

MapameTpsbl
HerT.

OrpaHuyeHus

TosbKo Nosib3oBaTeny ypoBHs Administrator MOryT BbINO/IHATL AAHHYI0 KOMaHy.

Mpumep
OTob6paxeHune nHcopmaumm o STP-oTnagke:

Command: debug stp show information

Warning: only support local device.
Spanning Tree Debug Information:

Port Status In Hardware Table:
Instance 0:

Port 1 : FOR Port 2 . FOR Port 3
Port 6 . FOR
Port 7 : FOR Port 8 . FOR Port 9

Port 12 : FOR
Port 13 : FOR Port 14 : FOR Port 15
Port 18 : FOR

Port 19 : FOR Port 20 : FOR Port 21
Port 24 : FOR

Port 25 : FOR Port 26 : FOR Port 27
Root Priority And Times:
Instance 0:

External Root Cost -336244805
Regional Root Bridge
Internal Root Cost
De51gnated Bridge

-107020353

DGS-3000-28XMP:admin# debug stp show information

FOR

FOR

FOR

FOR

FOR

Port 4

Port 10

Port 16

Port 22

Port 28

Designated Root Bridge : 29683/DD-FE-F7-F8-DF-DA
57055/6F-D1-FD-2F-08-B7

57851/FD-EF-EF-C9-FC-9B

[} R B ouit § Next Page Next Entry f§ All

FOR

FOR

FOR

FOR

FOR

Port 5

Port 11

Port 17

Port 23

FOR

FOR

FOR

FOR

54-3 debug stp show flag

OonucaHue

JaHHas KoMaHAa UCnonb3yeTcs AN 0TOGpaxXeHUa YpoBHS STP-0TNaAKMN Ha yKasaHHbIX MopTax.

CuHTakcuc
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debug stp show flag {ports [<portlist> | all]}

MapameTpbl

ports — (onuMoHasIbHO) YKkasbiBaeT STP-NopTbl 415 0TOOpaXeHus.
<portlist> — BBeanTe CN1COK NOPTOB.

Ecnu napameTpbl He yKa3aHbhl, 6y,qu 0T06pa)KeHbI BCe MNMOopTbl KOMMYyTarTopa.

OrpaHunyeHus

Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYIO KOMaHAay.

Mpumep

OTo6paxeHune ypoBHei STP-0Tnagkm Ha Bcex noprax:

BPFDU Flag

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

DGS-3000-28XMP:admin# debug stp show flag
DGS-3000-28XMP:admin# debug stp show flag
Command: debug stp show flag
Global State: Disabled

Port Index Event Flag
1 Disabled

2 Disabled

3 Disabled

4 Disabled

5 Disabled

5 Disabled

7 Disabled

8 Disabled

9 Disabled
10 Disabled
11 Disabled
12 Disabled
13 Disabled
14 Disabled
15 Disabled
16 Disabled
17 Disabled
18 Disabled
19 Disabled
20 Disabled
21 Disabled
22 Disabled
23 Disabled
24 Disabled
25 Disabled
26 Disabled
27 Disabled
28 Disabled
DGS-3000-28XMP :admin

State Machine Flag

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
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54-4 debug stp show counter

OnucaHue
[aHHasi KomaHga ucnonb3yetcs s npocmoTpa STP-CUETUMKOB.

CuHTakcuc
debug stp show counter {ports[<portlist> | all]}

MapameTpsbl

ports — (oNuUMOHasIbHO) YKa3bIBAET Anana3oH NopToB A/ OTOOPaXeHNS.
<portlist> — BBeuTE CNNCOK NOPTOB.
all — yka3biBaeT oTO6paxeHne CHETUMKOB BCEX NOPTOB.

Ecnu napameTpbl He yKasaHbl, 6yayT OTOGPaXEHb! 06LLME CUETHUKN.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator MOryT BbINOMHATb AAHHYHO KOMaHAY.

Mpumep
OTobpaxeHne STP-cueTunkoB gns nopra 9:

DGS-3000-28XMP:admin# debug stp show counter ports 9
Command: debug stp show counter ports 9

STP Counters
Port 9
Receive: Transmit:
Total STP Packets Total STP Packets
Configuration BPDU Configuration BPDU
TCN BPDU TCN BPDU
RSTP TC-Flag RSTP TC-Flag
RST BPDU RST BPDU

o © o @ o
(ol ool oM ol

Discard:

Total Discarded BPDU
Global STP Disabled
Port STP Disabled
Invalid packet Format
Invalid Protocol
Configuration BPDU Length
TCN BPDU Length

RST BPDU Length
Invalid Type

Invalid Timers

© 0O 0 O 00 @ e e

Quit Next Page [§ Previous Page [§j Refresh

54-5 debug stp clear counter
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OnucaHue
JaHHaa komaHga ncnonb3yeTca 419 O4UCTKU STP-cYeTumnkos.

CuHTakcuc
debug stp clear counter {ports[<portlist> | all]}

MapameTpbl

ports — (onuMoHaIbHO) yKa3blBAET Arana3oH NopToB.
<portlist> — BBeaMTE CNUCOK HACTpanBaeMbIX NOPTOB.
all — yka3biBaeT O4MCTKY CUETUMKOB BCEX MNOPTOB.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHay.

Mpumep
Ounctka Bcex STP-cUeTUMKoB Ha KOMMYyTaTope:

DGS-3000-28XMP:admin# debug stp clear counter ports all
Command: debug stp clear counter ports all

Success.

DGS-3000-28XMP: admin#

54-6 debug stp state

OnucaHue
JaHHaa KomaH4a ncnosib3yetca A9 BKIAYEHUA UK OTKIoYeHna STP-oTnaaku.

CuHTakcuc
debug stp state [enable | disable]

MapameTpsbl

enable — yka3biBaeT BK/OUEHWE OTNIaAKN.

disable — yka3biBaeT oTk/0UEHNE OTNAAKMN.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator MOryT BbIMOMHATL AaHHYI0 KOMaH4y.

Mpumep
BkitoueHue v nocnegytollee otkaodeHne STP-otnaaku:
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DGS-3000-28XMP:admin¥ debug stp state enable
Command: debug stp state enable

Success.

DGS-3000-28XMP:admin# debug stp state disable
Command: debug stp state disable

Success.

DGS-3000-28XMP:admin#
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55. KomaHabl MHOroagpecHbIX (ounbLTpoB

create mcast_filter_profile {[ipv4 | ipv6]} profile_id <value 1-24> profile_name <name 1-32>

config mcast_filter_profile [profile_id <value 1-24> | profile_name <name 1-32>] {profile_name <name 1-
32> | [add | delete] <mcast_address_list>}(1)

config mcast_filter_profile ipv6 [profile_id <value 1-24> | profile_name <name 1-32> ] {profile_name
<name 1-32> | [add | delete] <mcastv6_address_list>}(1)

delete mcast_filter_profile {[ipv4 | ipv6]} [profile_id [<value 1-24> | all] | profile_name <name 1-32>]

show mcast_filter_profile {[ipv4 | ipv6]} {[profile_id <value 1-24> | profile_name <name 1-32>]}

config limited_multicast_addr [ports <portlist> | vlanid <vlanid_list>] {[ipv4 | ipv6]} { [add | delete]
[profile_id <value 1-24> | profile_name <name 1-32>] | access [permit | deny]}

config max_mecast_group [ports <portlist> | vlanid <vlanid_list] {[ipv4 | ipv6]} {max_group [<value 1-1024>
| infinite] | action [ drop | replace]}(1)

show max_mcast_group [ports <portlist> | vlanid <vlanid_list>] {[ipv4 | ipv6]}

show limited_multicast_addr [ports <portlist> | vlanid <vlanid_list>] {[ipv4 | ipv6]}

config cpu_filter 13_control_pkt <portlist> [{dvmrp|pim|igmp_query |ospf | rip | vrrp} | all] state [enable |
disable]

show cpu_filter 13_control_pkt ports {<portlist>}

55-1 create mcast_filter_profile

OnucaHune

[aHHaa koMaHa Mcnosb3yeTcs A1 HACTPOMKM nNpodnis MHOroagpecHbiX agpecoB. B npodwnb moryT
ObITb BK/IOYEHbI HECKOMbKO [Auana3oHoB agpecoB. Ecnn apgpec He ykasaH kak IPv4 unu IPv6, TO
nogpasymeBaetcs |IPv4.

CuHTtakcuc
create mcast_filter_profile {[ipv4 | ipv6]} profile_id <value 1-24> profile_name <name 1-32>

MapameTtpbl

ipv4 — (onuMoHanbHO) yKasbliBaeT AobaBneHne MHoroagpecHoro IPv4-npodnns.

ipv6 — (onumoHasibHO) yKa3biBaeT fobasneHme MHoroagpecHoro IPv6-npoduns.

profile_id — ykasbiBaeT ID npodmns.
<value 1-24> — Beegute ID npocmns. ocTyneH ananaloH 3HauyeHuii ot 1 ao 24.

profile_name — yka3biBaeT onucaHue npoduns.
<name 1-32> — BBegute nms npodunnasa. MakcManbHO LONYCTUMOE KOMMYECTBO CUMBOJIOB B MMEHU
npodounnsa — 32.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator unm Power-User MOTryT BbINOSHATL AaHHYI0 KOMaHAy.

Mpumep
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CosgaHune npodmnis MHOroagpecHblx agpecos ¢ ID, COOTBETCTBYOWMUM 2, U MeHem MOD:

DGS-3000-28XMP:admin# create mcast_filter_profile profile_id 2 profile_name MOD
Command: create mcast_filter_profile profile_id 2 profile_name MOD

sSuccess.

DGS-3000-28XMP: admin#

55-2 config mcast_filter_profile

OonucaHue

JaHHas komaHAa wvcnonb3yetcs Ans fo6aBneHus B Npoduab UNu yaaneHus us npocuna guanasoHa
MHoOroagpecHsix IP-agpecos.

CuHTakcuc
config mcast_filter_profile [profile_id <value 1-24> | profile_name <name 1-32>] {profile_name <name
1-32> | [add | delete] <mcast_address_list>}(1)

MapameTpbl

profile_id — yka3biBaeT ID npodmns.
<value 1-24> — geegute ID npoduns. JocTyneH agnanasoH 3HavyeHuii ot 1 go 24.

profile_name — yka3biBaeT nms npogouns.
<name 1-32> — BBeguTe nMaA npoduas. MakcumanbHO AOMYCTMMOE KOMIMYeCTBO CUMBOJIOB B MEHMU
npogouna — 32.

profile_name — yka3biBaeT nms npopumns.
<name 1-32> — BBeguTe nms npodunnisa. MakcManbHO LOMNYCTUMOE KOMMYECTBO CUMBOJIOB B MMEH!U
npodounnsa — 32.

add — ykasbiBaeT gobassieHne MHOroagpecHoro agpeca.

delete — yka3biBa€eT yganeHme MHOroagpecHoro ajgpeca.

<mcast_address_list> — BBegMTe CNUCOK MHOroaZpecHblX apecoB, KOTOpble Heo6XoauMo A06aBUTh B
npodnab. MoxHO A06aBUTbL OAUH aapec UNn ananasoH afpecos, NCMOoJb3ys CUMBOI -.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nnv Power-User MOryT BbINOHATL AaHHY0 KOMaHAy.

Mpumep
Job6asneHne B npodnsib auanasoHa MHOroaapecHsix agpecos oT 225.1.1.1 go 225.1.1.10:

DGS-3000-28XMP:admin# config mcast_filter_profile profile_id 2 add 225.1.1.1 - 225.1.1.10
Command: config mcast filter_profile profile_id 2 add 225.1.1.1 - 225.1.1.10

Success.

DGS-3000-28XMP: admin#

55-3 config mcast_filter_profile ipv6
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OnucaHue
JaHHas komaHga vcnonb3yetcs Ans fo6aBneHus B Npoduab UNu yaaneHus us npocuna guanasoHa
MHoroazpecHbix IPv6-agpecos.

CunHTtakcuc
config mcast_filter_profile ipv6 [profile_id <value 1-24> | profile_name <name 1-32> ] {profile_name

<name 1-32> | [add | delete] <mcastv6_address_list>}(1)

MapameTpbl

profile_id — yka3biBaeT ID npocuns.
<value 1-24> — Beegute ID npocmns. [JlocTyneH ananasoH 3HaveHuin ot 1 go 24.

profile_name — yka3biBaeT nms nponns.
<name 1-32> — BBeguTe UMA npoduan. MakcumanbHO AOMYCTMMOE KOMMYeCTBO CUMBOJIOB B MEHU
npodounsa — 32.

profile_name — yka3biBaeT ums npopuns.
<name 1-32> — BBegute nms npodunnsa. MakcManbHO LONYCTUMOE KOMMYECTBO CUMBOSIOB B MMEHU
npodouna — 32.

add — ykasblBaeT fobaBneHe MHoroagpecHoro IPv6-agpeca.

delete — yka3biBaeT ynaneHme MHoroagpecHoro IPv6-azpeca.

<mcast_address_list> — BBeguTe cnnucok MHoroagpecHsix IPv6-agpecoB, KoTopble HE06X0AMMO J06aBUTb
B npodhunb. MoxHO f06aBuTbL oanH IPv6-aapec nnm agnanasoH agpecos, UCMO/b3ys CUMBOS -.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator uim Power-User MOryT BbIMOMHATL JaHHYI0 KOMaH4y.

Mpumep
Job6aBneHne k npodwmnio ¢ ID 3 pguanaszoHa MHoroagpecHbix IPv6-agpecos FFFOE::100:0:0:20 —
FFFOE::100:0:0:22:
DGS-3000-28XMP:admin# config mcast _filter_profile ipv6é profile_id 3 add FFOE::100:0:0:20-
FFFOE::100:0:0:22

Command: config mcast_filter_profile ipvé profile_id 3 add FFEE::1600:0:0:20-
FFFBE: :100:0:0:22

Success.

DGS-3000-28XMP :admin#

55-4 delete mcast_filter_profile
OnucaHue
[aHHasi KomaHaa ucnonb3yeTcs Ansa yganeHus npoduns MHoroagpecHbix agpecoB. Ecnun IPv4 unu IPv6-

ajpec He ykasaH, T0 nogpasymesaetcs |Pv4.

CuHTtakcuc
delete mcast_filter_profile {[ipv4 | ipv6]} [profile_id [<value 1-24> | all] | profile_name <name 1-32>]

MapameTpbl
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ipv4 — (onuMoHanbHO) yKasblBaeT yaasnieHue MHoroaapecHoro IPv4-agpeca.

ipv6 — (onuMoHanbHO) yKasbIBaeT yaasieHne MHoroagpecHoro IPv6-agpeca.

profile_id — yka3biBaeT ID npocuns.
<value 1-24> — BeeguTe ID npodmnsa. JocTyneH gnanasoH 3HaveHunin ot 1 oo 24.
all — ykasbiBaeT yganeHue Bcex npoduseii MHOroagpecHbix agpecos.

profile_name — yka3biBaeT nms npochuns, KOTopblii HEO6XOANMO YA UTb.
<name 1-32> — BeguTe nUMsA npouan. MakcMmasibHO A0MYyCTUMOE KO/IMYECTBO CMMBOJIOB B MMEHM
cocTas/ifeT 32.

OrpaHuyeHus
Tonbko nosb3oBarteny ypoHsa Administrator, Operator nnmn Power-User MOryT BbINOMHATb AaHHYH KOMaHAy.

Mpumep
YaaneHve npodnas MHoroagpecHbix agpecos ¢ ID, cooTBeTCTBYOWMM 3.

DGS-3000-28XMP:admin# delete mcast_filter_profile profile_id 3
Command: delete mcast_filter_ profile profile_id 3
Success.

DGS-3000-28XMP : admin#

YaaneHue npodnas MHoroagpecHbIx agpecos ¢ umeHem MOD:

DGS-3000-28XMP:admin# delete mcast_filter_profile profile_name MOD
Command: delete mcast_filter_profile profile_name MOD

Total entries: 2

DGS-3000-28XMP : admin#

55-5 show mcast_filter_profile
OnucaHune
[aHHasi koMaHga ucnonb3yeTcs Ansi NPOoCMoTpa Co3AaHHbIX npodmnieli MHoroagpecHbiX agpecos. Ecnu

IPv4 nnu IPv6-agpec He ykasaH, To nogpasymesaetrcs |IPv4.

CuHTaKkcuc
show mcast_filter_profile {[ipv4 | ipv6]} {[profile_id <value 1-24> | profile_name <name 1-32>]}

MapameTpbl

ipv4 — (onuMoHasibHO) yKa3blBaeT 0TobpaXeHne MHoroagpecHoro IPv4-npoduns.

ipv6 — (onuMoHabHO) yKasblBaeT 0TobpaxeHne MHoroagpecHoro IPv6-npodmnns.

profile_id — ykasbiBaeT ID npodmns.
<value 1-24> — BeeguTe ID npocmns. [LocTyneH agnanas3oH 3HavyeHuii ot 1 go 24.

profile_name — yka3biBaeT nMmsi nponasa ans 0TobpakeHns.
<name 1-32> — BBeguTe UMA Npoduas. MakcumanbHO AOMYCTUMOE KOMIMYEeCTBO CUMBOJIOB B MIMEHU
cocTtaBnser 32.
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OrpaHuyeHus
Her.

Mpumep
OTob6paXeHne BCeX CO3aHHbIX Npoduieli MHoroaapecHbIX aapecos:

DGS-3000-28XMP:admin# show mcast_filter_profile
Command: show mcast_filter_profile

Profile ID Name Multicast Addresses

1 MOD 234.1.1.1 - 238.244.244_244
234.1.1.1 - 238.244.244.244

2 customer 224.,19.62.34 - 224.19.162.200

Total Entries : 2

DGS-3000-28XMP : admin#

55-6 config limited_multicast_addr

OnucaHue

[aHHas KomaHa ucnosb3yeTcs 415 HACTPONKM OYHKLUUN OUNbTpauum MHOToaZpecHblX aapecoB Ha nopTy
nnn VLAN. ®yHKUMS orpaHnyeHnss He adhdhekTnBHa, ecnu ansd npodmns He ykasaHbl nopT nnn VLAN. Ecnn
(OYHKLMA HacTpoeHa Ha MOopTy, OHa oOrpaHu4MBaeT rpynny MHOroaApecHOW paccblfikK, Yhnpasnsemyto
dyHkunamn IGMP nnn MLD Snooping. Ecnu dyHKUMs HacTpoeHa Ha VLAN, 6yayT orpaHuuyeHbl rpynmbl,
ynpaensiemble IGMP wnnn MLD-pyHKkumsmm 3 ypoBHA. Ecnn IPv4 wnnun IPv6-agpec He ykasaH, TO
nogpasymesaetcs IPv4.

CuHTakcuc
config limited_multicast_addr [ports <portlist> | vlanid <vlanid_list>] {[ipv4 | ipv6]} { [add | delete]

[profile_id <value 1-24> | profile_name <name 1-32>] | access [permit | deny]}

MapameTpbl

ports — ykasblBaeT Amana3oH MNOPTOB, Ha KOTOPbIX HEOB6XOAMMO HaCTPOUTb (PyHKUMO dunnsTpauum
MHOroagpecHbIX afpecos.
<portlist> — BBeuTe CNNCOK HACTpanBaeMbIX NOPTOB.

vlanid — ykasbiBaeT ngeHtucpukatop VLAN, Ha KOTOPO HEOBXOAUMO HaCTPOUTb RYHKUMIO douasTpauum
MHOroagpecHbIX afgpecos.
<vlanid_list> — BBeante cnucok VLAN ID.

ipv4 — (onuuoHasibHO) yKasblBaeT NPoin/ib CO34aHHbIX MHOMOAAPECHLIX IPv4-aapecos.

ipv6 — (onuuoHasibHO) yKasblBaeT NPon/ib CO34aHHbIX MHOMOAAPECHBIX IPV6-aapecos.

add — (onuunoHasibHO) yKkasbiBaeT fobaBneHne MHOroaapecHoro agpeca Ha rnopr.

delete — (onuuoHanbHO) yKasbiBaEeT yAasieHne MHOroapecHoro agapeca c nopra.

profile_id — (onumoHanbHO) ykasbiBaeT Npodinsib, KOTOPLI HE06X0AMMO f06aBUTL HA NOPT WU YAAIUTL C
nopra.
<value 1-24> — BeeguTe ID npodmns. JlocTyneH gnanasoH 3HaveHuin ot 1 go 24.

profile_name — (onunoHasibHO) yKkasbiBaeT NCMOMb3yeMoe UM NPotnNS.
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<name 1-32> — BBeauTe UMA nNpodusns. MakcumanbHO AOMyCTUMOE KOMUMYECTBO CMMBOJSIOB B UMEHU
coctaBnser 32.

access — (ONuUMOHa/IbHO) YyKasbiBaeT [OCTYMN MakeToB, COOTBETCTBYIOLWIMX ajpecam, CO3[aHHbIM B
npounsx.
permit — paspellaer AOCTYn naketam, COOTBETCTBYHOLMM agpecam B npodmnsx. o ymonyaHuio
[OCTyn paspeLleH.
deny — 3anpewiaer 4OCTyn naketam, COOTBETCTBYIOLLMM agpecam B Npounsx.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHs Administrator, Operator nnam Power-User MOryT BbINO/HATb AaHHY0 KOMaHay.

Mpumep
[Job6aBneHne MHoroagpecHoro npodunis 2 kK noptam 1 n 3:

DGS-3000-28XMP:admin# config limited_multicast_addr ports 1,3 add profile_id 2
Command: config limited multicast_addr ports 1,3 add profile_id 2

Success.

DGS -3000-28XMP : admin#

55-7 config max_mcast_group

OnucaHue

[aHHaa komaHga WCnonb3yeTcs A1 HacTPOVikKM MakCMMAaNbHOro KOMYECTBO TPYNMn  MHOroapecHoi
paccbINkn1 Ha OfWH MOpT.

Ecnn IPv4 nnu IPv6-agpec He ykasaH, To nogpasymeBaetcs |Pv4.

Ecnn B napametpax ykasaHo Aeicteue drop, TO Npy AOCTMXKEHUN MaKCMMAaNbHOro KosmyecTsa rpynn Ha
nopty wim VLAN, HoBas rpynna 6yget otopoweHa. Ecnv ykasaHo geiictBue replace, To HoBas rpynna
3aMEHUT NPEXHIOH.

CuHTakcuc
config max_mcast_group [ports <portlist> | vlanid <vlanid_list] {[ipv4 | ipv6]} {max_group [<value 1-

1024> | infinite] | action [ drop | replace]}(1)

MapameTtpsbl

ports — yka3biBaeT gManasoH NopToB, Ha KOTOPbIX HEOBXOAMMO HACTPOWTL max_mcast_group.
<portlist> — BBeanTE CNMUCOK NOPTOB 4151 HACTPONKMN.

vlanid — yka3biBaeT gnanasoH VLAN ID, Ha KOTOpbIX HEO6XOAUMO HACTPOUTL Max_mcast_group.
<vlanid_list> — BBeanTe cnucok VLAN ID.

ipv4 — (onuMoHabHO) yKa3blBaeT OrpaHNUYeHne KomyecTsa nonyyeHHbix IPv4-agpecos.

ipv6 — (ONuMoHaIbHO) yKa3blBaeT OrpaHNUYeHne KomyecTsa nonyyeHHslx IPv6-agpecos.

max_group — ykasbIBaeT MaKCMaslbHOE KOJIMYECTBO Fpynn MHOrOa4peCcHOW pacCblIKu.
<value 1-1024> — BeeAnTe MakCMMas/lbHOE KOMYECTBO rpynm. JocTyneH ananasoH 3HadeHuii oT 1 o

1024.
infinite — yka3bIBaeT OTCYTCTBUE OrpaHMyeHNst KONUMYeCcTBa rpynn MHOroaApPecHOl paccChl/iki Ha NopTy
nnn VLAN.

action — ykasbiBaeT pelicTBue Ansi 06paboTKM MOSyYaeMbiX TPYNn B C/yyae MOSIHOMO 3ano/IHEHUs
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perucTpa.
drop — ykasbIBaeT, UTo HoBas rpynna 6yaeT oTOpPOLLEHa.
replace — ykasblBaeT, UTo HOBasi rpynna 3aMeHUT NPEXHIo rpynny B Tab/mLe perucTpos.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHs Administrator, Operator nnam Power-User MOryT BbINO/HATb AaHHY0 KOMaHay.

Mpumep
HacTpoiika MmakcrmasibHOro KonmyecTsa rpynn MHOroagpecHoli paccolfiku, pasHoro 100, ans noptos 1 v 3:

DGS-3000-28XMP:admin# config max_mcast_group ports 1, 3 max_group 100
Command: config max_mcast_group ports 1, 3 max_group 100

Success.

DGS-3000-28XMP : admin#

55-8 show max_mcast_group

OonucaHue

[aHHaa KomaHga wucnonb3yeTcs A1 NPOCMOTPa MaKCMMasIbHOrO KOosMyecTBa [pynn MHOroaapecHoi
paccbiiku Ha oguH nopt. Ecnn IPv4 nnu IPv6-agpec He ykasaH, To nogpasymeBaercs |Pv4.

CuHTakcuc
show max_mcast_group [ports <portlist> | vlanid <vlanid_list>] {[ipv4 | ipv6]}

MapameTpsbl

ports — ykasblBaeT guanasoH NopToB, A5 KOTOpbIX GyAeT oTobpaxeHa MHopMauusi 0 MakCMMaslbHOM
KOMMYECTBO rPynn MHOroaApeCcHOR pacchl/ikn Ha NOpT.
<portlist> — BBeAMTE CNUCOK NOPTOB, A/18 KOTOPbLIX TPEbyeTCs 0TO6PasnUTb NHDOPMaLMIO.

vlanid — ykasbiBaeT gnanasoH VLAN ID, ana kotopbix 6yaet otobpaxeHa HpopmMaumss 0 MakCumasibHOM
KONM4yecTBe rpynn MHOrOaApecHOi paccbiku.
<vlanid_list> — BBegute cnucok VLAN ID.

ipv4 — (onuuoHanbHO) yKasbiBaeT 0TO6PaXKEHNE MAKCUMasIbHOMO KO/IMYECTBA MosyyeHHbIX IPv4-aapecos.

ipv6 — (ONUMOHA/ILHO) YKa3bIBAET OTOOPaXKEHVE MaKCMMa/IbHOTO KONMYecTBa NosyYeHHbIX |[Pv6-aipecos.

OrpaHuyeHus
Her.

Mpumep

OTo6paxeHne MakCUMasbHOro KosuvecTBa rPynn  MHOrOaApPecHOi paccbiikM, K KOTOPbIM — MOTyT
npucoeanHUTLCA NopThl 1 1 2:
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DGS-3000-28XMP:admin# show max_mcast_group ports 1-2
Ccommand: show max_mcast_group ports 1-2

Port Max Multicast Group Number Action
100 Drop
2 Infinite Drop

Total Entries: 2

DGS-3000-28XMP : admin#

OTobpaxeHne MaKCUMaslbHOro KoNu4yecTsa rpynn  MHOroaApecHOW paccblkM, K KOTOPbIM — MOTyT
npucoeanHuteca VLAN 1 un 2:

DGS-3000-28XMP:admin# show max_mcast_group vlanid 1-2
Command: show max_mcast_group vlanid 1-2

VLAN Max Multicast Group Number Action
1 Infinite Drop
2 10 Drop

Total Entries: 2

DGS-3000-28XMP : admin#

55-9 show limited_multicast_addr

OnucaHue

[JaHHas KomaH[a WCronb3yeTcs A1 0TOOpakeHUs AmanasoHa MHOroagpecHbIX afpecoB No noprty wuam
VLAN.

Mpun HacTpoike PYHKUUM Ha NOPTY OrpaHNYEHO KO/IMYECTBO rpynn MHOIoaApecHOW paccblikuy, ynpaBnseMbIX
dyHKkumaMn IGMP nnan MLD Snooping, a Takke dyHkumamm IGMP n MLD 3 ypoBHA. Ecnu doyHKums
HacTpoeHa Ha VLAN, TO oOrpaHM4eHO KOMMYeCTBO [pynn MHOroagpecHon paccblUikv, Yrpas/iseMblX
dyHKunaAMn IGMP unnm MLD 3 ypoBHS.

Ecnn IPv4 nnu IPv6-agpec He ykasaH, To nogpasymeBaercs IPv4,

CuHTakcuc
show limited_multicast_addr [ports <portlist> | vlanid <vlanid_list>] {[ipv4 | ipv6]}

MapameTpbl

ports — ykasbiBaeT [Avana3oH MopToB, ANS KOTOPbIX OyaeT oTo6pakeHa wHgopmauus o yHKLun
hnnbTpaumMm MHOroagpecHbix agpecos.
<portlist> — BBeaMTe CNUCOK HACTpanBaeMbIX NOPTOB.

vlanid — ykasbiBaeT gmanasoH VLAN ID, ansa kotopbix Oyfder oTobpaxeHa uHAopMaums o yHKuuU
hnnbTpaumm MHOroagpecHbIX agpecos.
<vlanid_list> — BBegnte cnucok VLAN ID.
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ipv4 — (onuuoHasibHO) yKa3blBaeT oTo6paxeHue |Pv4-npodnneii, ¢ KOTOpPbIMW acCoLMMPOBaH NopT.

ipv6 — (onuuoHasibHO) yKa3blBaeT oTo6paxeHne IPV6-npodiuseil, C KOTOPbIMU acCoLMMPOBaH MopT.

OrpaHuyeHus
Her.

Mpumep
OTOo6pakeHVe orpaHnuYeHns guanasoHa MHoroagpecHbIX agpecos Ha noptax 1 v 3:

DGS-3000-28XMP:admin# show limited_multicast_addr ports 1,3
Ccommand: show limited multicast_addr ports 1,3

Port 1

Access . Deny

Profile ID Name Multicast Addresses

1 customer 224.19.62.34 - 224.19.162.200
Port 3

Access : Deny

Profile ID Name Multicast Addresses

1 customer 224.19.62.34 - 224.19.162.200
DGS-3000-28XMP : admin#

OTOobGpaXeHne orpaHMYeHs MHOroaApeCcHoOM paccblfiki, HacTpoeHHoro anst VLAN 1:

DGS-3000-28XMP:admin# show limited _multicast_addr vlan 1
Command: show limited_multicast_addr vlan 1

VLAN ID 01

Access . Deny

Profile ID Name Multicast Addresses

1 customer 224.19.62.34 - 224.19.162.200
Success.

DGS-3000-28XMP :admin#

55-10 config cpu_filter 13_control_pkt

OonucaHue

JaHHas KoMaHAa MCNoNb3yeTcs AN HACTPOMKK hunbTpa yNpaBAsioLmMx NakeToB 3 YPOBHS Ha MOPTY.

CuHTakcuc
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config cpu_filter I13_control_pkt <portlist> [{dvmrp|pim|igmp_query |ospf | rip | vrrp} | all] state
[enable | disable]

MapameTpbl

<portlist> — yka3biBaeT CNNUCOK NOPTOB /18 HACTPOIKN OMILTPALMMN YNPAB/ISIOWMX NAKETOB.

dvmrp — (onuMoHasibHO) yKasbiBaeT hubTpaLmio ynpasnsowmx naketos DVMRP.

pim — (onuuoHasIbHO) YKasbiBaeT uNbLTpaLuio ynpasaaoLwmx naketos PIM.

igmp_query — (onumoHasbHO) yKkasblBaeT ounsTpaLyio ynpaensoLwmx naketos IGMP Query.

ospf — (onuroHasibHO) yKa3biBaeT husTpaLmio ynpasnsowmx naketos OSPF.

rip — (onNuMoHas1bHO) yKa3blBaeT huasTpaymnio ynpasnstowmx naketos RIP.

vITp — (ONUMOHasIbHO) YKa3bIBaeT (MNLTPaLMIO YNpaBnsiowmx naketoB VRRP.

all — ykasbiBaeT ounbTpaLmio BCexX ynpaBnsaoLWmx NakeToB 3 ypoBHS.

state — ykasbIBaeT CTaTyC YHKLMM nabTpaLmm.
enable — yka3bIBaeT Bk/lOUEHME QUYHKLMU puILTPALUMN.
disable — ykasbiBaeT oTkoUeHEe OyHKLMN donabTpaummn. Mo yMmonyaHuio qoyHKLMSI OTK/OYEHA.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator unn Power-User MOTryT BbINOSHATL AaHHY0 KOMaHAy.

Mpumep
dunsTpaunsa ynpasnsowmx naketose DVMRP Ha noptax 1 1 2:

DGS-3000-28XMP:admin# config cpu_filter 13_control_pkt 1-2 dvmrp state enable
Command: config cpu_filter 13_control_pkt 1-2 dvmrp state enable

Success.

DGS-3000-28XMP : admin#

55-11 show cpu_filter I3_control_pkt ports
OnucaHue
[JaHHas KkomaHga 1cnosb3yeTcsa 418 npocmoTpa nHdopMalmn o ctatyce cpunstpauumn LMY ynpasnsoLwmx

nakeToB 3 YPOBHS.

CunHTtakcuc
show cpu_filter I3_control_pkt ports {<portlist>}

MapameTpsbl

<portlist> — (onuMoHasIbHO) YyKa3blBaeT CNMCOK MOPTOB, AJ/1A KOTOPbIX HEo6XoAMMO OTo6pasnTb
WHhopMaLMIo 0 hubTpaLun ynpasiaioLLmMX NakeTos 3 YPOBHS.

OrpaHuyeHus
Her.

Mpumep
OTob6paxeHune ctaryca thunstpayumn gns noptos 1 u 2:
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DGS-3000-28XMP:admin#show cpu_filter 13_control_pkt ports 1-2
Command: show cpu_filter 13_control_pkt ports 1-2

Port IGMP Query DVMRP PIM 0SPF RIP VRRP
1 Disabled Enabled Disabled Disabled Disabled Disabhled
2 Disabled Enabled Disabled Disabled Disabled Disabled

DGS-3000-28XMP: admin#
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56. KomaHabl Multicast VLAN

enable igmp_snooping multicast_vlan

enable mld_snooping multicast_vlan

disable igmp_snooping multicast_vlan

disable mld_snooping multicast_vlan

create igmp_snooping multicast_vlan <vlan_name 32> <vlanid 2-4094> {remap_priority [<value 0-7> |
none] {replace_priority}}

create igmp_snooping multicast_vlan_group_profile <profile_name 1-32>

create mild_snooping multicast_vlan <vlan_name 32> <vlanid 2-4094> {remap_priority [<value O0-7> |
none] {replace_priority}}

create mld_snooping multicast_vlan_group_profile <profile_name 1-32>

config igmp_snooping multicast_vlan <vlan_name 32> {[add | delete] [member_port <portlist> |
[source_port <portlist> | untag_source_port <portlist>] | tag_member_port <portlist>] | state [enable|disable]
| replace_source_ip <ipaddr> | remap_priority [<value 0-7> | none] {replace_priority}}(1)

config igmp_snooping multicast_vlan_group_profile <profile_name 1-32> [add | delete]
<mcast_address_list>

config igmp_snooping multicast_vlan_group <vlan_name 32> J[add | delete] profile_name
<profile_name 1-32>

config igmp_snooping multicast_vlan forward_unmatched [enable | disable]

config mld_snooping multicast vlan <vlan_name 32> {[add | delete] [member_port <portlist> |
[source_port <portlist> | untag_source_port <portlist>] | tag_member_port <portlist>] | state [enable |
disable] | replace_source_ipv6 <ipv6addr> | remap_priority [<value 0-7> | none] {replace_priority}}(1)

config mld_snooping multicast_vlan_group_profile <profile_ name 1-32> [add | delete]
<mcastv6_address_list>

config mld_snooping multicast_vlan_group <vlan_name 32> [add | delete] profile_name <profile_name
1-32>

config mld_snooping multicast_vlan forward_unmatched [disable | enable]

show igmp_snooping multicast_vlan_group {<vlan_name 32>}

delete igmp_snooping multicast_vlan_group_profile [profile_name <profile_name 1-32> | all]

delete igmp_snooping multicast_vlan <vlan_name 32>

delete mld_snooping multicast_vlan_group_profile [profile_name <profile_name 1-32> | all]

delete mld_snooping multicast_vlan <vlan_name 32>

show igmp_snooping multicast_vlan_group_profile {< profile_name 1-32>}

show igmp_shooping multicast_vlan {<vlan_name 32>}

show mid_snooping multicast_vlan_group_profile {<profile_name 1-32>}

show mid_snooping multicast_vlan_group {<vlan_name 32>}

show mld_snooping multicast_vlan {<vlan_name 32>}

56-1 enable igmp_snooping multicast_vlan
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OnucaHue
[aHHasi komaHga ncnonblyercs ans BkaueHms multicast VLAN.

CuHTakcuc
enable igmp_snooping multicast_vlan

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINOHATb AAaHHYHO KOMaHAY.

Mpumep
no6anbHoe BkNoveHne multicast VLAN IGMP Snooping Ha komMmyTaTtope:
DGS-3000-28XMP:admin# enable igmp_snooping multicast_wvlan

Command: enable igmp_snooping multicast_vlan
Success.

DGS-3000-28XMP : admin#

56-2 enable mld_snooping multicast_vlan

OonucaHue

[JaHHas komaHga ncnonb3yeTca And BkaveHua multicast MLD Snooping VLAN. Mo ymonuaHuio dyHKUUsS
OTK/IIOHEHA.

CuHTakcuc
enable mld_snooping multicast_vlan

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny ypoBHs Administrator MOryT BbINOHATb AAaHHYHO KOMaHAy.

Mpumep
BkntoueHne multicast MLD Snooping VLAN:

DGS-3000-28XMP:admin#enable mld_snooping multicast_vlan
Command: enable mld_snooping multicast_wvlan

Success.

DGS-3000-28XMP : admin#

56-3 disable igmp_snooping multicast_vlan
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OnucaHue
[aHHasi komaHaa Ucnonb3yeTcs Anga oTkaveHmsa multicast IGMP Snooping VLAN. o ymonyaHuio oyHKLmMs
OTK/IHOYEeHa.

CuHTakcuc
disable igmp_snooping multicast_vlan

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHay.

Mpumep
OtkntoueHme multicast IGMP Snooping VLAN:

DGS-3000-28XMP:admin# disable igmp_snooping multicast_wvlan
Command: disable igmp_snooping multicast_vlan

sSuccess.

DGS-3000-28XMP : admin#

56-4 disable mld_snooping multicast_vlan

OnucaHune
[JaHHas koMaHga ucnonb3yetca Anga otkmoyeHusa multicast MLD Snooping VLAN. o ymonuaHuio pyHKumna
OTKJ/THOYEHa.

CuHTakcuc
disable mld_snooping multicast_vlan

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator MOryT BbINOMHATb AAHHYHO KOMaHAY.

Mpumep
OTknoyeHne multicast MLD Snooping VLAN:

DGS-3000-28XMP:admin#disable mld_snooping multicast_vlan
Command: disable mld_snooping multicast_wvlan

Success.

DGS-3000-28XMP : admin#
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56-5 create igmp_snooping multicast_vlan

OnucaHue

[JaHHas komMaHga wucnosnb3yetca Ansa cosgaHmsa multicast VLAN 1 BbINO/HEHWS YKa3aHHbIX B Hel
napameTpoB. MoXHO HacTpouTb 6Goniee ogHoi multicast VLAN. MakcumanbHO [A0NyCTUMOE KO/MYECTBO
HacTpaunBaembiX VLAN cocTaBnseT 5.

Y cospgaHHbix multicast IGMP Snooping VLAN [0/XHbI 6bITb YHUKaUuTbHble VLAN ID 1 uMs, TO eCTb A/19 HUX
Henb3Aa ncrnonb3osaTtb UMA UM VLAN ID nobbix yxe cywecTsytowmx 802.1q VLAN.

Takke HeobxoaAMMO yUnTbIBaTb CrieaytoLme yCoBus:
*  Multicast VLAN He MOryT 6bITb HACTPOEHbI N/ OTOGPaXKEeHbI C MOMOLLLI0 kKoMaHg, 802.1Q VLAN.
* |IP-uHTepdelic He MOXeT 6bITb NpMBA3aH k multicast VLAN.
*  ®yHKkuma Snooping multicast VLAN cywecTByeT cOBMeCTHO ¢ dhyHkumeid 802.1q VLAN Snooping.

CuHrtakcuc
create igmp_snooping multicast_vlan <vlan_name 32> <vlanid 2-4094> {remap_priority [<value 0-7> |
none] {replace_priority}}

MapameTpbl

<vlan_name 32> — BBegnTe umsa multicast VLAN. MakcMmasibHOe KOIMYeCTBO CUMBO/IOB B UMEHU — 32.

<vlanid 2-4094> — sBeegute VLAN ID co3gaBaemoin VLAN. [locTyneH agnanasoH 3HadeHuii oT 2 go 4094,

remap_priority — (onunoHasbHO) yKa3blBaeT cMeHy npuoputeta (o1 0 Ao 7), NpuBsI3aHHOrO K Tpadmky
OaHHbIX, KOTOpbIA nepegaetca multicast VLAN. EcnvM  ykasaH napameTp hone, MWCMOMb3yeTcs
nepBoHaYanbHbIV NpuopuTeT naketa. None — HACTPOIKa No ymosi4aHuio.
<value 0-7> — BBeguTe 3Ha4YeHue npuoputeTa. JoCTyneH ananasoH 3HadyeHuin ot 0 Jo 7.
none — yka3bIBaeT NCMNO/Ib30BaHME NEPBOHAYa/ILHOIO NPUopUTETa NakeTa.
replace_priority — (onuuoHasibHO) YyKasblBaeT, 4YTO NPUOPUTET naketTa OyAeT nepemapkypoBaH
KOMMYTaTOpPOM Ha 3HaueHue, ykazaHHOe B OnuMu remap_priority. [laHHblin chnar 6yneT geiicTBoBaTh,
TO/IbKO €C/IM YKa3aHa CMeHa npuopuTeTa.

OrpaHuyeHus
Tonbko nonb3oBarenu ypoHs Administrator, Operator nnam Power-User MOryT BbINO/HATb AaHHY0 KOMaHay.

Mpumep
CosgaHune multicast IGMP Snooping VLAN ¢ umeHem mv1 n VID 2:

DGS-3000-28XMP:admin# create igmp_snoop multicast_vlan mvil 2
Command: create igmp_snoop multicast_vlan mvl 2

Success.

DGS - 3000 - 28XMP : admin#

56-6 create igmp_snooping multicast_vlan_group_profile
OnucaHue
[JaHHas komaHAa ncnonb3yeTcs s co3gaHns npoduns rpynnsl MHOroagpecHoi paccbiiku IGMP Snooping

Ha KOMMyTaTope

CuHTakcuc
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create igmp_snooping multicast_vlan_group_profile <profile_name 1-32>

MapameTpbl

<profile_name 1-32> — BBegute umsa npocunsa rpynnbl multicast VLAN. MakcumanbHoe KOnmyecTBo
C/IMBOJIOB B UMeHU — 32.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator unv Power-User MOTryT BbINOSHATL AAaHHYI0 KOMaHAy.

Mpumep
CoszgaHve npocuns rpynnbsl MHOroagpecHoi paccbinkm IGMP Snooping ¢ MMeHeM «test»:

DGS-3000-28XMP:admin# create igmp_snooping multicast_wlan_group_profile test
Command: create igmp_snooping multicast_wvlan_group_profile test

Success.

DGS-3000-28XMP : admin#

56-7 create mld_snooping multicast_vlan

OnucaHune

[aHHasi KomaHaa ncnosnb3yeTcs ansa cosgaHmsa multicast MLD Snooping VLAN 1 BbINO/THEHUS YKa3aHHbIX B
Heli napameTpoB. MOXHO HacTpouTb 6onee ogHoii multicast VLAN. Y co3gaHHbIx multicast MLD Snooping
VLAN p0/mxHbI 6bITb YHUKaIbHble VLAN ID 1 nMs, TO eCcTb /19 HUX Henb3sA Ucnonb3osatb Ums uam VLAN 1D
nobbIX yxe cywecTsytowmx 802.1q VLAN. Takke Heo6xo4MMO yunUTbiBaTh Criedytolime ycnosusa: multicast
VLAN He MOryT 6bITb HACTPOEHbI WU O0ToBpaxkeHbl ¢ nomoLbio komaHg 802.1Q VLAN; IP-uHtepdeiic He
MOXeT 6bITb npuBa3aH k multicast VLAN; diyHkuma Snooping multicast VLAN cyLlecTByeT COBMECTHO C
doyHkumen 802.1q VLAN Snooping.

CuHTakcuc
create mld_snooping multicast_vlan <vlan_name 32> <vlanid 2-4094> {remap_priority [<value 0-7> |

none] {replac e_priority}}

MapameTtpsbl

<vlan_name 32> — Beegute ums multicast VLAN. MakcumasibHOe KO/IM4eCTBO CUMBOJIOB B UMEHU — 32.

<vlanid 2-4094> — sBeeante VLAN ID co3gaBaemoit multicast VLAN. [JocTyneH anana3oH 3Ha4yeHwuii oT 2 Ao
4094,

remap_priority — (onunoHasibHO) ykasbiBaeT cMeHy npuoputeta (o1 0 0o 7), NPpUBA3AHHOIO K Tpaduky
OaHHbIX, KOTOpbIi nepegaetca multicast VLAN. EcnvM  ykasaH napameTp nhone, MWCMOMb3yeTcs
nepBoHavasibHbIi NpropuTeT naketa. None — HACTPOiKa No yMOYaHuio.
<value 0-7> — BBeguTe 3Ha4YeHne npuopuTeTa. ocTyneH gmanasoH 3HayeHuii ot 0 Jo 7.
none — yKka3bIBa€eT CNO/Ib30BaHME NepBOHaYasIbHOIO NPUOpUTETa Nakera.
replace_priority — (onuuoHasibHO) YyKasblBaeT, 4YTO MNPUOPUTET MNakeTa OyAeT nepemapknpoBaH
KOMMYTaTOpPOM Ha 3Ha4eHue, ykazaHHOe B OMnuMu remap_priority. [laHHblin hnar 6yneT geiictBoBaThb,
TO/IbKO €C/IM YKa3aHa CMeHa npuopuTeTa.

OrpaHuyeHus
Tonbko nosb3oBarenu ypoHs Administrator, Operator nnam Power-User MOryT BbINO/HATb AaHHY0 KOMaHay.
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Mpumep
CosgaHme multicast MLD Snooping VLAN ¢ nmeHem mvl n VID 2:

DGS-3000-28XMP:admin#create mld_snooping multicast_vlan mvli 2
Command: create mld_snooping multicast_wvlan mvl 2

Success.

DGS-3000-28XMP : admin#

56-8 create mld_snooping multicast_vlan_group_profile
OnucaHue
[aHHas KoMaHga Mcnosb3yeTcs A8 co3gaHnsa Npoduasa rpynnbl MHOrOaApecHo paccblsiku. Mmsa npodunns

Ans MLD Snooping A0/MKHO 6bITb YHUKA/IbHBIM.

CuHTakcuc
create mld_snooping multicast_vlan_group_profile <profile_name 1-32>

MapameTpbl

<profile_name 1-32> — BBegute umsa npocunsa rpynnbl multicast VLAN. MakcumasibHO [0onycTumoe
KO/IMYECTBO CMMBOJIOB B MMEHN — 32,

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nnn Power-User MOryT BbINOHATL AaHHYI0 KOMaHAy.

Mpumep
CosgaHune npodunns rpynnbl MHOroagpecHoi paccbisikn MLD Snooping ¢ MMeHeM «mtest»:

DGS-3000-28XMP:admin#create mld_snooping multicast_vlan_group_profile mtest
Command: create mld_snooping multicast_wlan_group_profile mtest

Success.

DGS-3000-28XMP : admin#

56-9 config igmp_snooping multicast_vlan

OnucaHue

[aHHaa KomaHAa ucnonb3yetcs AN fobasBneHus nopra-yyacTHMKa M MopTa UCTOYHUKA B CMMCOK MOPTOB
yyacTHukoB multicast VLAN. TlopTbl-y4aCTHUKM aBTOMATUYECKM CTAHOBATCA HEMapKUpOBaHHbIMU
yyacTtHukamy multicast VLAN, a nopTbl UCTOYHMKA — MapPKUPOBaHHbIMU. TeM He MeHee, MOPTbl-yYaCTHUKK
opHoli multicast VLAN moryT coBnagatb C nopTaMu-ydyacTHUkammn gpyroin multicast VLAN.

Mepen HacTpoiikoii Heobxoammo cosgatb multicast VLAN, ucnonb3ys koMaHgy create igmp_snooping
multicast_vlan.

CuHTakcuc

config igmp_snooping multicast_vlan <vlan_name 32> {[add | delete] [member_port <portlist> |
[source_port <portlist> | untag_source_port <portlist>] | tag_member_port <portlist>] | state [enable]|
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disable] | replace_source_ip <ipaddr> | remap_priority [<value 0-7> | none] {replace_priority}}(1)

MapameTpbl

<vlan_name 32> — Beeaute umsa multicast VLAN. MakcumanbHO A0NYyCTMMOE KOMUYeCcTBO CMMBOJSIOB B
UMeHn — 32.

add - yka3biBaeT gobaBsieHne nopra K ykazaHHoi multicast VLAN.

delete — ykasblBaeT yganeHve nopra 13 ykasaHHoii multicast VLAN.

member_port — yka3biBaeT fobaBneHve nopra-yvyacTHVKa Uav guanasoHa nopToB-y4acTHUKOB K multicast
VLAN. YKa3aHHble B Anana3oHe nopTbl 6yayT HEMapKMpPOBaHHbIMKM yYacTHUKamm multicast VLAN.
<portlist> — BBeNTE CNNCOK HACTpPanBaemblIX MOPTOB.

source_port — ykasblBaeT NopT Uaun gruanasoH nopTos, KOTOpble HEOOXoAMMO A06aBMTbL K multicast VLAN.
<portlist> — BBeuTe CNNCOK HACTpanBaembIX MOPTOB.

untag_source_port — ykasbiBaeT MNOPT WCTOYHMKA WM  AManasoH MOPTOB  WUCTOYHMKA  Kak
HEMapPKMPOBaHHbIX  y4yacTHMKOB multicast VLAN. PVID HemapkMpoBaHHOrO nopta WCTOYHUKA
aBTOMaru4yeckn meHsietca Ha multicast VLAN. MNopTbl ICTOYHMKA AO/MKHbI ObITb UM MapKUPOBAHHLIMU, NN
HEMapKMpPOBaHHbIMK Yy4yacTHMKamMn ogHoi multicast VLAN, To ecTb 06a Buga NOpTOB HE MOryT 6bITb
y4yacTHMKaMmM OfHOI 1 Tol e multicast VLAN.

<portlist> — BBeagMTE CNNCOK HACTpPanBaeMbIX NOPTOB.

tag_member_port — ykasbiBaeT nopT WM Avanas3oH MOPTOB, KOTOPble CTaHyT MapKUPOBaHHbLIMU
yyacTHMKamu multicast VLAN.
<portlist> — BBeuTe CNNCOK HACTpPanBaembIX MOPTOB.

state — yka3bIBa€eT BK/OUEHNE NN OTKMOUYeHMe multicast VLAN.
enable — ykasbiBaeT BkoueHne multicast VLAN.
disable — yka3biBaeT oTktoueHme multicast VLAN.

replace_source_ip — ykasblBaeT 3ameHy |IP-agpeca MUCTOYHMKA B MakeTe NPUCOEAVMHEHUS K rpynne Ha
ykasaHHbIii IP-agpec nepeps nepecbiikoii naketa. Ecnu ykasaHo 0.0.0.0, IP-agpec uctouHuka He 6yget
3aMeHeH.

<ipaddr> — BBeguTe agpec, Ha KOTOpbI HEO6X0AMMO 3aMEHUTb HavaslbHbIN IP-aapec NCTOYHUKA.

remap_priority — (onunoHasbHO) yKa3blBaeT cMeHy npuoputeta (0T 0 Ao 7), NpuBsI3aHHOrO K Tpadmky
OaHHbIX, KOTOpbI nepegaetca multicast VLAN. EcnvM  ykasaH napameTp hone, MWCMOMb3yeTcs
nepBoHaYanbHbIV NpuopuTeT naketa. None — HACTPOIKa No ymos4aHuio.
<value 0-7> — BBeguTe 3Ha4YeHue npuoputeTa. JoCTyneH ananasoH 3HadyeHuin ot 0 Jo 7.
none — yka3bIBaeT NCMNO/Ib30BaHME NEPBOHAYa/ILHOIO NPUopUTETa NakeTa.
replace_priority — (onuuoHasibHO) YyKasblBaeT, 4YTO MNPUOPUTET naketa OyAeT nepemapkypoBaH
KOMMYTaTOpPOM Ha 3HaueHue, ykasaHHOe B OnuMu remap_priority. [laHHblin hnar 6yneT geiicTBoBaTh,
TO/IbKO €C/IM YKa3aHa CMeHa npuopuTeTa.

OrpaHuyeHus
Tonbko nonb3oBarenu ypoHs Administrator, Operator nnan Power-User MOryT BbINO/HATb AaHHY0 KOMaHay.

Mpumep

HacTtpoiika multicast IGMP Snooping VLAN ¢ umeHem «mvl», ykasaHue noptoB 1 m 3 B KayecTBe
yyacTHukoB multicast VLAN, 1 yctaHOBKa cocTosiHust enable:
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DGS-3000-28XMP:admin# config igmp_snooping multicast_wlan mvl add member_port 1,3 state
enable

Command: config igmp_snooping multicast_wvlan mvl add member_port 1,3 state enable

Success.

DGS-3000-28XMP : admin#

56-10 config igmp_snooping multicast_vlan_group_profile

OnucaHue
[aHHaa KomaHAa WCMonb3yeTrcs A1 HACTPOMKM Npodnns rpynnbl MHOroagpecHoil paccbiikn IGMP
snooping Ha KOMMyTatope U A0GaBneHns Unu yaaseHus agpecoB MHOroafpecHO pacchbiikym ANns 3T0ro
npodonns.

CuHTakcuc
config igmp_snooping multicast_vlan_group_profile <profile_name 1-32> [add | delete]

<mcast_address_list>

MapameTpsbl

<profile_name 1-32> — BBegute umsa npocuna rpynnsl multicast VLAN. MakcumasibHoe KONM4ecTBo
CVYIMBOJIOB B UMeHU — 32.

add - ykasbiBaeT fobaB/ieHne cnmcka agpecoB MHOroaapecHo paccbinikv K npodomto multicast VLAN.

delete — yka3biBaeT yganeHve cnvcka agpecoB MHOroaApecHol paccbiiku n3 npoduns multicast VLAN.

<mcast_address_list> — BBegute IP-agpec multicast VLAN. 3T0 MOXeT 6bITb OAMH aApec MHOroagpecHoi
paccbifikn unuM Cnucok/gmanas3oH afpecoB MHOTOaApPEecHOW pacchliku. Agpeca B ChMCKe [OMKHbI ObITb
pasfeneHbl 3ansTeiMy. [lnanasoH apecoB yKa3blBaeTcs ¢ NOMOLLbH Aeduca.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator unn Power-User MOryT BbINOMHATL AAHHYI0 KOMaHAy.

Mpumep
[JobaBneHne agpecoB MHOroaApecHoOW paccbiiki K Npodnso MHOroagpecHoi paccbiikm multicast VLAN
IGMP Snooping ¢ umMeHeM «test»:

DGS-3000-28XMP:admin# config igmp_snooping multicast_wlan_group_profile test add
225.1.1.1,225.1.1.8-225.1.1.10

Command: config igmp_snooping multicast_wvlan_group_profile test add 225.1.1.1,225.1.1.8-
225.1.1.10

Success.

DGS-3000-28XMP : admin#

56-11 config igmp_snooping multicast_vlan_group

OnucaHue
[aHHasi koMaHA4a MCNoMb3yeTCsl AN HACTPOWMKK FPynMnbl MHOrOaAPECcHON pacCbl/ikM, U3YYEHHOW yKasaHHOIA
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multicast VLAN.

PaccmoTpum cnegytoLume npumepsl:

Mpumep 1: rpynna MHOroagpecHOo pacchi/ikKu He HacTpoeHa, y multicast VLAN HeT coBnagarowmx nopTos-
YYaCTHMKOB, 1 NaKeT NpUCoOeAMHEHNs K rpynne nsydaetcs ToNbko Ha multicast VLAN, yyacTHUKOM KOTOPOIA
ABMISAETCA SaHHbIA MOPT.

Mpumep 2: nakeT npucoeamHeHns nsydaetcsa Ha multicast VLAN, KoTopasi COAepXWT rpynny HasHadeHus.
Ecnu rpynna MHOroafpecHO paccCblfiKM Ha3Ha4deHus nakeTa NPUCOeSUHEHMS K Fpynne He MOXET ObiTb
OTHeceHa HM K ofgHol multicast VLAN, KOTOpPOI NpvHaANEXWUT AaHHbIA NOPT, TO NakeT NPUCOeAMHEHMs K
rpynne 6yaet nsydyeH Ha VLAN gaHHOro nakerta.

'Y MpumeyaHue: OAnH Npoduib HE MOXET NOBTOPATLCA B pasHbix multicast VLAN. K
\ multicast VLAN MOXHO f06aB1Tb HECKO/IbKO NPOodInneil.
CuHTakcuc
config igmp_snhooping multicast_vlan_group <vlan_name 32> [add | delete] profile_name

<profile_name 1-32>

MapameTpsbl

<vlan_name 32> — BBegute ums multicast VLAN. MakcumasibHoe KOIMYeCTBO CUMBO/IOB B MMEHN — 32.

add — BbInonHAeT NpuBA3Ky npodunsa kK multicast VLAN.

delete — oTmeHseT npuBa3sky npodunsa k multicast VLAN.

profile_name — yka3biBaeT umsa npodmns multicast VLAN.

<profile_name 1-32> — BBegute uma npodwuna multicast VLAN. MakcumasibHoe KO/MyecTBO
CYIMBO/OB B UMEHU — 32.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nnv Power-User BbINOAHATL AaHHYIO KOMaHay.

Mpuwmep
Job6asneHune npocunsa IGMP Snooping K rpynne multicast VLAN ¢ uMeHeM «v1»:

DGS-3000-28XMP:admin# config igmp_snooping multicast_wvlan_group vl add profile_name channel_1

Command: config igmp_snooping multicast wlan _group vl add profile name channel 1
Success.

DGS-3000-28XMP : admin#

56-12 config igmp_snooping multicast_vlan forward_unmatched

OnucaHue

[aHHaa koMaHAa Mcnosb3yeTca A1 HacTPOK/M pexrMa Nepecbisiki NakeToB, He COOTBETCTBYIOLUMX HWU
ogHomy npochunto multicast VLAN. Korga kommyTtatop nonyyaet naket IGMP Snooping, oH conoctasnsieT
nakeT ¢ npodgonaieM MHOroagpecHol paccbliku, YTobbl onpeaennTb, K kakoi multicast VLAN cneayet ero
npueasarb. Ecnn naket He COOTBETCTBYET HU OAHOMY Mpodouso, OH ByAeT nepecsaH WM OTOPOLUEH, B
3aBUCUMOCTU OT NapamMeTPOB AaHHON KOMaHAbI.

Mo ymonyaHuto naket 6yaeT oTOpOLLEH.
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CuHTakcuc
config igmp_snooping multicast_vlan forward_unmatched [enable | disable]

MapameTpbl

enable — yka3biBaeT, 4yTO nakeT 6yaert nepefaH Ha VLAN.

disable — yka3biBaeT, uTO naket Oyaet oTO6pOLLEH.

OrpaHuyeHus
Tonbko nonb3oarenu yposHa Administrator, Operator unv Power-User MOTyT BbINOHATL AAaHHYI0 KOMaHAy.

Mpumep
HacTpoiika pexuma nepecbiikn naketoB IGMP Snooping, He COOTBETCTBYHLMX HW OAHOMY MNpPOOUsI0
multicast VLAN:

DGS-3000-28XMP:admin# config igmp_snooping multicast_vlan forward_unmatched enable
Command: config igmp_snooping multicast_wvlan forward_unmatched enable

Success.

DGS-3000-28XMP : admin#

56-13 config mld_snooping multicast_vlan

OnucaHue

[JaHHas komaHAa ncnonb3yetcsa Ana HacTpoikyu multicast MLD Snooping VLAN. Cnvcok NopToB-y4acTHUKOB
M CMNCOK MOPTOB UCTOYHMKA HE AO/MKHbI COBNajaTb. TeM He MeHee, MOPT-y4yacTHUK ogHoi multicast VLAN
MOXeT coBnacTtb C noptom Apyroin multicast VLAN. Mepen HacTpoiikoin Heobxogumo co3gatb multicast
VLAN, ncnonb3ysa komaHay create mld_snooping multicast_vlan.

CuHTtakcuc

config mld_snooping multicast_vlan <vlan_name 32> {[add | delete] [member_port <portlist> |
[source_port <portlist> | untag_source_port <portlist>] | tag_member_port <portlist>] | state [enable]|
disable] | replace_source_ipv6 <ipv6addr> | remap_priority [<value 0-7> | none] {replace_priority}}(1)

MapameTpsbl

<vlan_name 32> — BBeauTte umsa multicast VLAN. MakcMMasibHOe KOMIMYeCTBO CMMBOJIOB B MUMeHU — 32
Cc/MMBONA.

add - ykasbiBaeT gobassieHne NopToB K ykazaHHo multicast VLAN.

delete — yka3blBaeT yganeHne NopToB 13 ykazaHHoW multicast VLAN.

member_port — yka3biBaeT fobaBneHve nopra-yvyacTH/Ka Uav guanasoHa NopToB-y4aCcTHUKOB K multicast
VLAN. Yka3zaHHble B Anana3oHe nopTbl ABAATCA HeMapKUPOBaHHbIMK yyacTHUKamun multicast VLAN.
<portlist> — BBeuTE CNNCOK HACTpanBaembIX MOPTOB.

source_port — ykasblBaeT NopT Uan gruanasoH nopTos, KOTOpble HEOOXoAMMO A06aBMTbL K multicast VLAN.
<portlist> — BBeuTe CNNCOK HACTpanBaemblIx MOPTOB.

untag_source_port — ykasbiBaeT MNOPT WCTOYHMKA WAW  AMana3oH MOPTOB  WUCTOYHWMKA  Kak
HEMapKMpoBaHHbIX  yyacTHMKOB multicast VLAN. PVID HemapkMpoBaHHOrO nopta MWCTOYHMKA
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aBTomarumyeckn meHsetca Ha multicast VLAN. MopTbl UCTOYHUKA AO/MKHBI ObITb UM MAPKUPOBAHHBLIMA, U/
HEMapKUPOBaHHbIMK Yy4yacTHVKamMy ogHoi multicast VLAN, To ecTb oba Buga mnopToB He MOryT ObiTb
yyacTHUKamMu 04HO#M 1 Toli e multicast VLAN.

<portlist> — BBeuTe CNNCOK HaCTpanBaemblIx MOPTOB.

tag_member_port — ykasbiBaeT nopt WM AuanasoH MOPTOB, KOTOPble CTaHyT MapKMpOBaHHbIMU
yyacTHMKamu multicast VLAN.
<portlist> — BBeuTe CNNCOK HACTpanBaembIX MOPTOB.

state — yka3bIBa€eT BK/tOUEHUE MK OTKoYeHMe multicast VLAN.
enable — yka3biBaeT BkoueHne multicast VLAN.
disable — yka3biBaeT oTk/toueHe multicast VLAN.

replace_source_ipv6 — yka3biBaeT 3ameHy |IPv6-agpeca UCTOUHUKA B NakeTe NPUCOeAMHEHUS K Tpynne Ha
ykazaHHbIli IPv6-aapec nepes nepecbinkoi nakera.
<ipv6addr> — BBeguTte IPv6-agpec.

remap_priority — (onunoHasbHO) yKa3blBaeT cMeHy npuoputeta (0T 0 Ao 7), NpuBsI3aHHOIO K Tpadmky
JaHHbIX, KOoTopblli nepepaeTcs multicast VLAN. Ecnn  ykasaH napameTp none, MWCMofb3yeTcs
nepBoHavasibHbIA NpropuTeT naketa. None — HACTPOiKa N0 YMOTYaHWI0.
<value 0-7> — BBeguTe 3Ha4YeHne npuopuTeTa. JocTyneH agmanasoH 3Ha4eHuii ot 0 go 7.
hohe — yka3bIBaeT UCMOob30BaHNE NepBOHaYasIbHOIO NpropuTeTa NakeTa.
replace_priority — (onuMoHasIbHO) YyKasblBaeT, 4YTO NPUOPUTET nakeTa OyaeT nepemMapKupoBaH
KOMMYTaTOpOM Ha 3Ha4YeHue, ykasaHHOe B onuuy remap_priority. [JaHHblii donar 6ygeT AelicTBoBarh,
TO/IbKO €C/IM yKa3aHa CMeHa npuopuTeTa.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOHATL AaHHYI0 KOMaHay.

Mpumep
HacTtpoiika multicast MLD Snooping VLAN ¢ umeHem «v1», ykazaHue nopToB 1 1 3 B Ka4ecTBe y4aCTHUKOB
multicast VLAN, n ycTaHoBKa coCTosiHUA enable:

DGS-3000-28XMP:admin#config mld_snooping multicast_vlan vl add member_port 1,3 state enable
Command: config mld_snooping multicast_vlan vl add member_port 1,3 state enable

Success.

DGS-3000-28XMP : admin#

56-14 config mld_snooping multicast_vlan_group_profile

OonucaHue
[aHHasi komaHAa WMCMNOoMb3yeTcsl ANs HAcTPOMKK Npodnns MHOroagpecHol paccbiikn MLD Snooping Ha
KomMMyTaTope.

CuHTakcuc
config mld_shooping multicast_vlan_group_profile <profile_name 1-32> [add | delete]

<mcastv6_address_list>

MapameTpsbl

<profile_name 1-32> — BBegute umsa npocuna rpynnsl multicast VLAN. MakcumasibHoe KONM4ecTBo
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CMMBO/10B B UMEHU — 32.

add — yka3biBaeT fobaB/ieHne cnmcka MHOroapecHblx aapecos K npoduo multicast VLAN.

delete — yka3blBaeT yganeHve cnmcka MHoroagpecHblx agpecos 13 npodunia multicast VLAN.

<mcastv6_address_list> — BBeguTe IPv6-agpec multicast VLAN. 3T0 MOXeT OblTb OAWH agpec
MHOroaApecHO paccCblIKM WU CNUCOK/Anana3oH agpecoB MHOroafpecHO pacchiiki. Agpeca B Crnvcke
[OMKHbI ObITb pa3geneHbl 3ansaTbiMy. [Mana3oH agpecoB yKasbiBaeTCsl C NOMOLLbIO Aedimca.

OrpaHunyeHus
Tonbko nosb3oBarenu ypoHs Administrator, Operator nnan Power-User MOryT BbINOHATb AaHHY0 KOMaHAay.

Mpumep
[ob6aBneHne ogHOro agpeca MHoroagpecHoi paccbiikm FF1E::11 un gnanasoHa agpecoB MHOroagpecHoi
paccbinkn FF1E::12-FF1E::20 k npochunio multicast VLAN MLD Snooping ¢ nmeHeMm «mtest»:

DGS-3000-28XMP:admin#config mld_snooping multicast_vlan_group_profile mtest add FF1E::11,
FF1E::12-FF1E: :20

Command: config mld_snooping multicast_vlan_group_profile mtest add FF1E::11, FF1E::12-FF1
E::20

Success.

DGS-3000-28XMP : admin#

56-15 config mld_snooping multicast_vlan_group

OnucaHue

[aHHasi koMaH[a MCNoMb3yeTcsl AN HACTPOWMKK FPynMnbl MHOrOaApPEeCcHON pacCbl/ikK, U3YYEHHOW yKasaHHOIA
multicast VLAN.

PaccmoTpum criegytolme npumepsl:

Mpumep 1: rpynna MHOroagpecHOo pacchi/iKM He HacTpoeHa, y multicast VLAN HeT coBnagarowmx nopToB-
YYaCTHUKOB, M NaKeT NpUcoeamMHEHNs K rpynne nsydaetcs ToNbko Ha multicast VLAN, yyacTHUKOM KOTOPOIA
ABNAETCH JaHHbIN NOpT.

MpuMep 2: nakeT npucoeamHeHns nlydaetca Ha multicast VLAN, koTopasi cogepXuT rpynny MHOroaapecHol
paccbl/ikn HasHadeHusi. Ecnu rpynna MHOroafpecHoi pacChiiKM Ha3HauyeHus nakera npucoeavHeHus K
rpynne He MOXeT 6bITb OTHECEHA HM K ogHOM multicast VLAN, KOTOPOW NpMHaAANEXUT AaHHbIA NOPT, TO NakeT
npucoeamHeHns K rpynne 6yaet n3yyeH Ha VLAN gaHHOro nakera.

) MpumeyaHue: OanH nNpoduab HE MOXET MOBTOPATLCA B pasHbix multicast VLAN. K
\ multicast VLAN MOXHO f,06aB1Tb HECKO/IbKO NMPOgoneil.

CuHTakcuc

config mld_snooping multicast vlan_group <vlan_name 32> [add | delete] profile_name

<profile_name 1-32>

MapameTpsbl

<vlan_name 32> — seeanTe umsa multicast VLAN. MakcrmasibHOe KOIMYecTBO CMMBOJIOB B UMEHU — 32.
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add — BbInonHAET NpuBA3KY Npodnns K multicast VLAN.

delete — oTMeHseT npuBA3Ky npodunsa k multicast VLAN.

profile_name — yka3biBaeT nms npocdmns multicast VLAN.
<profile_name 1-32> - Beegute wumsa npodmnsa multicast VLAN. MakcmmanibHOe KONMM4ecTBO
C/YMBOJIOB B MeHU — 32.

OrpaHuyeHus
Tonbko nosb3oBarteny ypoHs Administrator, Operator nnam Power-User MOryT BbINO/HATb AaHHY0 KOMaHay.

Mpumep
Ho6asneHune npocunsa MLD Snooping ¢ nmeHem «mtest» K rpynne multicast VLAN ¢ UMeHeM «v1»:

DGS-3000-28XMP: admin#config mld_snooping multicast_wvlan_group vl add profile_name mtest
Command: config mld_snooping multicast_wlan_group vl add profile_name mtest

Success.

DGS-3000-28XMP: admin#

56-16 config mld_snooping multicast_vlan forward_unmatched

OnucaHue

[JaHHas KOMaHga MCcnonb3yeTca A1 HaCTPOWMKM peXxuma NepecbliK NakeToB, He COOTBETCTBYHLUMX HU
ogHomy npodpmnto multicast VLAN. Korga kommyTtatop nosnydaer naket MLD Snooping, OH conocTtasnsiet
nakeT ¢ npodusieM MHOrOaApecHoOl paccbifik1, YTOObl onpedennTb, K Kakoii multicast VLAN cneayet ero
npmBs3aTtb. ECNn naket He COOTBETCTBYET HWU OAHOMY NPOOWI0, TO B 3aBUCMMOCTM OT NapaMeTpoB AaHHO
KOMaHApbl OH ByaeT nepeHanpas/ieH UNn OTOPOLLEH.

Mo ymonuaHuo naket 6yaet oTOpoLLEH.

CuHTakcuc
config mld_snhooping multicast_vlan forward_unmatched [disable | enable]

MapameTpbl

enable — yka3biBaeT, 4yTO NakeT 6yaert nepesaH Ha VLAN.

disable — yka3biBaeT, uTO naket Byaet oTOpOLLEH.

OrpaHuyeHus
Tonbko nonb3oarenu yposHa Administrator, Operator unv Power-User MOTryT BbINOHATb AaHHYI0 KOMaHAy.

Mpumep
HacTpoiika pexuma nepecbiikn naketoB MLD Snooping, He COOTBETCTBYHOLMX HW OZHOMY MNPOIUIIO
multicast VLAN:

DGS-3000-28XMP:admin#config mld_snooping multicast_vlan forward_unmatched enable

Command: config mld_snooping multicast_vlan forward_unmatched enable
success.

DGS-3000-28XMP : admin#
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56-17 delete igmp_snooping multicast_vlan_group_profile
OnucaHue
[aHHasi KomaHga ucnonb3yeTcsa A1 yaasieHus ¢ KomMyTaropa npodousis MHoOroaapecHon paccoliku IGMP

Snooping.

CuHTakcuc
delete igmp_snooping multicast_vlan_group_profile [profile_name <profile_name 1-32> | all]

MapameTpbl

profile_name — yka3biBaeT nmsa npodmns multicast VLAN.
<profile_name 1-32> - Beegute wumsA npoduna multicast VLAN. MakcumasibHOe KO/IM4yecTBO
CVYMBOJIOB B MeHU — 32,

all — yka3biBaeT yaaneHue Bcex npodmnein multicast VLAN.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator unv Power-User MOTryT BbINOSHATL AAaHHYI0 KOMaHAy.

Mpumep
YaaneHvne npoguns MHoroagpecHoi paccbiiikn IGMP Snooping ¢ umeHem «MOD»:

DGS-3000-28XMP:admin# delete igmp_snooping multicast_vlan_group_profile profile_name MOD
Command: delete igmp_snooping multicast_wvlan_group_profile profile_name MOD

Success.

DGS-3000-28XMP : admin#

56-18 delete igmp_snooping multicast_vlan

OnucaHue
[aHHas kKomaHga ucnonbdyetcs ansa yganeHnsa multicast VLAN IGMP Snooping.

CuHTakcuc
delete igmp_snooping multicast_vlan <vlan_name 32>

MapameTpbl

<vlan_name 32> — Beegute nms multicast VLAN. MakcumasibHOe KO/IM4ecTBO CMMBOJIOB — 32.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator unv Power-User MOTryT BbINOHATL AAaHHYH0 KOMaHAy.

Mpumep
YpaneHve multicast VLAN IGMP Snooping ¢ UMeHeM «V1»:
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DGS-3000-28XMP:admin# delete igmp_snooping multicast_wlan vi
Command: delete igmp_snooping multicat_wvlan vl

Success.

DGS-3000-28XMP : admin#

56-19 delete mld_snooping multicast_vlan_group_profile
OnucaHune
[aHHasi komaHda ucnonb3yeTcsa Ans yganeHns npoduns rpynnbl MHOroagpecHoi paccbliiku MLD Snooping

C KOMMyTaTopa.

CuHTakcuc
delete mld_snooping multicast_vlan_group_profile [profile_name <profile_name 1-32> | all]

MapameTpbl

profile_name — yka3biBaeT ums npodpunsa multicast VLAN.
<profile_name 1-32> — BBegute umsa npoduna multicast VLAN. MakcumasibHoe KO/M4ecTBO
C/IMBOJIOB B UMeHU — 32.

all — yka3biBaeT yaaneHue Bcex npodmnein multicast VLAN.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator nnmn Power-User MOryT BbINO/HATb AAHHYI0 KOMaHAYy.

Mpumep
YpaneHvne npoduns rpynnbl MHOroaapecHoi paccbiikn MLD Snooping ¢ MMeHem «mtest»:

DGS-3000-28XMP: admin#delete mld_snooping multicast_vlan_group_profile profile_name mtest
Command: delete mld_snooping multicast_wvlan_group_profile profile_name mtest

Success.

DGS-3000-28XMP: admin#

56-20 delete mld_snooping multicast_vlan

OnucaHue
[JaHHas komaHga ucnonb3yercsa ansa yaaneHnsa multicast VLAN MLD Snooping.

CuHTakcuc
delete mld_snooping multicast_vlan <vlan_name 32>

MapameTpsbl

<vlan_name 32> — Beegute umsa multicast VLAN. MakcumasnibHOe KONM4eCcTBO CUMBOJIOB B UMeHU — 32.

OrpaHuyeHus
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Tonbko nosb3oBareny ypoHs Administrator, Operator nnam Power-User MOryT BbINOHATb AaHHY0 KOMaHay.

Mpumep
YpaneHnve multicast VLAN MLD Snooping ¢ uMeHeM «v1x»:

DGS-3000-28XMP:admin#delete mld_snooping multicast_vlan vl
Command: delete mld_snooping multicast_wvlan vl

Success.

DGS-3000-28XMP: admin#

56-21 show igmp_snooping multicast_vlan_group_profile

OnucaHue
[aHHasi KomaHga Ucnosb3yeTcs Ans oTobpaxeHns npodinnein MHoroagpecHol paccolikm IGMP Snooping.

CuHTakcuc
show igmp_snooping multicast_vlan_group_profile {<profile_name 1-32>}

MapameTpbl

<profile_name 1-32> — (onuuoHasibHO) BBeAWUTe UMA npodunsa rpynnsl multicast VLAN. MakcumasibHoe
KO/INYeCTBO CMMBO/IOB B UMeHN — 32.

OrpaHunyeHus
Her.

Mpumep
OTo6paxeHune Bcex npodmnein multicast VLAN MHoroagpecHoii paccbisiku IGMP Snooping:

DGS-3000-28XMP:admin# show igmp_snooping multicast_vlan_group_profile
Command: show igmp_snooping multicast_vlan_group_profile

Profile Name Multicast Addresses

MOD 234.1.1.1 - 238.244.244,244
239.1.1.1 - 239.2.2.2

Customer 224.,19.,62.34 - 224.19.162.200

Total Entries : 2

DGS-3000-28XMP : admin#

56-22 show igmp_snooping multicast_vlan_group

OnucaHune
[JaHHas komaHza ucnosb3yeTcs Ansa otobpaxeHus nidopmauum o rpynne multicast VLAN IGMP Snooping.
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CunHTtakcuc
show igmp_snooping multicast_vlan_group {<vlan_name 32>}

MapameTpbl

<vlan_name 32> — (onuuoHasibHO) BBeaute nMa VLAN. MakcumanbHoe KO/IMYeCcTBO CUMBOIOB B UMEHU —
32.

OrpaHuyeHus
HeT.

Mpumep
OTobpaxeHne Bcex rpynn multicast VLAN IGMP Snooping Ha kKommyTaTtope:

DGS-3000-28XMP:admin# show igmp_snooping multicast_vlan_group
Command: show igmp_snooping multicast_vlan_group

VLAN Name VLAN ID Multicast Group Profiles

DGS-3000-28XMP : admin#

56-23 show igmp_snooping multicast_vlan

OnucaHue
[aHHasi KomaHga ucnonb3yeTcs Ans otobpaxeHnsa nHgopmanmm o multicast VLAN IGMP Snooping.

CuHTakcuc
show igmp_snooping multicast_vlan {<vlan_name 32>}

MapameTpbl

<vlan_name 32> — (onuuoHasbHo) BBeaute nMma VLAN. MakcumanibHoe KO/IMYeCcTBO CUMBO/IOB B UMEHU —
32.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne Bcex multicast VLAN IGMP Snooping:
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DGS-3000-28XMP:admin# show igmp_snooping multicast_vlan
Command: show igmp_snooping multicast_wlan

IGMP Multicast VLAN Global State : Disabled
IGMP Multicast VLAN Forward Unmatched : Disabled
VLAN Name . test

VID : 100
Member(Untagged) Ports t 1

Tagged Member Ports

Source Ports : 3
Untagged Source Ports :

Status : Disabled
Replace Source IP : 0.9.0.0
Remap Priority : None
Total Entries: 1

DGS-3000-28XMP : admin#

56-24 show mid_snhooping multicast_vlan_group_profile
OnucaHue
[aHHas komMaHAa wCnoMb3yeTcs [Ans npocmoTpa npoduneid rpynn MHOroagpecHoin paccbiiku MLD

Snooping.

CuHTakcuc
show mid_snooping multicast_vlan_group_profile {<profile_name 1-32>}

MapameTpsbl

<profile_name 1-32> — (onuuoHasibHO) BBeANUTe UM npodunsa rpynnsl multicast VLAN. MakcumasibHoe
KO/INYeCTBO CMMBO/IOB B UMeHN — 32.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne Bcex npodniein MHoroagpecHol paccbiiku MLD Snooping:
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DGS-3000-28XMP:admin#show mld_snooping multicast_vlan_group_profile
command: show mld_snooping multicast_wvlan_group_profile

Profile Name Multicast Addresses

mtest FF1E::11
FF1E::12-FF1E::20

Total Entries: 1

DGS-3000-28XMP : admin#

56-25 show mid_snooping multicast_vlan_group

OnucaHune
[JaHHas komaHza ucnosb3yeTcs AN otobpaxeHus nidopmarum o rpynne multicast VLAN MLD Snooping.

CuHTakcuc
show mld_snooping multicast_vlan_group {<vlan_name 32>}

MapameTpsbl

<vlan_name 32> — (onuuoHasbHo) BBeauTe umsa VLAN. MakcrMmMasibHoe KONMYecTBO CUMBOJIOB B UMEHUN —
32.

OrpaHuyeHus
Her.

Mpumep
OTobGpaXeHne BCeX rpynn MHOroagpecHol paccolikn MLD Snooping:

DGS-3000-28XMP:admin#show mld_snooping multicast_wvlan_group
Command: show mld_snooping multicast_wlan_group

VLAN Name VLAN ID Multicast Group Profiles

Total Entries: 1

DGS-3000-28XMP : admin#

56-26 show mld_snooping multicast_vlan

OnucaHue
[aHHasi KomaHga ucnosb3yetcs Ans oTobpaxkeHnsa nHgopmaumm o multicast VLAN MLD Snooping.
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CuHTakcuc

show mld_snooping multicast_vlan {<vlan_name 32>}

MapameTpbl

<vlan_name 32> — (onuuoHasibHO) BBegute nma VLAN. MakcumanbHoe KO/IMYecTBO CUMBOJ/IOB B UMEHU —

32.

OrpaHuyeHus
HeT.

Mpumep

OTobpaxeHne Bcex multicast VLAN MLD Snooping:

Total Entries: 1

DGS-3000-28XMP:admin#

DGS-3000-28XMP:admin#show mld_snooping multicast_vlan
Command: show mld_snooping multicast_vlan

MLD Multicast VLAN Global State Enabled
MLD Multicast VLAN Forward Unmatched : Enabled
VLAN Name vl

VID 110
Member(Untagged) Ports :1,3

Tagged Member Ports :

Source Ports

Untagged Source Ports :

Status :Enabled

Replace Source IP HHH

Remap Priority :None

542



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsemeix L2 kommymamopos TIK-300

57. KomaHgbl Multiple Spanning Tree Protocol (MSTP)

enable stp

disable stp

config stp {maxage <value 6-40> | maxhops <value 6-40> | hellotime <value 1-2> | forwarddelay <value 4-
30> | txholdcount <value 1-10> | fbpdu [enable | disable] | nni_bpdu_addr [dot1ld | dotlad]}

show stp

create stp instance_id <value 1-7>

config stp instance_id <value 1-7> [add_vlan | remove_vlan] <vidlist>

delete stp instance_id <value 1-7>

config stp mst_config_id {revision_level <int 0-65535> | name <string>}

show stp mst_config_id

config stp mst_ports <portlist> instance_id <value 0-7> { internalCost [auto | <value 1-200000000>] |
priority <value 0-240>}

config stp ports <portlist> {externalCost [auto | <value 1-200000000>] | hellotime <value 1-2> | migrate
[yes | no] |edge [true | false | auto] | p2p [true | false | auto] | state [enable | disable] | restricted_role [true |
false] | restricted_tcn [true | false] | fopdu [enable | disable]}

show stp ports {<portlist>}

config stp priority <value 0-61440> instance_id <value 0-7>

config stp version [mstp | rstp | stp]

show stp instance {<value 0-7>}

57-1 enable stp

OonucaHue
[JaHHasi KomaHga ucnosb3yeTcs s ooLero BkaodeHnss STP Ha KoMmyTaTope.

CuHTakcuc
enable stp

MapameTpsbl
HerT.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nnv Power-User MOryT BbINOAHATb AaHHYI0 KOMaHay.

Mpumep
BkntoveHue STP:
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DGS-3000-28XMP:admin# enable stp
Command: enable stp

Success.

DGS-3000-28XMP : admin#

57-2 disable stp

OnucaHue
[JaHHas komaHga ucnosnb3yeTcs A1s o6uiero oTkaueHns STP Ha kommyTaTtope.

CuHTakcuc
disable stp

MapameTpsbl
HeT.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator unn Power-User MOTryT BbINOSHATL AAaHHYI0 KOMaHAy.

Mpumep
OTkntoyeHue STP:

DGS-3000-28XMP:admin# disable stp
command: disable stp

Success.

DGS-3000-28XMP : admin#

57-3 config stp

OonucaHue
[JaHHas komaHga ucnosb3yeTcs A5 HACTPOoikM 06LWmx napameTpos STP.

CuHTtakcuc
config stp {maxage <value 6-40> | maxhops <value 6-40> | hellotime <value 1-2> | forwarddelay

<value 4-30> | txholdcount <value 1-10> | fbpdu [enable | disable] | nni_bpdu_addr [dotld | dotlad]}

MapameTtpbl

maxage — (OnuMoHasibHO) yKasbiBaeT, ABnseTca N BPDU peiicTBUTENbHBIM. 3HAYEHWE NO YMOYaHUIO
cocTtasnset 20.
<value 6-40> — BBenTE MakCUMasibHOE BPEMS XU3HW. [OCTyneH guana3oH 3HadeHuin ot 6 go 40.

maxhops — (onuMoHa/IbHO) YyKa3blBaeT MakCUMaslbHOE 4uCcno nepexogoB kagpa BPDU. 3HaueHue no
ymon4yaHuto coctasnset 20.
<value 6-40> — BBeguTE MakCUMasibHOE YNC/I0 NEPEXOAOB. [JOCTyNeH Anana3oH 3HavyeHui ot 6 go 40.

hello_time — (onunoHanbHO) ykasblBaeT BPEMEHHON MHTEepBasl MexAay OTNnpaBKOi KOH(UrypaunoHHbIX
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BPDU KOpHeBbIM MOCTOM. 3HaueHue Mo YMOMYaHU0 COCTaBNsieT 2 cekyHAbl. [aHHblli napameTp
npegHasHadveH gnisa STP n RSTP. Ana MSTP napametp hello time HacTpanBaeTcs s Kak[oro nopra.
<value 1-2> — BBeguTe 3Ha4yeHue nHTepaasna hello time. JlocTyneH ananasoH 3HaveHuin ot 1 oo 2.

forwarddelay — (onuuoHasibHO) ykasblBaeT MakCMMasibHOE BpeMs 3adepXku nepep nepegadvein BPDU c
OZLHOro MOCTa W ero nosiyyeHnem gpyrum. 3HayeHune no ymonyaHuio cocrasnset 15.

txholdcount — (onumMoHasbHO) YykKa3blBaeT MakcuMasibHoe KonmdecTBo BPDU, nepegaBaemMbiX BO
BPEMEHHOM NHTEpBase.
<value 1-10> - BBeauTe 3HauyeHuWe oOrpaHuyeHus nepefgasaembix BPDU. [docTyneH pAunanasoH
3Ha4veHwi ot 1 go 10.

fbpdu — (onunoHanbHO) ykasbiBaeT, byaeT M MOCT nepecbiiatb STP BPDU, ecnu STP OTK/IHO4YEH.
enable — ykasbiBaeT, 4To MOCT OByaeT nepecbiiatb STP BPDU, ecnu STP OTK/HO4YEH.
disable — ykasbiBaeT, 4To MOCT He 6yAeT nepecbinarte STP BPDU, ecnin STP OTK/OYEH.

nni_bpdu_addr — (onumoHanbHO) yka3biBaeT agpec BPDU-npotokona gnsa GVRP Ha cTopoHe cepsuc-
nposangepa. MoxHo ucnonb3oartb agpec 802.1d GVRP, 802.1ad service provider GVRP uniun rpynnoBoi
agpec, onpegeneHHbli nonb3oBarenem. JlOCTyneH [AuanasoH Mofb30BaTeflbCKUX — afpecoB  OT
0180C2000000 o 0180C2FFFFFF.
dotld — ykasbiBaeT, uto Ans agpeca npotokona NNI BPDU 6yaeT yctaHOB/EHO 3HavyeHue Dotld.
dotlad — yka3biBaeT, uTo Ans agpeca npotokona NNI BPDU 6yaeT yctaHOBeHO 3HavyeHne Dotlad.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator unv Power-User MOryT BbINOMHATb AAaHHYI0 KOMaHAy.

Mpumep
HacTpoiika STP:

DGS-3000-28XMP:admin# config stp maxage 25
Command: config stp maxage 25

Success.

DGS-3000-28XMP : admin#

57-4 show stp

OnucaHue
[JaHHas komaHza ucnosb3yeTcs Ans NpocMoTpa o6Lmx napameTpos STP.

CuHTakcuc
show stp

MapameTtpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne nHpopmauun o STP:
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DGS-3000-28XMP:admin# show stp
Command: show stp

STP Bridge Global Settings

STP Status : Enabled
STP Version : RSTP

Max Age : 25

Hello Time P2
Forward Delay : 15

Max Hops 120

TX Hold Count : B
Forwarding BPDU : Disabled
NNI BPDU Address : dotid

DGS -3000-28XMP : admin#

57-5 create stp instance_id

OnucaHue
[JaHHasi KomaHga ucnonb3yetcs ans cosgaHns MST-konum 6e3 NpuBA3KM CooTBETCTBYHOLWMX VLAN.,

CunHTtakcuc
create stp instance_id <value 1-7>

MapameTpsbl

<value 1-7> — Beegute ID MSTP-konun. [locTyneH ananasoH 3Ha4YeHunii ot 1 go 7.

OrpaHuyeHus
Tonbko nosb3oBarenu ypoHa Administrator, Operator nnav Power-User BbINO/HATb AAHHY0 KOMaHay.

Mpumep
CosgaHue MSTP-konuu:

DGS-3000-28XMP:admin# create stp instance_id 2
Command: create stp instance_id 2

Success.

DGS-3000-28XMP : admin#

57-6 config stp instance_id
OnucaHue
[JaHHaa komaHga ucnonb3yetca ANnA NpuBA3KM M ypanenus guvanasoHa VLAN um3 cywecTtsytowmx MST-

KOMuiA.

CuHTakcuc
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config stp instance_id <value 1-7> [add_vlan | remove_vlan] <vidlist>

MapameTpbl

<value 1-7> — Beegute ID MSTP-konuu. [locTyneH ananasoH 3Ha4yeHuin ot 1 oo 7.

add_vlan — yka3biBaeT npussAsky cnmcka VLAN K cywecTtsytoulein MST-konmu.

remove_vlan — yka3biBaeT yganeHue cnucka VLAN u3 cyliectsytowiein MST-konuu.

<vidlist> — yka3biBaeT cnmcok VLAN ID.

OrpaHuyeHus

Tonbko nonb3oBarenu yposHa Administrator, Operator unv Power-User MOryT BbINOSHATL AAaHHY0 KOMaHAy.

Mpumep
Mpueaska VLAN ID k MSTP-konuu:

DGS-3000-28XMP:admin# config stp instance_id 2 add_vlan 1-3
Command: config stp instance_id 2 add_vlan 1-3

Success.

DGS-3000-28XMP : admin#

Ypanenue VLAN ID ns MSTP-konuu:

DGS-3000-28XMP:admin# config stp instance_id 2 remove_vlan 2
Command: config stp instance_id 2 remove_vlan 2

Success.

DGS-3000-28XMP : admin#

57-7 delete stp instance_id

OnucaHue
JaHHaa komaHga ncnonb3yetca AN yganeHmsa MST-konuu.

CuHTakcuc
delete stp instance_id <value 1-7>

MapameTpbl

<value 1-7> — Beegute ID MSTP-konun. loCcTyneH agnana3oH 3HadeHuii ot 1 oo 7.

OrpaHuyeHus

Tonbko nonb3oarenu yposHa Administrator, Operator unv Power-User MOTryT BbINOSHATL AAaHHY0 KOMaHAy.

Mpumep
YpaneHvue MSTP-konuu:
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DGS-3000-28XMP:admin# delete stp instance_id 2
Command: delete stp instance_id 2

Success.

DGS-3000-28XMP : admin#

57-8 config stp mst_config_id

OonucaHue
[JaHHas KomaHga ncnonb3yercs ANs N3MeHeHUs UMEHU WU YPoBHSA pesusum MST.

CuHTakcuc
config stp mst_config_id {revision_level <int 0-65535> | name <string>}

MapameTpsbl

revision_level — (onunoHanbHO) yKasblBaeT, YTO YCTPOWCTBA C OAHVMM U TEM XK€ UMEHEM, HO C PasHbIM
YPOBHEM PEBU3UM OTHOCATCA K pasHbiM MST-pervoHam.
<int 0-65535> — BBeAMTE YpOBEHb PEBM3UN. [JOCTYNEH Ananas3oH 3HavyeHuin ot 0 go 65535.

name — (ONUMOHAJIEHO) yKa3blBaeT UMS, AaHHOe ykaszaHHOMY MST-pervoHy.
<string> — BBeguTe nmss MST-permoHa.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nnn Power-User MOryT BbINOHATL AaHHYI0 KOMaHAy.

Mpumep
M3meHeHne uMeHn 1 ypoBHA peBusnmn MST:

DGS-3000-28XMP:admin# config stp mst_config_id name R&D_BlockG revision_level 1
Commands: config stp mst_config_id name R&D_BlockG revision_level 1

Success.

DGS-3000-28XMP : admin#

57-9 show stp mst_config_id

OnucaHue
JaHHaa komaHga ncnosiblyerca and npocmorpa MST.

CunHTtakcuc
show stp mst_config_id

MapameTpbl
Her.

OrpaHuyeHus
Her.
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Mpumep
OTob6paxeHne MST:

DGS-3000-28XMP:admin# show stp mst_config_id
Ccommand: show stp mst_config_id

Current MST Configuration Identification

Configuration Name : 00-22-22-22-22-00 Revision Level :0
MSTI ID vid list
CIST 1-4094

DGS-3000-28XMP :admin#

57-10 config stp mst_ports

OonucaHue
[aHHasi KomaHAa Ucnosib3yeTcs A/1s1 HACTPOVKM NapamMeTpoB ynpaBieHUs nopTamu.

CuHrtakcuc
config stp mst_ports <portlist> instance_id <value 0-7> {internalCost [auto | <value 1-200000000>] |

priority <value 0-240>}

MapameTpbl

<portlist> — BBeanTe CNNCOK HacCTpamBaeMbIX MOPTOB.

instance_id — yka3sbiBaeT ID MCnosib30BaHHONM Konun.
<value 0-7> — BeeguTe ID konuu. [locTyneH gnanasoH 3HaveHunin ot 0 go 7.

internalCost — (onunoHasibHO) yKa3blBaeT BHYTPEHHIOI CTOMMOCTb MyTU, UCMNOMb30BaHHY0 B MSTP.
auto — ykasbiBaeT aBToMaTMyeckoe onpeaesnieHne BHyTPEHHen CTOUMOCTU.
<value 1-200000000> — BBeAgMTE 3HA4YEHMWE BHYTPEHHEN CTOMMOCTU MyTW. [OCTyneH auanas3oH
3Ha4yeHwuit ot 1 go 200000000.

priority — (onuMoHasIbHO) yKa3blBaeT 3HAaYEHUE npuopuTeTa.
<value 0-240> — BBeaMTe 3HaueHve npuoputeTa. [locTyneH agnanasoH 3HadeHuid ot 0 go 240.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHs Administrator, Operator nnam Power-User MOryT BbINO/HATb AaHHYI0 KOMaHAay.

Mpumep
HacTtpoliika noptoB STP MST:

DGS-3000-28XMP:admin# config stp mst_ports 1 instance_id 0@ internalCost auto
Command: config stp mst_ports 1 instance_id 0 internalCost auto

Success.

DGS-3000-28XMP : admin#
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57-11 config stp ports

OnucaHue
[aHHasi KomaHaa UCNob3yeTcs A1 HAaCTPOlKKM BCeX napameTpoB NopToB, kpome Internal Path Cost u Port
Priority.

CuHTakcuc

config stp ports <portlist> {externalCost [auto | <value 1-200000000>] | hellotime <value 1-2> |
migrate [yes | no] |edge [true | false | auto] | p2p [true | false | auto] | state [enable | disable] |
restricted_role [true | false] | restricted_tcn [true | false] | fopdu [enable | disable]}

MapameTpbl

<portlist> — BBeanTe CNNCOK HacTpamBaeMbIX NMOPTOB.

external_cost — (onumoHasibHO) yKasbiBaeT CTOMMOCTb NyTU Mexay MST-permoHamu OT nepearoLlero
MocTa 0 kopHeBoro mocta CIST. Mcnonb3yeTcs To/1bKo Ha yposHe CIST.
auto — ykasblBaeT aBTOMATUYECKOE ONpeaeeHnNe BHELLHEN CTOMMOCTH.
<value 1-200000000> — BBeANTE 3HAYEHNE BHELLHEN CTOMMOCTU NyTW. [JOCTyNeH AnanasoH 3Ha4YeHui
ot 1 no 200000000.

hellotime — (onuuoHanbHO) ykasbiBaeT 3HayeHue uHTepBasia hello time. 3HayeHne No ymonyaHuio
coctaBnseT 2. [aHHbli napameTp npegHasHadeH gnsg MSTP. Ana STP un RSTP napametp hello time
HacTpauMBaeTcs A9 CUCTEMBI.

<value 1-2> — BBeguTe 3Ha4eHne nHTepeana hello time. JoctyneH gnanasoH 3HauyeHuii oT 1 oo 2.

migrate — (onuMoHasbHO) ykasbiBaeT, byaeT nm nopt otnpasniAaTe MSTP BPDU B TeyeHue BpemMeHU
3a/1ePXKKN.

yes — ykasblBaeT, UTo MSTP BPDU 6yayT oTnpas/ieHsl.

no — ykasbiBaeT, UTo MSTP BPDU He 6yayT oTnpas/eHbl.

edge - (onuuoHanbHO) YyKa3blBAET Ha MOAK/HYEHWE [aHHOr0 nopta K MOpTy fJocTyna uimn K
MarncTpasibHOMYy NopTy.
true — ykasbIBaeT NOPT KakK rpaHnYHbIi NopT (MOPT AoCTyna).
false — ykasbiBaeT NOPT Kak MarncTpasibHbIin NOpPT.
auto — ykasblBaeT, UTO MOCT He OyAeT HacTpamBaTb MOPT Kak rPaHUYHbIA, Noka He GyaeT nonyyeH
BPDU-nakeT. 310 3Ha4YeHne no ymon4aHuio.

pP2p — (oNuuoHanLHO) yKasblBaeT, HaxoauTcs v nopt B pexume Full-Duplex unn Half-Duplex.
true — ykasbiBaeT pexum Full-Duplex.
false — ykasbiBaeT pexum Half-Duplex.
auto — ykasbiBaeT pexum Full-Duplex n pexvm Half-Duplex.

state — (ONUVMOHANILHO) YKa3biBaET, NOAAEPXKUBAET 1M AaHHbIA NOPT hyHKumoHan STP.
enable — yka3biBaeT Bk/ItoyeHne STP Ha nopTty (-ax).
disable — yka3biBaeT oTk/oueHne STP Ha nopTty (-ax).

restricted_role — (onunoHanbHO) ykasbiBaeT, ABASETCA /N AaHHbIA NOPT KOPHEBLIM MOPTOM.
true — yKasbIBaeT, YTO JaHHbIi NOPT ABNSETCA KOPHEBbLIM MOPTOM.
false — ykasbiBaeT, UTO faHHbIM NOPT HE ABNSAETCA KOPHEBbLIM NOPTOM. DTO 3HAYEHWE N0 YMOTYaHWIO.

restricted_tcn — (onumoHasibHO) ykasbiBaeT, O6yAeT Ny AaHHbli MOPT pearnpoBatb Ha coobuieHne 06
U3MeHeHnn Tononornn. 3HadeHne no ymonyaHuio — false.

true — yKasbIBaeT, 4TO NOPT 6yAeT pearmpoBaTb Ha CO0OLEHNE 06 N3SMEHEHMMN TOMO/OTNN.

false — ykasbiBaeT, 4TO NOPT He OyAET pearnpoBaTb Ha COO6LLEHNE 06 M3MEHEHUN TOMONOTUN.

fbpdu — (onumoHanbHO) yKasbiBaeT, 6yaeT nn nopt nepecbinarte STP BPDU, ecnn STP oTkAueH. Ecnn
napameTp HaxoguTcs B cocTosiHuy enabled, nonyyeHHble BPDU 6yayT nepecbinatecs. Ecnu napametp
HaxoguTcsa B cocTosiHun disable, nonyyeHHsle BPDU 6yayT oT6pOLUEHbI.
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enable — yka3biBaeT, 4To NopT 6yaeT nepecbinate STP BPDU, ecnn STP OTKNIOYEH.
disable — ykasbiBaeT, UTo NOPT He 6yAeT nepecbinars STP BPDU, ecnn STP OTK/tOYEH.

OrpaHuyeHus
Tonbko nosb3oBarenu ypoHs Administrator, Operator nnam Power-User MOryT BbINO/HATb AaHHY0 KOMaHay.

Mpumep
HacTtpoliika STP-nopToB:

DGS-3000-28XMP:admin# config stp ports 1 externalCost auto
command: config stp ports 1 externalCost auto

Success.

DGS-3000-28XMP : admin#

57-12 show stp ports
OnucaHue
,ﬂ,aHHaFI KOMaH4a NCnonb3yeTca asid npocMoTpa I/IH(*)OpMaLU/II/I O nopTax, BK/o4vasn HaCTp0I7IKy napamMmeTpoB n

TeKywme 3HavyeHus.

CuHTtakcuc
show stp ports {<portlist>}

MapameTpsbl

<portlist> — BBeanTE CNMCOK HACTPanBaeMbIX NOPTOB.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne STP-NOpToB:
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DGS-3000-28XMP:admin# show stp ports
Command: show stp ports

MSTP Port Information

Port Index 1 , Hello Time: 2 /2 , Port STP : Enabled
External PathCost : Auto/200000 , Edge Port : Auto /No , P2P
Port RestrictedRole : False, Port RestrictedTCN : False

Port Forward BPDU : Disabled

MSTI Designated Bridge Internal PathCost Prio Status

0 N/A 200000 128 Forwarding

Quit [l Next Page [§ Previous Page [§ Refresh

Auto /Yes

NonStp

57-13 config stp priority

OonucaHue
[JaHHas komaHga Ucnosb3yeTcs 4151 HACTPOKM NpuopuTeTa Konuu.

CuHTtakcuc
config stp priority <value 0-61440> instance_id <value 0-7>

MapameTpsbl

<value 0-61440> — BBeaMTE NPUOPUTET MOCTA. JlaHHOE 3HA4YeHWe AO0/MKHO AennTbcsa Ha 4096. docTyneH

AmanasoH 3HadeHuii ot 0 go 61440.

instance_id — ykasbiBaeT ngeHtudpumkarop STP-konuii.

<value 0-7> — Beegute ID STP-konuu. [locTyneH guanasoH 3HavyeHuin ot 0 go 7.

OrpaHuyeHus

Tonbko nosb3oBateny ypoBHs Administrator, Operator unm Power-User MOryT BbINOSHATL AaHHYI0 KOMaHy.

Mpumep
HacTtpoiika ID STP-konuu:

DGS-3000-28XMP:admin# config stp priority 61440 instance_id ©
Command: config stp priority 61440 instance_id @

Success.

DGS-3000-28XMP : admin#
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57-14 config stp version

OnucaHue
[aHHasi KomaHga ucnosb3yercs Ans HacTpoliku Bepcun STP.

CuHTakcuc
config stp version [mstp | rstp | stp]

MapameTpbl

mstp — yka3biBaeT Bepcuto MSTP.

rstp — yka3biBaeT Bepcuio RSTP.

stp — yka3biBaeT Bepcuto STP.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator unv Power-User MOTryT BbINOMHATL AAaHHYI0 KOMaHay.

Mpumep
HacTpoiika Bepcun STP:

DGS-3000-28XMP: admin# config stp version mstp
command: config stp version mstp

Success.

DGS-3000-28XMP : admin#

HacTtpoiika STP-Bepcuun kak MSTP, ecnu MSTP siBNsieTcs TeKyLLEel BEPCUEN:

DGS-3000-28XMP:admin# config stp version mstp
Command: config stp wversion mstp

Configure value is the same with current value.
Success.

DGS -3000- 28XMP : admin#

57-15 show stp instance
OnucaHue
[aHHasa KkomaH4a ucnonb3yeTcs A1 NpoCMOTPa HaCTPOeK napameTpoB Kaxaon konuu. Mapametp value —

aTo ID Konuu. Ecnv AaHHbI napameTp He ykasaH, 6yaeT oTo6pakeHa MHdopMaLusi 0 BCEX KOMUSIX.

CuHTtakcuc
show stp instance <value 0-7>

MapameTtpbl

<value 1-7> — (onumoHanbHo) BBeguTe ID MSTP-konun. [locTyneH agnana3oH 3HadeHuii oT 1 ao 7.

OrpaHuyeHus
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Her.

Mpumep
OTo6paxeHne STP-konuu:

STP Instance Settings

Instance Type
Instance Status
Instance Priority

STP Instance Operational

Designated Root Bridge
External Root Cost
Regional Root Bridge
Internal Root Cost
Designated Bridge

Root Port

Max Age

Forward Delay

Last Topology Change
Topology Changes Count

DGS-3000-28XMP: admin#

DGS-3000-28XMP:admin# show stp instance
Command: show stp instance

CIST
Enabled
32768(bridge priority : 32768,

Status
32768/00-22-22-22-22-00
[}
32768/00-22-22-22-22-00
[}
32768/00-22-22-22-22-00

None

20

15

2430

sys ID ext

554



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

58. KomaHabl Network Load Balancing (NLB)

create nlb unicast_fdb <macaddr>

config nlb unicast_fdb <macaddr> [add | delete] <portlist>

delete nlb unicast_fdb <macaddr>

create nlb multicast_fdb [<vlan_name 32> | vlanid <vlanid>] <macaddr>

config nlb multicast_fdb [<vlan_name 32> | vlanid <vlanid>] <macaddr> [add | delete] <portlist>

delete nlb multicast_fdb [<vlan_name 32> | vlanid <vlanid>] <macaddr>
show nlb fdb

58-1 create nlb unicast_fdb

OnucaHue

[JaHHas koMaHga ucnosb3yeTcs ons cosgaHus ogHoagpecHoin NLB-3anucu B FDB. KomaHab! Network Load
Balancing ncnone3ytotca ana nogaepxkui Microsoft NLB, rae y HECKONbKUX CepBepPOB MOXET ObITb OAMH U
TOT e IP-agpec n MAC-aapec. 3anpockl OT K/IMEHTOB GyAyT OTNpaB/ieHbl HA BCe CepBepbl, HO 06paboTaHb!
TO/MIbKO OAHUM U3 HuX. CyllecTByeT [Ba pas3/IMuHbIX pexuma paboTbl cepBepa — OAHOAAPECHBIA U
MHOroapecHblii. B oHOAOpPECHOM pPeXuMe KAMEHT WCMOoNb3yeT uHamBupyanbHoli MAC-agpec n MAC-
agpec HasHayeHus AN JocTyna K cepsepy. B MHoroagpecHom pexume ucnonb3yercsa rpynnosoii MAC-
agpec u MAC-agpec Ha3zHauyeHus. B 3aBucumocTu oT pexuma MAC-aZpec Ha3HauyeHUs1 Ha3blBaeTCs 06LLUM
MAC-agpecom. CepBep ucnonb3yer cobcTBeHHbIn MAC-agpec (a He obwmin MAC-agpec) B KayecTBe
ncxogHoro MAC-aapeca naketa Reply.

CuHTakcuc
create nlb unicast_fdb <macaddr>

MapameTpbl

<macaddr> — yka3biBaeT MAC-agpec co3gaBaemoit ogHoaapecHoi NLD-3anucu.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHa Administrator, Operator nnv Power-User MOryT BbINOHATL AaHHY0 KOMaHay.

Mpumep
CospgaHuve ogHoagpecHoii NLB-3anucu B FDB:

DGS-3000-28XMP:admin# create nlb unicast _fdb 02-bf-01-01-01-01
Command: create nlb unicast fdb 02-BF-01-01-81-01

Success.

DGS-3000-28XMP : admin#

58-2 config nlb unicast_fdb
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OonucaHue
[aHHasi koMaHaa Mcnonb3lyeTcsa Ans AobaBneHuss UM yganeHus NnopToB A5 YKa3aHHON oAHOaApeCHOW
NLB-3anucu.

CunHTtakcuc
config nlb unicast_fdb <macaddr> [add | delete] <portlist>

MapameTpbl

<macaddr> — BBegute MAC-agpec HacTpamBaemMoin ogHoagpecHoi NLB-3anucu.

add — ykasblBaeT gobaBneHve nopTos.

delete — yka3biBaeT yganeHue nopros.

<portlist> — BBeAMTE CNNCOK NOPTOB AN 106ABNEHUS UMW YAANEHUS.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator unv Power-User MOTryT BbINOHATb AAaHHYI0 KOMaHAy.

Mpumep
HacTpoiika ogHoagpecHoli NLB-3anucu B FDB:

DGS-3000-28XMP:admin# config nlb unicast_fdb 02-bf-01-01-01-01 add 1-5
Command: config nlb unicast_fdb 02-BF-01-01-01-01 add 1-5

Success.

DGS-3000-28XMP : admin#

58-3 delete nlb unicast_fdb

OnucaHue
[aHHasi KomaHga ucnonb3yercs ansa yganenns ogHoagpecHoin NLB-3anucu.

CuHTakcuc
delete nlb unicast_fdb <macaddr>

MapameTpbl

<macaddr> — Beegnte MAC-agpec ogHoagpecHol NLB-3anucu ans yaganeHus.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator nnun Power-User MOryT BbINO/HATb AAHHYI0 KOMaHAYy.

Mpumep
YpaneHue ogHoagpecHoin NLB-3anucu B FDB:
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DGS-3000-28XMP:admin# delete nlb unicast_fdb 02-bf-01-01-01-01
Command: delete nlb unicast_fdb 02-BF-01-01-01-01

Success.

DGS-3000-28XMP : admin#

58-4 create nlb multicast_fdb
OnucaHue
[JaHHas komaHga ncnonb3yeTcs 415 co3gaHmsa MHoroagpecHoin NLB-3anvcu.

MHoroagpecHas NLB-3anucek n mHoroagpecHas FDB-3annch ABNAKOTCA B3aVIMOUCK/IHOYAOLWMMU.

CuHTakcuc
create nlb multicast_fdb [<vlan_name 32> | vlanid <vlanid>] <macaddr>

MapameTtpsbl

<vlan_name 32> — BBeaute umsa VLAN. MakcumanbHO AONYCTMMOE KOMMYECTBO CMMBOJIOB B MIMEHM
cocTaBnset 32.

vlanid — ykasbiBaet VLAN ID.
<vlanid> — Beegute VLAN ID.

<macaddr> — Beegute MAC-agpec co3gaBaemMoli MHoroagpecHoi NLB-3anucu.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnv Power-User MOTryT BbINOSHATb AaHHY0 KOMaHAy.

Mpumep
CospaHne mHoroagpecHoi NLB-3anucu:

DGS-3000-28XMP:admin# create nlb multicast_fdb default ©3-bf-01-01-01-01
Command: create nlb multicast_ fdb default 83-bf-01-01-01-01

Success.

DGS-3000-28XMP : admin#

58-5 config nlb multicast_fdb

OnucaHue
[aHHas KomaHga Mcnonb3yeTcs Ans AobaBfeHns U yaaneHus NopToB ANs yKa3aHHOW MHOroaapecHoi
NLB-3anucwu.

CunHTtakcuc
config nlb multicast_fdb [<vlan_name 32> | vlanid <vlanid>] <macaddr> [add | delete] <portlist>

MapameTpsbl
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<vlan_name 32> — BeeauTe VLAN HacTpauBaemoit MHoroagpecHoli NLB-3anucw.

vlanid — yka3biBaeT VLAN ID.
<vlanid> — Beegute VLAN ID.

<macaddr> — BBegute MAC-agpec HacTpaMBaeMoi MHoroagpecHoi NLB-3anucu.

add — ykasblBaeT gobaBneHve nopTos.

delete — yka3biBaeT yganeHue nopros.

<portlist> — BBEAMTE CNMCOK NOPTOB K 06aBNEHUIO UMW YAANEHWIO.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator unv Power-User MOryT BbINOSHATL AAaHHY0 KOMaHAy.

Mpumep
HacTpoiika mHoroagpecHoi FDB-Tabnvupsl NLB-3anuceii:

DGS-3000-28XMP:admin# config nlb multicast_fdb default 03-bf-01-01-01-01 add 1-5
Command: config nlb multicast_fdb default ©3-bf-01-01-01-01 add 1-5

Success.

DGS-3000-28XMP : admin#

58-6 delete nlb multicast fdb

OonucaHue
[aHHas komaHga ucnosnb3yeTcs Ans yaaneHus mHoroagpecHoi NLB-3anucu.

CuHTakcuc
delete nlb multicast_fdb [<vlan_name 32> | vlanid <vlanid>] <macaddr>

MapameTpsbl

<vlan_name 32> — Beeaute umsa VLAN. MakcumasibHO [JONYCTUMOE KO/IMYECTBO CUMBOIOB B VMEHU
cocTas/ifet 32.

vlanid — yka3biBaet VLAN ID.
<vlanid> — Beegute VLAN ID.

<macaddr> — Beegute MAC-agpec ygansiemoii MHoroagpecHoii NLB-3anucu.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHs Administrator, Operator nnam Power-User MOryT BbINO/HATb AaHHY0 KOMaHay.

Mpumep
YpaneHvne mHoroagpecHoin NLB-3anuncu:

DGS-2000-28XMP:admin# delete nlb multicast_fdb default ©3-bf-01-01-01-01
Command: delete nlb multicast_fdb default ©3-hf-01-01-01-01

Success.

DGS-3000-28XMP : admin#
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58-7 show nib fdb

OnucaHue
[JaHHasi KomaHga Ucnosb3yeTcs Ans NpocmoTpa HacTpoeHHol NLB-3anucu.

CuHTakcuc
show nlb fdb

MapameTpsbl
HerT.

OrpaHuyeHus
HerT.

Mpumep
OTo6paxeHue Tabnuubl kKommyTaumm NLB:

DGS-3000-28XMP:admin# show nlb fdb
Command: show nlb fdb

MAC Address VLAN ID Egress Ports
02-BF-01-01-01-01 - 1-5

Total Entries :1

DGS-3000-28XMP : admin#
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59. KomaHAbl MOHUTOPUHra ceTu

show packet ports <portlist>

show error ports <portlist>

show utilization [cpu | ports]

show utilization dram

show utilization flash

clear counters {ports <portlist>}

59-1 show packet ports

OonucaHue
JaHHaa komaHga Mcnonb3yeTcs A/ NPoCMOoTpa CTaTUCTUKN O nepefaHHbIX U MoslyvYeHHbIX KOMMYTaTopoM
nakertax.

CuHTtakcuc
show packet ports <portlist>

MapameTpbl

<portlist> — yka3biBaeT guanasoH nopToB, MHGOPMAaLMIO O KOTOPbIX HE06X0AMMO 0TOOPa3nTb.

OrpaHuyeHus
Her.

Mpumep
OTOob6paxeHve CTaTUCTUKK 4118 nopTa 7:
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DGS-3000-28XMP:admin# show packet ports 7
Command: show packet ports 7

Port Number : 7

Frame Size/Type Frame Counts Frames/sec
64 ]
65-127 o
128-255 (0}
256-511 Q
512-1023 0]
1024-1518 0]
Unicast RX 0]
Multicast RX 0]
Broadcast RX 0]

0O 00 0 0 0 0 0 @

Frame Type Total Total/sec
RX Bytes o} [0}
RX Frames 0 0
TX Bytes [0} 0
TX Frames o} 0

Quit Next Page [§ Previous Page [§ Refresh

59-2 show error ports

OnucaHue
[aHHasi KomaHga Ucnosb3yeTcs A4S NPocMoTpa CTaTUCTUKM 06 onbKax An1a 3a4aHHOro gManasoHa nopTos.

CuHTakcuc
show error ports <portlist>

MapameTpbl

<portlist> — yka3blBaeT AnanasoH NopToB, MHOPMAaLMI0 O KOTOPbIX HE06X0AMMO 0TO6PA3NTH.

OrpaHuyeHus
HeT.

Mpumep
OTob6paxeHne oWwmnboK nopTa:
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Command: show error ports 3

Port Number : 3
RX Frames

CRC Error Q
Undersize Q
Oversize Q
Fragment o]
Jabber Q
Drop Pkts 0]
Symbol Error Q

DGS-3000-28XMP:admin# show error ports 3

Excessive Deferral
CRC Error

Late Collision
Excessive Collision
Single Collision
Collision

B e B Quit SIS [ Next Page [§ Previous Page [§j Refresh

TX Frames

59-3 show utilization

OnucaHue

[JlaHHas komaHAa Ucnosib3yeTcs A1 NPOCMOTPa CTaTUCTMKK O 3arpyske CPU 1 NopToB B peXxnme peasnibHoro

BPEMEHM.

CuHTakcuc
show utilization [cpu | ports]

MapameTpbl

Cpu — ykasblBaeT oTobpaxeHune uHcopmauum o LINY.

ports — ykasblBaeT 0To6paxeHne MHopmaLym o Bcex noprax.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne 3arpy3sku rnopTos:
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DGS-3000-28XMP:admin# show utilization ports

Command: show utilization ports
Port TX/sec RX/sec  Util Port TX/sec RX/sec  Util
1 0 0 o] 21 o} o} 0
2 0 0 o] 22 o} o} 0
3 [c] [c] [¢] 23 [¢] [¢] 0
4 0] 0] [c] 24 (0] (0] 0]
5 0] 0] [c] 25 (0] (0] 0]
6 €] €] [¢] 26 Q Q €]
7 0 0 [¢] 27 0 0 0
8 0 0 [¢] 28 0 0 0
9 0 0 o]

10 0 0 o]

11 [C] [C] [¢]

12 0] 0] [c]

13 0] 0] [c]

14 €] €] [¢]

15 0 0 [¢]

16 0 0 [¢]

17 0 0 o]

18 [C] [C] [¢]

19 [C] [C] [¢]

20 0] 0] [c]

R [ ouit Next Page [§ Previous Page [§ Refresh

OTob6paxeHue 3arpysku LIMY:

DGS-3000-28XMP:admin# show utilization cpu
Command: show utilization cpu

CPU Utilization

Five seconds - 10 % One minute - 10 % Five minutes - 10 %

CIEE e B ouit SIS [ Next Page [§ Previous Page [§ Refresh
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59-4 show utilization dram

OnucaHue
JaHHaa komaHga ncnonb3yeTca 414 npocmoTpa 3arpy3ku DRAM-namaTu.

CuHTakcuc
show utilization dram

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTob6paxeHue 3arpy3kn DRAM-namsaTu:

DGS-3000-28XMP: admin# show utilization dram
Command: show utilization dram

DRAM Utilization :

Total DRAM : 262144 KB
Used DRAM ;162461 KB
Utilization T 61 %

Quit Next Page [§ Previous Page [j Refresh

59-5 show utilization flash

OnuncaHue

JaHHaa komaHga ncnosiblyerca Ang npocmorpa 3arpyskm FLASH-namatu.

CuHTakcuc
show utilization flash

MapameTpsbl
Her.

OrpaHuyeHus
HerT.

Mpumep
OTob6paxeHue 3arpy3kn FLASH-namsatu:
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DGS-3000-28XMP:admin#show utilization flash
Command: show utilization flash

Flash Memory Utilization

Total Flash ;29937 KB
Used Flash 1 28834 KB
Utilization 96 %

CTRL+C Quit EJgX¥S [ Next Page [§ Previous Page [§ Refresh

59-6 clear countrers

OonucaHue
[JaHHas KomaHga ncnonb3yerTcs AN8 OUYUCTKU CHETUMKOB CTATUCTMKM Ha KOMMYyTaTope.

CuHTtakcuc
clear counters {ports <portlist>}

MapameTpbl

ports — (onuuoHasIbHO) yKasbiBaeT Auanas3oH MopToB A1 OYMCTKM. CMMCOK MOPTOB yKa3blBaeTcs NnyTem
BBO/A HaMMeHbLLEro HoMepa KOMMyTaropa 1 HayasibHOTo HoMepa nopTa, OTAeNeHHbIX ABoeTounem. [lanee
BBOAATCA HauMbOMbWN/A HOMEpP KOMMyTaTtopa W HavbonblniA HOMEpP MopTa, TakkKe OTAe/eHHble
ABoeTouneM. Hayano v KoHeLl, cnncka NopToB OTAENEHbI TUPE.

<portlist> — BBeuTe CNNCOK HaCTpanBaeMmbIX NOPTOB.

Ec/nn napaMeTpbl He yKasaHbl, ByayT 0TO6paXKeHbl CYUETHUMKM [/151 BCEX MOPTOB.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator nnn Operator MOryT BbINOSHATL JaHHYO0 KOMaHy.

Mpumep
OuncTKa CYETUMKOB CTATUCTUKN KOMMYTaTopa:

DGS-3000-28XMP:admin# clear counters ports 7-9
Command: clear counters ports 7-9

Success.

DGS-3000-28XMP : admin#
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60. KomaHabl Network Time Protocol (NTP)

enable ntp

disable ntp

config ntp access_group add [default | <ipaddr> | <network_address> | <ipv6addr> | <ipv6networkaddr>]
{ignore | noserve | notrust | version | nopeer | noquery | nomodify}

config ntp access_group delete [default | <ipaddr> | <network address> | <ipv6addr> |
<ipv6networkaddr>]

config ntp authentication state [enable | disable]

config ntp authentication key add <key_id 1-255> md5 <string 32>

config ntp authentication key delete <key id 1-255>

config ntp control_key [<key_id 1-255> | clear]

config ntp ipif <ipif_name 12> state [enable | disable]

config ntp master_stratum <value 0-15>

config ntp max_associations <value 1-64>

config ntp peer add [<ipaddr> | <ipv6addr>] {version <int 1-4> | key <key_id 1-255> | prefer | min_poll
<value 3- 16> | max_poll <value 4-17>}

config ntp peer delete [<ipaddr> | <ipv6addr>]

config ntp request_key [<key id 1-255> | clear]

config ntp server add [<ipaddr> | <ipv6addr>] {version <int 1-4> | key <key_id 1-255> | prefer | min_poll
<value 3-16> | max_poll <value 4-17>}

config ntp server delete [<ipaddr> | <ipv6addr>]

config ntp trusted_key <key id 1-255>

config ntp update_calendar state [enable | disable]

show ntp

show ntp associations {detail}

show ntp status

debug ntp level <value 0-255>

60-1 enable ntp

OnucaHune
[JaHHas komaHza ncnosb3yeTcsa AN4 BkaveHns yHkummn NTP.

CuHTakcuc
enable ntp

MapameTtpbl
Her.

OrpaHuyeHus
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Tonbko nonb3oBartenu ypoHsS Administrator, Operator nnn Power-User MOryT BbINONHATb AaHHYH KOMaHAy.

Mpumep
BkntoueHue NTP:

DGS-3000-28XMP:admin#enable ntp
Command: enable ntp

Success.

DGS-3000-28XMP : admin#

60-2 disable ntp

OnucaHune
[JaHHas komaHza ncnosb3yeTcsa ANng oTkioveHns gyHkunm NTP.

CuHTakcuc
disable ntp

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oarenu yposHA Administrator, Operator nnm Power-User MOryT BbINONHATb AAaHHYHO KOMaHAY.

Mpumep
OTkntoyeHne NTP:

DGS-32000-28XMP: admin#disable ntp
Command: disable ntp

Success.

DGS-3000-28XMP : admin#

60-3 config ntp access_group add

OnucaHue

[aHHasi KomaHga wucnonb3yerca Ans gobaeneHns rpynnbl goctyna NTP. NTP peanusyeTr obulee
HasHauyeHuMe cnucka ynpaeneHns pgoctynom ACL (Access Control List), cogepxawuin 3anucu
aZipecos/coBnafeHunii. 3anucy OTCOPTMPOBAaHbI CHavyasia Mo BO3pacTaHWIo 3HAYeHWn afpecos, a 3arem Mo
BO3pacTaHuio 3HadyeHun macok. CoBnafeHwe npoucxoguTt, korga noébutosoe W (AND) mackm n agpeca
MCTOYHMKA nakeTa paBHO nobutoBomy W (AND) mMacku n agpeca B cnucke. CnMCOK npocmaTtpuBaeTcs Mo
nopaaKY U NPUMEHSAETCA NOMUTMKA NOCMefHEro CoBnasLLero npasuna.

CuHTaKkcuc

config ntp access_group add [default | <ipaddr> | <network address> | <ipv6addr> |
<ipvénetworkaddr>] {ighore | noserve | notrust | version | nopeer | noquery | nomodify}
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MapameTpbl

default — yka3biBaet ucnonb3osaHune IPv4-agpeca (0.0.0.0/0.0.0.0) nnu IPv6-agpeca (::/:1) no ymonyaHuio.
Y IP-agpeca no ymosi4aHuio BCcerga camblil HU3KWiA NPUOPUTET B CMINCKE.

<ipaddr> — yka3biBaeT |IP-agpec xocTa.

<network_address> — yka3biBaeT IP-agpec ceTtu.

<ipv6addr> — yka3biBaeT |IPv6-agpec xocTa.

<ipvénetworkaddr> — yka3biBaeT IPv6-agpec cetn.

ignore — (onuuoHanbHO) yKasbIBaeT 3anpeT A0CTyrna BceM naketam, Bkodass NTP Control Queries.

noserve — (ONUMOHA/ILHO) YKa3bIBAET 3anpeT AocTyna BceM naketam, kpome NTP Control Queries.

notrust — (ONUMOHaNbLHO) yKa3biBaeT 3anpeT AoCTyna nakeram, KOTopble He MPOLLN KpUnTorpaduyeckyto
ayTeHTubmkaymio. Ecnn komaHga config ntp authentication state BknoueHa, ayTeHTUdMkaums
NpoBOAMTCA O/1 BCEX MNaKeTOB, KOTOpble MOryT 3anycTuTb accouuauuio. Ecnm komaHga config ntp
authentication state oTknioueHa, HO He MPUCYTCTBYET napameTp notrust, ayTeHTudmkaLmsa MOXeT ObiTb
3anylleHa He3aBWCMMO OT TOrO, ayTeHTUdMuMpoBaHa OHa WM HeT. Ecnn komaHga config ntp
authentication state oTk/0ueHa, HO NapamMeTp notrust NPUCYTCTBYET, ayTeHTUMKaUUA TpedyeTcs TObKO
[ANA yKa3aHHOro AmanasoHa agpecos/Macok.

version — (ONuUMOHa/IbHO) yKa3blBAET 3anpeT AOoCTyna nakeram, He COOTBETCTBYHOLWMM Tekyweli NTP-
Bepcum.

nopeer — (ONUMOHA/IBHO) yKa3bIBAET 3anpeT AOCTyna naketam, KOTopble MOryT 3anycTuTb accoumauuio,
6e3 ayTeHTupukaumun. Mog naketamu noHMMaroTca broadcast, symmetric-active n manycast nakeTbl.
O6paTnTe BHUMAHWE, YTO AAHHbIA NapameTp He MPYMEHSETCA K NakeTam, KOTopble He MOryT 3anyCcTuTb
accouuauuio.

noquery — (ONUUOHasILHO) yKasbiBaeT 3anpeT goctyna scem NTP Control Queries.

nomodify — (onuuoHanbHO) ykasbiBaeT 3anper pgoctyna NTP Control Queries, KOTOpble nbITAlOTCA
N3MEHWTb COCTOsSIHME CepBepa.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nnm Power-User MOryT BbINOAHATb fAaHHYH KOMaHAY.

Mpumep
Co3paHue rpynnsl goctyna NTP ¢ IPv4-agpecom no ymosiyaHuio:

DGS-3000-28XMP:admin#config ntp access_group add default nopeer
Command: config ntp access group add default nopeer

Success.

DGS-3000-28XMP :admin#

60-4 config ntp access_group delete

OnucaHue
JaHHaa komaHga ncnosib3yerca Ang yganeHusa rpynnbl goctyna NTP.

CuHTakcuc

568



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

config ntp access_group delete [default | <ipaddr> | <network_address> | <ipv6addr> |
<ipv6networkaddr>]

MapameTpbl

default — ykasbiBaet ucnosnb3osaHune IPv4-agpeca (0.0.0.0/0.0.0.0) nnu IPv6-agpeca (::/:) no ymonyaHuio.
Y IP-agpeca no ymosi4aHuio BCcerga camblil HU3KWiA NPUOPUTET B CMINCKE.

<ipaddr> — yka3biBaeT |IP-agpec xocTa.

<network_address> — yka3biBaeT IP-agpec ceTtu.

<ipv6addr> — yka3biBaeT |IPv6-agpec xocTa.

<ipvénetworkaddr> — yka3biBaeT IPv6-agpec cetn.

OrpaHuyeHus
Tonbko nonb3oarenu yposHa Administrator, Operator nnn Power-User MOryT BbINOMHATb AAaHHYH KOMaHAY.

Mpumep
Ypanexve rpynnbl goctyna NTP:

DGS-3000-28XMP:admin#config ntp access_group delete default
Command: config ntp access_group delete default

Success.

DGS-3000-28XMP : admin#

60-5 config ntp authentication state

OnucaHue

[aHHasi KomaHga WCNonAb3yeTcs ANs BKAYEHUS W oTKAdeHuss NTP-ayTeHTudwmkauun. Korga NTP-
ayTeHTUVKaUUM BK/IHOYEHA, CeTeBble Y3Mbl OyAyT CUHXPOHU3MPOBaHbl C KOMMYTATOPOM TOSIbKO MpK
HanMumm Kno4a, ykasaHHoro B komaHge config ntp authentication key add.

CuHTakcuc
config ntp authentication state [enable | disable]

MapameTpsbl

enable — yka3biBaeT BkoveHne NTP-ayTeHTUdmkaumu.

disable — yka3biBaeT otkntoveHne NTP-ayTeHTUMKaumu.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHsa Administrator, Operator nnn Power-User MOryT BbINOMHATb AaHHYH KOMaHAY.

Mpumep
BkntoueHne NTP-ayTeHTUdmKaumm:
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DGS-3000-28XMP:admin#config ntp authentication state enable
Command: config ntp authentication state enable

Success.

DGS-3000-28XMP :admin#

60-6 config ntp authentication key add

OonucaHue
[JaHHas komaHaa ucnonb3yetcsa Ana fodasieHns knwda ayteHTudoukaumm ana NTP.

CuHTakcuc
config ntp authentication key add <key_id 1-255> md5 <string 32>

MapameTtpsbl

<key_id 1-255> — BeeguTe ID NTP-kntoua. [JlocTyneH ananasoH 3HaveHunin ot 1 go 255.

md>5 — ykasbiBaeT Tun MD5 ans knwova ayteHTUdmkaumu,
<string 32> — BBeanTE K/IOUEBYHO CTPOKY. CTpOKa He Ao/MKHa coaepxaTb 6onee 32 CUMBO/IOB.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator, Operator uin Power-User MOryT BbIMOMHATL JaHHYI0 KOMaH4y.

Mpumep
Job6aBneHune kntoya ayteHTUdmkaumm c ID «42» n knoveBoin cTpokoih «<NTPKeys»:

DGS-3000-28XMP:admin#config ntp authentication key add 42 md5 NTPKey
Command: config ntp authentication key add 42 md5 NTPKey

Success.

DGS-3000-28XMP: admin#

60-7 config ntp authentication key delete

OonucaHue
[aHHasi KomaHga ucnonb3yetcs ANs yaaneHns kawda ayteHtudmkaumm ans NTP.

CuHTakcuc
config ntp authentication key delete <key_id 1-255>

MapameTpsbl

<key_id 1-255> — Beegute ID NTP-kntoua. JocTyneH guanasoH 3HavyeHuin ot 1 go 255.

OrpaHunyeHus
Tonbko nosb3oBarteny yposHs Administrator, Operator nnn Power User MOryT BbINOMHATb AaHHYH KOMaHAy.
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Mpumep
YaaneHue knova ayteHTudmkaumm ans NTP:

DGS-3000-28XMP:admin#config ntp authentication key delete 42
Command: config ntp authentication key delete 42

Success.

DGS-3000-28XMP : admin#

60-8 config ntp control_key

OnucaHue
[aHHasi KomaHga ucnonblyercs ansa ykasadus 1D kntova gn1a KOHTponbHbIX NTP-coobLeHuii.

CuHTtakcuc
config ntp control_key [<key_id 1-255> | clear]

MapameTpsbl

<key_id 1-255> — Beegute ID NTP-kntoua. JocTyneH guanasoH 3HaveHuin ot 1 go 255.

clear — yka3bIBaeT yaasnieHue Knwoya.

OrpaHuyeHus
Tonbko nosb3oBartenu ypoHsa Administrator, Operator nnn Power User MOryT BbINOMHATb AaHHYH KOMaHAY.

Mpumep
YkazaHue ID knoda ansa KOHTPosbHbIX NTP-co06LWeHNiA;

DGS-3000-28XMP:admin#config ntp control_key 42
Command: config ntp control_key 42

Success.

DGS-3000-28XMP : admin#

60-9 config ntp ipif

OnucaHue
[JaHHas KoMaHAa WCMoNb3yeTcs A7 BK/YEHUS WU OTKIKYEHUs nonydeHuss NTP-naketoB Ha IP-
uHTepdelice.

CuHTakcuc
config ntp ipif <ipif_name 12> state [enable | disable]

MapameTtpbl

<ipif_name 12> — ykasblBaeT umsa ucnonb3yemoro IP-agpeca unHTepdelica. MakcMmanbHO A0MYyCTUMOE
KOMIMYECTBO CUMBOSIOB B UMEHN — 12,

state — yka3bIBaeT BK/IOYEHVE UM BbIK/IOYEHNE NOMyYeHUs1 uHTepdpericom NTP-nakeTos.
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enable — yka3biBaeT BkoueHve nonyyveHmss NTP-nakeTos IP-uHTepceiicoM. Mo ymonyaHuio gaHHas
OnuuMsa BK/loUEeHa.
disable — yka3biBaeT oTktoueHme nonyyveHms NTP-nakeTos IP-nHTepdeiicom.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHsa Administrator, Operator nnan Power User MOryT BbINOMHATb AaHHYH KOMaHAY.

Mpumep
BkntoueHune nonyyvyeHus NTP-naketos IP-uHTepdelicom System:

DGS-3000-28XMP:admin#config ntp ipif System state enahle
Command: config ntp ipif System state enable

Success.

DGS-3000-28XMP :admin#

60-10 config ntp master_stratum

OnucaHue
JaHHasi komaHga ucnonb3yetca ans Hactpoiikn Real-Time Clock (RTC) kak ocHoBHbIXx NTP-yacoB, Korga
BHeLWHNA NTP HeaocTyneH.

CuHTakcuc
config ntp master_stratum <value 0-15>

MapameTpbl

<value 0-15> — BBeanTe yacoBoli croin NTP. [locTyneH AnanasoH 3HaveHuid oT 1 go 15. 0 o3Hadvaert, yuto
PYHKUMA OTKIOYEHA.

OrpaHuyeHus
Tonbko nonb3osareny yposHA Administrator, Operator unv Power User MOTYT BbINOMHATb JaHHYO KOMaHAY.

Mpumep
HacTpoiika mapLupyTn3atopa Kak OCHOBHbIX YacoB NTP:

DGS-3000-28XMP:admin#config ntp master_stratum 8
Command: config ntp master_stratum 8

success.

DGS- 3000 - 28XMP : admin#

60-11 config ntp max_associations
OnucaHue
[aHHasi koMaH4a MCNoMb3yeTcsl A1 HACTPOWMKM MakCumasibHOro konuuectea NTP-y3/10B M K/IMEHTOB Ha

KOMMyTaTope.

CuHTakcuc
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config ntp max_associations <value 1-64>

MapameTpbl

<value 1-64> — BBeguTe konmuectBo NTP-accounaumii.

OrpaHuyeHus
Tonbko nonb3osareny yposHA Administrator, Operator nnn Power-User MOTyT BbINOMHATb JaHHYHO KOMaHAY.

Mpumep
HacTpoiika makcumasbHoro konudectsa NTP-accoumauuia, paHoro 20:

DGS-3000-28XMP: admin#config ntp max_associations 20
Command: config ntp max_associations 20

Success.

DGS-3000-28XMP :admin#

60-12 config ntp peer add

OnucaHue
[JaHHas komaHga ncnosnb3yeTcs ans HacTpoiikn NTP-y3noB.

CuHTakcuc
config ntp peer add [<ipaddr> | <ipvb6addr>] {version <int 1-4> | key <key_id 1-255> | prefer | min_poll
<value 3-16> | max_poll <value 4-17>}

MapameTpsbl

<ipaddr> — BBeguTte IP-agpec y3na.

<ipv6addr> — BeeguTte IPv6-agpec y3na.

version — (onuuoHasibHO) yka3biBaeT HoMmep NTP-Bepcun.
<int 1-4> — BBeauTe Homep NTP-Bepcun. [JOCTyneH AvanasoH 3HadyeHuin oT 1 go 4. 3Ha4yeHune no
yMOJiHaHuio — 4.

key — (onumnoHasibHO) yKa3blBaeT KoY ayTEHTUGIMKALNN.
<key_id 1-255> — BeeauTe ID NTP-kntova. JocTyneH gnanasoH 3Ha4yeHuin ot 1 ao 255.

prefer — (onumoHanbHO) yKasbiBaeT NPeANoUNTaEMbIi ANs1 CUHXPOHM3aUUK Y3ern.

min_poll — (onunoHanbHO) yKasblBaeT MUHUMabHbI MHTEpBan onpoca ans NTP-coo6LLeHWIA.
<value 3-16> - BBegMTEe MUHUMas/IbHOE 3HauYeHWe WHTepBasia onpoca. WHTepBan onpoca
paccyMTbIBaeTCs Kak 2 B CTEMNEeHW yKa3aHHOro 3HayeHusi. Hanpumep, ecnn ykasaHo 3HayeHue 6, To

MWUHUMaUTbHbIV MHTEpPBaUT onpoca 6byaeT cocTaBAaTb 64 cekyHAabl (26:64).

max_poll — (onumoHasibHO) yKasblBaeT MakCUMasbHbli MHTepBasl onpoca A8 NTP-coo6LLeHwWiA.
<value 4-17> - BBeAUTe MakKCUMa/lbHOE 3Ha4YeHWe WHTepBasna onpoca. WHTepBan onpoca
paccunTbiBaeTCs, Kak 2 B CTeMNeHW yKasaHHOro 3HadeHus. Hanpumep, ecsiv ykaszaHo 3HadeHue 6, To

MaKCMMaslbHbI MHTepBas onpoca OyaeT COCTaBNATb 64 CEKyHAbI (26=64).

OrpaHuyeHus
Tonbko nonb3osareny yposHA Administrator, Operator nnn Power-User MOryT BbINONHATb JaHHYHO KOMaHAY.
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Mpumep

HacTtpolika IP-agpeca 192.168.22.33 ans NTP-y3na ¢ ucnonb3oBaHnem NTP-Bepcum 3:

Command: config ntp peer add 192.168.22.33 version 3
Success.

DGS-3000-28XMP :admin#

DGS-3000-28XMP:admin#config ntp peer add 192.168.22.33 version 3

60-13 config ntp peer delete

OnucaHue
JaHHaa komaHga ncnosnb3yerca anda yganedmsa NTP-y3na.

CuHTakcuc
config ntp peer delete [<ipaddr> | <ipv6addr>]

MapameTtpsbl

<ipaddr> — BBeguTte IP-agpec y3na.

<ipv6addr> — Beegute IPv6-aagpec y3na.

OrpaHuyeHus

TonbKo nosib3oBateny ypoBHa Administrator, Operator unv Power-User MOTyT BbINOHATL AaHHYO KOMaHAY.

Mpumep
YpaneHve IP-agpeca NTP-y3na:

Command: config ntp peer delete 192.168.22.33

Success.

DGS-3000-28XMP : admin#

DGS-3000-28XMP:admin#config ntp peer delete 192.168.22.33

60-14 config ntp request_key

OonucaHue

[JaHHas komaHpa wucnonb3yetca ans ykasaHusa ID kmwoua gna NTP-naketoB mode 7, MCNOAb3yeMblX

yTUANTOW ntpdc.

CuHTakcuc
config ntp request_key [<key_id 1-255> | clear]

MapameTpbl

<key_id 1-255> — Beegute ID NTP-kntoua. JocTyneH guanasoH 3HavyeHuin ot 1 go 255.

clear — ykasbiBaeT yaasneHue Kwoua.
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OrpaHuyeHus
Tonbko nosb3oBartenu ypoHsa Administrator, Operator nnu Power User MOryT BbINONHATb AaHHYH KOMaHAy.

Mpumep
YkazaHue knoda NTP Request:

DGS-3000-28XMP:admin#config ntp reguest_key 45
Command: config ntp reguest_key 45

Success.

DGS-3000-28XMP : admin#

60-15 config ntp server add

OnucaHue
[JaHHas komaHga ucnonblyercsa ansa nodasneHns NTP-cepsepa.

CuHTakcuc
config ntp server add [<ipaddr> | <ipvb6addr>] {version <int 1-4> | key <key_id 1-255> | prefer |
min_poll <value 3-16> | max_poll <value 4-17>}

MapameTtpbl

<ipaddr> — BBeguTe IP-agpec cepsepa.

<ipv6addr> — Beegute IPv6-agpec cepsepa.

version — (onuMoHasnbHO) yKkasbiBaeT Homep NTP-Bepcun.
<int 1-4> — BBeauTe Homep NTP-Bepcun. [OCTyneH AvanasoH 3HavyeHuin oT 1 go 4. 3Ha4yeHune no
yMOJIHaHuo — 4.

key — (onunoHasibHO) yKa3blBaEeT KoY ayTeHTUdIMKaLMUN.
<key_id 1-255> — BeeanTte ID NTP-kntoua. [JOCTyneH AvanasoH 3HavyeHuin ot 1 go 255.

prefer — (onumoHanbHO) yKasbIiBaeT NPEANOUNTAEMbIN 4151 CUHXPOHM3aLUUN cepsep.

min_poll — (ony1oHaibHO) yKa3biBaeT MUHUMasIbHbI MHTEepBan onpoca AN NTP-coo6LweHuni.
<value 3-16> — BBeAMTE MWHUMa/IbHOE 3HayeHMe WHTepBasia onpoca. VHTepBan onpoca
paccunTbIBAETCA Kak 2 B CTEMNEeHW yKasaHHOro 3HauveHus. Hanpumep, ecnv ykasaHo 3HayeHue 6, 1o

MWUHUMaUTbHBIV MHTEpBaUT onpoca 6byaeT cocTaBAaTb 64 cekyHAabl (26=64).

max_poll — (onunoHanbHO) ykasbiBaeT MakCMMasibHbIi MHTepBan onpoca anst NTP-coobLieHwii.
<value 4-17> — BBeAUTE MakCMMas/lbHOE 3HauyeHuMe WHTepBasia onpoca. WHTepBas onpoca
paccunTbiBaeTCH Kak 2 B CTEeMNeHU ykasaHHOro 3HavyeHus. Hanpumep, ecnu ykasaHo 3HayeHue 6, To

MaKCUMaUTbHBbI MHTEpBas onpoca By/eT COCTaBMATL 64 cekyHAbl (2°=64).

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator, Operator nnu Power-User MOryT BbINO/HATb AAHHYO KOMaHAY.

Mpumep
HacTpoiika IP-agpeca 192.168.10.33 kak NTP-cepBepa ¢ ucnosnb3osaHnem NTP-sepcun 2;
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DGS-3000-28XMP:admin#config ntp server add 192.168.10.33 version 2
Command: config ntp server add 192.168.10.33 version 2

Success.

DGS-3000-28XMP :admin#

60-16 config ntp server delete

OnucaHue
JaHHaa komaHga ncnonb3yerca ang yganeHusa NTP-cepsepa:

CuHTakcuc
config ntp server delete [<ipaddr> | <ipv6addr>]

MapameTpsbl

<ipaddr> — BBegunTe IP-agpec cepsepa.

<ipv6addr> — Beegute IPv6-agpec cepsepa.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoBHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AaHHYHO KOMaHay.

Mpumep
YpaneHuve IP-agpeca NTP-cepsepa:

DGS-3000-28XMP:admin#config ntp server delete 192.168.10.33
Command: config ntp server delete 192.168.10.33

Success.

DGS-3000-28XMP : admin#

60-17 config ntp trusted_key

OonucaHue

[JaHHas KoMaHga UCMONAb3yeTca A8 yKasaHWs [OBEpPEeHHOro  Knwuva  y3na, KoTopblil  6yaeT
ayTeHTudumuuposaH NTP-cuctemoii.

CuHTtakcuc
config ntp trusted_key <key_id 1-255>

MapameTpbl

<key_id 1-255> — Beegute ID NTP-kntoua. JocTyneH guanasoH 3HavyeHuin ot 1 go 255.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoBHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AAaHHYHO KOMaHay.

Mpumep
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HacTtpoiika goBepeHHoro NTP-ktoua:

DGS-3000-28XMP:admin#config ntp trusted_key 45
Command: config ntp trusted_key 45

Success.

DGS-3000-28XMP : admin#

60-18 config ntp update_calendar state

OnucaHue
JaHHas koMaHga ucnosb3yeTcs A8 NepUoanyecKoin CUHXPOHM3auumM annapaTHbiX YacoB CO BpPEMEHEM,
nosiydeHHsIM no NTP.

CuHTakcuc
config ntp update_calendar state [enable | disable]

MapameTpsbl

enable — YKa3bIBa€eT Nepnognyeckyo CMHXpOHU3aLunio annaparHbiX 4YacoB.

disable — yka3biBaeT oTk/I04EHNE DYHKUUN. DTO COCTOSAHUE MO YMOHAHNIO.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator unn Power User MOryT BbIMOMHATL AaHHYI0 KOMaHay.

Mpumep
Mepunogmyeckas CUHXPOHU3aLMA annapaTrHbIX YacoB CO BpeMeHEM, NnoslyyeHHbIM no NTP:

DGS-3000-28XMP: admin#config ntp update_calendar state enable
command: config ntp update_calendar state enable

Success.

DGS-3000-28XMP : admin#

60-19 show ntp

OnucaHue
[aHHas komaHga nucnonb3yercs ans otobpaxeHns HacTpoek NTP.

CuHTakcuc
show ntp

MapameTpbl
Her.

OrpaHuyeHus
Her.
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Mpumep
OTob6paxeHne HacTpoek NTP:

DGS-3000-28XMP:admin#show ntp
Command: show ntp

NTP State :Enabled
Authentication State:Enabled
NTP Update Calendar :Enabled
NTP Max Association :32

NTP Server List:

Ver Key Poll Prefer NTP server

NTP Peer List:

Ver Key Poll Prefer NTP server

NTP Key List:
Key ID Key Type Trusted Key Value

Quit Next Page Next Entry @ ALl

60-20 show ntp associations

OnucaHue
[JaHHasi KomaHga ucnonb3yercs Ans otobpaxeHusa craryca NTP-accoumauymia.

CuHTakcuc
show ntp associations {detail}

MapameTpbl

detail — (onumoHanbHO) ykasbiBaeT oTobpaXkeHne NogpobHoli nHdopmaumm no kaxgon NTP-accoumaumn.

OrpaHuyeHus
HeT.

Mpumep
OTobpaxeHne ctatyca NTP-accounauuii:
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DGS-3000-28XMP:admin#show ntp associations
Command: show ntp associations

DGS-3000-28XMP:admin#

3.99217
3.99217

Remote Local St Poll Reach Delay Offset
=192.168.10.33 10.90.90.90 16 64 0] B.00000 0.000000
+192.168.22.33 10.90.90.90 16 64 Q 0.00000 0.00Q000
+ Symmetric active, - Symmetric passive, = Client, * System Peer

OTob6paxeHne nogpobHoro ctatyca NTP-accoumauuii:

DGS-3000-28XMP:admin#show ntp associations detail
Command: show ntp associations detail

Remote 192.168.10.33, Local 10.90.90.90

Our mode client, Peer mode unspec, Stratum 16, Precision -7

Leap 11, RefID [XFAC], RootDistance ©.00000, RootDispersion 0.00000
PPoll 10, HPoll 6, KeyID @, Version 2, Association 8359

Reach 000, Unreach 3, Flash 0x1e0@, Timer 1s, flags Config

Reference Timestamp: 00QQ0QQ000.00000000 Thu, Feb 7 2036 6:28:16.00000
Originate Timestamp: 00000000.00000000 Thu, Feb 7 2036 6:28:16.00000
Receive Timestamp: 00000000.00000000 Thu, Feb 7 2036 6:28:16.00000
Transmit Timestamp: 00000000.00000000 Thu, Feb 7 2036 6:28:16.00000

Filter Delay: ©0.00000 0.00000 0.00000 0.00000
0.00000 0.00000 0.00000 0.00000
Filter Offset: 0.000000 0.000000 Q.000000 0.000000
0.000000 0.000000 0.000000 0.000000
Filter Order: @ 1 2 3
4 5 6 7

Offset 0.000000, Delay 0.00000, Error Bound 3.99217, Filter Error 0.00000

Remote 192.168.22.33, Local 10.90.90.90

Our mode sym_active, Peer mode unspec, Stratum 16, Precision -7
Leap 11, RefID [XFAC], RootDistance ©.00000, RootDispersion 0.00000
PPoll 10, HPoll 6, KeyID O, Version 3, Assoclation 8356

Reach 000, Unreach 4, Flash 0x1e@@, Timer 66s, flags Config

Quit Next Page Next Entry B All

60-21 show ntp status

OnucaHue
[aHHas komaHaa ncnonb3yetcsa Ana npocmotpa cratyca oyHkuumn NTP.

CuHTtakcuc
show ntp status

MapameTtpsbl
HeT.
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OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne ctaryca NTP:

DGS-3000-28XMP:admin#show ntp status

Command: show ntp status

Leap Indicator: uUnsynchronized

Stratum: 16

Precision: -8

Root Distance: 0.00000 s

Root Dispersion: 0.00475 s

Reference ID: [INIT]

Reference Time: 00000000, 00000000 Thu, Feb 7 2036 6:28:16.00000
System Flags: Auth Monitor NTP Kernel Stats
Jitter: 0.000000 s

Stability: 0.000 ppm

Auth Delay: 0.000000 s

DGS-3000-28XMP :admin#

60-22 debug ntp level

OnucaHue
[aHHas komaHza ucnonb3yeTcs Ans HacTpoiiku otnagkm NTP.

CuHTakcuc
debug ntp level <value 0-255>

MapameTpbl

<value 0-255> — BBeaMTE YPOBEHb OT/afA0YHbIX CO0OWEHNA. O o03HavaeT, Yto NTP-oT/agka OTK/o4YeHa.

Uewm Bbille 3Ha4YeHne, TeM 6onee NogpooHbIM ByaeT coobLieHune.

OrpaHuyeHus
Tonbko nonb3oBareny yposHA Administrator BbINO/THATL AaHHYIO KOMaHAy.

Mpumep
HacTpoiika ypoBHS 1 415 OTNaf0uHbIX COOOLLEHWIA:

DGS-3000-28XMP:admin#debug ntp level 1
Command: debug ntp level 1

Success.

DGS-3000-28XMP: admin#

580



T-KOM Pykosodcmso nosnb3osamens (CLI) ons ynpasnsiemeix L2 kommymamopos TIK-300

61. KomaHgbl OAM

config ethernet_oam ports [<portlist> | all] [mode [active | passive] | state [enable | disable] | link_monitor
[error_symbol {threshold <range 0-4294967295> | window <millisecond 1000-60000> | notify_state [enable
| disable]}(1) | error_frame {threshold <range 0-4294967295> | window <millisecond 1000-60000> |
notify_state [enable | disable]}(1) | error_frame_seconds {threshold <range 1-900> | window <millisecond
10000-900000> | notify_state [enable | disable]}(1) | error_frame_period {threshold <range 0-4294967295>
| window <number 148810-100000000> | notify_state [enable | disable]}(1)] | critical_link_event [dying_gasp
| critical_event] notify_state [enable | disable] | remote_loopback [start | stop] | received_remote_loopback
[process | ignore]]

show ethernet_oam ports {<portlist>} [status | configuration | statistics | event_log {index <value_